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Abstract

Recent deepfake detection studies often treat unseen sample
detection as a “zero-shot” task, training on images generated
by known models but generalizing to unknown ones. A key
real-world challenge arises when a model performs poorly
on unknown samples, yet these samples remain available for
analysis. This highlights that it should be approached as a
“few-shot” task, where effectively utilizing a small number
of samples can lead to significant improvement. Unlike typi-
cal few-shot tasks focused on semantic understanding, deep-
fake detection prioritizes image realism, which closely mir-
rors real-world distributions. In this work, we propose the
Few-shot Training-free Network (FTNet) for real-world few-
shot deepfake detection. Simple yet effective, FTNet differs
from traditional methods that rely on large-scale known data
for training. Instead, FTNet uses only one fake sample from
an evaluation set, mimicking the scenario where new sam-
ples emerge in the real world and can be gathered for use,
without any training or parameter updates. During evalua-
tion, each test sample is compared to the known fake and
real samples, and it is classified based on the category of
the nearest sample. We conduct a comprehensive analysis of
Al-generated images from 29 different generative models and
achieve a new SoTA performance, with an average improve-
ment of 8.7% compared to existing methods. This work intro-
duces a fresh perspective on real-world deepfake detection:
when the model struggles to generalize on a few-shot sample,
leveraging the failed samples leads to better performance.

Code — https://github.com/zuiluorenjian/FTNet

Introduction

With the rapid development of deep learning-based tech-
niques (Zhang et al. 2025), especially the rise of advanced
generative models such as Generative Adversarial Networks
(GANs) (Goodfellow et al. 2014; Rossler et al. 2019; Choi
et al. 2018) and Diffusion models (Rombach et al. 2022a;
Nichol et al. 2021b; Podell et al. 2023; Esser et al. 2024),
Al-generated images have made significant strides in pro-
ducing realistic and diverse content. These models, which
have evolved over the years, are capable of generating highly
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Figure 1: Comparison of traditional methods and our few-
shot method in real-world scenarios.

convincing synthetic media, including faces and entire video
sequences that are nearly indistinguishable from real.

However, Al-generated content, particularly deepfakes,
has become a significant threat to information integrity, pub-
lic trust, and digital security. Deepfake technology allows for
the creation of hyper-realistic fake media, which can be eas-
ily shared and distributed, making it difficult for the public
to distinguish between what is real and what is fabricated.
The implications are far-reaching: deepfakes can be used
for spreading false propaganda, manipulating public opin-
ion, committing commercial fraud, or even defaming indi-
viduals by altering their appearance or words in a video.

Moreover, as the quality of generative models continues to
improve, detecting deepfakes has become increasingly chal-
lenging. Traditional detection methods(Tan et al. 2024b; Yan
et al. 2024b; Guillaro et al. 2025; Tao et al. 2025) that rely on
identifying artifacts or inconsistencies in synthetic images
and videos are gradually losing effectiveness as generative
models become more sophisticated. For instance, deepfake
videos created with state-of-the-art GANs or Diffusion mod-
els often exhibit a high level of realism, making it harder to
distinguish them from real media. This creates a pressing
need for deepfake detection systems that are not only capa-
ble of detecting known types of deepfakes but also gener-



alize well to new, unseen variants. In response to this chal-
lenge, deepfake detection research has focused on develop-
ing methods that can adapt to novel deepfake samples. As
shown in Figure 1. Many existing techniques treat the detec-
tion of unseen samples as a “zero-shot” task, in which mod-
els are trained on a set of known deepfakes and expected to
generalize to unknown ones. However, this approach often
falls short in real-world scenarios, where new deepfakes are
continuously created, and the model’s performance degrades
when exposed to previously unseen content. This highlights
the importance of developing more robust detection methods
that can handle unseen deepfakes effectively, without rely-
ing on extensive retraining or large-scale datasets. As shown
in Figure 2(a), the baseline detector overfits to the known
generative model and has difficulty distinguishing unknown
generative models. Instead, our method (Figure 2(b)) classi-
fies various generative models well, which indicates its great
potential in addressing the above challenges.

In this work, we introduce the Few-shot Training-free
Network (FTNet), a novel approach for real-world deepfake
detection. One promising direction in deepfake detection is
the use of “few-shot” learning approaches, where the model
is trained to recognize deepfakes from only a small number
of examples. Few-shot learning can be particularly useful
in real-world scenarios, where new deepfake samples may
emerge and can be quickly gathered for analysis. Unlike
traditional methods that require training on large amounts
of labeled data, few-shot detection techniques can adapt to
new deepfake types with minimal resources. However, deep-
fake detection using few-shot learning presents unique chal-
lenges, primarily because deepfakes focus on mimicking
the realism of images, which closely resemble real-world
distributions. This makes it difficult for conventional few-
shot learning methods, which often focus on semantic un-
derstanding, to perform effectively in deepfake detection.

The proposed FTNet addresses these challenges by oper-
ating in a training-free manner. It uses only a minimal num-
ber of samples, specifically one fake sample from the eval-
uation set, mimicking real-world scenarios where new deep-
fakes emerge and can be quickly gathered for use. The fea-
tures and labels of these samples are then injected into a dy-
namic knowledge base, which we call the key-value cache.
This approach eliminates the need for parameter updates
or retraining, significantly reducing computational overhead
and resource requirements. During the evaluation phase,
each test sample is compared against the known fake and
real samples and is classified based on the category of the
nearest sample. FTNet’s simple yet effective method allows
it to rapidly adapt to new deepfake samples, offering a scal-
able and computationally efficient solution for detecting.

Through extensive experiments on AI-generated images
from 29 different generative models, we demonstrate that
the proposed FTNet achieves new state-of-the-art perfor-
mance in deepfake detection, outperforming existing meth-
ods by 8.7% (with the fine-tuning version, FTNet-T, achiev-
ing 12.1%). This work highlights the potential of using a
small-sample, training-free method to enhance deepfake de-
tection, especially in scenarios where new deepfakes are
constantly being generated. By focusing on effectively lever-
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Figure 2: Comparison of traditional detector and our method
on a 6-class generative model feature space.

aging few-shot samples, FTNet provides a scalable and prac-
tical solution to the growing problem of deepfake detection.
The main contributions are summarized as follows:

* We propose the FTNet, a novel approach for deepfake de-
tection that uses a minimal number of samples (only one
fake and one real sample) without any need for retrain-
ing or parameter updates. This approach significantly re-
duces the need for large-scale data and training resources.

FTNet is designed to handle real-world deepfake detec-
tion, where new, unseen deepfake samples frequently
emerge. By utilizing a few-shot, training-free method-
ology, FTNet adapts to new deepfake types effectively,
providing a practical solution in dynamic environments.

Through extensive experiments on Al-generated images
from 29 different generative models across three open-
world datasets, demonstrating the effectiveness.

Related Work

Owing to space constraints in the main document, this sec-
tion has been included in the supplementary materials.

Method

In this section, we will present its core components in order:
the Cache Model Construction, our training-free FTNet, and
its fine-tuned variant, FTNet-T.

Problem Definition

The core challenge faced by the deepfake detection field is
that existing methods usually rely on large-scale data train-
ing of a single generative model (such as ProGAN(Karras
et al. 2017) or a specific diffusion model(Ho et al. 2020)),
which quickly becomes outdated in the context of the diver-
sification and rapid evolution of Al generation technology.
With the continuous emergence of new generative models
(such as upgraded GAN variants, iterative versions of diffu-
sion models, etc.), the forgery traces of their synthetic im-
ages are more hidden and show unique artifact characteris-
tics, resulting in the serious lack of generalization ability of
traditional methods due to the large domain difference be-
tween the source domain and the target domain. In addition,
in real scenarios, we can often obtain a small number of sam-
ples of new generative models, while existing methods either
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Figure 3: Overall framework of our proposed FTNet. The core of FTNet extracts features from the intermediate layers of the
CLIP image encoder to build a cache module, leveraging few-shot labeled samples for efficient detection of unknown samples.

require a large amount of labeled data for training or cannot
use limited samples to update detection capabilities due to
the lack of dynamic adaptive mechanisms. By reconceptual-
izing deepfake detection as a few-shot task, that is, treating
images from different generators as different categories, we
can simplify this complex problem. This approach allows us
to extract rich features from very few samples and achieve
automatic adaptation to unseen biases without further large-
scale fine-tuning or large datasets.

Framework Overview

To address the challenge of the lack of generalization ability
of existing deepfake detections when facing unknown new
models, we propose a novel few-shot detection framework.
As shown in Figure 3. This framework uses the pre-trained
CLIP model as the visual backbone, builds an efficient cache
model, and uses a small number of target domain samples to
identify the synthetic images of the newly generated model.
It is suitable for open-world scenarios with scarce data. We
first propose FTNet without parameter training, which iden-
tifies newly generated images by building a key-value cache.
It is suitable for scenarios with extremely limited resources,
real-time deployment, or extremely scarce samples. On this
basis, we propose FTNet-T, which breaks through the per-
formance ceiling by fine-tuning the cache model at low cost.
It is suitable for scenarios that pursue high precision, have
sufficient samples, or can be updated in non-real time. FT-
Net and FTNet-T form a complete paradigm of “adaptive
knowledge injection” : FTNet lays the foundation for instant
caching of new fake knowledge into the CLIP feature space,
and FTNet-T optimizes knowledge through lightweight fine-
tuning to achieve a seamless transition from basic adaptation
to precise detection, ensuring the efficiency of the frame-
work in a variety of practical scenarios.

Cache Model Construction

Past few-shot deepfake detection methods(Wu et al. 2025)
treated different generative models as different categories,
and unified real images into one category. However, this set-
ting results in them only being able to test a single dataset
during the test, which is not in line with real scenarios. Real-
world detection scenarios are often characterized by a mix-

ture of images from multiple, diverse, and often unknown
sources. In our task, although we treat the generative model
as an independent category, we also ensure that the total
number of true and false images in the cached model is bal-
anced, that is, we extract the same real and fake images from
each dataset. It also simulates a simulated real mixed envi-
ronment, that is, the number of real images is greater than
that of a single generative model. Specifically, the few im-
ages we extract from these datasets are regarded as the sup-
port set Doypport = {(2i; i)}, for building our cached
model. A set of images to be tested is regarded as a query

set Dyyery = {(asq)}é\[:“l. This task aims to predict the cate-
gory of each image in the query set based on the information
provided by the support set.

We aim to enhance the model’s capability to detect syn-
thetic images by integrating a small amount of new knowl-
edge, eliminating the need for traditional large-scale train-
ing. Leveraging a pre-trained CLIP model and a limited
number of dataset samples from the target domain, we strate-
gically extract image features from the intermediate layers
of the CLIP to effectively capture forgery traces in syn-
thetic images. Our proposed cache model comprises two
core components: a Feature Bank and a Label Bank. Specif-
ically, we utilize the CLIP to extract D-dimensional fea-
tures normalized via Ly normalization f; € RP. The true
label y;, € {real,fake} corresponding to each image x
is converted into a 2-dimensional one-hot encoding vector
I, € R%. The f;, and [, are as follows:

Evis(xk)
= —vis Bk 1
e = By @
I, = OneHot(yy) (2)

These extracted intermediate layer features fj are treated
as keys, aggregated into Feature Bank, denoted as Flp.
The one-hot ground-truth vectors [;, are used as their val-
ues, aggregated into Label Bank. In the form of key-value
pairs, the entire cache model can be expressed as (I, V) =
({frtaz,, {lx}o2,) This cached model is built before the
inference phase begins; in this way, the model remembers
all new knowledge extracted from a few samples.
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Few-shot Training-free Network (FTNet)

For an unseen test image, we use the CLIP intermediate
layer to extract global features f:es: , which are in the same
embedding space as the features in the feature bank. We only
need two simple matrix-vector multiplications to achieve
classification. First, we can calculate the cosine similarity
between the test image features and F'p by

fteleg
”fteslH : ||FB||

This represents the semantic relevance of the test image
to the images in the cache. Then, use S5 as the weight to
integrate the one-hot encoded labels in the label bank Lp to
obtain the classification logits € R'*2. The process can be
formalized as follows:

Scos = € RlXN (3)

“

where ¢(z) exp(—a(l — x)) is an activation func-
tion(Zhang et al. 2021). « represents a tuning hyperparame-
ter. The exponential function converts the similarity into a
non-negative value and uses o to modulate its sharpness.
In S¢os similar feature memories with higher scores con-
tribute more to the final classification logits, and vice versa.
Through this similarity-based label integration, FTNet can
adaptively distinguish synthesized images.

logits = ¢©(ScosLB)

FTNet with Fine-tuning (FTNet-T)

FTNet can quickly identify new AI synthetic images by
caching a small amount of target domain sample knowledge.
However, as the number of cached samples increases, the
generalization ability of the model tends to be flat. In order
to further improve the generalization ability, we propose the
FTNet-T, which fine-tunes a small number of samples in the
cache, that is, fine-tunes the keys in the Feature Bank. In
view of the extreme scarcity of new generative model sam-
ples in the real world, FTNet-T achieves advanced perfor-
mance on advanced forged image datasets with a fine-tuning
cost as low as 20 epochs.

Specifically, we unfreeze the keys in the Feature Bank,
keep the values in the Label Bank frozen, and add a linear
layer L 4(-) to perform learning. The similarity is calculated
by the output of the linear layer. The formula is as follows:

Scos = LA(ftest) = ftestWA

Its internal learnable weight matrix is W4 €
W 4 is initialized as FBT . However, it will be updated accord-
ing to the task objectives. During fine-tuning, cross-entropy
loss is used as the main objective function to measure the
difference between the model prediction and the true label.

&)

RDXN

Experiments

In this section, we evaluate the performance of our FT-
Net and FTNet-T methods for few-shot deepfake detection
through a series of experiments.
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Settings

Datasets: To ensure the consistency of the bench-
mark, we used 3 benchmark datasets for implemen-
tation. They are Genlmage, UniversalFakeDetect, and
OpenSDI dataset. The Genlmage million-level dataset con-
tains 8 generators (7 Diffusion models and one GAN).The
generators include Midjourney(Midjourney 2022), Sta-
ble Diffusion V1.4(Rombach et al. 2022b), StableDiffu-
sionV1.5(Rombach et al. 2022b), Wukong(Wukong 2022),
ADM(Dhariwal et al. 2021), GLIDE(Nichol et al. 2021a),
VQDM(Gu et al. 2022) and BigGAN(Brock et al. 2018).
The UniversalFakeDetect(Ojha et al. 2023) includes 20
subsets of generated images. The test set comprises 19
subsets from various generative models including Pro-
GAN(Karras et al. 2017), StyleGAN(Karras et al. 2019),
BigGAN(Brock et al. 2018), CycleGAN(Zhu et al. 2017),
StarGAN(Choi et al. 2018), GauGAN(Park et al. 2019)and
Deepfake(Rossler et al. 2019), CRN(Chen et al. 2017),
IMLE(Li et al. 2019), SAN(Dai et al. 2019), SITD(Chen
et al. 2018), Guided(Dhariwal et al. 2021), LDM(Rombach
et al. 2022b), Glide(Nichol et al. 2021a), DALLE(Ramesh
et al. 2021). The OpenSDI(Wang et al. 2025) open world
complex dataset contains 5 generative models. The genera-
tors include SD1.5(Rombach et al. 2022b), SD2.1(Rombach
et al. 2022b), SDXL(Podell et al. 2023), SD3(Esser et al.
2024) and Flux.1(Labs 2024). Since we regard different gen-
erative models as different categories and real images as a
separate category, following the settings of Wu et al. (Wu
et al. 2025), the three diffusion models SDv1.4, SDv1.5 and
WuKong in the Genlmage have the same model structure
and are difficult to distinguish, so the three models are uni-
fied into the SD model.

Implementation Details: Our experiments are conducted
under 4-shot and 8-shot few-shot learning configurations.
We define k-shot as follows: to build the cache model, we
randomly sample k real and k fake images from each gener-
ative model’s dataset. This sampling strategy ensures that the
total number of real images in the cache (summed across all
sources) is greater than the number of fake images from any
single generator, which closely simulates real-world scenar-
ios. For our model architecture, we utilize a pretrained CLIP
model with a ViT-L/14 backbone and set the input image res-
olution to 224x224 pixels. Regarding hyperparameters, the
temperature parameter « in the FTNet module’s activation
function is set to 15. For the fine-tunable FTNet, we employ
an AdamW (Kingma et al. 2014) optimizer with a learning
rate of 0.001 and the training epochs are 20. The primary
evaluation metric is Accuracy (Acc). Additionally, to ensure
a comprehensive comparison on the OpenSDI dataset (Wang
et al. 2025), we also report the F1-score.

Comparisons with State-of-the-art Methods

Evaluation on Genimage. To fully evaluate our framework
on the Genlmage, we adopt two common schemes, as shown
in Table 1 and Table 2. These schemes are designed to eval-
vate different aspects of the model’s generalization abil-
ity, from standard single-source migration to strict cross-
generator robustness. The results of accuracy (Acc) are pre-



Intra-domain

Cross-domain

Method
| Mid SD BigGAN ADM VQDM GLIDE |mAcc |Mid SD BigGAN ADM VQDM GLIDE | mAce
GramNet (2020) [ 75.8 81.8  93.1 586 762 889 | 79.0 |542 990 517 503 508 546 | 699
CNNSpot (2020) | 88.0 92.3 989 812 931 958 | 91.5 |52.8 902 468  50.1 534 398 | 642
SBI(2022) |87.9 87.1 845 844 867 971 | 879 |668 992 500 506 498 558 | 62.0
F3Net (2020) |90.5 89.6 950 841 933 981 | 91.8 |50.1 99.9 499 499 499 500 | 687
UnivFD (2023) | 855 851 89.1 969 867 883 | 886 [939 956 905 719 816 854 | 8838
NPR (2024b) |89.6 912 987 927 915 952 | 93.1 |81.0 976 842 769 841 898 | 886
FreqNet (2024a) | 858 77.6 989 909 848 892 | 87.8 [89.6 982 814 668 758 865 | 86.8
AIDE (2024a) |90.1 90.7 955 929 874 938 | 91.7 {794 994 669 785 803 918 | 86.9
FTNet (4-shot) |93.8 91.8 945 858 787 946 | 899 | 934 869 97.1 900 802 966 | 90.7
FTNet-T (4-shot) | 949 929 956 907 841 955 | 923 | 921 931 965 947 925  96.1 | 94.2

Table 1: Comparison under a Single-Source Training Scheme. In cross-domain testing, results are taken from original papers
(Tan et al. 2025; Yan et al. 2024a). Baseline methods are trained on SDv1.4. Midjourney, denoted as Mid. Bold and underline

indicate the best and second-best performances.

Method |[Mid SD BigGAN ADM VQDM GLIDE|mAcc
GramNet (2020) [58.172.8 61.2 58.7 57.8 653 |62.3
CNNSpot (2020) [58.270.3 56.6 57.0 56.7 57.1 |593

F3Net (2020) |55.173.1 56.5 665 62.1 57.8 |61.9
UniFD (2023) [70.874.6 86.1 70.0 719 732 |74.4
DIRE (2023) [65.073.7 56.7 619 634 69.1 |65.0
LARE2 (2024) [66.4873 740 66.7 844 813 |76.7
NPR (2024b) |74.6763 832 706 649 892 |76.5
FSD (zero) (2025)[75.188.0 62.1 74.1 69.1 939 |77.1
FSD (10) (2025) [80.988.8 822 79.2 762 97.1 | 84.1
LDC (10) (2025) [59.170.8 80.8 72.6 80.7 785 |73.8
FTNet (ours) [93.486.9 97.1 90.0 802 96.6 | 90.7
FTNet-T (ours) (92.193.1 96.5 947 925 96.1 | 94.2

Table 2: Comparison with Cross-Generator Validation
Scheme. We implemented UniFD and NPR while other
baselines are cited from (Wu et al. 2025).

sented. First, Table 1 evaluates the single-source general-
ization ability, including two benchmarks: in-domain and
cross-domain testing. In the in-domain experiment, the train-
ing and test generator types are consistent. We reduced the
training set of the baseline method. Each method’s training
set is 2K images (real and fake ratio 1:1), and the official ex-
perimental setting is used for training. In our intra-domain
experiment, we randomly sample from the original train-
ing set. Our FTNet-T achieves excellent results in the 4-shot
intra-domain test. Its average accuracy reaches 92.3%, rank-
ing second among all methods and significantly improving
the performance by 3.7% compared to the baseline method
UniFD. In the cross-domain test, all baseline methods are
trained on the original SDv1.4 dataset, while our method
bypasses large-scale training and only needs a few samples
from the target domain to achieve SOTA performance. In
the 4-shot setting, our method FTNet improves 1.9% over
UniFD, and 5.4% over the baseline when we further fine-
tune. These results highlight that our method can be di-
rectly applied to detection tasks without any training, and its
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Figure 4: Analysis of the method’s performance. (Left) In-
fluences of the number of shots. (Right) Performance of the
FTNet method on different CLIP layers.

performance is superior to traditional methods that rely on
large-scale data training. Table 2 adopts the cross-generator
verification scheme. This scheme trains 6 specialized mod-
els on 6 independent generators for the baseline method and
calculates their average performance on unseen data. This
scheme clearly reveals the limitations of traditional zero-
shot methods when facing unknown generative models; that
is, when the test data differs too much from the training
source, its performance will seriously decline. As shown in
the results in the table, our method effectively alleviates this
problem: untrained FTNet improves by 6.6% compared to
FSD (10-shot), while FTNet-T improves by 10.1%.
Evaluation on UniversalFakeDetect. The accuracy (Acc)
results are shown in Table3. UniFD is similar to our method
in that it retains the original pre-trained knowledge of CLIP
and only achieves classification by fine-tuning the fully con-
nected layer. Compared with UniFD, our method without
training improves mAcc by 12.65%. When we adopt light
fine-tuning, mAcc improves by 15.76%. In addition, com-
pared to the latest state-of-the-art method, C2P-clip, our
method improves accuracy by 4.14%, which proves the su-
periority of our method without the need for text encoders
and large sample training.

Evaluation on OpenSDI. The accuracy (Acc) results are
listed in Table 4. The OpenSDI is designed to simulate the
image forgery detection challenge in the open world. The
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steps 27 27 10

CNN-Spot 99.99 85.2070.2085.7078.95 91.70 53.4766.6748.6986.31 86.26
Freg-spec 49.90 99.9053.5049.9050.30 99.70 50.1050.0048.0050.60 50.10
99.38 76.3865.3392.5658.10100.0063.4854.1747.2651.47 51.47
100.0098.5094.5082.0099.50 97.00 66.6063.0557.5059.50 72.00
99.84 85.3982.8894.8372.45 99.62 58.0062.5050.0050.74 50.78
97.90 95.8490.4597.5590.24 93.41 97.4088.8259.0471.92 67.35
99.84 95.0087.5596.2386.57 99.75 76.9066.9498.63 50.00 50.00
FatFormer 99.89 99.3299.5097.1599.41 99.75 93.2381.1168.0490.45 90.45
C2P-CLIP 99.71 90.6995.2899.3895.26 96.60 89.8698.3364.6190.69 90.69

F3Net
UniFD
LGrad
FreqNet
NPR

60.07
50.90
69.20
70.03
77.50
86.70
84.55
76.00
77.80

54.03
50.40
68.15
94.19
94.20
84.55
97.65

54.96
50.40
75.35
73.76
95.85
99.58
98.00

54.14 60.7863.80 65.66
50.30 51.7051.40 50.40
68.80 81.6583.25 83.05
94.36 79.0779.85 78.14
94.80 87.4090.70 89.55
65.56 85.6997.40 88.15
98.20 96.2597.15 97.35
98.60 94.90 98.65 94.3594.65 94.20 98.75 90.86
99.05 98.05 98.05 94.6594.20 94.40 98.80 93.00

55.58 69.58
50.00 55.45
66.30 71.33
78.68 81.38
88.35 80.28
59.06 85.09
87.15 87.56

FTNet(4) 98.37 96.1776.1899.5575.63100.0083.3883.2475.5899.97 99.97
FTNet-T  99.69 99.2097.4799.7797.85100.0085.4598.5876.0599.95 99.95

98.80
93.17

100.00100.00100.0099.8599.90100.00100.00 94.03
100.00 99.95 100.0099.3599.55 99.60 99.95 97.14

Table 3: Comparison on the UniversalFakeDetect. All results are copied from C2p-CLIP(2025), including the reported mAcc
of Freq-spec(2019) and FatFormer(2024). Bold and underline indicate the best and second-best performances, respectively.

| SDIs sD2.1 SDXL | SD3 | Fluxl | AVG
Method

| FI Acc | FI Acc | FI Acc | Fl Acc | Fl Acc | FI mAcc
GramNet (Liu et al. 2020) 80.51 80.35 | 74.01 76.66 | 65.28 70.76 | 64.35 70.29 | 52.00 63.37 | 67.23 72.29
CNNSpot (Wang et al. 2020) 84.60 85.04 | 71.56 7594 | 59.70 68.72 | 56.27 67.08 | 35.72 57.57 | 61.57 70.87
MVSS-Net (Chen et al. 2021) 9347 93.65 | 79.27 8233 | 59.85 70.42 | 62.80 72.13 | 27.59 56.78 | 64.60 75.06
ObjectFormer (Wang et al. 2022) | 71.72 75.22 | 66.79 72.55 | 49.19 62.92 | 48.32 62.54 | 37.92 58.05 | 54.79 66.26
UniFD (Ojha et al. 2023) 7745 77.60 | 80.62 81.92 | 70.74 74.83 | 71.09 75.17 | 61.10 69.06 | 72.20 75.72
FreqNet (Tan et al. 2024a) 75.88 77.70 | 60.97 68.37 | 53.15 64.02 | 53.50 64.37 | 3847 57.08 | 56.39 66.31
IML-ViT (Ma et al. 2023) 94.47 7573 | 69.70 61.19 | 4098 49.95 | 44.69 51.25 | 18.20 43.62 | 53.61 56.35
NPR (Tan et al. 2024b) 79.41 79.28 | 81.67 81.84 | 72.12 7428 | 73.43 7547 | 67.62 71.36 | 74.85 76.45
RINE (Koutlis et al. 2024) 91.08 9098 | 87.47 88.12 | 73.43 78.76 | 72.05 76.78 | 55.86 67.02 | 7598 80.33
MaskCLIP (Wang et al. 2025) 92.64 9272 | 88.71 89.45 | 78.02 81.22 | 73.07 78.01 | 56.49 68.50 | 77.79 81.98
FTNet (8-shot) 7324 74.62 | 80.17 82.21 | 82.14 83.63 | 76.58 79.64 | 82.57 79.58 | 77.83 79.94
FTNet-T (8-shot) 78.04 7770 | 84.13 84.79 | 85.82 86.17 | 84.06 84.69 | 81.39 82.54 | 82.68 83.16

Table 4: Comparison on the OpenSDI. The baseline methods results are directly cited from (Wang et al. 2025). The baseline
methods compared are all trained on SD1.5 (100k real + 100k fake).

construction of this dataset fully considers the three core
open-world settings of “user diversity”, “model innovation”,
and “operation range”, making it a more challenging and re-
alistic benchmark. Compared with the baseline UniFD, FT-
Net improves the accuracy by 4.22%, and the accuracy is
improved by 7.44% after further fine-tuning. In addition,
compared to the MaskClip, FTNet-T improved accuracy by
1.18%, but MaskClip combines the visual and text encoders
of CLIP and a masked autoencoder (MAE)(He et al. 2022)
encoder, which relies on high-performance computing facil-
ities and is very time-consuming.

Ablation Study

The number of shots. To determine the minimum num-
ber of samples required for this method to achieve the best
balance between performance and computational overhead,
we conduct an ablation experiment. We examine the corre-
sponding performance of the model when taking different
sampling numbers. We test it on three major datasets, named
Genlmage, UniFD (UniversalFakeDetect), and OpenSDI
datasets. The experimental results are shown in Figure 4

(left). The performance improves with the increase in the
number of samples, but this growth is not linear. When the
number of samples reaches a certain scale, the performance
gain becomes very limited. Our method has the best overall
performance under 4-shot sampling.

Method ‘ Sampling ‘ Genlmage UniFD OpenSDI ‘ mAcc
UniFD(2023) 8-shot 70.0 85.9 52.1 69.3
NPR(2024b) 8-shot 78.8 87.4 55.1 73.8
FTNet(ours) 4-shot 90.7 89.3 79.3 86.4
FTNet-T(ours)| 4-shot 94.2 97.1 79.6 90.3

Table 5: Comparison with fine-tuning-based methods.

Few-shot Evaluation with Fine-tuning Baselines. To eval-
uate the performance of our approach, we conducted a
comparative experiment. We fine-tuned the baseline mod-
els UniFD and NPR using 8-shot training and compared the
results with ours, which utilized 4-shot samples, as shown
in Table 5. The experimental results show that, even with
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‘Training‘ Target domain ‘

Method 1 mAcc
| samples| ADM BigGAN GLIDE VQDM Midj|
UniFD | 320k [71.9 905 854 816 93.9]846
NPR | 320k |769 842 898 841 81.0|832
FTNet | 500 [739 855 852 709 843|808
FTNet-T| 500 |78.3 888 944 758 92.5|86.0

Table 6: Comparison with zero-shot generalization methods.
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Figure 5: Visualization of FTNet Using CLIP ViT-L/14 Fea-
tures (L6, L12, L18, L24) on the Genlmage Dataset.

4-shot samples, FTNet achieves 86.4% mAcc, significantly
outperforming both 8-shot baselines. The fine-tuned FTNet-
T further improves performance to 90.3% mAcc. This result
significantly outperforms the 8-shot fine-tuned UniFD and
NPR by 21.0% and 16.5%, respectively. This comparison
shows the superior performance of our approach.
Zero-shot Generalization Performance Comparison. To
evaluate the zero-shot generalization capability of our
method, we compare it with two baseline methods, UniFD
and NPR, and the results are shown in Table 6. Our model
shows a significant advantage in data efficiency. Specifically,
both UniFD and NPR are trained on the SDv1.4 dataset,
while our FTNet-T is fine-tuned on only 0.15% of the data,
achieving an improvement in accuracy of about 1.4% and
2.8% over UniFD and NPR, respectively. This shows the
strong potential of our method to learn forgery patterns.
Generalization Ability of CLIP Feature Layers. We ex-
plore how different feature layers within the CLIP affect the
generalization ability of our method. We utilize FTNet and
analyze features from four different layers: the 6th, 12th,
18th, and 24th layers (L6, L12, .18, L24) in a 4-shot setting.
The results are shown in Figure 4 (right). The detection per-
formance is not simply linear with the layer depth. Among
them, the middle-level features from L12 achieve the high-
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Figure 6: The top and bottom rows display two query cases
and their nearest neighbors in the feature space.

est average accuracy , outperforming all other layers. CLIP’s
L12 strikes the best balance between preserving these crit-
ical low-level artifact information and learning high-level
representations that distinguish between different generator
models. To visually verify these findings, the t-SNE of the
features is shown in Figure 5. The feature clusters at L12
are the clearest and most compact, while the features at the
shallower L6 are mixed. The excessively deep L24 is overly
abstract, making it nearly impossible to distinguish between
genuine and forged features.

Feature Space Visualization and Nearest Neighbor Anal-
ysis. To demonstrate the decision-making process of our
method, we conduct a qualitative analysis. As shown in the
Figure 6. We randomly selected some images to construct
a support set. The experiments revealed an interesting phe-
nomenon: when a forged query image (e.g., an astronaut)
is input, its nearest neighbor in feature space is a com-
pletely unrelated forged image (e.g., a bus or a giraffe) rather
than a real image with similar content. This finding strongly
demonstrates that the CLIP intermediate-level features re-
lied upon by our method successfully capture a universal
forgery signature across semantic content.

Conclusion

In this work, we address a critical challenge in deepfake de-
tection by rethinking the task as a few-shot problem rather
than a traditional “zero-shot” task. While many studies treat
unseen sample detection as a generalization issue, we high-
light that real-world scenarios demand more effective uti-
lization of limited samples, improving performance on pre-
viously unseen deepfakes. Our proposed few-shot method
(FTNet) provides a novel solution by leveraging only one
fake sample from the evaluation set, mimicking real-world
conditions where new samples are gathered without requir-
ing retraining or parameter updates. FTNet outperforms tra-
ditional methods that depend on large-scale training datasets
and achieves state-of-the-art performance, with an 8.7% im-
provement on average compared to existing methods. By
incorporating this new perspective on few-shot detection,
we show that effectively using failed samples in real-world
deepfake detection can significantly improve performance.
This work provides a step toward more practical solutions
for detection in dynamic environments.
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