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Abstract

As generative audio models are rapidly evolving, AI-
generated audios increasingly raise concerns about copyright
infringement and misinformation spread. Audio watermark-
ing, as a proactive defense, can embed secret messages into
audio for copyright protection and source verification. How-
ever, current neural audio watermarking methods focus pri-
marily on the imperceptibility and robustness of watermark-
ing, while ignoring its vulnerability to security attacks. In this
paper, we develop a simple yet powerful attack: the overwrit-
ing attack that overwrites the legitimate audio watermark with
a forged one and makes the original legitimate watermark un-
detectable. Based on the audio watermarking information that
the adversary has, we propose three categories of overwrit-
ing attacks, i.e., white-box, gray-box, and black-box attacks.
We also thoroughly evaluate the proposed attacks on state-
of-the-art neural audio watermarking methods. Experimen-
tal results demonstrate that the proposed overwriting attacks
can effectively compromise existing watermarking schemes
across various settings and achieve a nearly 100% attack suc-
cess rate. The practicality and effectiveness of the proposed
overwriting attacks expose security flaws in existing neural
audio watermarking systems, underscoring the need to en-
hance security in future audio watermarking designs.

Introduction
With the rapid development of generative audio models, ar-
tificially producing highly realistic speeches is becoming ac-
cessible. This progress also introduces new social risks. For
example, attackers can exploit these models to clone or im-
personate a person’s voice, enabling voice fraud or copy-
right infringement. These risks arise from a key limitation:
human listeners struggle to tell AI-generated audio from real
speech audio. To address this problem, audio watermarking
has emerged as a proactive defense mechanism. By embed-
ding imperceptible digital signatures into audio signals, wa-
termarking enables future verification of copyright owner-
ship or identification of the audio’s source.

*These authors contributed equally.
Copyright © 2026, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

To improve usability, existing neural audio watermarking
methods primarily focus on two properties: robustness and
imperceptibility. Robustness ensures that the watermark re-
mains detectable after common signal processing operations
such as compression. Imperceptibility guarantees that water-
mark embedding does not degrade perceptual audio quality.
These objectives have driven recent progress in watermark-
ing research. AudioSeal (Roman et al. 2024) is based on the
Encodec (Défossez et al. 2022) architecture, embedding re-
dundant watermark messages in the embedding layer to im-
prove robustness, while introducing novel perceptual loss to
preserve audio quality. Timbre (Liu et al. 2024a) embeds the
watermark in the frequency domain and incorporates a dis-
tortion layer during training to simulate real-world perturba-
tions, thereby maintaining robustness. WavMark (Chen et al.
2024) adopts invertible neural networks (Dinh, Krueger, and
Bengio 2015) to embed imperceptible watermarks and use
pattern bits to improve robustness against distortions.

Although the robustness of audio watermarking has been
extensively studied (Wen et al. 2025; O’Reilly et al. 2025;
Özer et al. 2025), its security aspects remain underex-
plored. Robustness refers to the ability to withstand uninten-
tional perturbations, whereas security concerns its resilience
against intentional manipulation by adversaries (Hartung
and Kutter 1999; Furon and Duhamel 2003; Li et al. 2021).
Roman et al. (2024) was the first to highlight potential secu-
rity threats in neural audio watermarking. It showed that ad-
versaries, with access to the watermark detector, can launch
two adversarial attacks: removal attacks, which make the
watermark undetectable, and forgery attacks, which falsely
embed a watermark into clean audio. Liu et al. (2024b) ex-
tended these attack paradigms and systematically evaluated
the vulnerabilities of neural audio watermarking methods
under such threats. Furthermore, Liu et al. (2024a) discussed
overwriting attacks, demonstrating that an attacker with ac-
cess to the watermark embedder can insert a new watermark
that effectively overwrites the original one. However, their
attack relies on a white-box assumption, where the adversary
has full knowledge of the watermarking framework, and the
evaluation of the overwriting attack lacks thorough analysis.

In this work, we present the first systematic study of wa-
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termark overwriting attacks, a previously underexplored but
practically powerful threat. Unlike removal or forgery at-
tacks, overwriting attacks embed a new watermark to re-
place the original legitimate one and thus hijack the own-
ership of the target audio. We perform comprehensive eval-
uations of three state-of-the-art neural audio watermarking
methods (Roman et al. 2024; Liu et al. 2024a; Chen et al.
2024) under the proposed white-box, gray-box, and black-
box overwriting attacks. In all threat settings, we achieve a
nearly 100% attack success rate in terms of overwriting the
original watermark. These findings expose widespread vul-
nerabilities in existing neural audio watermarking systems
and underscore the need to consider security as a primary
design objective, alongside robustness and imperceptibility.
Our main contributions are summarized as follows.

• We present the first systematic study of overwriting at-
tacks, a powerful yet underexplored security threat in
neural audio watermarking. Our work thoroughly ana-
lyzes the mechanisms of such attacks and their effects
across various threat models.

• Based on the audio watermarking information the adver-
sary has, we propose three-level overwriting attacks, i.e.,
white-box, gray-box, and black-box attacks, and develop
the corresponding attack procedures.

• Through extensive experiments on three state-of-the-art
watermarking methods, we find that the proposed over-
writing attacks achieve nearly 100% attack success rates.
These analyses and experimental results validate that the
overwriting attack is a fundamental security challenge to
existing neural audio watermarking designs.

Background and Related Work
Principles of Audio Watermarking
Audio watermarking is a technique that embeds informa-
tion into audio signals without significantly degrading their
perceptual quality. A typical audio watermarking system
consists of two key components: a watermark embedder,
which encodes the information into the audio, and a water-
mark detector, which detects and recovers the embedded
message. The watermark is typically a fixed-length binary
sequence and can carry various types of information depend-
ing on the applications. For example, when the watermark
encodes copyright metadata, it can support copyright decla-
rations and infringement tracking (Liu et al. 2024a); when it
includes source-related tags (e.g., indicators of AI-generated
content), it enables source verification (Roman et al. 2024);
and when it contains a hash of the audio, it can be used
for integrity verification and tampering detection (Yao et al.
2025).

As a proactive protection mechanism, audio watermark-
ing systems typically require the following three proper-
ties (Hartung and Kutter 1999): robustness, imperceptibil-
ity, and security. Robustness refers to the system’s ability to
retain the watermark after undergoing common audio pro-
cessing or transmission (e.g., resampling, compression, or
reverberation). Imperceptibility requires that the watermark
embedding process introduces no perceptible distortion to

audio. Security emphasizes resilience against intentional at-
tacks, ensuring the watermark’s integrity even when adver-
saries attempt to manipulate it.

Neural Audio Watermarking Methods
Audio watermarking has evolved from traditional signal
processing techniques into deep learning-based systems,
achieving significant progress. Traditional methods, such as
least significant bit (LSB) (Cvejic and Seppanen 2004), echo
hiding (Gruhl, Lu, and Bender 1996), spread spectrum (Cox
et al. 1997), patchwork (Yeo and Kim 2001), and quanti-
zation index modulation (QIM) (Chen and Wornell 2001),
typically rely on expert knowledge and fixed rules. They are
hard to implement and struggle with robustness against com-
plex distortions.

Recent developments in deep learning have introduced a
new paradigm for audio watermarking. End-to-end neural
watermarking models enable joint optimization of the em-
bedding and detection processes. By leveraging carefully
designed loss functions, these models are able to simulta-
neously enhance robustness and maintain imperceptibility.

Recent neural audio watermarking methods can be
broadly categorized into three classes based on their embed-
ding strategies:

• Encoder-decoder-based approaches, such as Au-
dioSeal (Roman et al. 2024), XattnMark (Liu et al. 2025),
and SilentCipher (Singh et al. 2024), embed watermarks
in the high-dimensional latent space learned by neural
networks;

• Frequency-domain-based approaches, such as Tim-
bre (Liu et al. 2024a) and DeAR (Liu et al. 2023), embed
watermarks into the frequency spectrum of audio;

• Invertible neural network (INN)-based approaches,
such as WavMark (Chen et al. 2024) and IDEAW (Li
et al. 2024), model the embedding and detection pro-
cesses as reversible transformations, enabling high-
fidelity and accurate watermark recovery.

In this work, we select three representative systems, Au-
dioSeal, Timbre, and WavMark, from the respective cat-
egories. We systematically evaluate their vulnerability to
overwriting attacks, a practical and previously underex-
plored attack in neural audio watermarking.

Security Challenges and Existing Attacks
In audio watermarking systems, security and robustness are
two closely related yet fundamentally different properties.
Robustness refers to the ability to withstand benign process-
ing operations that are not intended to affect the watermark.
In contrast, security concerns its resilience against inten-
tional attacks, where adversaries aim to remove, forge, or
manipulate the watermark, and may even possess partial or
full access to the watermarking system.

Most existing neural audio watermarking methods pri-
oritize robustness and imperceptibility, while largely over-
looking security. Traditional audio watermarking meth-
ods (Furon and Duhamel 2003) often leverage the secret
key to control the embedding location and detection process,
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thus preventing unauthorized manipulation. In contrast, neu-
ral watermarking systems typically lack such explicit key-
based security mechanisms, but rely on the assumption that
the secret of the model weights. However, this assumption
is fragile in modern research environments, where open-
sourcing and reverse engineering are common practices. Ac-
cording to Kerckhoffs’s principle (Kerckhoffs 1883), a se-
cure system should remain secure even if everything about
the system is public except the secret key. Therefore, rely-
ing on “security through obscurity” is inadequate for neural
watermarking systems.

Recent studies have begun to explore the security vulner-
abilities of neural watermarking. Roman et al. (2024) first
demonstrated that adversaries with access to the watermark
detector could launch two types of adversarial attacks: re-
moval attacks, which make the watermark undetectable, and
forgery attacks, which falsely embed a watermark into clean
audio. Liu et al. (2024b) extended this line of work with a
more systematic evaluation of neural audio watermarking
methods under adversarial attacks.

However, overwriting attacks, where adversaries embed
a new watermark into an already watermarked audio to over-
ride the original ownership, remain largely underexplored.
This attack poses a realistic and severe threat to ownership
verification. Although Liu et al. (2024a) pointed out over-
writing attacks in white-box scenarios, their discussion was
limited to insider threats and did not provide a comprehen-
sive evaluation across different adversarial settings. In this
work, we address this gap by systematically investigating
overwriting attacks across various threat models, detailing
their implementations and evaluating their effects on exist-
ing neural audio watermarking systems.

System and Threat Model
System Model
Let x denote a clean audio and m ∈ {0, 1}L represent an
L-bit binary message intended for embedding. A neural au-
dio watermarking system comprises two key components:
an embedder E and a detector D. The embedder embeds
the message into the audio, generating a watermarked signal
xw = E(x,m). The detector recovers the message m̂ from
the watermarked audio as m̂ = D(xw). Ideally, the recov-
ered message matches exactly the embedded message, i.e.,
m̂ = m. In practice, a watermarking system must satisfy the
following three properties.

Imperceptibility. The watermark embedding process is
required to avoid perceptible distortions, which is formally
expressed as: d(x, xw) ≤ ϵ, where d(·, ·) is a perceptual dis-
tance metric and ϵ is an auditory tolerance threshold.

Robustness. The embedded watermark is expected to sur-
vive common, unintentional audio transformations T (·),
such as resampling and compression, i.e., D(T (xw)) = m.

Security. The watermark is expected to resist adversar-
ial or intentional manipulations δ(·), which aim to re-
move, alter, or overwrite the legitimate watermark, satisfy-
ing D(δ(xw)) = m.
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Embedder

Attackers try to overwrite

download

Watermark

Detector
01100101

01100101

10110010

10011110

recovered message

Watermark

Embedder

Watermark
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watermarked audio

overwritten audio

Public Release

Copyright 
Verified

Not 

Verified

owner message

owner message

attacker message

Figure 1: Overview of the proposed audio watermark over-
writing attack. An adversary injects a new forged watermark
into an already watermarked audio, erasing the original le-
gitimate watermark. Thus, legitimate ownership cannot be
verified, and the adversary can falsely claim the copyright.

Previous work focuses on imperceptibility and robustness,
while the security property remains underexplored. To
bridge this gap, this work systematically investigates an in-
tuitive but practically powerful attack: overwriting attacks
on neural audio watermarking systems.

Threat Model
The core threat studied here is the overwriting attack, as
shown in Figure 1. The adversary replaces the original wa-
termark with their own, thus hijacking the audio ownership.

Adversarial Goal. To understand the adversarial goal, we
first outline the standard copyright verification protocol: a
legitimate owner embeds a secret message mowner into au-
dio x, creating a watermarked version xw = E(x,mowner),
which is then publicly distributed. If ownership disputes
arise, the owner reveals mowner. Then, the arbiter verifies
the ownership by checking whether the detector recovers the
matched message, i.e., D(xw) = mowner.
The adversarial goal is to break this protocol. Given a pub-
licly available watermarked audio xw, the adversary uses an-
other embedder E ′ to embed a new message m′

adv , and thus
generates a forged audio x′

w = E ′(xw,m
′
adv). A success-

ful attack satisfies the following conditions: (i) The original
message is no longer recoverable: D(x′

w) ̸= mowner, (ii)
the adversary’s detector accurately extracts their own mes-
sage: D′(x′

w) = m′
adv , and (iii) the forged audio remains

imperceptible from the original one: d(x′
w, xw) ≤ ϵ.

Attacker Capabilities. Based on the adversary’s knowl-
edge of legitimate audio watermarking systems, we propose
the following overwriting attacks correspondingly.

• White-box: The adversary has full access to the original
watermarking embedder E , representing insider threats
or attacks on fully open-sourced watermarking models.
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• Gray-box: The adversary has partial knowledge. They
know the general architecture of the watermarking mod-
els (e.g., SOTA watermarking designs), but lack the
knowledge of model weights and training details. To im-
plement such an attack, the adversary must train a surro-
gate model E ′ to replicate and further replace the func-
tionality of the target watermark.

• Black-box: The adversary has no knowledge of the
model’s architecture or its weights. The black-box over-
writing attacks can be classified into two subcategories.

– Query-based: The adversary has limited API access
to the original legitimate detector D output. They can
make a few queries to infer the specific watermarking
system and then train a surrogate embedder.

– Zero-query: The adversary has no query access to the
detector D. They apply a set of public watermarking
models or retrained surrogate models to the target wa-
termarked audio speech in a brute-force manner.

Overwriting Attack Designs
In this section, we present the proposed overwriting attack
designs in detail. We aim to embed an adversarial message
m′

adv into an already legitimately watermarked audio xw

and then generate an overwritten audio x′
w. m′

adv is an ar-
bitrary binary sequence selected by the attacker to represent
forged ownership or other identifying information.

White-box Attack
In the white-box setting, the attacker has full knowledge
and access to the original legitimate watermarking embed-
der. Thus, the overwriting attack is straightforward:

x′
w = E(xw,m

′
adv). (1)

Gray-box Attack
In the gray-box setting, the adversary lacks access to the
weights, training data, and precise training details (e.g.,
loss functions) of the original watermarking model. There-
fore, adversaries must train a surrogate watermarking system
(E ′,D′). We propose a general watermark training frame-
work to achieve this, which optimizes a joint loss to balance
message embedding accuracy and audio imperceptibility.

Ltotal = λw ·Lw+λt ·Lrecont +λf ·Lreconf +λadv ·Ladv, (2)

where λw, λt, λf , and λadv are hyperparameters to balance
these terms. The individual loss components are as follows.

• Watermark Recovery Loss (Lw): To ensure accurate
embedding and detection, we apply binary cross-entropy
(BCE) loss between the input message m and the de-
tected message from the surrogate system:

Lw = BCE(m,D′(E ′(x,m))). (3)

• Time-domain Reconstruction Loss (Lrecont
): To mini-

mize audible distortions, we employ mean squared error
(MSE) between the clean and watermarked audio signals:

Lrecont = MSE(x, E ′(x,m)). (4)

• Frequency-domain Reconstruction Loss (Lreconf
): To

further reduce perceptual differences in the frequency do-
main, we introduce a multi-resolution short-time Fourier
transform (STFT) loss (Yamamoto, Song, and Kim
2020). For each resolution m, the loss includes a spec-
tral convergence and a log-magnitude term:

L(m)
sc =

∥Sm(x)− Sm(E ′(x,m))∥F
∥Sm(x)∥F

, (5)

L(m)
mag =

1

N
∥log(Sm(x))− log(Sm(E ′(x,m)))∥1, (6)

where Sm(·) denotes the STFT operation at resolution
m, and N is the number of spectrogram elements. The
aggregated frequency-domain loss is computed as:

Lreconf =
1

M

M∑
m=1

(
L(m)

sc + L(m)
mag

)
. (7)

• Adversarial Loss (Ladv): To further enhance perceptual
quality, we employ adversarial training. A discriminator
D is trained to distinguish x from E ′(x,m), while the
surrogate embedder aims to generate watermarked audio
indistinguishable from the original one, i.e.,
Ld = −log(σ(D(x)))− log(1−σ(D(E ′(x,m)))), (8)

where σ(·) denotes the sigmoid function. The adversarial
loss for the embedder is:

Ladv = −log(σ(D(E ′(x,m)))). (9)
After training, the surrogate embedder E ′ is ready for over-
writing attacks as defined in the white-box scenario.

Black-box Attack
In the black-box setting, adversaries have no knowledge of
the original model architecture or its parameters. Attacking
strategies vary according to query accessibility:
• Zero-query Attack: Without any query access, adver-

saries collect or reproduce a set of public watermarking
models E ′

i , and then apply them as much as possible in a
brute-force manner to overwrite the original watermark.

x(N)
w = (EN ◦ EN−1 ◦ · · · ◦ E1) (xw,m

′

adv), (10)
where Ei denotes the i-th surrogate watermark embed-
der collected or trained by adversaries, x(N)

w is the result-
ing audio after sequentially applying N surrogate embed-
ders, and ◦ denotes the function composition operation,
which indicates the sequential application from the in-
nermost to the outermost embedder.

• Query-based Attack: With limited query access to the
original detector D, a more efficient strategy is possible.
– Partially train the candidate surrogate models for a

limited number of epochs.
– Use these undertrained models to embed new mes-

sages into xw;
– Query the original detector D to evaluate whether the

original watermark has been tampered;
– Identify the most effective candidate and refine train-

ing until it can reliably perform overwriting attacks.
The query-guided black-box attack significantly reduces
computational costs while increasing attacking efficacy.
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Experiments and Analyses
To evaluate the vulnerability of neural audio watermarking
systems to overwriting attacks, we conduct extensive exper-
iments on three representative methods: AudioSeal (Roman
et al. 2024), Timbre (Liu et al. 2024a), and WavMark (Chen
et al. 2024). Evaluations are performed under three threat
models: white-box, gray-box, and black-box.

Experiment Settings
Datasets and Training Setup. We conduct experiments
on two widely used speech datasets: LibriSpeech (Panay-
otov et al. 2015), a corpus of approximately 1,000 hours of
English read speech, and VoxCeleb1 (Nagrani, Chung, and
Zisserman 2017), which contains over 150,000 utterances
from 1,251 celebrities. All audio samples are resampled to
16kHz and converted to WAV format for consistency across
models. All models are trained on a server equipped with 64
CPU cores and two NVIDIA A100 GPUs.

Metrics. We assess attack performance using the follow-
ing metrics:

• Bit Error Rate (BER) measures the proportion of in-
correctly recovered bits. Given the embedded message
m ∈ {0, 1}L and the detected message m̂:

BER =
1

L

L∑
i=1

1 [mi ̸= m̂i] , (11)

• Attack Success Rate (ASR) reflects how often the em-
bedded message is corrupted after the overwriting attack.
It is computed as the proportion of samples where the de-
tected message differs from the original:

ASR =
1

N

N∑
j=1

1
[
D(x′

w,j) ̸= mj

]
, (12)

where x′
w,j is the j-th overwritten audio, N is the total

number of evaluated samples, and 1[·] is the indicator
function.

• Signal-to-Noise Ratio (SNR) quantifies the audio distor-
tion introduced by overwriting. It compares the power of
the original watermarked audio xw and the overwritten
audio x′

w:

SNR = 10 log10

(
|xw|22

|xw − x′
w|22

)
, (13)

Overwriting Attack Results
We first consider the white-box setting, where the attacker
has full access to the original legitimate watermarking
model. Figure 2 shows the BER between the original mes-
sage and the recovered message after being overwritten. The
x-axis represents the watermarking method used to embed
the original message, and the y-axis denotes the one used by
the attacker to embed the overwriting watermark.
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Figure 2: Bit error rate (%) of the original watermark after
white-box overwriting.

Metric Timbre AudioSeal WavMark
ASR 99.80 100.00 100.00
ACC 100.00 100.00 100.00

Table 1: White-box overwriting results. Attack success rate
(ASR) of the original watermark and recovery accuracy
(ACC) of the overwritten watermark (%).

White-box Attack. The diagonal entries (the same
method used for both original and overwriting watermarks)
consistently reach a BER near 0.5, which means random
guessing. This confirms that the original watermark is com-
pletely disrupted when the same watermarking method is
reused for overwriting. In contrast, off-diagonal values (dif-
ferent methods) show very low BERs, suggesting that over-
writing using a different watermarking method fails to de-
stroy the original legitimate watermark. This is because dif-
ferent watermarking methods operate in distinct embedding
domains and rely on method-specific decoding mechanisms.

Table 1 summarizes the attack success rate (ASR) of the
original watermark and watermark recovery accuracy of the
overwritten watermark. All three methods achieve an ASR
near 100%, indicating that the original watermark is no
longer verifiable. Meanwhile, the overwritten watermark is
recovered with perfect accuracy, indicating that the attacker
has successfully hijacked the audio ownership.

These results reveal a critical vulnerability: when the at-
tackers have access to the same watermarking embedder,
they can reliably overwrite the original legitimate watermark
with their own, effectively hijacking the audio ownership.

Gray-box Attack. In the gray-box setting, the adversary
knows the watermarking system’s architecture but lacks ac-
cess to its training details or training data. To assess this
scenario, we construct surrogate models under two settings:
(i) cross-training, where the surrogate model is trained on
the same dataset (VoxCeleb1) but with a different training
pipeline, and (ii) cross-data, where the surrogate is trained
on an entirely different dataset (LibriSpeech). We train three
surrogate models with varying random seeds, denoted as
Init-1, Init-2, and Init-3, respectively. The “Init-k→Official”
notation indicates that surrogate Init-k attempts to overwrite
the watermark embedded by official model.
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Figure 3: Bit error rate (%) distributions of the original watermark for AudioSeal and Timbre under gray-box settings.

Method Init-1 Init-2 Init-3

ASR (Original Watermark)
Timbre 99.60 98.80 98.40
AudioSeal 100.00 100.00 100.00
WavMark 100.00 100.00 99.50

ACC (Overwritten Watermark)
Timbre 100.00 100.00 100.00
AudioSeal 99.40 99.00 99.80
WavMark 100.00 100.00 100.00

Table 2: Gray-box cross-training results (%). Top: attack
success rate (ASR) of the original watermark. Bottom: re-
covery accuracy (ACC) of the overwritten watermark.

Figures 3a and 3b present the bit error rate (BER) dis-
tributions of the original watermark under cross-training at-
tacks. For AudioSeal, all surrogate models yield BER dis-
tributions tightly centered around 0.5 (mean µ = 0.504 -
0.506). This indicates a complete corruption of the original
watermark, as the detection performance is consistent with
random guessing. In contrast, attacks on Timbre yielded dis-
tributions around 0.4, suggesting that while most bits of
the watermark are corrupted, some residual information still
remains. We exclude WavMark from the BER distribution
analyses because its decoder uses pattern bit verification:
once the watermark is overwritten, the pattern check fails
and the decoder outputs nothing, which makes BER impos-
sible to define. Therefore, we report only ASR and recovery
accuracy for WavMark.

The cross-training quantitative results are summarized in
Table 2. For all watermarking methods, the attack success
rate approaches 100%, demonstrating that surrogate mod-
els consistently invalidate the original watermark. Simulta-
neously, the overwritten watermark is recovered with near-
perfect accuracy. This suggests that different training config-
urations do not significantly alter the embedding behavior to
resist overwriting attacks.

In cross-data scenarios, Figures 3c and 3d illustrate that
surrogate models trained on LibriSpeech effectively disrupt
watermarks embedded by models trained on VoxCeleb1.

Method (Libri → Vox) Init-1 Init-2 Init-3

ASR (Original Watermark)
Timbre 99.80 99.90 98.80
AudioSeal 100.00 100.00 100.00
WavMark 100.00 100.00 100.00

ACC (Overwritten Watermark)
Timbre 99.90 100.00 99.90
AudioSeal 97.20 98.90 99.50
WavMark 100.00 100.00 100.00

Table 3: Gray-box cross-data results (%). Top: attack success
rate (ASR) of the original watermark. Bottom: recovery ac-
curacy (ACC) of the overwritten watermark.
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Figure 4: Spectrogram comparison of the unwatermarked
audio and three watermarked versions. Red boxes highlight
the spectral perturbations introduced by the watermark.

The resulting BER distributions are centered around 0.5 for
both AudioSeal and Timbre, indicating complete erasure of
the original legitimate watermark.

Table 3 quantitatively supports these observations, show-
ing a near-perfect ASR and watermark recovery accuracy in
all methods. The results demonstrate that surrogate models
trained on varying datasets can effectively overwrite and re-
place original legitimate watermarks.

We further illustrate the spectrograms of unwatermarked
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Figure 5: Black-box reproduction attacks on three watermarking systems.

and watermarked audio versions produced by official, cross-
training, and cross-data Timbre models in Figure 4. Despite
differences in training details or datasets, all models embed
watermarks within similar spectral regions (highlighted in
red boxes). This consistent embedding behavior facilitates
successful watermark overwriting, challenging the security
assumption that secret training details or private weights are
sufficient to ensure the watermark security.

Black-box Attack. In the black-box scenario, the adver-
sary has no prior knowledge of the watermarking algorithm,
model weights, or training data. We analyze two practical
strategies: zero-query and query-based attacks.

Under the zero-query attack, the adversary collects or re-
produces a set of candidate watermarking models and ap-
plies them sequentially in a brute-force manner to over-
write the original watermark. Figure 6 illustrates the im-
pact of progressively stacking multiple watermarking meth-
ods, assuming a scenario with three common watermarking
techniques. As more watermarking models are sequentially
applied, the overwriting ASR increases from nearly 30%
(one embedder) to almost 100% (three embedders), while
SNR decreases from about 24 dB to 20 dB. Practically, as
the candidate methods expand, the zero-query strategy be-
comes increasingly inefficient, leading to significant percep-
tual degradation and high computational overhead.

The query-based attack mitigates these drawbacks by uti-
lizing limited queries to the watermark detector. Instead of
exhaustively applying all candidates, the adversary itera-
tively “try-and-test” candidates and stops once the detec-
tor confirms successful overwriting of the original legitimate
watermark. Consequently, audio degradation is limited to a
single embedding operation. As depicted in Figure 5, wa-
termarking models exhibit varying convergence time. Cer-
tain methods reach sufficient overwriting capabilities early
in the training, allowing effective overwriting with partially
trained embedders. Table 4 provides a comparative analy-
sis between zero-query and query-based attacks. The results
indicate that query-based attacks, using fewer than 10 de-
tector queries, achieve a reduction of over 50% in training
iterations compared to the zero-query approach. By apply-
ing only a single effective watermarking method instead of
stacking multiple methods, query-based attacks preserve the
audio quality and maintain identical attack success rates. As
the size of the candidate set grows, the advantages of the
query-based approach become more pronounced.

Attack Type Query Training Cost SNR (dB) ASR (%)

Zero-query 0 36,000 iters 20.63 100
Query-based <10 14,000 iters 24.19 100

Table 4: Comparison of zero-query and query-based black-box
overwriting attacks.
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Figure 6: Black-box attack success rate and audio quality.

Discussion and Conclusion
This paper presents the first systematic study of overwrit-
ing attacks, uncovering a critical security vulnerability in
existing neural audio watermarking paradigms. Our results
demonstrate that watermarking methods, while effectively
optimized for robustness and imperceptibility, are vulnera-
ble to intentional overwriting attacks. Consequently, audio
ownership can be readily hijacked, significantly undermin-
ing watermarking’s reliability for provenance verification.

The effectiveness of white-box attacks highlights a criti-
cal oversight: existing neural audio watermarking methods
rely on model secrecy for security, neglecting explicit de-
fenses against intentional manipulation. Our gray-box ex-
periments further reveal that surrogate models, even trained
on different data and implementation details, can consis-
tently converge to similar embedding strategies. This archi-
tectural convergence undermines the assumption that the se-
crecy of model weights alone suffices for security. Addition-
ally, our black-box evaluation confirms the practicality and
feasibility of overwriting attacks under minimal knowledge
and limited query access.

In conclusion, these insights highlight the necessity for a
fundamental shift in neural watermarking research. Future
neural audio watermarking methods must incorporate ex-
plicit mechanisms for security and integrate robust defenses
against intentional adversarial attacks alongside impercepti-
bility and robustness goals.
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