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Abstract

With the increasing application of high-stakes decision-
making application in Federated Learning (FL), ensuring fair-
ness across different populations to prevent biases against cer-
tain groups has become crucial. However, achieving group
fairness (GF) in FL presents a formidable challenge due to
its decentralization, which complicates the global GF esti-
mation by the server. Moreover, distrust and fragility hinder
the server from gathering GF values from unreliable clients.
This challenge motivates our proposal of OursFed, a prov-
able GF-aware FL framework that integrates a privacy pair-
based contract and robust GF estimation method to address is-
sues of distrust and fragility. Methodologically, we categorize
client unreliability into two categories: active unreliability
stemming from distrust and passive unreliability arising from
fragility. To mitigate active unreliability, we design a pri-
vacy pair-based contract to guarantee truthful GF reporting,
and enhance multivariate analysis by identifying relationships
among multiple private data. To counteract passive unreliabil-
ity, we develop a robust GF estimation using non-parametric
techniques to smooth data and estimate probability densities
and regression functions, improving per-client GF accuracy
under multi-dimensional data perturbation. Theoretically, we
demonstrate the efficacy of OursFed by analyzing its conver-
gence, GF stability, and accuracy deviation. Experimentally,
evaluations on two real datasets show that OursFed improves
GF by 28.61% with at most 2.7% trade-off versus state-of-
the-art baselines, and synthetic experiments further confirm
its effectiveness in handling fragility and distrust.

Introduction

Federated learning (FL) has emerged as a novel distributed
paradigm that enables effective collaborative learning while
protecting remote clients’ data privacy (McMahan et al.
2017). With the widespread application of FL in high-stakes
critical decision-making, fairness concerns arising from the
low priority given to equitable treatment of clients have re-
ceived significant attention (Mehrabi et al. 2021). Fairness
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challenges arise throughout the FL process, including client
selection (Zhang et al. 2023), model optimization (Lu et al.
2023), and reward allocation (Murhekar et al. 2024). Due
to heterogeneity of data distribution, quantity, and quality,
FL models may exhibit biases towards certain groups, em-
bedding and even amplifying societal biases among differ-
ent demographics, such as job application screening (Ragha-
van et al. 2020), and criminal sentencing recommendations
(Kleinberg et al. 2018). Thus, among various fairness con-
siderations, ensuring fair decision-making across diverse
populations remains as a critical research priority in FL.

To ensure consistently performance among different de-
mographics, Group Fairness (GF) has been proposed to
quantify model non-discrimination (Dwork et al. 2012).
Prominent GF metrics, such as demographic parity (DP)
(Feldman et al. 2015), equal opportunity (Hardt et al. 2016),
and predictive parity (Chouldechova 2017), have been ap-
plied in machine learning to increase decision-making fair-
ness, enhance social trust, and reduce bias across popula-
tions (Su et al. 2024; Cao et al. 2025). However, these met-
rics may not be suitable in fragile scenarios due to data per-
turbation, which can lead to inaccurate estimates of GF by
clients. Although the extended GF metric (Jiang et al. 2022)
addresses the aforementioned issue, it is inappropriate for
decentralized settings where selfish clients may benefit from
actively misreporting GF, leading to unfair reward allocation
and poor model performance. Therefore, the development of
a GF-aware FL framework that bolsters GF in fragile and
distrust scenarios emerges as a pressing concern.

To bridge this gap, the inherent unreliability of clients
poses significant challenges for GF reporting and estimation.
(i) Distrust in GF reporting. The server is unable to access
GF from a comprehensive global viewpoint. Instead, it re-
lies on each client to self-assess and report its GF in the dis-
tributed FL setting. However, rational and selfish clients may
strategically misreport their fairness values to gain higher re-
turns (Deng et al. 2022; Ding, Gao, and Huang 2023; Huang
et al. 2022). (ii) Fragility of GF estimation. Data variability
caused by dynamic changes among clients may lead to tur-
bulent GF estimations, and clients may passively report GF



inaccurately (Jiang et al. 2022; Li et al. 2021). As a result,
distrust and fragility make it challenging for FL to execute
fairness aggregation and make proper reward assignments.
To overcome the abovementioned challenges, we pro-
pose a provable GF-aware framework named OursFed, i.e.,
a rObust and truthful group fairness-aware Federated learn-
ing, which integrates a privacy pair-based contract and ro-
bust GF estimation method to address issue of distrust and
fragility. To address active unreliability, we design a pri-
vacy pair-based contract that represents clients’ privacy at-
tributes (e.g., GF, cost) as information pairs instead of lin-
ear combinations. This contract mitigates distrust by dis-
couraging clients from misreporting private information and
enables multivariate analysis without the information loss
or parameter tuning issues of linear combination methods
(Wang et al. 2023; Hu et al. 2022). To address passive un-
reliability, we extend DP (Feldman et al. 2015) using non-
parametric methods, particularly kernel density estimation
method (Tang and He 2015) and Nadaraya-Watson Kernel
Estimator (Bierens 1994), to handle multi-dimensional data
perturbation in fragility scenarios. Smooth density and re-
gression curves improve robustness and accuracy in GF opti-
mization. We summarize our main contributions as follows:

* Methodologically, we propose OursFed, the first prov-
able GF-aware FL framework that jointly mitigates dis-
trust and fragility via game-theoretic and statistical foun-
dations. Our Stackelberg equilibrium analysis reveals GF
misreporting as a dominant strategy, motivating a pri-
vacy pair-based contract for truthful reporting. Our ro-
bust estimator addresses multi-dimensional perturbations
by bounding fragility within a specified error.

Theoretically, we prove that OursFed converges to an
approximate optimal solution under practical FL con-
straints, exhibiting remarkable stability in preserving
both fairness and accuracy even when GF deteriorates.
Particularly, we derive the lower bound for the probabil-
ity of GF deteriorates, and the upper bound for the prob-
ability of accuracy deviation from a standard value.

Experimentally, rich results show that OursFed achieves
a 28.61% improvement in GF with at most 2.7% accu-
racy loss compared to state-of-the-art baselines on real-
world datasets. Synthetic experiments further verify its
effectiveness in ensuring truthful reporting under distrust
and alleviating GF estimation bias in fragile scenarios.

Related Work

Group Fairness in FL. Fairness issues pervade all stages
of FL, including client selection (Zhang et al. 2023), model
optimization (Guo et al. 2023), and reward allocation (Xiao
et al. 2023). Among them, GF plays a key role in mit-
igating decision bias across demographics (Shi, Yu, and
Leung 2023). Recent works have explored GF from dif-
ferent perspectives. For instance, Cao et al. [2025] and
Long et al. [2024] adopted standard fairness metrics, which
fail under data fragility. To address instability, Jiang et al.
[2022] and Cho et al. [2020] extended these metrics, yet
their methods remain ineffective under multi-dimensional
perturbations. Considering the decentralized nature of FL,
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Ezzeldin et al. [2023] proposed GF-aware aggregation, but
it lacks robustness in distrustful settings and a theoretical
analysis of the GF-accuracy trade-off. Overall, existing ap-
proaches handle either fragility or fairness, often assum-
ing single-dimensional perturbations or client trustworthi-
ness. In contrast, OursFed simultaneously addresses both is-
sues—enforcing truthful GF reporting for actively unreliable
clients via a privacy pair-based contract and enabling robust
GF estimation for passively unreliable clients through an en-
hanced demographic parity method.

Incentive Mechanisms for FL. In FL with incomplete
information, incentive mechanisms encourage selfish clients
to truthfully report private information and contribute data
cooperatively to enhance model quality. Prior works, such
as Zhao et al. [2023] and Baudry et al. [2024], employed
auction-based schemes, while Wang et al. [2022] introduced
multi-dimensional contracts to foster cooperation. However,
contracts based on linear combinations of private informa-
tion fail to capture nonlinear feature dependencies. In con-
trast, our proposed contract represents multi-dimensional
private information via independent feature pairs, offering
two advantages: (i) intuitive multi-dimensional visualization
and (ii) complete preservation of feature integrity for rigor-
ous multivariate analysis.

System Model and Problem Formulation

In this section, we introduce the system setting of a typical
FL, provide a basic estimation method for GF, and propose
the OursFed framework.

System Setting

A typical FL involves a server and a set of clients N' =
{1,---, N} collaborating to train a global model w. If client
n € N selects a subset Z,, with Z,, samples from the local
data D,, for local training, i.e. Z,, C D,,, the average loss on
client n is

In(w, Z,) = Zi > (w), (1)

n mezZ,

where [ (w) as the prediction loss function for the m-th
data sample of client n with parameters w (Fan et al. 2022).
FL aims to minimize the global loss function on the entire
dataset (Saha et al. 2022), i.e.,

) = min Z Onln(w, Z,),
Y nen
Zn

where 0,, = 2+, and Z = Y\ Z,.

A single FL round that updates the global model from
w! to w!tl as follows. Firstly, the server broadcasts the
latest model w! to all clients. Secondly, each client n per-
forms local learning on Z,, using w' to obtain w!*! via
witt = wt — v, (w!, Z,), where 7 is the learning rate
and Vi, (w', Z,) denotes the gradient of local average loss.
Thirdly, the server aggregates local models using the stan-
dard federated averaging method: w'*t =37 - 0,w!,.

min /(w
w

2




Group Fairness

We consider a classifier for target value prediction in FL,
which can seamlessly extend to multi-class prediction tasks
(Cho, et al. 2020). Each sample often contains sensitive
demographic information, which can lead to discrimina-
tion, manifested as unequal predictions between protected
groups (Ezzeldin et al. 2023; Blandin et al. 2023). To in-
vestigate these issue, we incorporate sensitive attributes
into each sample and define client n’s dataset as D,
{(x,ym, s™)}Pn | where D,, is the number of samples.
For each sample, m is sample index, x]* C R represents the
input features, y* € {0,1} is the ground truth label, and
s € [0, 1] is the continuous sensitive value. The predicted
label ¢ is derived by the output scores g/ = h(x!) at a
threshold: g7* = I{g"* > 7|7 € [0,1]}, where h : x — § is
a hypothesis function, and I{-} is a indicator function.

Among various GF metrics (Hardt et al. 2016; Choulde-
chova 2017), we focus on DP (Feldman et al. 2015), one of
the most important metrics for quantifying the model’s de-
cision bias on the rate of positive outcomes across groups.
The predictor satisfies DP if the predicted label g,, is inde-
pendent of the discrete sensitive attribute s,, € {0, 1}, i.e.,
P(gn|sn) = P(yn). To emphasize the statistical properties
of the overall data distribution, we omit the superscript m,
focusing on the model’s expected behavior across all sam-
ples from a client rather than any specific one. We define
the DP metric b,, € [0, 1] to quantify client n’s group bias,
where lower values indicate better fairness.

Definition 1 (DP) The DP metric b, is defined as:

bn = Z[P(ﬂn ZT|S) —P(]]n ZT)],TLGN. 3)

SESy

Given the heterogeneity in data distribution, quantity,
and quality across demographics in FL, ensuring GF in
the global model is essential. Conventional aggregation,
which prioritizes clients with larger datasets, overlooks GF
and leads to unfair outcomes across sensitive groups. Lo-
cal group bias in certain clients may propagate and amplify
globally. To alleviate it, we aggregate models using the GF
metrics f, = 1 — b,, and data contribution z,, as follows:

Zn fn ¢

neN ZmEN Zmfm "

wt _ wt—l +

“

Group Fairness-Aware Federated Learning

To address group bias in FL, we propose OursFed, illustrated
in Figure 1. Given the decentralized nature of FL, the server
collect GF metrics from clients. Each round proceeds as fol-
lows: the server broadcasts global parameters and reward
rules (step ()); clients estimate GF locally (step ), perform
local updates (step (3)), and submit their models and private
information pairs (step @); finally, the server rewards clients
based on model quality and aggregates the models (step ).

Although this GF-aware workflow is easy to conduct,
it suffers from serious performance degradation when the
clients are unreliable. More specifically, unreliable clients
may either actively misreport GF to achieve a more favor-
able outcome at step @), or passively distort them because
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Figure 1: An overview of OursFed.

of data perturbation at step (2). To address issues of distrust
and fragility, OursFed is designed to maximize the server’s
utility us = wg — rs. This framework not only considers the
welfare wg derived from the model’s quality, but also uses
reward r to incentivize clients to participant in FL and pro-
vide high-quality data. We can formulate the GF-aware FL.
against distrust and fragility problem as follows:

P : maxug,

o {un<fn> > un(f}),

To overcome distrust issues in FL, we need to ensure that
clients can obtain higher utility u,, when reporting truthful
GF f, rather than f], ie., un(fn) > un(f}). To resolve
fragility issue, we need to ensure that the probability of the
difference between the evaluated GF fn and real GF f,, ex-
ceeding € is at most ¢, i.e., P(|fn — [l =€) <.

(&)

Design of OursFed

This section presents a privacy pair-based contract for truth-
ful GF reporting in distrustful settings and a robust DP
method for accurate GF estimation under data fragility.

Privacy Pair-based Contract Design

We formulate a Stackelberg game with a unique equilibrium
where clients misreport GF, and introduce a privacy pair-
based contract that enforces truthful reporting and optimizes
server utility under distrust.

False Report on Group Fairnes Clients are character-
ized by two-dimensional private information ( f,,, ¢,, ), corre-
sponding to GF degree and marginal data-usage cost. With-
out loss of generality, we sort f,, in descending order and
classify N clients into I types, denoted by f; > --- > fy;
similarly, we sort ¢, in ascending order and group clients
into J types, denoted by ¢; < --- < ¢j. The information
pair (f;,c;) induces an I x J type space over the client
set V. Let U;; = {1,---,U;;} denote the set of clients



with GF f; and cost ¢;, where S1_, ijl U;; = N. Con-
sider a simple scenario where the server offers total reward
R;; to clients in U;;, which is proportionally distributed
among them based on their data contributions. Each client
can strategically report type (¢, j), corresponding to private
information (f;, ¢;) , to enter {;; and claim a portion of R;;.
Therefore, the self-interested clients will deliberately misre-
port their private information to gain a greater portion of the
allocated reward and maximize their own utilities. Then, the
utility function of client n can be formulated as:

Zn
argmax iy =

Ri‘ — CnZn. (6)
(ir9) > metts; Zm

Model accuracy loss decreases with more training data
from clients, following a convex pattern that reflects di-
minishing marginal effects in economics. Intuitively, larger
data contribution and fairer data yield better model perfor-
mance. Therefore, the value generated by the client set I4;;
is In(l + « Zneu,-,j fnZny). The server will determine the

optimal reward R;; by maximizing its utilities as follows:

argmaxus = In(1 + af; Zn) — Ry;. @)
o ( nezu: ) = Ri;

With the above analyses, we can formulate a False Report
(FR) Game for FL client participation with incomplete in-
formation, where clients are unaware of the strategies cho-
sen by other clients when making decisions. In this game,
the server, as a leader, broadcasts rewards, while each client,
as a follower, strategically submits her preferred type.

Definition 2 (FR) A FR Game can be formulated as a 3-
tuple (N, S,U), i.e., a client set N, a reporting strategy set
S, and a utility set U.

e N ={1,---, N}, the set of N clients.

e S={@,9)i € [L,IINZ,j € [1,J]NZ}, where each
client n submits her preferred type (i, j).

e U = {uy,...uy}, where each client n € N aims to
maximize her utility u,,.

Next, we define the Nash Equilibrium (NE) of the FR
game and derive its corresponding NE.

Definition 3 (NE) A NE S = {s}|Vn € N} of a FR game
can be achieved if u(s},s* ) > u(sp,s*,,),Vn € N.

At NE, no client can benefit more by deviating from her
optimal strategy. We here derive the best response of client
n that maximizes her utility given the strategies of others.

Lemma 1 A NE of the FR game can be achieved when each
client n reports her type as (1, ') to maximize her utility,

ie, fn = fi1 and ¢, = cj, where j' = argmax;[l —
(Uij""l)cn]Q[l _ Uijc; ]
Uijc; a(Uiy=1) fi &

From Lemma 1, clients prefer to misreport their types as a
dominant strategy when clients are not in {{; ;-, which brings
the highest utility to the client regardless of others’ strate-
gies. Therefore, it’s necessary to design an incentive mecha-
nism that ensures clients report their types truthfully.

Contract Definition Clients exploit fake GF reporting to
strategically misreport their types for utility maximization.
To encourage clients cooperation and truthful reporting, we
introduce contract theory to address this issue. We pro-
pose a privacy pair-based contract to ensure clients report
their types truthfully, visualizing multiple private informa-
tion items in a multi-dimensional space. The server gener-
ates I x J contract packages {¢;; } for clients with f; and ¢;
in U;;. Each contract package is defined as follows:

Definition 4 A privacy pair-based contract package ¢;;
is represented as a 3-tuple ((fi,c;),zij,745), Le., a two-
dimensional private information of a client with GF f; and
cost ¢j, a required data size z;j, and a reward r;.

Each client strategically selects her preferred contract
package at the beginning of training. If a client chooses the
contract item ¢;;, it indicates that she belongs to group U,
with GF report f;, cost ¢;, and data contribution z;; for local
training. Empirically, higher GF indicates better data qual-
ity, so the client receives f,,r;; reward per global round. If
client n accepts the contract ¢;;, her utility is

uy] = fnrij — CnZij- (8)

According to Eq. (8), each client can maximize her own
utility by selecting her optimal contract ¢;;, and we can for-
mulate this as the following optimization problem:

P, : maxu;j = faTij — CnZij,
K 9
S.t. 25 <D,, i€ [1,[} ﬂZ,] € [1,J] NZ.

Optimal Design of Contract To ensure that clients se-
lect the appropriate contract package based on their truthful
types, the privacy pair-based contract design must satisfy In-
dividual Rationality (IR) (Tang, Peng, and Wong 2024) and
Incentive Compatibility (IC) (Y. Saputra 2022).

Definition 5 (IR) The IR criterion indicates that each client
n € N obtain a non-negative utility by receiving ¢;;, i.e.,

u >0,YneN,ie[1,I|NZ,je[l,J]NZ  (10)

Definition 6 (IC) The IC criterion indicates that each client
n € N can maximize her utility by receiving contract pack-
age ¢;; for her truthful type, rather than other ¢y, i.e.,

wid >uld neNie [1,INZ,je1,J]NZ. (11)

From the aforementioned IR and IC constraints, we can
reformulate P as:

. v
P3 : maxu,] = faTij — cnzij,
ij

uf >0,
s.t.{ uid > uﬁ;j/,
Zij < D,,i € [1,[] NZ,j € [1,J] NZ.
(12)
Since IC constraints with multiple clients are complex to
solve directly, we simplify these constraints and derive the
following specific properties.



Lemma2 Let {¢;;} = {((fi,c;),zij,7ij)} denote any
contract that satisfies IC constraint, where i € [1,1| N Z
and j € [1, J] N Z, the following properties are unheld:

o If fi > firand cj < cj, then z;; > max(z;;r, ziv;) and
Tij 2 max(rij/, ri’j)-

e The relationship between any two neighboring contract
packages is ri; < ri; < Tij, where rij = max{ry1); +
%(Zij—Z(z‘+1)j),7‘i(j+1)+%(zij iG+1) b andﬁj:

. Ci
min{r(i+1); + 775 (255 — 26+1)5)s Tig+1) + (2 —
Zi(jJrl))}-
Using the abvenmentioned simplified constraints, P53 can
be reformulated as:

: i i
Py : maxu;! = uy! = furij — cnzij,
ij

furij — cnzij >0,
S.t. 4 745 < Tij < Tij,
Zij < Dn,’L S [171] QZ,] S [1,J] NZ
(13)
In real-world settings with privacy constraints, the server
knows only the type distribution, where p;; is the probability

of a client belonging to U;; (Xiao et al. 2023). According to
Eq.(7), the server’s utility obtained from group Uf;; is

N
Us = Zp?j[ln(l + anfizij) — nfiril, (14)

n=1

where p;; = (]Z) (pij)"(1—pi;)N ~™. Based on Eq. (14), the
optimal contract design of P, is as follows.

Theorem 1 The optimal privacy pair-based contract takes
the form {¢;;} = {((fi,cj),z;‘j,r;‘j)}, where the op-

. oo . N pisn
* ij
timal data contribution z}; satisfies 3, _; 1752 T

cj Z"]%%ffﬂ] and the optimal reward r - is given by
2, ifi=1,j=1J,
%4'01'22:#1&%”2:]'7 ifi<lI,j=1J,
R DYy ifi=1,5<J,
ﬁ + max{c; Zi:z’-&-l Af%’z:,jv
7 Ei:jﬂ AcnZi, ifi<l,j<lJ,
(15)
here A% = fi — ﬁ, and Ac; = ¢; — ¢j—1.

Therefore, the optimal privacy pair-based contract ensures
that actively unreliable clients report multiple privacy in-
formation truthfully, without assuming linear relationships
among them. The server can maximize its utility by assign-
ing more rewards and requiring larger data contributions
from clients with lower costs and higher GF.

Robust Group Fairness Estimation Design

Although the DP metric is a convenient method to estimate
GF, data perturbations can cause inaccuracies, leading to
inaccurate GF metrics being reported by passive clients in
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fragility scenarios. (Jiang et al. 2022). To overcome these
shortcomings, we extend the standard DP metrics to a robust
demographic parity (RDP), by employing the kernel density
estimator (Tang and He 2015) and Nadaraya-Watson kernel
estimator (Nadaraya 1964; Bierens 1994) to provide smooth
density and regression curves, ensuring accuracy and effec-
tively addressing multi-dimensional data perturbation.

We omit the subscript n here to focus on the expected
GF of the model across all samples from all clients. We
reorder the data samples (7, s) based on s and then uni-
formly divide them into L subsets. The subset interval is
[si_1, s1], where [ is the subset index. Let 5, = 2=t 1+Sl ap-
proximate represent the values in each subset accordmg to
histogram estimation (Blandin and Kash 2023). Each subset
contains Dy, clients, and the total number of clients is given
by ZlL:O D, = D. K(-) is a symmetric one-dimensional
smoothing kernel function, and h > 0 is the kernel band-
width. The definition of RDP is as follows.

Definition 7 (RDP) The RDP metric b, under a continuous
sensitive attribute s € [0, 1] is defined as:

b= [ 1066~ ptsyas
Ez 1A(51)K( lhb) 16
be) = =S Kk mm (16)
st §_ 2k 1A(sl)
( ): Th Zz 1 ( )7
Dg e’} ~ ~
where A(s;) = [ p(gls)di — Sp, 5 [7° p(i]si)dy

measures the bias in a sensitive group s;, and the proba-
bility distribution function of the output scores in a sensitive

group is p(jls) = pip Sy K(HE).

To illustrate the robustness of the proposed metrics, we
derive the following theorem that the lower bound of the
GF estimation deviation is € when perturbation occurs. Let
A’(s;) denotes the GF estimation under perturbation, A(s;)
represent the GF estimation without perturbation for the sen-
sitive attribute s;, and assume ¢ follows a uniform distribu-
tion under s, i.e., § ~ U(as,, Bs,)-

Theorem 2 The GF estimation deviation exceeds € with
probability at most

2 2
) an

St

P(IA'(s1) = A(s1)] > €) < 2exp(—

M?(Bs,—7)>(D—LDy,)?
h?D?, D?

per bound of the kernel functzon K().

where ¢ = 2 , and M denotes the up-

Theorem 2 implies that a higher Dy, leads to tighter prob-
ability bounds, while a higher 5, relaxes them. Due to
OursFed’s ability to incentivize clients with higher GF to
contribute more data, the proposed metric significantly de-
creases the instability effect on output scores. Sensitive at-
tributes can be similarly analyzed for perturbation effects,
and thus detailed analysis is omitted here.



Theoretical Analysis of OursFed

In this section, we demonstrate the efficacy of OursFed by
rigorously analyzing its convergence, and analyze the GF
through two metrics: the stability and the accuracy deviation.

Convergence

By introducing the following standard assumptions with de-
tailed description refer to Appendix, we prove that OursFed
can converge to an approximate optimal solution.

Assumption 1 (Fan et al. 2022; Lu et al. 2023) A differ-
ential loss function | : R™ — R satisfying: y-smooth, (-
strongly convex, and L-Lipschitz condition, while a stochas-
tic gradient function g : R™ — R"™ satisfying: a bounded
expectation of the norm and the second-order norm.
Theorem 3 Under Assumption 1, OursFed converges to an
approximate optimal solution w* as follows:

o) — (W) <
Bng. 1 * LPn? L*nv? (18)
(1= 5 e — ) = =)+ S
The Stability of GF

For the ease of mathematical exposition, we restate the hy-
pothesis function of FL as follows:

=D Oiha(x

neN
W, q = 0 denoting the standard FL, and
E K2

q = 1 as the proposed GF-aware framework. Given clients’
local group biases {b,|n € N}, and their assigned weights
{02|n € N,q € {0,1}}, the global group bias is regarded
as a convex combination b = ) - 02b,, where deterio-
ration of b,, can change b7 at most 6.

The stability of GF (SGF) of the global model depends
on the model aggregator in Eq. (19), which quantifies the
impact of sharp fairness deterioration in clients on the global
model’s GF via McDiarmid’s inequality (Long et al. 2024;
McDiarmid 1989). To compare SGF differences under the
aggregator, we assume all clients initially have perfect GF
(f4 = 1) and denote the expected global GF as E(b9). Then,
we analyze the impact of the proposed framework on the GF
when a subset of clients NV,, € N deteriorates by &,, €
(0,1],ie., frn =1 —E&m, m € Nip.

Theorem 4 OursFed offers probabilistic guarantees for
SGF:

),q € {0,1}, (19)

where 64

PLI—E(B?) <e)>1-90, (20)
with the deviation probability bound § given by:
_ 0, ifq=1,&n — 1,
6= { 64, otherwise, @D

> Zn
Z7neNiLA;inA?T*§m)q +1))-
According to Theorem 4, OursFed achieves superior SGF
by mitigating GF deterioration, as indicated by 5% > §°. As
the level of deterioration increases, represented by a larger
Zme N Zm&m, OursFed maintains higher GF. In the ex-
treme case where all &, approach one, the global GF re-
mains unaffected and § equals zero.

where §7 = exp(—2¢%(
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The Accuracy Deviation

The metrics of accuracy deviation is used to analyze the
probability of different predictions between the proposed
and standard FL for the same input, ie., P(h'(x) #
hP(x)) < e. Empirically, a higher degree of deviation &
from the current classic function indicates worse accuracy.
We reference « to describe the classifier confidence. A hy-
pothesis value within the interval [0, 7 — o] U [T + a, 1] indi-
cates high confidence. In contrast, a hypothesis value within
the interval [T — o, 7 + ] indicates an ambiguous prediction
result. We can derive the accuracy deviation as follows.

Theorem 5 The exponentially growing bound of the accu-
racy deviation under h(x) ~ (E(h(x), D(h(x))) is

8042(2”6/\/ 2n)?

X O(x exp(—
(x) # h7(x)) < 2exp( S on, m

P(h!

where P(|h1(x) — 7| < a) < 7.

Theorem 5 implies that the probability of different outputs
from h' and R0 for the same input is exponentially related
to the number of training samples from clients with GF de-
terioration. OursFed significantly reduces the probability by
incentivizing clients with higher GF to contribute more data.

Experiments

In this section, we employ two real datasets to investigate
the performance of OursFed and two synthetic datasets to
show its effectiveness in addressing distrust and fragility.

Experimental Setup

Real datasets. We evaluate the performance of OursFed on
two real datasets: COMPAS (Larson et al. 2016) and Adult
(Dua and Graff 2017). For COMPAS, we use a 3-layer neu-
ral network (NN) with 16 nodes per hidden layer and a learn-
ing rate of 0.001. For Adult, we employ a 2-layer NN with
10 nodes in the hidden layer and a learning rate 0.01. De-
tailed experimental settings are provided in the Appendix.

Synthetic datasets. For distrust scenarios, we gener-
ate the data (f,c) from a bivariate uniform distribution
N([0,1] x [0,1]). For fragility scenarios, we sample the
data (g, s) from a bivariate Gaussian distribution N (,X)
with mean [0.2,0.4] and covariance matrix ¢ =
[[0.1,0.05],[0.05,0.2]], and generate few perturbation data
from uniform distribution N ([0.9, 1] x [0, 0.1]).

Baselines To evaluate model performance, we compare
OursFed with three typical baselines: FedAvg (McMahan
et al. 2017), FedAvg-W (Yang et al. 2019), and FairBatch
(Li et al. 2022), as well as an additional custom baseline,
OGF, which is developed for comparative analysis. Detailed
description of the baselines are provided in the Appendix.

Experimental Results

Results on model performance. Figures 2(a) and 2(b)
present the accuracy and GF estimates on COMPAS and
Adult, comparing OursFed against four baselines over 100
random trials. FedAvg exhibits poor accuracy and GF, as it
ignores data contribution and GF. FedAvg-W considers data
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RDP Accurac
Methods Y
COMPAS Adult COMPAS Adult
FedAvg 0.24+0.04 0.17£0.01 0.68+0.04 0.79+0.01

FedAvg-W 0.29+0.02 0.16+0.01
FairBatch 0.21+0.03 0.13+0.02
OGF 0.11£0.04 0.12+0.01
OursFed 0.12+0.03 0.12+0.01

0.84+0.04 0.85+0.01
0.77£0.04 0.83+0.01
0.60£0.01 0.81+0.02
0.80+0.04 0.85+0.01

Table 1: Results on COMPAS and Adult.

contribution but ignores GF, achieving the highest accuracy
of 0.85 on COMPAS and 0.845 on Adult as shown in Table
1, but with poor GF. A similar issue arises when using OGF,
it displays poor accuracy but the best GF of 0.114 on COM-
PAS and 0.12 on Adult, as it only considers GF without data
contribution. FairBath reduces biases by balancing data dis-
tribution and batching to improve GF compared to FedAvg-
W. OursFed achieves near-optimal GF value of 0.117 on
COMPAS and optimal GF value of 0.115 on Adult, and sub-
optimal accuracy of 0.796 on COMPAS and 0.845 on Adult.
It achieves the best GF with minimal accuracy loss, demon-
strating the optimal trade-off between accuracy and fairness.
This is because it jointly considers accuracy and GF, incen-
tivizing high-GF clients contribute more data via contract.
OursFed improves GF by at least 28.61% with an average
accuracy loss of no more than 2.7%.

Figures 3(a) and 3(b) show the tradeoff between accuracy
and GF on COMPAS and Adult using turning knob A, with
each point representing an average value over 5 trials with
different random seeds. Specifically, greater emphasis on GF
leads to better fairness but lower accuracy. This is due to the
existence of heterogeneity in data distribution, quantity and
quality among different clients.

Results on overcoming distrust. Figure 4 shows the al-
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Figure 5: Perturbation on labels and sensitive attributes.

location of data contribution and rewards among different
client types. Clients are categorized based on GF and cost,
each with 10 types, yielding 10 x 10 types in total, and
each cell indicating the data contribution required from each
client type and the reward they can receive. Clients with
higher GF and lower costs contribute more data as shown
in Figure 4(a), and can receive greater reward assignments
as shown in Figure 4(b). On the one hand, the privacy pair-
based contract can provide higher data quality and save the
server’s budget to maximize the server’s utility. On the other
hand, it can prevent accuracy deviation.

Results on overcoming fragility. Figure 5 shows the GF
estimation under perturbation on g or s. As shown in Figure
5(a), the group bias estimate b2 under RDP with perturbation
on 7 is closer to the expected group bias b without perturba-
tion than the group bias estimate b” under DP with pertur-
bation. This is due to the smooth density function, which
alleviate the effect of perturbation on . As shown in Figure
5(b), b2 with perturbation on s is closer to b without pertur-
bation than b,,, since RDP provide smooth regression on s to
ensure robustness and accuracy of GF estimation.

Conclusion

In this paper, we have proposed OursFed to tackle the chal-
lenges of distrust and fragility in FL. To address client unre-
liability from strategic GF misreporting and inaccurate pas-
sive estimation, we proposed a privacy pair-based contract
that encourages truthful reporting via multivariate analysis,
and a robust GF estimation method that improves evalua-
tion accuracy under multi-dimensional data perturbations.
Particularly, the convergence of OursFed was proved, and
its GF was analyzed through SGF and accuracy deviation.
Finally, extensive experiments were conducted on both real
and synthetic datasets validate the effectiveness of OursFed.
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