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Abstract

Federated unlearning (FU) allows a participating client in
a federated learning (FL) system to remove its contribution
from the trained global model, thereby enforcing the client’s
“right to be forgotten” (RTBF). However, from the perspec-
tive of a client that does not request unlearning, the acti-
vation of the FU process may disrupt ongoing FL training
and introduce additional computational and time overhead.
In such cases, a client opposed to unlearning may be incen-
tivized to retaliate against the unlearning client(s). In this
work, we take the first step toward demonstrating the fea-
sibility of such retaliatory behavior by exploiting the infor-
mation leakage introduced during the FU process. Specif-
ically, we propose a novel unlearning-induced membership
inference attack (MIA) model, followed by a coarse-to-fine
data generation method that enables an adversarial client to
locally reconstruct the unlearned data. Building on this re-
construction, we introduce two targeted retaliatory attacks:
(1) Anti-Unlearning Attack (AUA), which hinders the global
model from successfully forgetting the data intended for re-
moval, and (2) Discrimination-Unlearning Attack (DUA),
which specifically degrades the global model’s performance
on the unlearned data. Extensive experiments across a variety
of FU methods and settings validate the effectiveness of the
proposed retaliatory attack framework.

Introduction
Recent data protection regulations, including the European
Union’s General Data Protection Regulation GDPR (Voigt
and von dem Bussche 2017) and California Consumer Pri-
vacy Act CCPA (Harding et al. 2019), have emphasized the
need to support the “right to be forgotten” (RTBF) for per-
sonal data used in training machine learning (ML) mod-
els. To address this need, machine unlearning (MU) tech-
niques have been developed to enable the removal of spe-
cific data samples from trained ML models in centralized
settings (Cao and Yang 2015; Bourtoule et al. 2021; Wang
et al. 2024). Federated unlearning (FU) (Liu et al. 2023) ex-
tends this concept to federated learning (FL), a decentralized
learning framework where multiple clients collaboratively
train a shared global model while keeping their local data
private (McMahan et al. 2017). In FU, participating clients
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can submit unlearning requests to remove their contributions
from the shared model, thereby exercising their RTBF.

While most existing efforts on FU have focused on im-
proving the efficiency of the unlearning process (Liu et al.
2022; Halimi et al. 2022; Liu et al. 2022; Zhang et al. 2023a;
Che et al. 2023), enhancing the utility of the global model
after unlearning (Liu et al. 2021; Wu, Zhu, and Mitra 2023;
Xiong et al. 2023), and ensuring certified removal of the un-
learned data (Wang et al. 2022; Wu, Zhu, and Mitra 2023;
Gao et al. 2024), very little attention has been paid to the po-
tential security vulnerabilities introduced by the FU mech-
anism itself (Wang, Li, and Li 2023). Although a few re-
cent studies have begun to examine security issues within
the FU framework (Sheng, Bao, and Ge 2024; Wang et al.
2025), they primarily focus on adversarial threats directly
arising from malicious unlearning requests.1 In contrast to
these works, we take the first step to investigate a more fun-
damental security concern in FU: the data privacy leakage
that can occur during the unlearning process.

To demonstrate that such data privacy leakage constitutes
a realistic and practical threat, we introduce a novel class
of attacks termed retaliatory attacks, which are launched by
an FL participant who opposes the unlearning process. This
scenario is both intuitive and plausible in practice. From the
perspective of a client who does not request unlearning, the
activation of the FU process may disrupt the ongoing feder-
ated training, incur additional computational and time over-
head, and potentially degrade the performance of the global
model after unlearning. These consequences can serve as in-
centives for a dissatisfied client to retaliate against the one
who initiated the unlearning request.

Specifically, we propose two targeted retaliatory attacks:
(1) Anti-Unlearning Attack (AUA), which aims to prevent the
global model from successfully forgetting the private data
that was requested to be unlearned; and (2) Discrimination-
Unlearning Attack (DUA), which seeks to intentionally de-
grade the global model’s performance on the data and
the underlying distribution associated with the unlearned
client(s). The core idea behind these attacks is that an adver-
sarial client can exploit the data leakage introduced during

1Due to space limitation, a more comprehensive discussion of
related work, including studies that are less directly aligned with
our work, is provided in the Appendix A (Sheng et al. 2025).
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the FU procedure to reconstruct the unlearned data origi-
nally contributed by the unlearning client(s). To reconstruct
the unlearned data, one class of ideal attacks is the gradient
inversion attack (Zhu, Liu, and Han 2019), which aims to re-
cover private data from uploaded gradients. However, such
attacks typically assume a compromised or curious server
with direct access to client gradients (Zhang et al. 2023b;
Lamri et al. 2025; Zhang et al. 2025), which is not feasible
in our setting where the adversary is merely a normal client.
Thus, we propose to leverage an alternative privacy-based
attack, membership inference attack (MIA), to reconstruct
the unlearned data. MIA involves training a set of attack
models to determine whether a given sample was part of a
target model’s training set (Shokri et al. 2017; Yeom et al.
2018). However, in the privacy-preserving setting of FL, an
adversarial client does not have access to the local model
of the unlearned client and therefore cannot apply conven-
tional MIAs on the target model. To address this challenge,
inspired by (Chen et al. 2021), we propose an innovative
unlearning-induced MIA that exploits the discrepancy be-
tween the global model before and after unlearning to indi-
rectly infer the membership status of a given data sample.

Given that the unlearning-induced MIA model (attack
model) functions only as a discriminative classifier, we de-
sign a coarse-to-fine data generation pipeline to reconstruct
the unlearned samples. Specifically, we begin by generating
coarse candidate samples using the predictions of the attack
model. To reduce false positives (i.e., samples incorrectly
identified as unlearned), we introduce a novel cross-model
filtering mechanism that permutes the input posteriors of the
attack models to mitigate the dominance of any single poste-
rior in the final prediction. To further improve reconstruction
quality, we apply a sample-level refinement to each coarse
candidate, aiming to increase the attack model’s confidence
in classifying it as unlearned data and to enhance the overall
diversity of the generated samples. Finally, AUA is executed
by forcing the global model to relearn the reconstructed un-
learned data, while DUA is performed by injecting targeted
poisoning based on the reconstructed samples.

In conclusion, our work makes following contributions:
• We introduce a novel class of retaliatory attacks, initiated

by an FL participant who opposes the unlearning process
and seeks to retaliate against the client(s) requesting un-
learning by exploiting the data leakage during FU.

• We develop an innovative unlearning-induced MIA
model alongside a coarse-to-fine data generation pipeline
to reconstruct the unlearned data of the unlearned
client(s), which serves as the foundation for executing
two targeted retaliatory attacks: AUA and DUA.

• We thoroughly evaluate the proposed retaliatory attacks
across a range of existing FU methods and settings, re-
vealing a consistent and realistic privacy vulnerability in-
troduced by the FU process.

Problem Formulation
Federated Learning and Unlearning
We consider a typical FL scenario in which a set of n clients,
denoted as K = {k1, k2, . . . , kn}, collaboratively train a

global model M via a central server. Each client ki (i ∈
{1, 2, . . . , n}) maintains a local dataset Di, and the entire
training dataset is denoted as D =

⋃n
i=1 Di. The FL training

process can then be formalized as a function FL(D) → M,
consisting of two key steps: (1) Local training, where each
client ki trains a local model Mi on its dataset Di and up-
loads it to the server; and (2) Global aggregation, where the
server aggregates all local models (e.g., using aggregation
rules such as FedAvg (McMahan et al. 2017)) and distributes
the updated global model back to the clients.

Then, during the FL training, a subset of clients Ku ⊂ K
may submit an unlearning request to remove the contribu-
tion of their local datasets from the trained global model.
Upon receiving the request, the server interrupts the standard
FL process and initiates the FU process. Let Mbefore and
Mafter denote the global model before the FU process begins
and after it finishes, respectively. The FU process can then
be represented as a function FU(Mbefore,Du,Dr, I) →
Mafter, where Du =

⋃
ki∈Ku Di denotes the set of local

datasets to be removed (i.e., from the unlearned clients),
Dr = D \ Du denotes the remaining datasets belonging
to the remaining clients Kr = K \ Ku, and I denotes any
additional information required to perform unlearning (e.g.,
historical checkpoints or intermediate states). Finally, when
the FU process completes, the FL training resumes for all
clients in Kr, continuing from the unlearned model Mafter.

Threat and Adversary Model
In this study, we consider a threat model where a par-
ticipating client in the FL system, although not issuing
any unlearning request itself, is opposed to the unlearn-
ing mechanism and thus acts as an adversary by retaliat-
ing against those clients who request to be unlearned. Given
that the adversary’s ultimate goal is to retaliate against un-
learning clients, it may adopt various specific attack strate-
gies to achieve this objective. Specifically, we propose
two such retaliatory attacks, namely: (1) Anti-Unlearning
Attack (AUA), which aims to prevent the global model
from successfully forgetting the private data intended to
be unlearned, thereby undermining the privacy guarantees
(i.e., RTBF) promised to the unlearned clients; and (2)
Discrimination-Unlearning Attack (DUA), which aims to
intentionally degrade the global model’s performance on
both the data and underlying distribution associated with the
unlearned clients, thereby causing the model to systemati-
cally discriminate against their data.

We then consider a strictly privacy-preserving FL and FU
environment, where the adversary does not have access to
any additional information (e.g., external datasets, private
data, or uploaded gradients from other clients), except for
what is naturally available to a participating client in the FL
or FU process (e.g., its own local data, the FL model archi-
tecture, and the global models distributed by the server). In
addition, we assume that the adversary cannot interfere with
the global aggregation or the FU process, and has no knowl-
edge of the specific FU algorithm adopted by the server. The
only assumption we make is that the adversary can observe
the global model before (Mbefore) and after (Mafter) the FU
process. This assumption is reasonable, as the execution of
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Figure 1: Overview and timeline of the proposed retaliatory attack on federated unlearning.

FU often introduces observable interruptions to the standard
FL process, and in many FU implementations, the server
must explicitly notify all participating clients that unlearning
is being performed. Even in the absence of such explicit sig-
nals, we show in our Appendix C (Sheng et al. 2025) that an
adversarial client can still reliably detect the occurrence of
FU and estimate the post-unlearning global model by mon-
itoring consistency patterns in global model updates. (See
Appendix B (Sheng et al. 2025) for a summary of notation.)

Method
Attack Overview
The core of the proposed retaliatory attacks lies in the addi-
tional information inadvertently leaked during the unlearn-
ing process. In a conventional privacy-preserving FL system,
it is infeasible for any single (adversarial) client to accu-
rately identify or reconstruct private data belonging to other
participating clients. However, we demonstrate that this be-
comes feasible when an adversarial client exploits the model
discrepancies introduced by the unlearning process.

Figure 1 illustrates the overall workflow and timeline of
the proposed retaliatory attack. The adversarial client be-
haves benignly throughout both the FL and FU phases, as
the attack specifically targets the unlearning process and
is therefore triggered only after the adversary receives the
global model following unlearning. The attack proceeds in
three stages. In Stage I, the adversarial client trains a set of
unlearning-induced MIA models A, each of which exploits
the discrepancies between the global model before (Mbefore)
and after (Mafter) the unlearning process. These models en-
able the adversary to determine whether a given data sample
belongs to the unlearned client(s), other participating clients,
or to none of them. In Stage II, a coarse-to-fine data gener-
ation process is employed to reconstruct the unlearned data
Dreconstruct, leveraging the predictions of A. Stages I and II
are both carried out locally on the adversarial client’s device
and may span several rounds of global aggregation. During
this period (illustrated by the red dotted line in Figure 1),
the adversary continues to behave benignly and does not in-
terfere with the training of the global model. Stage III be-
gins once the reconstruction is complete, during which the
adversarial client launches a specific retaliatory attack (e.g.,

AUA or DUA) against the global model using Dreconstruct,
which can rapidly compromise the global model within a
few rounds of aggregation (illustrated by the red solid line
in Figure 1). The detailed procedures of each attack stage
are elaborated in the following sections.

Unlearning-Induced Membership Inference
In Stage I of the proposed retaliatory attack, the adversar-
ial client locally trains a set of MIA models to determine
the membership status of a given data sample during the FL
and FU processes. Specifically, these models aim to identify
whether a sample was part of the training data (Du) of the
unlearned client(s). Traditional MIA pipelines (Shokri et al.
2017) typically require access to the target model trained
on the data, which in this context corresponds to the local
model of the unlearned client(s). However, such access is
infeasible for the adversarial client in a typical FL setting
due to its decentralized nature. To address this limitation,
inspired by (Chen et al. 2021), we propose leveraging the
discrepancies between the global models before and after
FU. These differences implicitly capture the influence of the
unlearned data, enabling membership inference without re-
quiring direct access to the unlearned clients’ local models.
The detailed procedure for establishing these attack models
is illustrated in Stage I of Figure 2 and described as follows.
Shadowing FU Processes. To conduct the unlearning-
induced MIA, the adversarial client first shadows the entire
FU process locally, simulating the global unlearning proce-
dure. This requires access to a shadow dataset Dshadow that
resembles the original training data D used by the global
model. Since our work primarily targets tabular datasets,
Dshadow can be constructed by generating high-confidence
samples from Mbefore using some search-based approaches
(e.g., the hill-climbing algorithm proposed in (Shokri et al.
2017)). Then, in each shadow process s ∈ {1, 2, ..., S}
(where S denotes the total number of shadowing processes),
the shadow dataset Dshadow is randomly partitioned into three
disjoint subsets: Ds

external, representing samples unused in
both the FL and FU processes; Ds

unlearned, representing sam-
ples used to train Mbefore but excluded from training Mafter;
and Ds

retained, used in training both Mbefore and Mafter. To
better mimic the FU process, Ds

unlearned and Ds
retained are fur-
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Figure 2: Detailed illustration of the proposed retaliatory attack on federated unlearning.

ther split and assigned to a group of simulated unlearned and
retained clients, respectively, where the unlearned clients are
randomly sampled and constitute a minority among all sim-
ulated clients. Based on this client setup, the adversary can
emulate both the FL and FU processes locally, thus obtain-
ing the shadowed global models before and after unlearning,
denoted as Ms

before and Ms
after, respectively.

Generating Attack Data. To prepare the attack data for
training the attack models, the adversary queries the trained
models Ms

before and Ms
after using samples from Ds

external,
Ds

unlearned, and Ds
retained, respectively. Let Ps

before and Ps
after de-

note the posterior probabilities obtained by querying Ms
before

and Ms
after, respectively. The input features of the attack data

are constructed by concatenating the two posteriors, i.e.,
Ps

before||Ps
after. A label of 0, 1, or 2 is then assigned to the

attack data generated from Ds
external, Ds

unlearned, and Ds
retained,

respectively, indicating their exact membership status during
the shadowed FU process. These form the set of attack data
Ds

attack generated from the shadowing process s. (Note that
the original class label y of each queried data sample is also
recorded for subsequent partitioning.)
Training Attack Models. After completing all S shadow-
ing processes, the overall attack dataset is assembled as
Dattack =

⋃S
s=1 Ds

attack. For each class c ∈ {1, 2, . . . , C}
(where C denotes the total number of classes), a separate
attack model Ac is trained using a class-specific subset
Dc

attack ⊂ Dattack, which contains all samples with class la-
bel y = c. These models form the final set of attack models

A = {Ac}Cc=1 (the unlearning-induced MIA models).

Coarse-to-Fine Unlearned Data Reconstruction
While the set of attack models A obtained in Stage I can
effectively determine the membership status of a given data
sample, it serves only as a discriminative classifier. A gen-
erative method is still necessary to enable the reconstruction
of the unlearned data. Therefore, in Stage II of the proposed
attack framework, we introduce a novel coarse-to-fine data
generation method to recover the unlearned data from the
FU process, as illustrated in Stage II of Figure 2.
Coarse Data Generation. The coarse data generation be-
gins by randomly initializing the input feature vector x, with
each attribute uniformly sampled within its domain. The re-
sulting x is used to query the global model before unlearn-
ing (Mbefore) to obtain its posterior probabilities Pbefore. The
confidence score is then calculated as the maximum value in
Pbefore, i.e., max(Pbefore), and the predicted label is assigned
as y = argmax(Pbefore). A generated sample is retained if
its confidence score exceeds a predefined threshold; other-
wise, it is discarded. This filtering step ensures that each re-
tained sample has a reliable class label, which is essential
for selecting the corresponding attack model Ac with c = y.

While these randomly generated high-confidence sam-
ples roughly capture the overall training data distribution
of Mbefore, they may not align with the data distribution
of the unlearned client(s). To further narrow the candidate
set toward the unlearned data, each sample x is queried on
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both Mbefore and Mafter to obtain the corresponding poste-
rior probability vectors Pbefore and Pafter, which are then con-
catenated and fed into the corresponding attack model Ac.
The sample is retained only if Ac classifies it as class 1, in-
dicating that it is inferred to belong to the unlearned data;
otherwise, it is discarded.

Cross-Model False Positive Filtering. Although the set of
attack models A provides valuable guidance for recovering
the unlearned data, its predictions are still significantly af-
fected by false positives (i.e., samples incorrectly classified
as unlearned). Inspired by (Carlini et al. 2021), which pro-
poses filtering out false positives by comparing predictions
with those from a second model trained on a disjoint dataset
when extracting training data from a large language model,
we propose an alternative yet novel cross-model false pos-
itive filtering strategy that fully leverages the same attack
model via permutation of input posteriors, as highlighted
by the yellow-shaded regions in Stage II(a) of Figure 2.
Specifically, in addition to the original input—formed by
concatenating the posteriors Pbefore and Pafter and fed into
the attack model Ac with class 1 as the desired output—we
generate two auxiliary inputs: one by duplicating Pbefore
(i.e., Pbefore||Pbefore) and the other by duplicating Pafter (i.e.,
Pafter||Pafter). These are also fed into Ac, with the expected
outputs being class 2 and class 0, respectively.

The key insight here is that, given our attack model Ac

actually considers two models (Mbefore and Mafter) as target
models, each of the two posteriors fed into Ac encodes dis-
tinct training-related information for an unlearned data sam-
ple: the first indicates that the sample was seen (i.e., included
in the training data) by the first target model (Mbefore), while
the second reflects that the sample was absent from the train-
ing data of the second target model (Mafter). In this case,
when the input is Pbefore||Pbefore, it represents a sample that
is seen by both target models, and thus should be assigned
a membership status of 2. Conversely, when the input is
Pafter||Pafter, it indicates that the sample is absent from the
training sets of both models and should therefore correspond
to membership status 0. This strategy effectively filters out
false positives in the initial screening stage, where the pre-
diction of Ac may be dominated by either Pbefore or Pafter,
leading to the incorrect classification of non-unlearned sam-
ples as class 1. Finally, the sample is retained and added to
Dcoarse only when all three conditions are satisfied.

Beam Search Refinement. While Dcoarse provides an initial
set of candidate samples that approximate the distribution of
the unlearned data, we further introduce a sample-level re-
finement procedure to enhance the fidelity of these samples
with respect to the original unlearned data. The key idea is to
increase the confidence of the attack model Ac in classifying
a sample as class 1, i.e., to maximize Pattack[1], where Pattack
denotes the posterior obtained from querying Ac. In addi-
tion, we incorporate a diversity penalty to discourage the re-
fined samples from collapsing into similar patterns, thereby
promoting sample-level variability. Furthermore, the confi-
dence score Pbefore[c] of Mbefore is encouraged to remain
high, as it directly determines the selection of the corre-
sponding attack model Ac. Formally, our objective function

F is defined as:

F(x) = α · (Pbefore[c]) + β · (Pattack[1])

− γ ·
(
1− min

x′∈D̃reconstruct

dist(x, x′)
)
, (1)

where α, β, and γ are weighting coefficients; dist(·, ·) de-
notes the distance function between two data samples (we
adopt the Jaccard distance in our implementation); and
D̃reconstruct represents the set of samples that have already
been refined. Given the black-box and non-differentiable na-
ture of F(x), we employ a heuristic beam search algorithm
that iteratively refines candidate samples via random bit-
level flipping in the input space, as illustrated in Stage II(b)
of Figure 2. Finally, after refining all samples in Dcoarse, we
obtain Dreconstruct as the final reconstructed set of unlearned
data, thus concluding Stage II of the attack.

Strategic Retaliation via Reconstructed Data
With Dreconstruct obtained, the adversarial client can now pro-
ceed to launch a targeted retaliatory attack, either AUA or
DUA, against the global model.
Anti-Unlearning Attack. Recall that the objective of AUA
is to prevent the global model from successfully forgetting
the training data of the unlearned client(s). As illustrated
in Stage III(a) of Figure 2, this can be achieved by hav-
ing the adversarial client repeatedly upload poisoned local
model updates that are deliberately overfitted to Dreconstruct
(e.g., by using an increased number of local epochs and a
reduced learning rate). This strategy effectively forces the
global model to relearn the reconstructed unlearned data
within just a few communication rounds.
Discrimination-Unlearning Attack. DUA aims to intro-
duce discrimination against the unlearning process by inten-
tionally degrading the performance of the global model on
the distribution corresponding to the unlearned client(s). As
illustrated in Stage III(b) of Figure 2, the adversarial client
achieves this by conducting a model poisoning attack that
leverages both Dreconstruct and its own local benign dataset
Dbenign. Specifically, during local training, the adversarial
client optimizes the following objective:

L = LCE(Dbenign)− λ · LCE(Dreconstruct), (2)

where LCE denotes the standard cross-entropy loss, and λ
controls the strength of the negative gradient signal derived
from the unlearned data. By inverting the loss gradient on
Dreconstruct, the adversary forces the model to perform poorly
on the reconstructed unlearned samples, while maintain-
ing nominal performance on its own benign data. (See Ap-
pendix D (Sheng et al. 2025) for the full Stage I–III proce-
dure of the proposed retaliatory attack.)

Experiments
Experimental Setup
Datasets. To evaluate the proposed retaliatory attacks, we
conduct experiments on two tabular datasets that are widely
used in the data privacy literature: Location (Yang et al.
2015) and Purchase (Shokri et al. 2017). For both datasets,
we follow the same preprocessing procedure as in (Shokri
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Dataset Metric
Federated Unlearning Method

Retrain FedEraser KD-based FU SGA-based FU RobustFU

Before After Attack Before After Attack Before After Attack Before After Attack Before After Attack

Location MIA 0.502 0.629 (↑0.127) 0.505 0.648 (↑0.143) 0.509 0.725 (↑0.216) 0.514 0.713 (↑0.199) 0.505 0.601 (↑0.096)
UA 0.606 0.950 (↑0.344) 0.585 0.981 (↑0.396) 0.568 0.991 (↑0.423) 0.610 0.984 (↑0.374) 0.608 0.977 (↑0.369)

Purchase100 MIA 0.499 0.597 (↑0.098) 0.502 0.609 (↑0.107) 0.504 0.627 (↑0.123) 0.511 0.590 (↑0.079) 0.501 0.573 (↑0.072)
UA 0.578 0.975 (↑0.397) 0.621 0.997 (↑0.376) 0.566 0.998 (↑0.432) 0.628 0.966 (↑0.338) 0.616 0.980 (↑0.364)

Table 1: Attack performance of the proposed AUA across different federated unlearning methods.

Dataset Metric
Federated Unlearning Method

Retrain FedEraser KD-based FU SGA-based FU RobustFU

Before After Attack Before After Attack Before After Attack Before After Attack Before After Attack

Location UA 0.606 0.544 (↓0.062) 0.585 0.530 (↓0.055) 0.568 0.523 (↓0.045) 0.610 0.547 (↓0.063) 0.608 0.551 (↓0.057)
TA 0.611 0.598 (↓0.013) 0.601 0.584 (↓0.017) 0.597 0.582 (↓0.015) 0.615 0.597 (↓0.018) 0.621 0.603 (↓0.018)

Purchase100 UA 0.578 0.497 (↓0.081) 0.621 0.494 (↓0.127) 0.566 0.513 (↓0.053) 0.628 0.526 (↓0.102) 0.616 0.542 (↓0.074)
TA 0.637 0.619 (↓0.018) 0.635 0.610 (↓0.025) 0.629 0.606 (↓0.023) 0.630 0.617 (↓0.013) 0.639 0.605 (↓0.034)

Table 2: Attack performance of the proposed DUA across different federated unlearning methods.

et al. 2017). The resulting Location dataset consists of 30
geosocial classes, with each sample represented by 446 bi-
nary features indicating whether a user has visited specific
regions or location types. We use the Purchase100 version
of the Purchase dataset, which includes 100 purchase styles,
with each sample represented by 600 binary features indi-
cating whether a user purchased a specific product.

While the proposed retaliatory attacks are primarily tai-
lored for tabular classification tasks, we further demonstrate
that the privacy leakage exploited in Stage I of our frame-
work is also applicable to image classification tasks. To vali-
date this, we evaluate such unlearning-induced data leakage
on two additional image datasets: CIFAR-10 (Krizhevsky,
Hinton et al. 2009) and SVHN (Netzer et al. 2011).
Evaluation Metrics. To evaluate the effectiveness of AUA,
we adopt the standard MIA accuracy (MIA) (Shokri et al.
2017), which is widely used as a certified test for assess-
ing whether the unlearned data has been successfully for-
gotten (Wang et al. 2022; Halimi et al. 2022; Sheng, Bao,
and Ge 2024). In addition, we measure the Unlearned Ac-
curacy (UA), the prediction accuracy of the global model
on the unlearned dataset, where a higher UA indicates that
the unlearned data has not been effectively forgotten. For
DUA, we similarly report UA to quantify the performance
degradation on the unlearned dataset. To ensure a fair evalu-
ation, we also include the Test Accuracy (TA) on a held-out
test set, which reflects the global model’s performance on
normal, non-unlearned data. For each of these metrics, we
report both the values before (i.e., immediately after the FU
process) and after the attack, thereby highlighting the extent
to which AUA and DUA compromise the global model. Fur-
thermore, since Stage I of our proposed retaliatory frame-
work also involves a novel unlearning-induced MIA (U-
MIA), which infers membership status based on discrepan-
cies between the global model before and after unlearning,
we report its performance as a direct measure of privacy
leakage caused by the FU process. For both the standard
MIA and U-MIA, higher attack accuracy indicates greater

privacy leakage and weaker unlearning guarantees.
FU Methods. We consider several state-of-the-art FU meth-
ods that the server may adopt, including:

• FedEraser (Liu et al. 2021), which leverages stored his-
torical parameter updates from participating clients and
incorporates a calibration mechanism during retraining
to efficiently reconstruct the unlearned model.

• SGA-based FU (Wu et al. 2022), which integrates elas-
tic weight consolidation (EWC) with reverse stochastic
gradient ascent (SGA) to enable effective FU.

• KD-based FU (Wu, Zhu, and Mitra 2023), which
achieves FU by subtracting accumulated historical up-
dates from the trained global model and restoring its per-
formance through knowledge distillation (KD).

• RobustFU (Sheng, Bao, and Ge 2024), which performs
robust FU by reintroducing high-information-gain sam-
ples into the remaining clients during retraining.

We also evaluate the retraining-from-scratch golden base-
line (Retrain), where the unlearned model is retrained on
the remaining clients using FedAvg (McMahan et al. 2017).
Implementation Details. Please refer to our Appendix E
(Sheng et al. 2025) for implementation and training details.

Experimental Results
Overall Attack Performance. Table 1 and Table 2 present
the attack performance of the proposed AUA and DUA, re-
spectively. For AUA, the results show that the MIA accu-
racy is close to 0.5 across all evaluated FU methods prior to
the attack, suggesting that the unlearned global model (i.e.,
before being attacked) has effectively forgotten the data re-
quested for unlearning. However, after launching the AUA,
the MIA accuracy on the unlearned data increases substan-
tially, indicating that the compromised global model has re-
learned information that was intended to be removed. Sim-
ilarly, a significant increase in the prediction accuracy on
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Dataset Federated Unlearning Method (U-MIA)
Retrain FedEraser KD-based FU SGA-based FU

Location 0.709 0.688 0.657 0.672
Purchase100 0.804 0.786 0.763 0.781
CIFAR-10 0.654 0.630 0.625 0.634

SVHN 0.693 0.679 0.640 0.661

Table 3: Evaluation of privacy leakage in FU methods.
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Figure 3: Comparison between our method and baselines.

the unlearned data is observed after the attack, further con-
firming that the global model fails to preserve the forgetting
effect and continues to memorize the unlearned samples.

For DUA, a substantial drop in prediction accuracy on the
unlearned data is observed after the attack, indicating that
the compromised global model has successfully introduced
additional discrimination against the unlearned data. While a
slight decrease is also noted in the prediction accuracy on the
test data, this drop is relatively minor compared to that on the
unlearned data, suggesting that the attack remains primarily
targeted at the distribution of the unlearned data.
Privacy Leakage Evaluation. Since the effectiveness of
the proposed retaliatory attacks hinges on the privacy leak-
age exposed during the FU process, the set of unlearning-
induced MIA models (A) proposed in Stage I of our attack
provides a direct and quantifiable measure of this leakage,
where a higher U-MIA accuracy suggests a greater degree
of privacy leakage. We evaluate this leakage across two tab-
ular and two image datasets under various FU methods (For
image classification tasks, we assume the adversarial client
maintains a local shadow set to emulate the FU process.).
As shown in Table 3, the proposed unlearning-induced MIA
models consistently achieve high attack accuracy (U-MIA)
across all settings, thereby highlighting the vulnerability of
existing FU mechanisms to privacy leakage.
Baseline Comparison. To further demonstrate the effective-
ness of the proposed attack, we compare it with several base-
line methods. We first consider a naive membership infer-
ence baseline (denoted as B1), which randomly generates
data samples and retains those on which the global model
before unlearning yields high confidence. We then propose
an improved baseline (B2), which additionally incorporates
the global model after unlearning. This baseline is based
on the intuition that the confidence of a model should de-
crease on samples that have been removed through unlearn-
ing. Specifically, B2 generates candidate samples and retains
those that receive high confidence from the pre-unlearning
model but significantly lower confidence from the post-
unlearning model. Moreover, we adopt a more advanced
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Figure 4: Ablation studies of key design components.

MIA-based baseline method (B3), which trains two sepa-
rate MIA models (Shokri et al. 2017) for the global models
before and after unlearning, respectively. A randomly gener-
ated candidate sample is considered as an unlearned training
sample if it is classified as a member by the MIA model
corresponding to the pre-unlearning global model, but clas-
sified as a non-member by the MIA model corresponding to
the post-unlearning global model.

Figure 3 demonstrates the performance gain (i.e., the
increase in MIA accuracy for AUA and the decrease in
UA for DUA) for each of the baseline methods and our
proposed method on both the Location and Purchase100
datasets (using Retrain as the FU method). It can be seen
that our method achieves better performance than all base-
lines, demonstrating its superior ability to reconstruct the un-
learned data and conduct more effective retaliatory attacks.
Ablation Studies. We further conduct ablation studies to
evaluate the contribution of each key component in our
coarse-to-fine data generation pipeline. Specifically, we ex-
amine several settings: (S1) using only a single prediction
from the attack model Ac on class 1, without false positive
filtering or beam search refinement; (S2) using a single pre-
diction without false positive filtering but incorporating the
beam search refinement; (S3) applying only the coarse data
generation stage (i.e., Dcoarse), without beam search refine-
ment; and the full version of our method with all components
enabled. The results, shown in Figure 4, demonstrate how
each design component influences the overall attack perfor-
mance through different configurations.
Extended Analysis. For additional experiments, please re-
fer to our Appendix F (Sheng et al. 2025).

Conclusion

In this paper, we introduce a new concept of retaliatory at-
tacks against FU, which refer to potential attacks launched
by malicious users who oppose the unlearning mechanism
in FL. We propose two such attacks, AUA and DUA, which
aim to either undermine the forgetting effect or induce tar-
geted discrimination against the unlearned user. These at-
tacks leverage privacy leakage during the FU process by
first conducting an unlearning-induced MIA, followed by a
coarse-to-fine data generation method to reconstruct the un-
learned data. We evaluate the effectiveness and robustness of
the proposed attacks under various FU methods and settings.
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