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Abstract

Recent advancements in machine learning have improved per-
formance while also increasing computational demands. While
federated and distributed setups address these issues, their
structures remain vulnerable to malicious influences. In this
paper, we address a specific threat: Byzantine attacks, wherein
compromised clients inject adversarial updates to derail global
convergence. We combine the concept of trust scores with trial
function methodology to dynamically filter outliers. Our meth-
ods address the critical limitations of previous approaches,
allowing operation even when Byzantine nodes are in the ma-
jority. Moreover, our algorithms adapt to widely used scaled
methods such as Adam and RMSProp, as well as practical sce-
narios, including local training and partial participation. We
validate the robustness of our methods by conducting exten-
sive experiments on both public datasets and private ECG data
collected from medical institutions. Furthermore, we provide
a broad theoretical analysis of our algorithms and their exten-
sions to the aforementioned practical setups. The convergence
guaranties of our methods are comparable to those of classical
algorithms developed without Byzantine interference.

Code — https://github.com/brain-lab-research/Bant

1 Introduction

As the field of machine learning expands, researchers are con-
fronted with challenges stemming from increasingly complex
models and larger computational demands. To address these
issues, distributed and federated learning scenarios have been
developed (Kairouz et al. 2021; Konecny et al. 2016; Li et al.
2020). These approaches are crucial for a wide range of tasks
(Smith et al. 2017; McMahan et al. 2017; Verbraeken et al.
2020), yet, they introduce several complications. Making the
training process multi-node leads to threats related to data
storage and transmission. These vulnerabilities manifest as
device malfunctions, incorrect data relays, or even initial data
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corruption (Biggio, Nelson, and Laskov 2012). (Wang et al.
2023) demonstrated how adversarial attacks on data integrity
compromise training. In the midst of them are Byzantine at-
tacks. They occur in networks where certain workers, known
as Byzantines, may corrupt data (Blanchard et al. 2017).
This paper specifically examines the threat of Byzantine at-
tacks. We highlight the limitations of existing protection
mechanisms, particularly their reliance on strong assump-
tions. In response, we propose an approach that leverages
diverse concepts to develop a universal method, free from
these constraints and applicable to practical scenarios.
Setup. We examine the problem often encountered in dis-
tributed machine learning, with D; representing an unknown
distribution of the training sample data on the ¢-th device:

: RS
We consider a setup involving n workers connected to a cen-
tral server. These workers are divided into two categories:
Good (or Honest) workers, indicated by G, and Byzantines,
indicated by B. At each iteration ¢, the sets G(¢) and B(t) are
redefined. This allows the composition of honest and Byzan-
tine workers to vary dynamically over time. At every step, we
assume that the set of honest workers G(t) is nonempty, i.e.,
G(t) :==|G(t)| = 1. During training, the number of Byzan-
tines at each iteration remains unknown. This number is used
only in the theoretical analysis of the worst-case scenario.

2 Related Work

Sophisticated attacks. Methods resistant to Byzantine at-
tacks are crucial for solving optimization problems. Classical
methods for distributed optimization, such as SGD (Robbins
and Monro 1951; Bottou 2012; Recht and Ré 2013; McMa-
han et al. 2017), ADAM (Kingma and Ba 2014; Reddi et al.
2020), and SCAFFOLD (Karimireddy et al. 2020), average the
received gradients or models. However, they cease to operate
when even a single Byzantine worker appears in the network
(Blanchard et al. 2017). Given the critical importance of this



problem, numerous publications have addressed it (Feng,
Xu, and Mannor 2014; Damaskinos et al. 2019). Initial ap-
proaches proposed robust aggregation rules for data from
devices, such as COORDINATE-WISE MEDIAN, TRIMMED
MEAN (Yin et al. 2018), KRUM (Blanchard et al. 2017),
BULYAN (Mhamdi, Guerraoui, and Rouault 2018). However,
sophisticated attacks, such as ALIE (Baruch, Baruch, and
Goldberg 2019) or INNER PRODUCT M ANIPULATION (Xie,
Koyejo, and Gupta 2020), managed to circumvent these ag-
gregation rules by shifting the mean they sought to find.
Clipping, Momentum, and Variance Reduction. Aggre-
gation rules are non-robust even in the absence of attacks.
For example, this occurs in cases of imbalanced classes. This
issue was addressed in (Karimireddy, He, and Jaggi 2021b),
where CENTERED CLIP (CC) technique was revealed. Ad-
ditionally, the authors highlighted that the aforementioned
Byzantine-robust methods cannot converge with any prede-
termined accuracy. Given the importance of this issue, they
added client momentum, effectively addressing the problem.
Another approach to combat the Byzantines is the application
of the variance reduction technique. Originally introduced
to eliminate irreducible errors in stochastic methods, it was
subsequently proposed as an effective way to mitigate the
presence of noise in computing stochastic gradient estima-
tors (Gorbunov et al. 2023). Then this idea was developed in
(Malinovsky et al. 2023).

These methods demonstrated significant improvements in re-
silience against Byzantine attacks. However, they also contain
notable limitations. First, variance reduction methods exhibit
moderate convergence in deep learning applications and are
prone to overfitting (Defazio and Bottou 2019). Additionally,
all aforementioned approaches suffer from the requirement
that the majority of devices must be honest.

Validation tests. Another approach to achieving solutions
with any specified accuracy involves techniques such as val-
idation tests (Alistarh, Allen-Zhu, and Li 2018; Allen-Zhu
et al. 2020) or computation checks (Gorbunov et al. 2022).
Nevertheless, they still require a majority of honest devices
and rely on strict assumptions in the analysis (Alistarh, Allen-
Zhu, and Li 2018; Allen-Zhu et al. 2020).

Heterogeneous setup. While much work on the Byzantines
focused on the distributed case with homogeneous data, a
different series of papers allowed for data heterogeneity (Wu
et al. 2020; EI-Mhamdi et al. 2021; Data and Diggavi 2021;
Nguyen et al. 2022). This corresponds, for example, to the
federated setting. Methods were primarily built around robust
aggregation (Karimireddy, He, and Jaggi 2021a; Chang et al.
2019; Data and Diggavi 2021; Allouah et al. 2024c; Dorfman,
Yehya, and Levy 2024; Allouah et al. 2024b), and variance
reduction techniques (Allouah et al. 2023). One of the most
advanced approaches assigned coefficients (TRUST SCORES)
to clients based on their reliability, using these scores to
perform gradient steps (Cao et al. 2021; Yan et al. 2024).
These studies provided a foundation for Byzantine-robust
optimization in the federated setup, yet suffered from the
aforementioned drawbacks.

Majority of attackers — trial function. To avoid requir-
ing a majority of honest workers, several methods leverage
server-held ground-truth data to filter compromised updates.
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ZENO (Xie, Koyejo, and Gupta 2019) implements this idea
by maintaining a small validation set on the server and scor-
ing each incoming gradient against the gradient computed
on that set. We define the function evaluated on the valida-
tion set as the TRIAL FUNCTION. As for ZENO, it uses the
trial function to compute trust scores but primarily aggre-
gates updates through simple averaging, down-weighting or
excluding devices with very low trust. As a result, its per-
formance depends strongly on the devices that are treated
as trusted. (Cao and Lai 2019) proposed an alternative that
filters updates by comparing them to a noisy gradient approx-
imation computed on a small dataset, which is effectively
equivalent to using a validation set as in ZENO. The idea of
using a small server-side dataset to validate local updates
was also utilized in SAGEFLOW (Park et al. 2021), which
handles majority adversarial clients. However, this method
performs poorly under an attack ratio of 60%. Moreover, all
aggregation schemes that discard clients based on trust scores
remain sensitive to hyperparameters, as they require thresh-
old choices to label devices as malicious. It requires tuning,
and we discuss such instability regarding ZENO in Appendix,
Table 7.

The authors of (Xie, Koyejo, and Gupta 2019; Cao and Lai
2019; Park et al. 2021) extended their results to address data
heterogeneity by requiring the server to possess a represen-
tative sample of all device data. However, this assumption
is unrealistic in real-world scenarios, undermining the fun-
damental achievements of federated learning with respect to
privacy. Approaches (Guo et al. 2021, 2024) also accumulate
user data on the server, raising doubts about applicability.
Other shortcomings of previous research. In addition to
aforementioned limitations, many studies in this field are pre-
dominantly heuristic and lack rigorous theoretical analysis
(Yan et al. 2024; Guo et al. 2021, 2024; Chang et al. 2019;
Xu and Lyu 2020; Rodriguez-Barroso et al. 2022; Nguyen
et al. 2022; Zhang et al. 2022; Huang et al. 2024). Moreover,
in some studies, the practical component seems flawed due to
the absence of experiments assessing test accuracy (Gorbunov
et al. 2023). Furthermore, theoretical settings often do not
align with practical aspects. For instance, in (Cao et al. 2021),
homogeneous data sampling is assumed while focusing on
the federated learning. Besides, the analysis of SAGEFLOW
is confined to an unrealistic strongly convex setup.

Furthermore, when addressing problems in the distributed
or federated setups, local methods (Woodworth, Patel, and
Srebro 2020; Khaled, Mishchenko, and Richtarik 2020; Gor-
bunov, Hanzely, and Richtarik 2021; Nguyen et al. 2022), as
well as the partial participation scenario (Yang, Fang, and
Liu 2021; Kairouz et al. 2021; Sadiev et al. 2022; Nguyen
et al. 2022), is typically assumed. While these options im-
prove computational efficiency and reduce data transmission
overhead, only a few studies (Data and Diggavi 2021; Mali-
novsky et al. 2023; Allouah et al. 2024a; Dorfman, Yehya,
and Levy 2024) address these aspects, whereas the major-
ity of works do not. In addition, research is often limited to
SGD-like methods, neglecting adaptive algorithms such as
ADAM (Kingma and Ba 2014) and RMSPROP (Tieleman and
Hinton 2012), which are widely used in machine learning.
Given the challenges and gaps identified in the existing lit-



erature, we aim to advance the trust score methodology and
trial function concept to enhance defense mechanisms.

2.1 Contributions

Our main results are summarized as follows.

o Combine trust scores with the trial function approach.
Trial loss is based on a subset of the training data stored on the
server. Weights are assigned to the gradients sent from each
device based on the extent to which these gradients reduce
the trial function in each iteration. In real networks, honest
stochastic gradients may increase the target loss. We account
for this by incorporating weights from the previous epoch
and a momentum parameter for more stable convergence.

e Milder assumptions. Unlike most existing studies, our
approach requires only one reliably honest worker instead
of a majority. Moreover, unlike previous trial function-based
methods that assume data homogeneity (Cao et al. 2021;
Gorbunov et al. 2022), our algorithms operate under the more
realistic assumption of data similarity in federated learning.

o Extensions. We adapt our algorithms to important scenarios
that are often overlooked in research.

(a) Local methods. In our work, we propose utilizing Local
SGD to address the high communication costs typically
associated with distributed training.

(b) Partial participation. Our algorithms incorporate the
option for partial participation. Thus, devices may not
participate in every learning step, and the attackers may
vary across iterations.

(c) Adaptive methods. In this work, we extend our analy-
sis to adaptive algorithms (e.g., ADAM and RMSPROP),
which are widely used in machine learning.

o Convergence guarantees. We prove upper bounds on the
convergence rates of the main methods and extensions pre-
sented for the smooth problem under various assumptions
regarding the convexity of the target function (strong convex-
ity, convexity, non-convexity).

o Experiments. We demonstrate the superiority of our
method in both previously studied attacks and scenarios
where alternative methods fail. Our experiments are per-
formed on the CIFAR-10 dataset and real ECG data, utilizing
RESNET-18 and RESNET-1D18 neural networks, respec-
tively. Additionally, we validate our approach to Learning-to-
Rank tasks by training a Transformer-based ranking model.

3 Methodology

To tackle Byzantine attacks, we introduce a pivotal com-
ponent of our methodology — a trial loss function f . In
the homogeneous setting (1) with D; = D, we take a sepa-
rate sample from D, but in a smaller volume than the entire
dataset. The trial function calculated on this data forms f .
Under the heterogeneous data scenario, we sample from the
distribution D; on the server to obtain delayed data for f
(indexing the server does not violate generality; we further
consider it a device with index 1). Formally, we can write

the trial function as f(z) = + Zfil fi(z, &), where N is
the number of samples in f . This function is stored on the
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server (obviously, an honest device). The sample distribution
of the trial function is similar to the entire distribution D
due to the property of data similarity. Besides, in practical
scenarios, a server may not be able to share the entire dataset,
providing only a sample of size V. Depending on the size of
this sample, f; may differ from f. Nevertheless, the larger
the volume of this delayed sample, the closer f approximates
the function f; (discussed in Lemma C.1 in Appendix). A
small public or synthetic trial dataset is a practical assump-
tion in Byzantine-robust federated learning. Methods such as
FLTrust (Cao et al. 2021) and Zeno (Xie, Koyejo, and Gupta
2019) utilize such datasets. Here we outline the assumptions
under which we establish the convergence rates.

Assumption 3.1. The function f is L-smooth, i.e., |V f(z)—
Vil < Ll —y] forany z,y € R

Assumption 3.2. The function f is:

1. p-strongly convex if for all =,y € R, it satisfies:
fy) = f@) +(Vf(@)y —2) + §ly — =]
2. convex if for all z,y € R? it satisfies:
fy) = f(2) +(Vf(x),y — ).
3. non-convex if it has at least one (not necessarily unique)
minimum, i.e., f(£*) = inf fz) > —o0.
reR

Assumption 3.3. Each worker ¢ € G(t) has access to an inde-
pendent and unbiased stochastic gradient with E[g;(z, &;)] =
V fi(x) and its variance is bounded by o2:

Ellgi(z, &) — Vfi(z)|? < o®, forallz € RY.

We also assume data similarity — a common premise for
ensuring convergence in Byzantine literature (Karimireddy,
He, and Jaggi 2021a; Gorbunov et al. 2023; Yan et al. 2024).

Assumption 3.4. We assume data similarity in the following
way: good clients possess (01, d2)-heterogeneous local loss
functions for some §; > 0 and d, > 0, such that for all
x € R, the following holds:

IV fi(z) = V(@) <61 + &V f(2)|* Vieg(t).

In over-parameterized models, introducing a positive 5 can
sometimes reduce the value of §;. Several studies have ex-
plored heterogeneous scenarios in which honest workers han-
dle distinct local functions (Wu et al. 2020; Karimireddy,
He, and Jaggi 2021a). Note that achieving a predefined
accuracy becomes feasible in the presence of Byzantines
only when heterogeneity is limited to do-bounded settings
(61 = 0)(Karimireddy, He, and Jaggi 2021a). Under a more
general assumption, which we utilize, the term with ¢; inad-
vertently appears in the estimate.

Assumption 3.5. Byzantine workers are assumed to be om-
niscient, i.e., they have access to the computations performed
by the other workers.

4 Algorithms and Convergence Analysis
4.1 First Method: Bant

In this section, we introduce our method, termed Byzan-
tine ANTidote (Bant) — Algorithm 1. Our method relies on



Algorithm 1: Bant

1: Input: Starting point 2° € R%, w9 = 1/, Vi

2: Parameters: Stepsize v > 0, momentum S € (0, 1]
3: fort=0,1,2,...,7 — 1do

4 Server sends ! to each worker

5 for all workers i = 1,2,...,n in parallel do
6: Generate &! independently

7 Compute stochastic gradient g¢ = g;(z?, £!)
8 Send ¢! to server

9:  end for

10 wi=(1-

K2

t—1 F=)—F =" —vgD)lo
P+ By e —vallo
—f(w —79:)lo = 0 then
12: Bwit + B4
13: endlf

) t 1 _ t t
14: =gt _721 1 [f(a:t) (It,»\/gf)>0]wigi
15: end for
16: Output: th o 't

11: 1feach [f ()
— (-

the core idea of assigning trust scores to devices. We inte-
grate this with the concept of a trial function by aggregating
the stochastic gradients g} of devices with their respective
weights wf To find the latter, we first calculate the contri-
bution coefficients for each worker ¢ at each step: 6! =

flat) — f(z* — vg!) . These coefficients demonstrate how
the i-th device affects convergence. If Gf > (), the stochastic
gradient minimizes trial loss and is assigned a weight. Other-
wise, it is assigned a weight of zero (Line 10 in Algorithm
1). We ensure non-negativity with [6!], = max{6?,0} and
normalize to provide a total weight of 1.

To address stochastic gradient instability, which can increase
the loss function, we introduce a momentum parameter for
the weights (Line 10). If all gradients increase the loss, they
are assigned zero weights, thereby stopping the minimiza-
tion process even in the absence of Byzantine devices in the
network.

By adding momentum, we achieve a more stable convergence
in practice. This allows previous favorable gradients to in-
fluence current weights, even if a device receives a small or
zero weight in the current iteration. An indicator in the step
(Line 14) ensures that gradients maximizing trial loss are
ignored, thereby guaranteeing minimization at each step. We
also define G = min;G(t) as the minimum, taken over all
iterations, of the number of honest workers at each iteration.
Now we are ready to proceed with the theoretical results.

Theorem 4.1. Under Assumptions 3.1, 3.2(2), 3.3, 3.4 with

0g < % 3.5, for solving the problem (1), after T iterations
of Algorithm I with v < ﬁ the following holds:

o E[f(«°)—f(@")
1Y EVE)P<HOIO] 60

) 381 + 4¢(N).

The first two terms in the result of Theorem 4.1 replicate
the findings from the standard SGD analysis, up to constant
factors. The last term, which depends on ((N), is of special
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interest. The function (V) reflects the relationship between

f1 and the trial loss f and represents an approximation er-
ror. The dependence of ((/N) on N is natural: the larger
N, the smaller the error becomes. More precisely, for our
function f, this error is ( (V) = O (+) (see Lemma C.1 in
Appendix). Although this error degrades convergence, it is
common in machine learning tasks. In particular, the original
learning problem, like (1), is often replaced by its Monte
Carlo approximation (Johnson and Zhang 2013; Defazio,
Bach, and Lacoste-Julien 2014; Allen-Zhu 2018), and the
resulting problem is commonly referred to as empirical risk
minimization (Shalev-Shwartz and Ben-David 2014). This
replacement also leads to an error. Finally, ¢; is a typical
term that represents data similarity (Assumption 3.4) and is
unavoidable in the presence of Byzantines (Wu et al. 2020;
Karimireddy, He, and Jaggi 2021a; Gorbunov et al. 2022).

Since our approach resembles ZENO (Xie, Koyejo, and Gupta
2019) in its use of the trial function, we should mention
that we found some issues in their proofs. In Theorem 1 of
(Xie, Koyejo, and Gupta 2019), the authors incorrectly ap-
ply the expectation operator when deriving their recursion.
They sample a trial function from the full dataset and use
E[f!(x)] = f(z), which is valid for a random point. How-
ever, in the case of point 2tt1 a mistake was made. Since
they sample f* in every iteration, the point z+1 depends
on the sample f*, leading to E[ff(z+1) | 2t] # f(att1).
By carrying the conditional expectation without considering
the full expectation, it becomes impossible to enter the re-
cursion and achieve convergence regarding the function f
itself. In turn, we explicitly bound the gradient discrepancy
|V f1(x') — V f(z")|, leveraging trial function sampling to
ensure convergence as the sample size increases. This differ-
ence in Theorem 4.1 is represented by the discussed ¢(N).

Corollary 4.2. Under the assumptions of Theorem 4.1, for
solving the problem (1), after T iterations of Algorithm 1 with

. 2E[f(2)—f (&%) .
v < mln{lglL’ L\/gLG&T Jn }, the following holds:

f'(i*)]Ln

T-1 E[f(z°)—
b BV = o ek

o /E[f(z®)—f(@*)]-Ln

If we consider the first two terms in the convergence estimates
from Corollary 4.2, the only difference from the classical
SGD convergence results (Moulines and Bach 2011; Stich
2019) is the additional factor &, however, the rate is asymptot-
ically optimal. The proofs and results for the strongly-convex
objective can be found in Appendix.

4.2 TImproving Theoretical Estimates: AutoBant

Despite practical advantages of Bant, it has some theoreti-
cal imperfections related to the mechanism of assigning trust
scores. While parameter 3 helps honest clients maintain trust
scores despite occasional bad gradients, it also enables Byzan-
tine devices to retain their weights during attacks. To combat
this, we add an indicator for the trial function reduction (the



Algorithm 2: AutoBant

1: Input: Starting point 2° € R?

2: Parameters: Stepsize v > 0, error accuracy o
3: fort=0,1,2,...,7 —1do

4 Server sends ! to each worker
5 for all workers i = 0,1,2,...,n in parallel do
6: Generate &! independently

7 Compute stochastic gradient g¢ = g;(z?, £!)
8 Send ¢! to server

end for

10 w'=arg min f(:vt — Y wigh)
11 tt? —:13—722 Lwigt

12: end for

13: Output: th ot

© %

indication of the device being Byzantine at the considered
iteration). However, this limits the theoretical applicability
of the method to non-convex problems prevalent in modern
machine learning. To resolve these limitations, we present
our second method, called AUxiliary Trial Optimization for
Byzantines ANTidote (AutoBant), Algorithm 2.

The idea of assigning weights to devices as part of the op-
timization process has gained popularity in federated learn-
ing. For instance, in many works, it leads to improved so-
lution quality (Li et al. 2023; Tupitsa et al. 2024), or it is
used in more specific settings, such as personalized learn-
ing (Mishchenko et al. 2023). We propose adapting this to
Byzantine-robust learning by optimizing f regarding weights
calculated after each algorithmic step (Line 10).

To solve the minimization problem, we can use various meth-
ods, e.g., Mirror Descent (Beck and Teboulle 2003; Allen-
Zhu and Orecchia 2014):

k41 ¢ t_ S kqt
o (o (s ot
L]}

where JCL(-||-) denotes the Kullback-Leibler divergence. The
error in solving this is bounded by §:

n
mlnf(x —'walgl) <xt—’y2wfgf>‘ < 4.
i=1

wWEAT i=1

After solving this auxiliary problem, we produce an actual
model update using the optimized weights (Line 11). In light
of the proposed method, the question of the cost of imple-
menting such an optimal scheme comes to the forefront. Note
that the computational complexity of solving this subprob-
lem at each iteration is only O(logn/s?) (Beck and Teboulle
2003), which is not critical. For the following theoretical anal-
ysis, we assume the minimization subproblem can be solved
to arbitrary precision, neglecting errors in our estimates. In
practice, however, the convergence rate is directly influenced
by the accuracy of this solution. A numerical study of this
effect is presented in Table 6 in Appendix. Now we are ready
to present the main theoretical result of this section.
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Theorem 4.3. Under Assumptions 3.1, 3.2(3), 3.3, 3.4 with
dg < 12, 3.5, for solvmg the problem 1, after T iterations of

Algorithm 2 with v < 13 131 the following holds:

=1 4E[f(2%)— f(2*)
b X EIVsaP <P g,

+5g 0% + 2(N).
Corollary 4.4. Under assumptions of Theorem 4.3, for solv-
ing the problem (1), after T iterations of Algorithm 2 with
1 2E[f(2%)—f(27)|G

< min{ -
e YA oV3LT

}, the following holds:

T-1 Fl20Y— F (2"
LS BV = 0<“”T’””] + 81+ C(N)

t=0
E[f(=)—f(a")]L
+ — .

Detailed proofs are presented in Appendix. In the first and
second terms, we observe that the method converges in the
same pace as the standard SGD only with honest workers
(Ghadimi and Lan 2013; Ghadimi, Lan, and Zhang 2016).
It turns out that we throw out all Byzantines, and this result
is nearly optimal and unimprovable. As in Algorithm 1, a
term responsible for the approximation error (V) appears.
Compared with the result of Corollary 4.2, we improve the
rate through a more advanced aggregation mechanism. We
remove the factor ﬁ from the main term and achieve a
decrease in variance by a factor of GG. However, an additional
error ¢ is incurred, which can be viewed as a trade-off for
solving the subproblem. Furthermore, our approach applies
to a broader class of non-convex functions. Addressing the
dependence of the stepsize on the number of Byzantines,
this choice is based on the theoretical analysis of the worst-
case scenario, considering the number of Byzantines. If this
number is unknown, setting the minimum possible value of 1
eliminates this dependency.

5 Extensions

Byzantine robust optimization, as discussed earlier, lacks a
solid theoretical foundation in several real-world settings. We
address this gap. This section provides a brief overview of
the scenarios to which we extend our analysis.

5.1 Local Methods

The main idea is that each device performs a predefined
number of local steps. Then the aggregation of gradients and
the mutual updates of model parameters, initialized by the
server, take place. This reduces the number of communication
rounds. However, it affects the convergence proportionally to
the length of the communication round. Complete updates are
performed only at specific iterations: ¢ = t.; for some k =

0, | 7/1|. During the remaining iterations, we perform local
updates using the rule xtH = a! — vg!. This approach
ensures that commumcatlon overhead is minimized while
maintaining efficient convergence.




Algorithm 3: Scaled AutoBant (part)
~ ~ —1
10: w' ~ arg min f (a:t - (Pt> > w,gf)
wWEAT

N -1
ettt =at = (P) S0, wig!

Algorithm 4: SimBant (part)

o t—1 sim(m(zt —yg! D), m(z"—~g%,D))
10: wi = (1= Blwi ™ + B Gl D). 191 )

1 2t =2t — 43" wigh

5.2 Partial Participation

It occurs when only a subset of clients actively participates
in the training process during each communication round
(Yang, Fang, and Liu 2021), allowing clients to join or leave
the system. This approach is beneficial in scenarios such as
mobile edge computing. However, it poses challenges such
as incomplete model updates and potential degradation in
model performance due to missed contributions from inactive
clients (Wang and Ji 2022; Li et al. 2022). Our methods
adapt to the scenario of partial participation by assigning
trust scores to devices explicitly participating in training
during the considered iteration. Furthermore, it is crucial to
account for the minimum number of nodes participating in
training across all iterations. Specifically, we analyze G(t) =
min,<7 G(t), where G(t) denotes the set of active honest
workers at iteration ¢.

5.3 Scaled Methods

Adaptive methods such as ADAM (Kingma and Ba 2014) and
RMSPROP (Tieleman and Hinton 2012) have become widely
popular due to their superior performance compared to stan-
dard SGD-like methods. We propose corresponding methods
that utilize a diagonal preconditioner (]5t)*1 , which scales
a gradient to (]5‘5)*1 g!, and the step is executed using this
scaled gradient. We present the part of Scaled AutoBant
based on Algorithm 2. The estimates obtained are identical to
those derived from the scaled methods in the non-Byzantine
regime. All details can be found in Appendix.

5.4 Finding Scores from Validation

Another interesting direction to obtain trust scores w; is to
calculate similarity between the logits obtained on the server
and on the device. The trust score for the i-th device is the
function o; — sim(m(z'—vgt, D), m(zt—~vgi, D)). Based
on Algorithm 2, we present a part of the SimBant algorithm
(see details in Appendix).

6 Experiments

To evaluate the performance of the proposed methods, we
conduct experiments on several benchmarks.

¢ Classification Task: We first validate our approach on the
public dataset. We use RESNET-18 (He et al. 2016) for
CIFAR-10 (Krizhevsky, Hinton et al. 2009) classification.
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* ECG Abnormality Detection: In multi-hospital collab-
orations, labels are derived from expert annotations and
automated pipelines, making attacks and subtle manip-
ulations practical threats that can compromise patient
safety. We obtain a proprietary dataset of 12-lead digital
electrocardiograms (ECG) from five hospitals and train
RESNET1D18 model for ECG abnormality detection.

* Learning-to-Rank (Recommender Systems): We con-
ducted a series of experiments applied to the Learning-to-
Rank (LTR) task, common in information retrieval and
recommendation systems. We adopt the Transformer ar-
chitecture (Vaswani et al. 2017), evaluating its perfor-
mance on the dataset WEB30K (Qin and Liu 2013) under
attacks.

We consider various Byzantine attacks to test our methods.
e Label Flipping. Attackers send gradients based on the loss
calculated with randomly flipped labels.

o Sign Flipping. Attackers send the opposite gradient.

e Random Gradients. Attackers send random gradients.

e IPM (Inner Product Manipulation). Attackers send the
average gradient of all honest clients multiplied by a factor
of -k (we set k to 0.5) (Xie, Koyejo, and Gupta 2020).

e ALIE (A Little Is Enough). Attackers average their gradi-
ents and scale the standard deviation to mimic the majority
(Baruch, Baruch, and Goldberg 2019).

We define the number of Byzantine clients as a percentage
of the total number of clients, and specify it in the attack
name. We train Bant and AutoBant in the scaled ver-
sion (see Section 5.3) with the ADAM preconditioner. We
include SimBant, ADAM, and the existing methods: ZENO
(Xie, Koyejo, and Gupta 2019), RECESS (Yan et al. 2024),
CENTERED CLIP (Karimireddy, He, and Jaggi 2021b), SAFE-
GUARD (Allen-Zhu et al. 2020), VR MARINA (Gorbunov
et al. 2023) and FLTRUST (Cao et al. 2021). For CENTERED
CLIP, we added techniques FIXING BY MIXING (Allouah
et al. 2023) and BUCKETING (Karimireddy, He, and Jaggi
2021a). The methods were trained on the CIFAR-10 and ECG
datasets for 200 and 150 rounds, respectively.

CIFAR-10 and ECG setups. For the CIFAR-10 dataset,
we divide the data among 10 and 100 (see Appendix) clients.
We consider a homogeneous split with 5,000 images per
client, as well as a Dirichlet split with « = 0.5 and o = 1.

We use 500 separate samples to form f . For the ECG dataset,
we consider five clients, each representing a hospital with

10,000 and 20,000 records. To form f on ECG, we use 100
samples from the publicly-available external PTB-XL dataset
(Wagner et al. 2020). We solve the task of multiclass classifi-
cation for CIFAR-10 and binary classification of 4 heart ab-
normalities for ECG: Atrial FIBrillation (AFIB), First-degree
AV Block (1AVB), Premature Ventricular Complex (PVC),
and Complete Left Bundle Branch Block (CLBBB).

The accuracy for all considered attacks on the CIFAR-10 test
dataset are illustrated in Figure 1. To further stress test the
proposed methods, we consider the most strong Byzantine
attacks under heterogeneous setups, as well as homogeneous
split under 100 clients. Figure 2 shows the accuracy plots of
the proposed methods with Dirichlet o = 0.5 for the ALIE
and Random Gradients attacks. Details are in Appendix.



Algorithm | Without Attack Label Flipping (60%) | Random Gradients (60%) | 1PM (80%) | ALIE (40%)

&0 | G-mean | fl-score | G-mean | fI-score | G-mean | fl-score | G-mean [ fI-score | G-mean | fl-score |
ADAM 0.956+0.017 | 0.8110.016 | 0.262+0.023 | 0.0410.019 | 0.348=£0.011 | 0.126+0.016 | 0.197:£0.027 | 0.036=0.015 | 0.125+0.011 | 0.123+0.020
FLTRUST 0.952+0.020 | 0.800+0.019 | 0.952+£0.016 | 0.753+0.011 | 0.617£0.020 | 0.17420.019 | 0.061£0.017 | 0.125+0.015 | 0.017+0.013 | 0.123+0.018
RECESS 0.949+0.016 | 0.783+0.019 | 0.366+0.019 | 0.12840.020 | 0.593::0.020 | 0.163+0.020 | 0.493:£0.019 | 0.112+0.015 | 0.450+0.014 | 0.127+0.018
ZENO 0.921+0.012 | 0.787+0.014 | 0.014=0.017 | 0.110+0.015 | 0.163£0.010 | 0.089+0.014 | 0.102:£0.012 | 0.066+0.018 | 0.010-£0.009 | 0.091+0.011
cC 0.949+0.020 | 0.772£0.019 | 0.285+0.018 | 0.114+0.020 | 0.580+0.019 | 0.155+0.020 | 0.08420.019 | 0.014-0.020 | 0.530+0.018 | 0.154=0.020
CC+fbm 0.9540.016 | 0.808+0.020 | 0.840+0.019 | 0.716+0.014 | 0.562+0.011 | 0.151£0.020 | 0.0270.018 | 0.123£0.015 | 0.876+0.017 | 0.594:£0.013
CCibucketing | 0.94720.013 | 0.790£0.018 | 0.829+0.011 | 0.708£0.020 | 0.570+0.012 | 0.164=£0.018 | 0.035+0.020 | 0.1180.012 | 0.870+0.019 | 0.587+0.014
SAFEGUARD | 0.957+£0.020 | 0.821+0.019 | 0.107£0.012 | 0.12320.020 | 0.258=0.011 | 0.124+0.019 | 0.951=£0.018 | 0.082+0.020 | 0.010-£0.009 | 0.123+0.012
VR MARINA | 0.010£0.014 | 0.120£0.010 | 0.02720.018 | 0.123+0.020 | 0.176+0.012 | 0.103+0.013 | 0.127+0.013 | 0.079£0.019 | 0.012:£0.010 | 0.108+0.013
Bant 0.953+0.017 | 0.830+0.020 | 0.956:-0.016 | 0.777+0.020 | 0.948:-0.018 | 0.809+0.020 | 0.946+0.020 | 0.676+0.015 | 0.947+0.018 | 0.770+0.020
AutoBant | 09530019 | 0.781:£0.020 | 0.790+0.020 | 0.276:£0.020 | 0.946+0.019 | 0.748=0.018 | 0.942+0.020 | 0.690+0.020 | 0.892+0.016 | 0.585+0.020
SimBant 0.956+0.020 | 0.790+0.018 | 0.949+0.020 | 0.77440.020 | 0.945:£0.020 | 0.712%0.018 | 0.955:£0.020 | 0.783=0.018 | 0.946:0.019 | 0.705+0.020

Table 1: RESNET1D18 on ECG (AFIB) for Byzantine-tolerance techniques under various attacks.
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Figure 1: Test accuracy, ResNet18 on CIFAR-10.
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Figure 2: Test accuracy, ResNet18 on Dirichlet.

To assess model performance on the ECG data, we use the G-
mean (the square root of sensitivity multiplied by specificity)
and the f1-score metrics. Table 1 summarizes the results for
the AFIB disease classification. Detailed results for other
abnormalities are presented in Tables 9-12 in Appendix.

Unlike previous techniques, our methods exhibit robustness
against all Byzantine attacks across different benchmarks. We
note that Aut oBant performs slightly worse than Bant and
SimBant under Random Gradients and ALIE attacks. This
occurs due to solving an auxiliary subproblem (Line 10 in
Algorithm 2) using MIRROR DESCENT with KL-divergence.
According to its properties, the algorithm assigns small but
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Byzantine robustness. Annotators may provide inconsistent
or biased relevance assessments. This reflects real-world chal-
lenges in supervised learning from human-generated data.
We compare our methods against the baselines from prior
experiments — under the most severe attacks, see Figure 3.

(a) Label Flipping (50%) (b) Random Gradients (50%)

NDCG@5
cooo0o
=N WU
NDCG@5
coooo
ISR NS

0 5 10 15 20
Communication rounds

0 5 10 15 20
Communication rounds

—— BANT(ours) —— Zeno —+— CC+fbm
—— AutoBANT(ours)—— Recess Safeguard
SimBANT(ours) —— CC —— FLTrust

Figure 3: Test NDCG @5, Transformer on LTR task.
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