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Abstract

Robustness verification is a promising technique for rigor-
ously proving Recurrent Neural Networks (RNNs) robustly.
A key challenge is to over-approximate the nonlinear activa-
tion functions with linear constraints, which can transform
the verification problem into an efficiently solvable linear
programming problem. Existing methods over-approximate
the nonlinear parts with linear bounding planes individu-
ally, which may cause significant over-estimation and lead to
lower verification accuracy. In this paper, in order to tightly
enclose the three-dimensional nonlinear surface generated by
the Hadamard product, we propose a novel truncated rect-
angular prism formed by two linear relaxation planes and a
refinement-driven method to minimize both its volume and
surface area for tighter over-approximation. Based on this ap-
proximation, we implement a prototype DeepPrism for RNN
robustness verification. The experimental results demonstrate
that DeepPrism has significant improvement compared with
the state-of-the-art approaches in various tasks of image clas-
sification, speech recognition and sentiment analysis.

Introduction
The widespread application of artificial intelligence has
raised growing concerns about its security. This is partic-
ularly critical in scenarios with low fault tolerance, such
as obstacle detection for autonomous driving and diagnos-
tic classification in medical imaging, where neural network
errors can lead to catastrophic consequences. Some studies
(Su, Vargas, and Sakurai 2019) even show that one single
pixel attack can fool neural networks, exposing the vulnera-
bility to adversarial attacks. Nevertheless, due to the black-
box essentiality and vast scale of neural networks, it is not
practical to evaluate their security by exhaustively enumer-
ating all possible inputs. Therefore, constructing an effective
verification framework to analyze the robustness of these
networks is important and necessary.

The problem of neural network robustness verification
can be described as follows: Given an input x and a pertur-
bation ϵ, does the result remain consistent with the original
x or within an acceptable margin of error? For classification
tasks, verification typically involves checking whether the
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predicted probability of the target class stays higher than that
of other classes after perturbation. Current researches have
mainly focused on the verification of Feedforward Neural
Networks (FNNs), with relatively less attention on Recur-
rent Neural Networks (RNNs). This restricts the full poten-
tiality of RNNs in vital applications.

RNN is a type of artificial neural network designed to
process sequential data. Its architecture maintains a mem-
ory of past inputs, making it well-suited for tasks like nat-
ural language processing, speech recognition, and time se-
ries forecasting. However, their susceptibility to adversar-
ial examples becomes an increasing worry (Papernot et al.
2016). The key challenge in RNN verification is the nonlin-
earity of the activation and gated functions. Typically, this
issue is tackled by over-approximating the initial network
to construct a linear problem with relaxed abstract domains.
Taking the classic RNN Long Short-Term Memory (LSTM)
as an example, nonlinear operations like σ(x) ⊙ tanh(y),
which involve the multiplication of two variables, signifi-
cantly increase the verification burden. The previous work
(Ryou et al. 2021) applies DeepPoly (Singh et al. 2019) to
RNN verification, using Linear Programming (LP) to obtain
the upper and lower planes of gated functions. The objective
function of LP is the sum of the vertical distances between
the surface and the planes at sampled points. By minimizing
it, one can obtain planes that are closer to the surface. While
this method is intuitive, it neglects the relationship between
the bounding planes, thus losing verification accuracy.

In this paper, we focus on the relaxation problem of
σ(x) ⊙ tanh(y), analyze the truncated rectangular prism
formed by two linear relaxation planes and propose a tighter
relaxation method based on the hybrid objective function of
its volume and surface area. Through strict mathematical de-
duction, we demonstrate that the height of the centroid be-
tween the upper and lower planes is proportional to the vol-
ume, while the surface area is positively correlated with the
difference between the maximum value of the upper plane
and the minimum value of the lower plane. Therefore, we
obtain a more straightforward and theoretical approximation
method by using the weighted sum of the height and the dif-
ference as the optimization objective. Based on this, we de-
sign and implement a RNN verifier called DeepPrism, which
yields a notable improvement on robustness verification in
various tasks of image classification, speech recognition and
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sentiment analysis, outperforming previous work.
Our main contributions are as follows:

• We introduce the truncated rectangular prism formed by
two relaxation planes and minimize its volume and sur-
face area to achieve a tighter over-approximation, thereby
constructing effective abstract domains for RNN robust-
ness verification.

• We propose an over-approximation approach that com-
bines linear programming with a hybrid objective func-
tion and abstraction refinement based on different divi-
sion strategies.

• We implement our approach as a RNN verifier Deep-
Prism, and evaluate it through experiments. The exper-
imental results on four datasets for three tasks show
that DeepPrism outperforms other SOTA baselines with
higher accuracy. The code and data are available in
https://github.com/Olinvia/DeepPrism .

We describe our related work, preliminary, methodology,
experiments and conclusion in the following sections.

Related Work
Methods for neural network verification can be catego-
rized into exact methods and approximate methods. Ex-
act methods mainly include Satisfiability Modulo Theory
(SMT) (Katz et al. 2017, 2019; Duong et al. 2023; Isac
et al. 2025) and Mixed Integer Linear Programming (MILP)
(Bunel et al. 2018; Dutta et al. 2018; Xue et al. 2022). They
can precisely compute the reachable sets of the neural net-
work output but suffer from high complexity, heavy compu-
tational cost, and limited scalability. Since around 2018, ap-
proximate methods have gradually gained prominence due
to their efficiency. Approximate methods include abstract in-
terpretation (Gehr et al. 2018; Singh et al. 2018; Lemesle,
Lehmann, and Gall 2024; Marzari, Mastroeni, and Farinelli
2025), symbolic propagation (Wang et al. 2018b,a; Hu et al.
2025), and convex optimization (Müller et al. 2022; Wu et al.
2022), etc. They offer significant advantages in computa-
tional efficiency and scalability, making them applicable to
larger-scale neural networks and more complex application
scenarios.

For RNN verification(Mohammadinejad et al. 2021; Ban-
inajjar et al. 2023), there are three mainstream approximate
methods: abstract interpretation, RNN2FNN-based verifica-
tion, and automata-based methods. Abstract interpretation
maps the internal structure of RNN to a set of specific geo-
metric shapes and then verifies whether the abstract domain
of the output layer satisfies robustness properties. It is effi-
cient and scalable, but the approximation may lead to a loss
of accuracy. RNN2FNN-based verification involves convert-
ing the inputs at all time steps into static inputs and apply-
ing the verification methods used for FNNs. The methods
balance reliability and completeness but come with higher
costs. The automata-based method extracts an automaton or
finite-state machine from the RNN, which requires a higher
level of theoretical knowledge.

Since this paper focuses on the abstract interpretation
methods, we summarize them as follows.

(1) Ko et al. (2019), inspired by Fastlin (Weng et al. 2018),
which adds linear constraints to neural network operations,
first applied abstract interpretation to RNN verification and
proposed POPQORN. The nonlinear parts are bounded
by linear functions, which can be propagated back to the
first layer from the output layer recursively. However, this
method can handle only a limited number of neurons and
may result in overly loose robustness bounds.
(2) Based on POPQORN, Du et al .(2021) applied the ideas
from DeepZ (Singh et al. 2018) to RNN verification and pro-
posed a tighter verification framework, Cert-RNN. Their re-
laxation strategy for S-shaped activation functions such as
sigmoid and tanh is more precise, leveraging the properties
of tangents. Additionally, they refined the linear bounds for
Hadamard products by conducting a case-by-case analysis,
achieving better experimental results than POPQORN.
(3) Ryou et al. (2021) proposed a new RNN verifier, Prover.
They drew on the ideas of DeepPoly and introduced numer-
ical and symbolic bounds for each neuron. For each layer,
the bounds are propagated back to the input layer. More-
over, their relaxation approach employs linear programming
to find the upper and lower bounding planes individually.
(4) Zhang et al. (2023) proposed RNN-Guard, a certified de-
fense against multi-frame attacks for RNNs. They designed
an abstract domain called InterZono, which achieves twice
the verification precision compared to the Zonotope (Ghor-
bal, Goubault, and Putot 2009).

Preliminaries
LSTM
LSTM is a type of RNN, whose architecture is shown in
Fig. 1. It has three gate functions explained as follows.

The forget gate determines what information should be
discarded from the cell state and is represented as follows:

ft = σ(Wf · [ht−1, xt] + bf ), (1)
where σ(x) = 1

1+e−x is the activation function, Wf and bf
are the weight and bias, and [ht−1, xt] represents the con-
catenation of the previous hidden state and the current input.

The input gate controls what new information should be
added to the cell state and decides the extent to which the
cell’s memory is updated. It can be expressed as:

it = σ(Wi · [ht−1, xt] + bi), (2)
c̃t = tanh(WC · [ht−1, xt] + bC), (3)

where tanh(x) = ex−e−x

ex+e−x is the activation function, it is the
output, c̃t is the candidate memory cell state, and Wi,WC

and bi, bc are the weights and biases, respectively.
The output gate decides what the next hidden state should

be based on the current cell state:
ot = σ(Wo · [ht−1, xt] + bo), (4)
ct = ft ⊙ ct−1 + it ⊙ c̃t, (5)
ht = ot ⊙ tanh(ct), (6)

where ⊙ is Hadamard product, ot is the output, ct is the cell
state, and ht is the hidden state. The nonlinearity of Eq. 5
and Eq. 6, such as ⊙ operation, is the challenge of RNN
verification.
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Figure 1: An LSTM cell consists of a forget gate, an in-
put gate, and an output gate. The regions highlighted by
the red dashed line indicate the key challenge of over-
approximation of σ(x)⊙ tanh(y) and σ(x)⊙ y.

DeepPoly

DeepPoly (Singh et al. 2019) is an effective framework for
FNN verification. Let the set of neurons at layer ℓ in the
network be X(ℓ) = {x(ℓ)

1 , x
(ℓ)
2 , . . . , x

(ℓ)
n }. For each neuron

x
(ℓ)
i , there are numerical constraints li ≤ x

(ℓ)
i ≤ ui and

symbolic constraints ai ·x(ℓ−1)
j +bi ≤ x

(ℓ)
i ≤ a′i ·x

(ℓ−1)
j +b′i,

where li, ui, ai, bi, a
′
i, b

′
i ∈ R. Nonlinear neurons at layer ℓ

can be linearly over-approximated by neurons at layer ℓ− 1,
and this process can be recursively traced back to the first
layer. Therefore, given the input and perturbation, the output
range can be calculated.

Tighter Over-approximation

DeepPoly demonstrates that as long as symbolic linear
bounds for nonlinear functions can be found, the output
range can be determined by using backsubstitution. Thus,
the core problem of verification is finding appropriate lin-
ear approximation methods. Here, we take σ(x) ⊙ tanh(y)
as an example to discuss how we obtain tighter abstraction
domains in abstract interpretation.

Distance-based Method (Ryou et al. 2021)

We first briefly introduce the distance-based method called
Prover (Ryou et al. 2021). LSTM involves two multipli-
cations that require approximation, and we use f(x, y) =
σ(x)⊙tanh(y) as an example. We need to find the upper and
lower bounding planes of f such that: Al ·x+Bl · y+Cl ≤
f(x, y) ≤ Au·x+Bu·y+Cu. It can be transformed as an op-
timization problem, namely, the variables are the coefficients
of the planes Al, Bl, Cl, Au, Bu, Cu, the constraints should
ensure that the upper bounding plane always lies above the
surface and the lower bounding plane always lies below the
surface, and the objective function defines how we evalu-
ate the quality of the abstract domain. Ryou et al. proposed
minimizing the vertical distance between the surface and the
planes, which are expressed as:

Figure 2: The upper and lower planes computed by linear
programming based on the distance sum of sampling points.

min
Al,Bl,Cl

∫
(x,y)∈B

(f(x, y)− (Al · x+Bl · y + Cl))

s.t. Al · x+Bl · y + Cl ≤ f(x, y), ∀(x, y) ∈ B,

(7)

and

min
Au,Bu,Cu

∫
(x,y)∈B

((Au · x+Bu · y + Cu)− f(x, y))

s.t. Au · x+Bu · y + Cu ≥ f(x, y), ∀(x, y) ∈ B.
(8)

where B is [lx, ux]× [ly, uy].
Eq. 7 and Eq. 8 are implemented by sampling, essentially

representing the surface features by several points, as shown
in Fig. 2. The constraints are satisfied at the n sampled
points, and the objective function is the sum of the distances
at these n points. The more points sampled, the more precise
the approximation, but the time cost increases accordingly.
However, sampling cannot fully guarantee soundness, such
as ensuring that the lower bounding plane is always beneath
the surface. Therefore, after the linear programming is com-
pleted and Al, Bl, and Cl are obtained, it is necessary to
check whether the curve surface and the lower plane inter-
sect. If they do, the planes should be adjusted with offsets.
The offset algorithm can be referred in (Ryou et al. 2021).

Volume-based Method
The problem in the distance-based method is the indepen-
dent solving of the upper and lower planes without consid-
ering their relationship. One can investigate the truncated
rectangular prism formed by four interval constraint planes
x = lx, x = ux, y = ly , y = uy and two linear relaxation
planes Al ·x+Bl ·y+Cl and Au ·x+Bu ·y+Cu, as shown
in Fig. 3. The curve surface is contained in the prism. Since
the four side planes are fixed, an intuitive idea is to make the
prism “smaller” for a tighter approximation. Obviously, the
metric of volume can be used to measure the approximation
of the upper/lower planes and the curve surface.

The volume of prism can be computed as the area of the
rectangular base multiplied by the height of the centroid line.

23605



Figure 3: The truncated rectangular prism formed by four
interval constraint planes and two relaxation planes.

Let z(u)c = Au · lx+ux

2 + Bu · ly+uy

2 + Cu, and z
(l)
c =

Al · lx+ux

2 + Bl · ly+uy

2 + Cl. Thus, the prism’s volume V
in Fig. 3 can be calculated with

height = z(u)c − z(l)c ,

V = (ux − lx) · (uy − ly) · height .
(9)

It is observed from Eq. 9 that the volume does not de-
pend on the sampling points, thus reducing the influence of
sampling randomness. Since lx, ux, ly and uy are known
parameters, the volume-based method is also a linear pro-
gramming problem:

min
Au,Bu,Cu,Al,Bl,Cl

V

s.t. Al · x+Bl · y + Cl ≤ f(x, y), ∀(x, y) ∈ B,

Au · x+Bu · y + Cu ≥ f(x, y), ∀(x, y) ∈ B.

(10)

The volume V directly reflects the degree of spatial loose-
ness between the upper and lower planes, and minimiz-
ing the volume naturally creates a synergistic relationship
between them. Furthermore, the volume-based method re-
quires to solve only one LP problem, while the distance-
based method needs two. This can accelerate the calculation.

Hybrid Volume-Area-based Method (DeepPrism)
Eq. 9 indicates that the centroid line in Fig. 4 controls the
volume, and the plane can be considered as rotating around
the centroid. Maintaining roughly the same volume, the goal
is to obtain a more “rounded” truncated rectangular prism
with a smaller surface area S. In this way, one can obtain
a tighter abstract domain in three-dimensional space. The
objective function is expressed as:

min
Au,Bu,Cu,Al,Bl,Cl

α · V + (1− α) · S. (11)

α weights the contributions of volume and surface area.
The surface area S is the sum of the areas of six faces, with
four trapezoidal planes on the front, back, left and right only
depending on the height of the centroid line. Meanwhile, the
areas of the upper and lower planes together are nonlinear,
involving the calculation of squares and square roots. The

Figure 4: Two important lines of the truncated rectangular
prism: The solid line connects the centroids in the upper and
lower planes, and the dashed line connects Zu and Zl. The
solid line “controls” volume, and the dashed line “controls”
surface area.

surface area S is positively correlated with the sum of the
absolute differences in the z-coordinate between each of the
four corner points and the center point, so we can minimize
the surface area using this sum. To unify the dimensional
scale, we use the centroid height to minimize the volume.
Let {zi}4i=1 denote the z-values of the upper plane at the four
corner points, computed as zi = Au ·x+Bu · y+Cu where
(x, y) ∈ {lx, ux}×{ly, uy}, and {zi}8i=5 denote the z-values
of the lower plane at the four corner points, computed as
zi = Al ·x+Bl ·y+Cl where (x, y) ∈ {lx, ux}×{ly, uy}.
Then, the objective function in Eq. 11 can be updated to:

sum =
4∑

i=1

∣∣∣zi − z(u)c

∣∣∣+ 8∑
i=5

∣∣∣zi − z(l)c

∣∣∣ ,
min

Au,Bu,Cu,Al,Bl,Cl

α · height+ (1− α) · sum.

(12)

Note that the optimization of surface area can be ap-
plied to the distance-based method (Ryou et al. 2021). As
more points are selected, the average distance becomes
closer to the centroid height. Therefore, the distance-area
and volume-area methods can be unified, where the latter is
more essential and elegant to avoid the sampling limitation.

Verification Process
Our verification process is illustrated in Fig. 5, consisting of
four steps: input, approximation, propagation, and output.
First, we represent the original sequence data in an interval
form with perturbations. Second, the perturbation propaga-
tion process is modeled with single-plane and multi-plane
approximation methods as explained follows. Third, we use
the backsubstitution of DeepPoly to reduce the imprecision.
Finally, we obtain the over-approximation of the neural net-
work reachable set.

Single-plane Approximation
The single-plane approximation uses an upper plane and a
lower plane to perform linear relaxation of the nonlinear
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Figure 5: The process of LSTM Certification. The sequence data X go through the LSTM to obtain the output, while the
perturbed data [X − ϵ,X + ϵ] are processed through abstract domains to compute the reachable set. The abstract domain is
executed through either single-plane or multi-plane approximation.

parts, thereby generating the corresponding abstract domain.
Through the hybrid volumn-area method, we can obtain the
tighter relaxation.

Given an input x with perturbation ϵ, we define a func-
tion g(x, ϵ, p) to represent the gap in predicted probabilities
of true label t and prediction class p. Thus, we formalize
the robustness verification as ∀p ̸= t, g(x, ϵ, p) ≥ 0. The
single-plane approximation achieves this by solving the LP
problem (Eq. 12), obtaining the coefficients of the upper and
lower planes, and calculating the value of g(x, ϵ, p).

In Eq. 12, we balance the influence of volume and surface
area by adjusting the weight α. Specifically, α is constrained
in [0, 1], and an exhaustive search is performed with a step
size of 0.001. For each α, the average value of the objec-
tive function g(x, ϵ, i) is computed, and the α that yields the
maximum average value is considered optimal. We conduct
experiments and find that the proper value of α is 0.674.
This value indicates that giving a slight preference to vol-
ume helps to improve the verification accuracy.

Multi-plane Approximation
The single-plane volume-area method only produces a sin-
gle bound and does not consider global properties of neural
networks. Further, this method is, in a sense, greedy: Select-
ing locally optimal planes for each neuron does not neces-
sarily lead to global optimization. A natural idea is a divide-
and-conquer strategy: Divide the LP region and then com-
bine the sub-regions proportionally, with the proportions
solved by gradient descent. In this way, the single-plane ap-
proximation is upgraded into a multi-plane approximation.

As shown in Fig. 6, we divide the base of the truncated
rectangular prism, [lx, ux]×[ly, uy] into different parts, such
as triangular or rectangular sub-regions. Theoretically, finer
divisions improve verification accuracy with higher compu-
tational cost, so it is necessary to find a trade-off between
accuracy and efficiency.

The sub-regions are denoted as τk, where k is the index
of the subdivided region, and τ0 represents the initial region.

Figure 6: Divisions of multi-plane approximation, which are
marked as follows: 1⃝ 2-tri-up, 2⃝ 2-tri-down, 3⃝ 4-tri, 4⃝
2-rec-vec, 5⃝ 2-rec-hor, 6⃝ 4-rec, 7⃝ 9-rec, 8⃝ 16-rec.

For each sub-region, linear programming is performed to ob-
tain the piecewise upper and lower planes.

Let LB0 represent the lower plane for the entire region,
LBk represent the lower plane for the sub-region τk, and the
final plane LB is expressed as a linear combination of LBk:

LB =
∑
k=0

λk · LBk,
∑
k=0

λk = 1. (13)

Therefore, the robustness verification function g(x, ϵ, p)
is now associated with the weight matrix λ =
{λ0, λ1, λ2, . . .} and is redefined as g(x, ϵ, p,λ). To find
λ, we solve the optimization problem for each prediction
label p:

max
λ

g(x, ϵ, p,λ) ≥ 0, (14)

which can be solved by the gradient descent algorithm
in machine learning. Define the loss function as L =
−g(x, ϵ, p,λ), and update λ based on this loss. L < 0 in-
dicates that a λ has been found that ensures robustness. For
specific details, see (Ryou et al. 2021). Using this approach,
we refine the abstract domain, allowing us to tighten the out-
put reachable set and improve the verification accuracy.
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Name Task Input Type Samples Classes Source
MNIST Image Classification Image 70, 000 10 (Lecun et al. 1998)

Google Speech Commands (GSC) Speech Recognition Audio 105, 829 35 (Warden 2018)
Free Spoken Digit Dataset (FSDD) Speech Recognition Audio 3, 000 10 GitHub

Rotten Tomatoes Movie Review (RT) Sentiment Analysis Text 43, 800 2 (Pang and Lee 2005)

Table 1: Summary of dateset.

Experiments
We evaluate the effectiveness of DeepPrism on RNN robust-
ness verification. Specifically, we consider three research
questions and answer them respectively.

RQ1: How is the verification accuracy of the single-plane
DeepPrism compared to RNN-Guard and Prover?

RQ2: Can DeepPrism further improve the verification ac-
curacy in multi-plane approximation?

RQ3: What is the impact of different refinement divisions
on the accuracy and running time?

Experimental Setup
Environment. All experiments are executed on a Linux
server with the configuration of NVIDIA GeForce 4090, In-
tel i9-13900K CPU, and 64GB RAM. We use PyTorch 2.4
to implement all models, Gurobi 11.0 as the LP solver.

Dataset. Four datasets corresponding to three tasks are
used and listed in Table 1. Specifically, (1) MNIST for image
classification; (2) GSC and FSDD for speech recognition;
(3) RT for sentiment analysis.

Parameters. We consider three parameters of LSTM: the
frame f , the dimension of the hidden state h, and the number
of layers ℓ. We use ϵ to denote the perturbation, noting that
larger perturbations result in a validation accuracy close to
0, which has no practical significance.

Baselines. Four abstract interpretation-based methods are
introduced in the related work. Among four methods ,
Prover achieves the highest precision and largest scale, mak-
ing it the current state-of-the-art (SOTA) technique. In ad-
dition, RNN-Guard extends the evaluation to text data and
achieves promising results. So, we select Prover and RNN-
Guard as the baselines in the experiments.

Verification of Single-plane Approximation (RQ1)
Image Classification. Fig. 7 shows the verification com-
parison of three models (Prover, RNN-Guard, DeepPrism)
using single-plane approximation. As the perturbation in-
creases, the verification accuracy decreases, with the ad-
vantages of DeepPrism becoming more evident. DeepPrism
outperforms other baselines on accuracy with a slight but
acceptable increase in computation time.

As to the impact of the model parameters, we set a rep-
resentative perturbation of 0.012. The performance of three
models at different f , h, and ℓ is shown in Table 2. Vertically,
an increase in f and ℓ leads to a decline in the accuracy of
the verifier, while an increase in h causes an improvement.
Horizontally, DeepPrism outperforms other baselines under
all configurations.

Figure 7: Results on MNIST with different perturbation and
models where f = 4, h = 32 and ℓ = 2.

f h ℓ
RNN-Guard Prover DeepPrism
Acc. Time Acc. Time Acc. Time

4 32 1 40 5.84 45 1.47 83 1.79
4 32 2 25 11.83 49 3.02 68 3.57
4 32 3 20 17.71 25 4.56 59 5.25
4 64 1 53 11.60 81 2.84 88 3.15
4 128 1 62 22.84 86 5.46 93 6.18
7 32 1 7 10.89 14 2.70 53 3.03

Table 2: Comparison of three models with different neural
network on MNIST under the perturbation ϵ = 0.012.

Speech Recognition. We compare three baseline methods
on the GSC and FSDD datasets (Table 4 and 5). DeepPrism
demonstrates superior performance by achieving the high-
est accuracy while simultaneously maintaining the shortest
runtime, reflecting an optimal balance between effectiveness
and computational efficiency.

Sentiment Analysis. We compare three baseline methods
on the RT dataset (Table 6). DeepPrism achieves the highest
accuracy, indicating its efficacy in sentiment classification.

Verification of Multi-plane Approximation (RQ2)
Theoretically, multi-plane approximation should outperform
single-plane approximation. The experimental results in
Fig. 8 confirm this.
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1⃝ 2-tri-up 2⃝ 2-tri-down 3⃝ 4-tri 4⃝ 2-rec-vec 5⃝ 2-rec-hor 6⃝ 4-rec 7⃝ 9-rec 8⃝ 16-rec

ϵ Acc. Time Acc. Time Acc. Time Acc. Time Acc. Time Acc. Time Acc. Time Acc. Time

0.005 97 7.79 97 7.80 97 14.58 97 10.81 97 8.42 97 18.69 97 28.18 97 38.02
0.008 94 8.82 94 9.14 94 15.97 93 11.17 94 10.93 95 18.98 97 28.40 97 37.85
0.011 88 9.84 87 9.55 90 17.56 81 12.42 95 11.55 97 19.00 97 29.89 97 37.85
0.014 68 12.13 72 13.68 72 16.87 54 19.62 86 17.26 93 19.74 95 33.09 96 38.69
0.017 44 13.08 39 16.88 45 19.86 23 19.17 64 18.98 65 21.42 71 33.15 76 37.64
0.020 18 14.47 18 21.91 20 22.07 7 17.06 28 19.53 54 21.72 57 31.68 64 38.39

Table 3: Verification accuracy of different divisons on MNIST under different perturbations where f = 4, h = 32 and ℓ = 2.

ϵ(dB) RNN-Guard Prover DeepPrism
Acc. Time Acc. Time Acc. Time

-100 20 57.12 44 18.06 46 15.06
-95 6 59.27 28 17.80 29 15.14
-90 0 - 14 17.75 14 15.03
-85 0 - 6 17.61 8 14.97
-80 0 - 3 17.63 3 14.98

Table 4: Comparison of three models on GSC dataset.

ϵ(dB) RNN-Guard Prover DeepPrism
Acc. Time Acc. Time Acc. Time

-100 51 68.32 97 21.96 97 20.99
-95 39 90.35 90 21.93 90 21.17
-90 27 94.81 86 21.74 88 20.89
-85 11 111.98 81 21.80 84 20.89
-80 0 - 70 21.78 72 21.00

Table 5: Comparsion of three models on FSDD dataset.

At the same time, we observe that the impact of different
approximations on the multi-plane approximation method is
not significant. DeepPrism performs slightly better but with
more time consumption, followed by Prover. This is because
the division process dilutes the impact of linear program-
ming, achieving similar results with more iterations.

Effect of Refinement Divisions (RQ3)
Finally, we investigate the impact of different divisions on
multi-plane approximation. Table 3 presents the experimen-
tal results under different perturbations. For 1⃝ to 6⃝, un-
der low perturbations, all models perform similarly under
all divisions, where division 3⃝ 4-tri and 6⃝ 4-rec slightly
outperform others. Under high perturbations, division 6⃝ 4-
rec clearly outperforms others, maintaining higher accuracy.
One can observe that rectangular division provides more
uniform coverage of the region, reducing the boundary ef-
fects.

In addition, we also test more finer divisions, with the re-
sults shown in Division 4⃝, 6⃝, 7⃝ and 8⃝. Finer divisions
can better capture surface features, thereby improving over-
all approximation performance. In the cases of 7⃝ 9-rec and
8⃝ 16-rec divisions, the verification accuracy has a signif-

ϵ
RNN-Guard Prover DeepPrism
Acc. Time Acc. Time Acc. Time

0.05 51 57.12 77 22.15 84 22.84
0.07 39 58.85 48 23.31 59 23.04
0.09 27 59.27 27 25.32 28 24.87
0.11 11 58.98 11 22.46 16 22.74
0.13 0 - 10 25.43 12 22.08
0.15 0 - 0 26.32 2 23.90

Table 6: Comparison of three models on RT dataset.

Figure 8: Comparison of two verification methods (single-
plane, multi-plane) on two models (Prover and DeepPrism)
evaluated on MNIST using the LSTM model with f = 4,
h = 32 and ℓ = 3.

icant improvement compared to that of 6⃝ 4-rec division.
Note that more divisions may have a computational burden.

Conclusion
We introduce a novel over-approximation method based on
the truncated rectangular prism, supported by theoretical
guarantees. This method can be effectively applied to RNN
verification within the framework of abstract interpretation,
leading to significant improvements in experimental results.
This work not only improves existing robustness verifica-
tion techniques but also offers fresh insights into nonlinear
analysis in abstract interpretation. Future work will focus on
reducing computational overhead of the approach.
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Wu, H.; Zeljić, A.; Katz, G.; and Barrett, C. 2022. Effi-
cient neural network analysis with sum-of-infeasibilities. In
Proceedings of the International Conference on Tools and
Algorithms for the Construction and Analysis of Systems,
143–163.
Xue, H.; Zeng, X.; Lin, W.; Yang, Z.; Peng, C.; and Zeng, Z.
2022. An RNN-based framework for the MILP problem in
robustness verification of neural networks. In Proceedings
of the Asian Conference on Computer Vision (ACCV), 1842–
1857.
Zhang, Y.; Du, T.; Ji, S.; Tang, P.; and Guo, S. 2023.
RNN-Guard: Certified robustness against multi-frame at-
tacks for recurrent neural networks. arXiv preprint
arXiv:2304.07980.

23611


