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Abstract

Differentially Private Stochastic Gradient Descent (DPSGD)
is widely used to protect sensitive data during the training
of machine learning models, but its privacy guarantee often
comes at a large cost of model performance due to the lack
of tight theoretical bounds quantifying privacy loss. While re-
cent efforts have achieved more accurate privacy guarantees,
they still impose some assumptions prohibited from prac-
tical applications, such as convexity and complex parame-
ter requirements, and rarely investigate in-depth the impact
of privacy mechanisms on the model’s utility. In this paper,
we provide a rigorous privacy characterization for DPSGD
with general L-smooth and non-convex loss functions, reveal-
ing converged privacy loss with iteration in bounded-domain
cases. Specifically, we track the privacy loss over multiple it-
erations, leveraging the noisy smooth-reduction property, and
further establish comprehensive convergence analysis in dif-
ferent scenarios. In particular, we show that for DPSGD with
a bounded domain, (i) the privacy loss can still converge with-
out the convexity assumption, (ii) a smaller bounded diame-
ter can improve both privacy and utility simultaneously under
certain conditions, and (iii) the attainable big-O order of the
privacy utility trade-off for DPSGD with gradient clipping
(DPSGD-GC) and for DPSGD-GC with bounded domain
(DPSGD-DC) and strongly convex population risk function,
respectively. Experiments via membership inference attack
(MIA) in a practical setting validate insights gained from the
theoretical results.

Code — https://github.com/HauLiang/DPSGD-DC
Extended version — https://arxiv.org/abs/2502.17772

1 Introduction

Differentially Private Stochastic Gradient Descent (DPSGD)
(Abadi et al. 2016) has emerged as the leading defense
mechanism to protect personal sensitive data in training of
machine learning models. However, achieving good perfor-
mance with DPSGD often comes with a significant privacy
cost. A fundamental question, therefore, is how to precisely
quantify the privacy loss associated with DPSGD.

Previous methods for quantifying privacy loss include
strong composition (Dwork, Rothblum, and Vadhan 2010;
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Bassily, Smith, and Thakurta 2014; Kairouz, Oh, and
Viswanath 2015), moments accountant (Abadi et al. 2016),
Rényi Differential Privacy (RDP) (Mironov 2017; Mironov,
Talwar, and Zhang 2019), and Gaussian Differential Privacy
(GDP) (Dong, Roth, and Su 2022), along with several nu-
merical composition methods (Koskela, Jdlkd, and Honkela
2020; Gopi, Lee, and Wutschitz 2021). These methods pri-
marily rely on composition theorems, assuming that all in-
termediate models are revealed during the training proce-
dure, which leads to an overestimation of privacy loss. While
numerical composition methods aim to tightly characterize
the privacy loss, they still operate under this same assump-
tion.

To address this overestimation, recent works have focused
solely on the privacy guarantees of the final output. For in-
stance, the privacy amplification by iteration (Feldman et al.
2018) demonstrated that withholding intermediate results
significantly enhances privacy guarantees for smooth and
convex objectives. Building upon this, Chourasia, Ye, and
Shokri (2021) suggest that the privacy loss of DPGD, the
full batch version of DPSGD, may converge exponentially
fast for smooth and strongly convex objectives. Furthermore,
results by Ye and Shokri (2022) as well as Ryffel, Bach, and
Pointcheval (2022) extended this analysis to assess the pri-
vacy loss of DPSGD, although both studies rely on the as-
sumption of strong convexity.

More recently, the work by Altschuler and Talwar (2022)
and its extension (Altschuler, Bok, and Talwar 2024) es-
tablished a constant upper bound on privacy loss after a
burn-in period for Lipschitz continuous and smooth convex
losses over a bounded domain. However, this analytical re-
sult is limited by its reliance on the convexity assumption
and strict restrictions on the Rényi parameter o, which hin-
ders its broader applicability. In order to relax several strong
assumptions, Kong and Ribero (2024) provided an analysis
of weakly-convex smooth losses in the case where data is
traversed cyclically. Later, Chien and Li (2024) suggest pre-
cisely tracking the privacy leakage incurred before reach-
ing the constant upper bound by solving an optimization
problem. However, this result is formulated as a complex
optimization problem rather than a closed-form expression,
making it hard to operationalize. Notably, most recent meth-
ods necessitate double clipping of both gradients and pa-
rameters due to the additional bounded domain assumption.



These methods, however, do not provide a thorough utility
analysis or experimental results, leaving their practical per-
formance and trade-offs underexplored.

We outline the main contributions of this paper below and
provide a comparison of the key assumptions and theoretical
results with the most relevant works in Table 1.

1.1 Contributions

In this paper, we present a precise analytical characteriza-
tion of privacy bounds for DPSGD that focus on smooth
loss functions without relying on convexity assumptions or
restrictive Rényi parameter conditions. Our general results
encompass DPSGD applied to both unbounded and bounded
domains. Additionally, we establish utility guarantees based
on the derived RDP bounds, offering an intuitive perspective
on privacy-utility trade-offs. To demonstrate the practicality
and validity of our theoretical findings, we conduct extensive
numerical simulations, which confirm the effectiveness and
rationality of the proposed bounds. Our contributions are as
follows:

* We analyze the noisy smooth-reduction behavior of the
shifted Rényi divergence for smooth objectives. This
analysis enables the derivation of closed-form RDP
guarantees for DPSGD applied to both unbounded and
bounded domains.

We establish the convergence behavior for DPSGD
with smooth loss functions in unbounded domains and
strongly convex smooth loss functions in bounded do-
mains. Our results provide the privacy-utility trade-offs
under the computed RDP bounds.

To validate these theoretical findings, we examine the
privacy parameters estimated by the membership infer-
ence attack (MIA). Extensive experiments illustrate the
effectiveness and rationality of the proposed bounds.

To clearly illustrate the effectiveness of our proposed pri-
vacy bound, we here provide detailed comparisons with sev-
eral prominent existing approaches, including: a) Feldman
et al. (2018), (b) the combined analysis by Mironov (2017)
and Mironov, Talwar, and Zhang (2019), c) Altschuler and
Talwar (2022), and d) Kong and Ribero (2024). The detailed
setting can be found in Appendix D.1. As shown in Figure 1,
our analysis demonstrates strict improvement on all existing
privacy bounds, except for Altschuler and Talwar (2022).
The reason for which their bound appeared tighter is their
additional assumptions—including convexity and more re-
strictive conditions (as summarized in Table 1)—while our
analysis relies only on the smoothness of the loss function
and far weaker assumptions.

1.2 Other Related Works

In addition to privacy analysis, the utility (convergence) of
private optimization algorithms has been extensively stud-
ied. This line of works typically focus on understanding how
the number of iterations affects the convergence behavior of
the algorithm. Below, we provide a brief review of utility
analysis for DPSGD.
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Figure 1: Comparison of our theoretical («, )-RDP bound
for DPSGD-DC with existing approaches. Detailed assump-
tions required by each method have been summarized in Ta-
ble 1.

In 2014, Bassily, Smith, and Thakurta (2014) analyzed
the optimal utility guarantees of DPSGD under the assump-
tion of Lipschitz continuity, considering both convex and
strongly convex cases. Then, based on the additional as-
sumption of the gradient distribution, Chen, Wu, and Hong
(2020) studied the convergence of DPSGD with gradient
clipping (DPSGD-GC) and derived a utility bound for the
non-convex setting. The work by Song et al. (2021) explored
the convergence of DPSGD-GC for generalized linear mod-
els, noting that, in the worst case, the utility can remain
constant relative to the original objective. Later, Fang et al.
(2023) further refined this analysis for smooth and uncon-
strained problems, providing more precise convergence re-
sults. However, many of these studies fix a specific value
for the clipping threshold C, which may be adjusted due to
privacy requirements.

More recently, Koloskova, Hendrikx, and Stich (2023)
characterized the convergence guarantees for DPSGD-GC
across various clipping thresholds C' in the non-convex set-
ting. While this work provides valuable convergence in-
sights for DPSGD-GC, recent privacy characterizations have
introduced the need for double clipping—clipping both gra-
dients and parameters—due to the additional assumption of
bounded domains. The convergence analysis involving dou-
ble clipping has not been thoroughly explored in the existing
literature.

1.3 Organization

The rest of this paper is organized as follows: In the next sec-
tion, we recall the relevant preliminaries. Our main results
are presented in Section 3. Numerical results are provided in
Section 4. Finally, Section 5 concludes with a discussion of
future research directions motivated by our findings. Proof
details are deferred to Appendices.



Reference Assumptions Domain Privacy Guarantee Utility Analysis?
Feldman et al. (2018) convex, L-smooth, M-Lipschitz, n < 2/L unbounded o ( ;](‘f: T) V4
bp
convex, L-smooth, M-Lipschitz, n < 2/L ( aM? - { M})
Altschuler and Talwar (2022) b<n/5 008 > 8\/5]%/1), o < a*(b/n, 2!72”‘,) bounded (] S min § 7T, i X
Kong and Ribero (2024)* m-weakly convex, L-smooth, 7 < m bounded O (%agP(Dﬂ /14 2nm[l + ﬁ] + %)2) %
. . M -Lipschitz unbounded .
Chien and Li (2024) L-smooth or (L, \)-Holder continuous gradient  /bounded w/o analytical form .
Ours’ L-smooth unbounded o (ﬁg: T ) V4
N
Ours’ L-smooth bounded 0 (,353; min {T : (H"ﬁ# }) v

Table 1: Comparison of the («,e)-RDP guarantee and assumptions needed by different works for DPSGD, where b is the
batch size, n is the dataset size, 7 is the step size, C' is the gradient clipping norm bound, D is the diameter of the parameter
domain, opp is the noise scale, and 7 is the number of iterations. “1” is exclusively suitable for cyclic data traversal cases. “{”
indicates that a tighter bound can be obtained under additional assumptions on the Rényi parameters. (g, o) is defined as the
largest « that satisfies both o < K0?/2 — 2logo and v < (K%0%/2 —log5 — 2logo) / (K + log(qe) + 1/(20?)), where

K =log(l1+41/(g(a — 1))).

2 Preliminaries

In this section, we introduce the foundational concepts and
definitions relevant to our analysis. We start with our nota-
tions, which will be used throughout this paper.

Notations. Let Pr[-] denote the probability of a random
event, and [P, be the law of a random variable . We refer
to two datasets D and D’ as adjacent if they differ from each
other by adding or removing only one data point.

2.1 Rényi Differential Privacy (RDP)

We first recall the formal definition of differential privacy
(DP) and RDP.

Definition 2.1. (Differential privacy (Dwork et al. 2006)).
Fore > 0, € [0, 1], arandomized mechanism M : X +— )
is (e, 0)-DP if, for every pair of adjacent datasets, D, D’ C
X, and for any subset of outputs S C ), we have

Pr[M(D) € 8] < exp(e) Pr[M(D’) € S] +6. (1)

Throughout this paper, we use RDP, a more efficient ap-
proach for tracking privacy loss than DP, as our primary
framework for privacy analysis. RDP provides a relaxation
of DP based on Rényi divergence, which is defined as fol-
lows.

Definition 2.2. (Rényi divergence (Rényi 1961)). For adja-
cent datasets D and D’, a randomized mechanism M : X —

Y, and an outcome s € ), the Rényi divergence of a finite
order « # 1 between M (D) and M (D’) is defined as

Do (Pryp) [P ag(pry)

log ]ESNH”Mw/) { (

On the grounds of Rényi divergence, RDP is defined by
the following definition.

Definition 2.3. (Rényi differential privacy (Mironov 2017)).
For o > 1, ¢ > 0, a randomized mechanism M : X +— )Y

Pr[M(D) = s]])a} o

a—1 PrM(D') = s
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satisfies («, e)-RDP if, for every pair of adjacent datasets,
D, D' C X, it holds that

3)

Note that RDP can be easily transformed into an equiva-
lent characterization in terms of DP, as demonstrated by the
following lemma.

Lemma 24. (From (a,e)-RDP to (e,d)-DP (Mironov
2017)). If M is an («, €)-RDP mechanism, it is also (e +

105,1{5,5)-DPf0r any0 < 8§ < 1.

Do (P o) [P ra(pr)) < e

Based on the assumption that intermediate training mod-
els are not revealed, the technique privacy amplification by
iteration substantially improves the privacy guarantee anal-
ysis (Feldman et al. 2018), which is grounded on the concept
of shifted Rényi divergence, as follows.

Definition 2.5. (Shifted Rényi divergence (Feldman et al.
2018)). Let p, v be two random variables. Then, for any
z > 0and o > 1, the z-shifted Rényi divergence is defined
as

inf
PH’ :Woo (PMJPH’)SZ

D((xz)(Pu”Pu) = Da (Pu’HPu)v @

where W, (-, -) denotes the co-Wasserstein distance. !

The privacy amplification by iteration utilizes the follow-
ing lemma, which we frequently employ in the sequel.

Lemma 2.6. (Shift-reduction (Feldman et al. 2018)). Let p,
v be two random variables. Then, for any a > 0 and z > 0,
we have

OéCl2

202’

DY) (Py + Pe|[Py # Pe) < DEH (B |[Py) + ®)
where  is a multi-variate Gaussian random variable with
zero mean and covariance given by o214, denoted by ¢ ~
N(0,021,); and P, xIP¢ denotes the distribution of the sum
p~+ ¢ with p and ¢ being drawn independently.



Algorithm 1: Differentially Private Stochastic Gradient De-
scent with Double Clipping (DPSGD-DC)

Input: Dataset D, stochastic loss function 15(0) : R% x
D — R, learning rate 7, noise scale opp, dataset size n,
batch size b, gradient norm bound C, parameter domain
JC with diameter D, number of iterations 7°;
Initialize 8¢ < 0 and t < O;
repeat
1) batch sampling:
take a random mini-batch B, with sampling probability
qg="b/n;
2) compute and clip the gradients:
VLg, (04 D) < %deBt clipe (Vig (6y)),
where clip-(x) = @ - min(1, ﬁ),
3) update and project the parameters:
11 (6 —n(VLp, (04 D) + (),
where T (6) argmingex |0 — x| and ¢, ~
N(O» UI%PId);
4) update the iteration counter:
t—1t+1;
until¢t > T
Output: Final-round model parameters 0.

2.2 DPSGD with Double Clipping (DPSGD-DC)

In this paper, we also consider the DPSGD with both
gradient clipping and parameter projection (Algorithm 1),
termed as DPSGD-DC. This method begins with apply-
ing the vanilla SGD procedure using gradient clipping and
Gaussian perturbation for model updates. Then, the updated
parameters are projected into a bounded domain K = {0 €
R : ||6]| < D} as follows?

0t+1 = H)C (et - U(VﬁBf (0t7D) + Ct)) ) (6)
with
1’[;@(9):&1LrgmilrclHG—:c||7 @)
T

where 7 denotes the learning rate; ¢, ~ N(0,03p14) de-
notes a multi-variate Gaussian random variable at iteration ¢;
the loss function accrued on a model using data sample £ €
Disdefined as l¢(-) : DxR? +— R;and VL, (0; D) is the
clipped gradient of the loss function averaging over a mini-
batch Bt, i.e., V['Bt (Ot,D) = %degt CllpC(Vlg(Gt)),
with b = |B;| denoting the size of the mini-batch and
clipe(x) = - min(1, ﬁ) Note that if £ = R, it reduces
to DPSGD with only gradient clipping, i.e., DPSGD-GC.

3 Main Theoretical Results

In this section, we construct RDP bounds to analyze privacy
loss associated with releasing only the final-round model of
DPSGD-GC and DPSGD-DC, respectively. To gain insights
into how such privacy loss affects their respective training
performance, we further provide utility analysis and derive
the corresponding privacy-utility trade-offs.

'See Definition A.7 in Appendix A.
2A detailed discussion of the bounded domain assumption is
provided in Appendix E.1.
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Assumption 3.1. (L-smoothness of the loss function). The
loss function l¢(+) : D x R? — R is smooth with constant
L > 0,if forany £ € D and all 6, 6’ € R4, 15(0) is continu-
ously differentiable, and its gradient Vi¢(-) in terms of 6 is
L-Lipschitz, i.e.,

[Vig(6) —Vie(0') | < L|j6 6.

3.1 Privacy Analysis of DPSGD

In this subsection, first, we divide the original additive Gaus-
sian noise ¢, ~ N(0,03pI,) (c.f. (6)) into two parts:
Oy ~ N(O,ﬁo’%PId) and St ~ N(O, (1 — 6)0%[,_{(1). The
first part, together with the clipped SGD update, constitutes
the noisy update function, defined as

()

6020~y 1> clive (Ve (0) + e, | ©)
£eBy
and the privacy loss of which is characterized by Lemma 3.2
presented shortly; the other part, —n¢;, aims for reducing
the shift amount of the shifted Rényi divergence leveraging
Lemma 2.6.

Next, we provide the following key lemma that provides
the upper bound on the shifted Rényi divergence between
the distributions of the noisy update function applied on two
adjacent datasets with a smooth loss function.

Lemma 3.2. (Noisy smooth-reduction). Ler t(-) and 9’ (+)
be noisy update functions (c.f. (9)) of DPSGD based on ad-
Jjacent datasets D and D', respectively, and n be the size of
D. If the loss function is L-smooth (Assumption 3.1), for any
random variables p and v, we have

p((+nLl)z) p P < DE(P. |IP 20C?
a ( wm)H w/(u)>— o (Pull u)+m~
(10)

Proof sketch. We summarize the proof steps as follows.
First, we transform the shifted Rényi divergence to the stan-
dard Rényi divergence utilizing the smoothness of losses and
equivalent definitions of co-Wasserstein distance. Next, the
post-processing (Lemma A.9) and partial convexity inequal-
ity (Lemma A.10) allow us to derive the privacy loss associ-
ated with SGD sampling. Finally, we apply the strong com-
position lemma (Lemma A.11) of RDP, and obtain the pri-
vacy loss associated with these two Gaussian distributions.
The complete proof can be found in Appendix B.1. O

If we further assume the mini-batch size b < %, the RDP
b

sian noise scale opp >

parameter o < a* (2, b‘/f%), and the per-dimension Gaus-

%, a strengthened result can be
obtained. Similar findings hold for all of our following the-
oretical results, and the complete version of Lemma 3.2 can
be found in Appendix B.1.

Note that this result generalizes the contraction-reduction
lemma (see Lemma A.1) (Feldman et al. 2018) and its vari-
ants (Altschuler and Talwar 2022; Altschuler, Bok, and Tal-
war 2024) in existing literature, which all rely on the convex-
ity of the loss function to ensure that the update function is
contractive.? It characterizes the privacy dynamics of shifted

3 A function is said to be contractive if it is 1-Lipschitz.



Rényi divergence for noisy stochastic updates with general
smooth loss functions. Based on this building block, we are
ready to present the privacy guarantees for DPSGD-GC and
DPSGD-DC, respectively.

Theorem 3.3. (Privacy guarantee for DPSGD-GC). Given
the number of total iterations T, dataset size n, batch size b,
stepsize m, a > 1, gradient-clipping threshold C, and noise

scale opp, if the loss function is L-smooth (Assumption 3.1),
then the DPSGD-GC algorithm satisfies (c, €)-RDP for

2
€:O<a0

—T.

nbodp )

Proof sketch. We establish our result utilizing the recursive
hypothesis from 7" to 0 and the flexibility of the shifted
Rényi divergence. For the base case at ¢ 0, we have

Y

DéZO)(IE”QOHIP’%) = 0, since the initialization satisfy 8y =
6. For the recursive step, we apply Lemma 3.2 and subse-
quently reduce Lemma 2.6 with auxiliary variables to derive
the recurrence relationship. Finally, by tracking the privacy
loss across all iterations, we derive an upper bound on the
RDP loss. The complete proof can be found in Appendix
B.2. O

Theorem 3.4. (Privacy guarantee for DPSGD-DC). Given
the number of total iterations T, dataset size n, batch size
b, stepsize n, o > 1, gradient-clipping threshold C, diame-
ter of the model-parameter domain D, and noise scale opp,
if the loss function is L-smooth (Assumption 3.1), then the
DPSGD-DC algorithm satisfies (c, €)-RDP for

Cc? 1 L)*nbD?
(5 L0ty
nbogjp n?C

Proof sketch. This proof follows a similar approach to The-
orem 3.3 but terminates the recursion early at iteration 7.

By judiciously setting the shift amount 2, = D att = 7,
we obtain DS ™) (Pg. |[Pg: ) = 0 due to the bounded domain
assumption. Finally, by appropriately setting the values of
the auxiliary shift variables, we derive the converged privacy
loss, as detailed in Appendix B.3. 0

(12)

Remark 3.5. Comparing Theorem 3.4 to 3.3, we observe
that the privacy loss for DGSGD-DC can still converge to
a constant for non-convex smooth loss function when the
model-parameter domain is bounded by D. However, unlike
the convex cases (Altschuler and Talwar 2022; Altschuler,
Bok, and Talwar 2024), where the upper bound scales lin-
early with D, the non-convex setting yields a bound that
scales quadratically with D. This suggests that upper bounds
on RDP for bounded-domain scenarios are inherently looser
without the assumption on convexity, which is consistent
with intuition and recent findings (Kong and Ribero 2024;
Chien and Li 2024).

3.2 Utility Analysis of DPSGD

In this subsection, we provide upper bounds on utility func-
tions that reflect convergence behavior of DPSGD-GC and
DPSGD-DC under («, €)-RDP constraint, respectively. All
bounds are expressed as expectations over the randomness
of SGD sampling and Gaussian noise.
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Assumption 3.6. (Bounded SGD variance). The gradient
Vlie(-) has bounded variance. That is, for all @ € R?, we
have

Ecry [ VI(0) = VI(0)[?] < 0ap- (13)

Note that Assumption 3.1 implies that the population risk
function () = E¢[l¢(-)] is also smooth with constant L >
0. Based on Assumption 3.1 and 3.6, the following lemma
provides an upper bound on the minimum expected norm
of the gradient for DPSGD-GC with smooth population risk
functions.

Lemma 3.7. (Utility bound for DPSGD-GC (Koloskova,
Hendrikx, and Stich 2023)). Assume that the population risk
Sfunction I(-) has smoothness parameter L and SGD vari-
ance bounded from above by o3gp, (Assumption 3.6). The
DPSGD-GC running for T iterations with step-size n < i
has the minimum expected norm of the population risk’s gra-
dient upper bounded by

AT
tg[lomﬂ [IVI(6:)]l]

1 2

1
WCT T
dL
7770?)?*

. g
+ min(osop,

< O SGD
<o( o)
+ v T]LJSGD AV4 dL O'Dp>
Vb
Proposition 3.8. (Privacy-utility trade-off for DPSGD-GC).

Assuming that the conditions in Lemma 3.7 are satisfied,
for DPSGD-GC with L-smooth population risk and 0']2)1) =

(14)

@) ( O‘gij), we have the following results:
min E{[Vi6.)]]
te[0,T
1 e
O<nCT+\/—+mln{USGD;C (15)
dInCT  ~/adLnT
T /pposen y adInCT | Yadly C>.
Vb enb enb
Following this proposition, we can derive the

achievable privacy-utility trade-off for DPSGD-GC as
O(max{ dLlog(1/8) 0_4/3 [(iL 10g(1/5)]1/3})

e2n? ’ €2n?

the details to Appendlx C 2.

and we defer

Assumption 3.9. (u-strongly convex). The population risk
function I(-) is strongly convex with constant 4 > 0 if and
only if the following inequality holds for all 8,8’ € RY, i.e.,

(Vi) —vi(6)]" (6-6)>pulo—0|>.

For DPSGD-DC, in the special case of smooth and
strongly convex population risk, we obtain the following up-
per bound that describes the minimum expected square root
of the optimality gap.

Theorem 3.10. (Utility bound for DPSGD-DC). Assume
that the population risk function l(-) has smoothness param-
eter L, strongly convex parameter i (Assumption 3.9), SGD
variance bounded from above by O’%GD (Assumption 3.6),
and 6* = argming [(0) € int K. The DPSGD DC run-
ning for T iterations with step-size n < has a minimum

(16)

20L



expected square root of the optimality gap upper bounded by

in E 1(0:) — (07
i [ () — I( )]
VLD? D AL 036
SO( nCT Werm TMJSGD’ MC
o d
+ \/7]\/2(}1) + UUDP + \FUDP)

7)

Proof sketch. We present an intuitive sketch below, with
the complete proof provided in Appendix C.1. The pri-
mary challenges stem from the gradient clipping operation,
the SGD procedure, and the parameter projection step. To
address these, we divide the proof into several cases. For
instance, in the case where the clipping threshold C' <
].OUSGD( )2 and ||VI(0,)] > 35JSGD( )3, first, we lever-
age the non expansiveness of the pI‘O]CCthIl operator to an-
alyze the impact of the parameter projection. Next, We in-
troduce an auxiliary clipping factor ¢ = min(1, HVls( i )
and apply the Markov inequality to quantify the effects of
clipped SGD. By careful step-size design and manipulations,
we obtain a recurrence relation that characterizes the evolu-
tion over two successive time steps. Finally, by averaging
over t, we derive an upper bound for this case. The proof
for other cases follows a similar procedure but incorporates
different auxiliary variables tailored to the true gradient. By
summing up all cases, we derive an upper bound on the error
for DPSGD-DC. O

Remark 3.11. Note that our results adopt a differ-
ent utility metric other than the more commonly used
+ Zthl E[1(8;) —1(0")], as this metric better facilitates our
analysis and gaining insights into the results.

Using the RDP guarantees in Theorem 3.4, we immedi-
ately obtain the following results.

Proposition 3.12. (Privacy-utility trade-off for DPSGD-
DC). Assuming that the conditions in Theorem 3.10 are sat-
isfied, for DPSGD-DC with L- smooth and p-strongly con-

0(2 mln{T T}) and T =

vex population risk, 03p = s

eriyﬁ# , we have the following results:
VLD? D
i [Vieo -1 s oG+
) L3 736D V1195G6D
+ min WUSGDa \/; + NG (18)

adnC\f adn
4 CUOVE i (7,7 44 22 in T}C)

Proposition 3.12 suggests that the utility bound for
DPSGD-DC comprises six terms. The first two terms cap-
ture optimization-related factors, reflecting the influence of
clipping and projection in convergence behavior. The third
term accounts for the inherent bias introduced by gradient
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clipping, while the fourth term reflects the effect due to SGD
sampling. Finally, the last two terms quantify the impact of
the injected DP noise.

Following Proposition 3.12, we can derive the achievable
privacy-utility trade-off for DPSGD-DC as

3/2 1y1/2
(’)(max{ DQdL;o%(l/é), USGDID / [dL 1og(1/5)]1/4
e2n /2 €2n?
O'SGDD\/C“Og 1/5 })
Vbe
(19)

and we provide the details in Appendix C.3.

Remark 3.13. Unlike previous works on DPSGD-DC
(Altschuler and Talwar 2022; Altschuler, Bok, and Tal-
war 2024; Kong and Ribero 2024; Chien and Li 2024),
which mainly focused on RDP analysis, our results explic-
itly demonstrate how gradient clipping and projection af-
fect the utility of DPSGD-DC. As seen from Theorem 3.4,
we establish an eventually constant upper bound on privacy
loss dependent on the bounded domain diameter D, which
yields tighter privacy guarantees with smaller D. Mean-
while, Proposition 3.12 demonstrates that when the condi-
tions in Theorem 3.10 are satisfied, a smaller D also leads
to a lower upper bound on the utility, thus enhancing the
privacy-utility trade-off.*

4 Experiment Evaluation

In this section, we present empirical results estimating
the privacy level via MIA. Following Kairouz, Oh, and
Viswanath (2015), we estimate (¢, 6)-DP using the false pos-
itive rate (FPR) and false negative rate (FNR) of its attack
model on the test data, applying the following formula:

1—-0—FPR 1 -0 —FNR
€= max{log log } 20)

FNR FPR

We emphasize that the MIA serves primarily as a tool to
provide a lower bound on privacy, capturing the trend with
privacy level changes and validating the consistency of the
theoretical bounds. By comparing experimental results with
the theoretical trends, we aim for demonstrating the reason-
ableness of the derived privacy bounds, rather than offering
an exact measure of privacy leakage. This approach allows
us to examine how privacy evolves with varying experimen-
tal conditions under the same privacy attack. Additional in-
formation on the MIA setting and implementation details
can be found in Appendix D.

Effect of the Batch Size. We evaluate DPSGD-GC with
various batch sizes b € {100,200, 300,400,600, 1000}.
Figure 2 illustrates the evolution of the estimated and the-
oretical privacy level. We also report the evolution of train-
ing loss in Figure 4 in Appendix D.3. As expected, the esti-
mated privacy level € increases with the number of epochs,
and larger batch sizes provide stronger privacy protection.
These observations align with our theoretical results in The-
orem 3.3. Additionally, DPSGD-GC converges more slowly

* A brief discussion on selecting D is provided in Appendix E.3.
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Figure 2: The evolution of the: (a) estimated and (b) nor-
malized theoretical privacy level during DPSGD-GC with
different batch sizes. The shaded error bars correspond to
intervals covering 95% of the realized values, obtained from
the 10 Monte Carlo trials. Note that the privacy bounds in
terms of the number of epochs, F, can be derived by substi-
tuting T’ = [ 7 | E into our main results.

with larger batch sizes, consistent with Lemma 3.7, further
highlighting the trade-off between privacy and utility.

Effect of the Bounded Domain Diameter. We then con-
duct experiments on DPSGD-DC using various diameters
for the bounded domain D € {20, 60, 100} with batch sizes
of 100 and 400, respectively. The estimated and theoreti-
cal privacy parameter of DPSGD-DC for different bounded
domain diameters D is shown in Figure 3. As can be ob-
served, DPSGD-DC provides stronger privacy guarantees
with a smaller D, as limiting the domain diameter restricts
the range of parameter variations to a narrower interval. Ad-
ditionally, privacy leakage tends to stabilize as the number
of epochs increases. This observation is not surprising, as
the bounded domain assumption provides a constant upper
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Figure 3: The evolution of the privacy level during DPSGD-
DC with different diameters of the bounded domain: (a) es-
timated by MIA and (b) normalized theoretical privacy level
e with @ = 1.1. The red and blue lines correspond to the
cases with batch sizes of 100 and 400, respectively.

privacy bound for DPSGD-DC, as shown in Theorem 3.4.

5 Conclusions

In this paper, we have rigorously analyzed the privacy and
utility guarantee of DPSGD, considering both gradient clip-
ping (DPSGD-GC) and double clipping (DPSGD-DC). Our
analysis extends the existing privacy bounds of DPSGD to
general smooth and non-convex problems without relying
on other assumptions. While previous works have focused
solely on privacy characterization, we have also derived util-
ity bounds corresponding to our RDP guarantees. This dual
characterization admits a more comprehensive understand-
ing of the privacy-utility trade-offs in DPSGD, providing
valuable insights for developing more effective differentially
private optimization algorithms.
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