
Exploiting Missing Data Remediation Strategies Using Adversarial Missingness
Attacks

Deniz Koyuncu1*, Alex Gittens1, Bülent Yener1*, Moti Yung2,3

1Rensselaer Polytechnic Institute
2Google LLC

3Columbia University
deniz kync@icloud.com

Abstract
Adversarial Missingness (AM) attacks aim to manipulate
model fitting by carefully engineering a missing data prob-
lem to achieve a specific malicious objective. AM attacks
are significantly different from prior data poisoning attacks
in that no malicious data inserted and no data is maliciously
perturbed. Current AM attacks are feasible only under the
assumption that the modeler (victim) uses full-information
maximum likelihood methods to handle missingness. This
work aims to remedy this limitation of AM attacks; in the ap-
proach taken here, the adversary achieves their goal by solv-
ing a bi-level optimization problem to engineer the adversar-
ial missingness mechanism, where the lower level problem
incorporates a differentiable approximation of the targeted
missingness remediation technique. As instantiations of this
framework, AM attacks are provided for three popular tech-
niques: (i) complete case analysis, (ii) mean imputation, and
(iii) regression-based imputation for general empirical risk
minimization (ERM) problems. Experiments on real-world
data show that AM attacks are successful with modest lev-
els of missingness (less than 20%). Furthermore, we show on
the real-world Twins dataset that AM attacks can manipulate
the estimated average treatment effect (ATE) as an instance
of the general ERM problems: the adversary succeeds in not
only reversing the sign, but also in substantially inflating the
ATE values from a true value of −1.61% to a manipulated
one as high as 10%. These experimental results hold when
the ATE is calculated using multiple regression-based esti-
mators with different architectures, even when the adversary
is restricted to modifying only a subset of the training data.
The goals of this work are to: (i) establish the vulnerability
to AM attacks of a significantly wider class of missingness
remediation strategies than established in prior work, and (ii)
brings the AM threat model to the attention of the community,
as there are currently no defense strategies for these attacks.

Code — https://github.com/cruyffturn/AM-AAAI26
Extended version — https://arxiv.org/abs/2409.04407

1 Introduction
Missing data is ubiquitous in real-world datasets, and re-
cent machine learning work has renewed focus on handling
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the empirically observed missingness mechanism itself may be the problem has not been widely
addressed.
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Figure 1: The AM threat model: the adversary adds miss-
ingness to the initial dataset X to obtain X, and the modeler
mitigates the missingness in X to learn a model ✓̂. Because
the adversary carefully designed the missingness mechanism
with its goals in mind, ✓̂ is desirable to the adversary. The
modeler may also learn the model directly from X, rather
than using a separate missingness mitigation stage, as with
full information maximum likelihood methods.

In the AM threat model the adver-
sary begins with a partially observed
training dataset, represented as a
matrix X 2 RN⇥d, with N obser-
vations of d dimensions, and an ini-
tial masking matrix R 2 {0, 1}N⇥d

that indicates which of the entries
of X are unobserved, by the pres-
ence of ones. The adversary adds
ones to the masking matrix to ob-
tain an adversarial masking matrix
R, and replaces the corresponding
entries of X with NaNs to obtain X.
The adversarially modified dataset,
consisting of X and R, is passed to
the modeler. The inserted amount
of missing data must be controlled,
as modelers typically reject datasets
with too many unobserved values.
The modeler uses the partially ob-
served dataset X to train a machine
learning model, which we express as
the maximization of an objective function f over a set of feasible parameters ⇥:

✓̂ = argmax
✓2⇥

f(✓;X) (1)

The goal of the adversary is to direct ✓̂ according to their adversarial objectives while minimizing the
amount of adversarial missingness. In a white-box AM setting the adversary knows the missingness
mitigation technique employed by the modeler and the form of the model being fit, while in a
black-box setting the adversary does not have this knowledge.
As the two exploit different assumptions, AM attacks may be used synergistically with standard
perturbative poisoning. We note two situation in which the AM threat model may be preferable.
If there is a strong underlying structure in the data (e.g., women must have a zero prostate-specific
antigen level because they do not have prostates), AM attacks may be preferrable, as they preserve
those structural constraints. Also, if the training samples or their individual features are cryp-
tographically signed or gathered using a tamper-proof provenance framework [Bar+17; SEK21],
making perturbation impossible, the AM threat model is applicable, while the perturbative threat
model is not.
Our earlier work [Koy+23; Koy+24a; Koy+24b] establishes that several classical mitigation strate-
gies are vulnerable to manipulation under the AM threat model by designing effective (theoretically
and empirically) attack algorithms. In [Koy+23; Koy+24a], the adversary uses missing data at-
tacks to successfully mask the presence of target causal relations; and in [Koy+24b], the adversary

Figure 1: The AM threat model: the adversary adds missing-
ness to the initial dataset X to obtain X̄ , and the modeler
mitigates the missingness to learn a model θ̂. Because the
adversary carefully engineered the missingness mechanism
with a malicious goal in mind, θ̂ is steered to minimize the
adversarial objective g(·;X).

it. Meanwhile, adversarial and data poisoning attacks have
gained attention, but the notion that missingness itself could
be adversarial remains largely unexplored. Existing poison-
ing models typically assume the attacker perturbs or injects
data, whereas adversarial missingness (AM) harms by se-
lectively omitting data— a distinct and orthogonal attack
vector. Standard defenses (e.g., data sanitization and out-
lier detection, statistically robust training) do not apply, as
AM involves no modification of the observed data and can
mimic naturally occurring missing-not-at-random (MNAR)
patterns.

AM attacks, first explored in prior work (Koyuncu et al.
2023, 2024), model a setting where an adversary (as data
supplier) omits a subset of the training data before it is pro-
cessed by a modeler using a missingness remediation tech-
nique (e.g., imputation); see Figure 1 for a visualization of
the threat model. Existing AM attacks (Koyuncu et al. 2023,
2024) have very narrow applicability, as they were intro-
duced specifically to manipulate the learning of Gaussian
Structural Causal Models when Full Information Maximum
Likelihood (FIML) is used by the modeler as the missing
data remediation strategy. FIML makes assumptions on the
form of the joint distribution of the features, X , and the re-
sponse, Y ; this is appropriate when learning causal models,
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Figure 2: Example of manipulating a logistic regression
model for a classification problem. By omitting the x-
coordinate of 8.4% of the samples (colored blue), the ad-
versary rotates the optimal decision boundary (left figure) to
a horizontal line (right figure) under mean imputation. The
classification accuracy decreased by 0.4% but with high con-
fidence the modeler asserts that the x variable has a coeffi-
cient close to zero (p value=0.688).

but is overly restrictive in most other learning settings. For
example, to apply previous AM attacks to the setting of dis-
criminative learning, one must assume that Y and the fea-
tures of X are jointly Gaussian. Thus these attacks are not
applicable when Y is discrete (as in logistic regression); or
when any of the features of X are categorical, have multiple
modes, are always positive, and so on.

This paper introduces a general framework for AM at-
tacks on empirical risk minimization (ERM) tasks with dif-
ferentiable losses, without assuming specific distributions
or model architectures. We instantiate this framework for
widely-used remediation strategies: complete case analysis,
mean imputation, and regression-based imputation, framing
the attacker’s objective as a bi-level optimization problem
using differentiable proxies. Figure 2 shows an example of
an AM attack on logistic regression with mean imputation
developed using this framework— a learning setting that
cannot be addressed using previous AM frameworks.

Our contributions are: (i) a general bi-level framework for
AM attacks on differentiable ERM problems; (ii) differen-
tiable approximations of several popular missingness miti-
gation techniques; (iii) empirical results showing successful
manipulation of model behavior—including feature impor-
tance and treatment effects—using real-world data sets. No-
tably, our attacks often transfer across models and mitigation
strategies.

Our empirical examples target tabular data sets, as miss-
ingness is natural in such data sets. We defer extensions to
other modalities (e.g., deep nets, images) and efficiency im-
provements to future work. Our results expose a vulnerabil-
ity in standard ML pipelines that handle missing data, moti-
vating the need for defenses against AM attacks.

Notation The random vector corresponding to the training
data is X = (X1, . . . , Xd), while a realization of that ran-
dom vector (i.e. an instance of training data) is denoted by
x = (x1, . . . , xd); the rows of the matrix X ∈ RN×d consti-
tute the training data {xi}Ni=1. Similarly, the masking matrix
R ∈ {0, 1}N×d introduced in the next section comprises
rows of realizations ri of instances of the random vector
R = (R1, . . . , Rd). Probability density functions (pdf) pa-
rameterized by a parameter θ are denoted by p(x;θ) (which

random variable is under consideration will be clear from
context), and similarly, parameterized conditional pdfs are
denoted using notation like pR|X(r | x;ϕ).

2 Problem Formulation
In AM attacks, the adversary is restricted to hiding exist-
ing entries. We indicate the entries of X to be made miss-
ing with the binary masking matrix R ∈ {0, 1}N×d. After
selecting the masking matrix, the adversary hides the corre-
sponding entries of the original matrix to obtain the matrix
X̄ of partially observed data: X̄i,j = NA if Ri,j = 0 while
X̄i,j = Xi,j if Ri,j = 1.

The modeler uses the resulting partially observed dataset
X̄ to learn a model by minimizing an objective function f
over a set of feasible parameters Θ:

θ̂ = argmin
θ∈Θ

f(θ; X̄) (1)

The modeler’s objective f accomplishes both the missing-
ness mitigation and the learning of the model. For example,
(Koyuncu et al. 2024) focuses on the case where the mod-
eler fits a Gaussian generative model using the observed por-
tion of the dataset, X̄obs, and the objective is f(θ; X̄) =
− log p(X̄obs;θ). In the more general learning setup consid-
ered in this paper, f comprises the combination of a miss-
ingness mitigation technique (complete case analysis, mean
imputation, or conditional mean imputation) with an arbi-
trary differentiable empirical risk minimization objective.

The model resulting from training, θ̂, depends on which
entries were observed. The goal of the adversary is to steer
θ̂ towards an adversarial model θα selected to achieve a
specific adversarial objective, while introducing a minimal
amount of missingness. The adversary may also select θα
to limit the occurrence of auditable outcomes such as a low
predictive performance or unintended differences between
the models learned with and without adversarial manipula-
tion. The central challenge in accomplishing the adversary’s
goal lies in effectively searching through the set of possible
masking strategies, which has size 2N×d.

To bypass this combinatorial search problem, we replace
the selection of the deterministic masking matrix R with
the selection of a missingness mechanism pR|X that the ad-
versary then uses to probabilistically generate missingness
masks for the individual rows of X . Given the ith observa-
tion, x(i), the adversary samples the ith row of the masking
matrix, r(i), proportional to pR|X(· |x(i)). We learn the ad-
versarial missingness mechanism (AM mechanism) by solv-
ing a bi-level optimization problem in which the lower level
problem corresponds to the modeler’s objective and the up-
per level problem models the adversary’s intent:

min
pR|X

g(θ̃;X)+λ · Ω(pR|X ;X)

s.t. θ̃ = argmin
θ∈Θ

f̃(θ, pR|X ;X)
(2)

The parameter learned in the upper level is the AM mecha-
nism pR|X ; given this AM mechanism, the lower level prob-
lem returns an approximation θ̃ to the model that the mod-
eler would learn using the combination of their missingness
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mitigation and learning objective when given training data
that was masked using pR|X .

In the upper-level problem, the objective g(θ̃;X) cap-
tures the adversary’s intent. For example, given a specific
adversarial model θα, the adversary may take g(θ̃;X) =

∥θ̃−θα∥22; if the goal were instead to cause a linear model to
make specific predictions on each datapoint, an appropriate
choice would be g(θ̃;X) = ∥Xθ̃−ytarget∥22. The regulariza-
tion term Ω ensures that the learned missingness mechanism
has a low missingness rate. See Section 4 for the specific
form of Ω, and Section 5 for two examples of g tailored re-
spectively to reducing variable importance and manipulating
average treatment effect estimation. Tuning λ balances be-
tween achieving the adversarial objective and lowering the
missingness rate.

In general the modeler’s objective f is not differentiable
with respect to the missingness mechanism, so to facili-
tate bi-level learning with gradient methods, the lower-level
problem simulates the modeler’s training process using an
approximation f̃ to the modeler’s objective function f that
is differentiable with respect to the missingness mechanism.

(Koyuncu et al. 2023, 2024) pioneered the use of missing-
ness mechanisms to avoid the combinatorial search problem;
these works developed AM attacks on Gaussian causal mod-
els learned using FIML. Our innovations are: (i) the intro-
duction of a bilevel formulation for learning the missingness
mechanism, as this allows the attacking of arbitrary ERM
learning with differentiable objectives, and (ii) the develop-
ment of effective differentiable proxies f̃ for common miss-
ingness remediation strategies used by modelers.

3 Differentiable Proxy Objectives for
Missing Data Remediation

In this section we provide one of the major contribution of
this work: novel differentiable proxies f̃ for complete-case
analysis (CCA) and mean imputation; using similar ideas,
a proxy for conditional mean imputation (using linear re-
gression) is developed in Appendix B. These proxies allow
the adversary to use (equation 2) to learn adversarial miss-
ingness mechanisms targeting these missingness mitigation
techniques.

To design differentiable approximations to the modeler’s
objective, we assume that the modeler’s goal, given a com-
pletely observed data set X , is to solve the empirical risk
minimization problem

θ̂ = argmin
θ∈Θ

1

N

N∑

i=1

J(x(i);θ) (3)

for a specified score function. For instance, if the mod-
eler’s goal is to fit a logistic regression model on data xi =
(ωi, yi), then J(xi;θ) = − log(1 + exp(−yiθ

Tωi)).
From here on, to simplify the presentation we assume that

the missingness mechanism pR|X is completely determined
by a parameter vector ϕ, so that “differentiability with re-
spect to the missingness mechanism” means differentiabil-
ity with respect to ϕ and learning pR|X reduces to a finite-
dimensional optimization problem.

3.1 Complete-Case Analysis
In CCA (Little and Rubin 2002), the modeler discards all
rows with missing entries before proceeding with their anal-
ysis. Denoting the set of completely observed rows by
S = {i : r(i) = 1}, the modeler’s objective (equation 1) is
to learn θ̂ to minimize the average score of the completely
observed examples:

f(θ; X̄) =
1

|S|
∑

i∈S
J(x(i);θ) (4)

The random set S that the modeler has to work with is de-
termined by the adversary’s missingness mechanism. The
missing data masks are sampled from the AM mechanism,
so the objective function (equation 4) is not differentiable
with respect to ϕ, and cannot be used in the bi-level formu-
lation used to learn the AM mechanism.

However, because the training samples are i.i.d., as the
number of samples goes to infinity, the weak law of large
numbers asserts that, for any θ, the modeler’s objective
(equation 4) converges in probability to the expected score
of θ conditioned on all entries in X being observed.

f(θ; X̄)
P→ E[J(X;θ) | R = 1] (5)

=
1

PR;ϕ(1)

∫
J(X;θ)pR|X(1 | x;ϕ)pX(x) dx.

The equality follows from an application of Bayes’ Theo-
rem.

Equation 5 clarifies that, under CCA, the asymptotic im-
pact of the missingness mechanism is to weigh the score
function by the missingness mechanism. Larger weights are
given to observations that are likely to be completely ob-
served under the missingness mechanism. The asymptotic
objective in (equation 5) is differentiable with respect to the
missingness mechanism, but cannot be evaluated on finite
training data.

To obtain the final proxy objective that is both differen-
tiable with respect to the missingness mechanism and can be
evaluated on finite training data, we take f̃ to be the approx-
imation of the expectation in (equation 5) on the training
data:

f̃(θ,ϕ;X) =
1

PR;ϕ(1)

1

N

N∑

i=1

pR|X(1 | x(i);ϕ)J(x(i);θ).

Directly choosing an adversarial mask matrix R to attack a
CCA modeler would require searching over the 2N possi-
ble subsets of observed rows; while the bi-level probabilis-
tic formulation of AM attacks on CCA modelers using this
proxy objective involves optimizing over an inner objective
function that is computable in time linear in the number of
training observations.

3.2 Missing Data Imputation
When the modeler uses imputation, the missing entries in
data matrix X̄ are imputed to obtain a completed matrix,
which we denote by X̂ . As a popular example, consider

22673



mean imputation; here, the missing entries in the jth col-
umn are replaced with the average of the observed entries in
that column, denoted by µ̂j ∈ R. Consequently, X̂i,j = µ̂j

if ri,j = 0 while X̂i,j = Xi,j if ri,j = 1. After the imputa-
tion, the modeler uses the resulting complete dataset to train
a model, so the objective of a modeler using mean imputa-
tion is given by

f(θ; X̄) =
1

N

N∑

i=1

J(x̂(i);θ). (6)

Unlike CCA, in general, imputation introduces depen-
dence between the initially independent observations. Con-
sequently, the weak law of large numbers cannot be read-
ily used to obtain a differentiable proxy function for (equa-
tion 6).

To find such a proxy function, we initially assume the im-
putation model is not learned from data, but instead is fixed
a priori. In this case, the rows of X̂ are i.i.d., and a similar
argument to before gives the asymptotic behavior

f(θ; X̄)
P→ EX,R,X̂ [J(X̂;θ)] (7)

=EX

[∑

r

pR|X(r | X;ϕ)EX̂|X,R=r[J(X̂;θ)]

]
,

where r ∈ {0, 1}d varies over the missingness masks that
have nonzero probability under the missingness mechanism
pR|X , and the conditional pdf pX̂|X,R denotes the fixed im-
putation model that takes in a row of incompletely observed
entries and imputes the missing entries. This gives us a dif-
ferentiable approximation with respect to ϕ. To evaluate
it with finite-data, we empirically approximate the two re-
maining expectations:

f̃(θ,ϕ;X) =
1

N

N∑

i=1

∑

r̸=0

pR|X(r | x(i);ϕ)J(x̂(i,r);θ),

(8)
where x̂(i,r) is sampled1 proportionally to the fixed imputa-
tion model pX̂|X,R(· | x(i), r)

In the worst case, when the missingness mechanism al-
lows masking each d feature of X , evaluating this proxy
objective requires N2d summations; this is a significant re-
duction in complexity compared to directly looking for an
adversarial mask, which searches over a search space of size
2N×d. However, we reached (equation 8) by assuming that
the imputation mechanism is fixed before seeing the data X .
In practice, the imputation depends on the observed data,
and thus on the missingness mechanism.

To capture that dependence, we propose to use the asymp-
totic forms of the imputation methods to derive expressions
for x̂(i,r) that are differentiable with respect to the missing-
ness mechanism; then we use (equation 8) with these x̂(i,r).
In the subsequent part, we derive the asymptotic form of the
commonly used mean imputation. The asymptotic form of
linear regression-based imputation is provided in the Ap-
pendix B.

1For simplicity, a single sample is used to approximate the
inner-most expectation; more could be employed.

Mean Imputation By the weak law of large numbers, the
imputed value of an unobserved entry in the jth column con-
verges to the conditional mean of the jth variable given that
this variable is observed, i.e. E[Xj | Rj = 1]. This condi-
tional expectation can be expressed in terms of the missing-
ness mechanism as follows:

E[Xj |Rj = 1] =
1

PRj ;ϕ(1)
E


Xj

∑

∀r,rj=1

pR|X(r | X;ϕ)


 .

(9)
See Proposition 1 in the Appendix for a proof.

The resulting imputed vector of the ith sample with miss-
ingness mask r is denoted by x̂(i,r) ∈ Rd, and its elements
satisfy:

x̂
(i,r)
j = rjx

(i)
j + (1− rj)µ̂j(ϕ). (10)

Here, µ̂j(ϕ) denotes a finite data approximation of the con-
ditional expectation in (equation 9). To compute µ̂j(ϕ), first
we empirically approximate the marginal probability of ob-
serving the jth feature under the AM mechanism as

πj(ϕ) :=
1

N

N∑

i=1

∑

∀r,rj=1

pR|X(r | x(i);ϕ). (11)

Next, we empirically approximate the expectation in (equa-
tion 9) as

µ̂j(ϕ) :=
1

Nπj(ϕ)

N∑

i=1

x
(i)
j

∑

∀r,rj=1

pR|X(r | x(i);ϕ).

As x̂(i,r) is now differentiable with respect to ϕ, us-
ing a sample from (equation 10) in the proxy objective
f̃(θ,ϕ;X) from (equation 8) gives a proxy objective func-
tion for modelers using mean imputation that is differen-
tiable with respect to ϕ.

4 Solving the Bi-level Problem
The previous section derived differentiable formulations of
the inner problems in our bi-level formulation (equation 2)
of AM attacks, when the modeler uses CCA, mean impu-
tation, and regression-based imputation. In this section, we
discuss the solution of the bi-level problem. For notational
brevity we drop the dependence on the dataset X throughout
this section. We take Ω(ϕ;X) to be the empirical approxi-
mation of the expected fraction of missing data, so that the
upper level objective is

ℓ(ϕ,θ) := g(θ̃;X)+
λ

N

N∑

i=1

E
[ |{j |Rj = 0}|

d

∣∣∣∣X = x(i)

]
.

The corresponding bi-level optimization problem is

min
ϕ

ℓ(ϕ, θ̃(ϕ)), s.t. θ̃(ϕ) = argmax
θ∈Θ

f̃(θ,ϕ) (12)

We use gradient descent on the upper level problem (the ad-
versary’s objective) to learn ϕ, the parameters of the miss-
ingness mechanism; computation of the gradient with re-
spect to ϕ using the implicit function theorem is standard,
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and is described in Appendix C.3. We call the resulting al-
gorithm the Bi-level Formulation for Learning AM Mech-
anisms (BLAMM). A listing is provided as Algorithm 2 in
Appendix C.3. Solvers that are more scalable (Zhang et al.
2023) or more suitable to complex optimization problems
such as deep learning (Shen et al. 2024; Hao, Ji, and Liu
2023) exist and can replace the exact solver we used.

Computation of the gradient requires solving the lower-
level problem at each iteration. In Section 5, the runtime of
the iterated least squares solver we used for the lower-level
problems scales linearly with the number of samples in the
dataset. In datasets that do not fit into memory, stochastic
lower-level solvers can be used. The lower-level problems
use objectives that sum over all possible missingness masks,
incurring exponential growth with the number of masked
variables; in practice, we found masking at most two care-
fully selected features was sufficient.

We consider two methods of parameterizing the miss-
ingness mechanism, pR|X(r|x,ϕ). The first, proposed in
(Koyuncu et al. 2024), uses a neural network to determine
the probability of observing the masked features M for a
given instance x. Specifically, the neural network outputs a
probability distribution over the 2|M| feasible missingness
patterns– those patterns r in which all non-masked features
and a subset of the masked features are observed.

The second method parameterizes the missingness mech-
anism on a per data-point basis: a distinct parameter vector
ϕ(i) ∈ R2|M|

is learned for each data point x(i) and the soft-
max function is applied to ϕ(i) to obtain the probabilities of
each feasible missingness pattern specific to that data point.
Further details are provided in Appendix C.4.

5 Experiments
Our experimental study focuses on tabular data which is of
interest for many applications (medical EHR, product re-
views, insurance and census data, etc.).

The effectiveness of AM attacks are evaluated on two
tasks: (i) manipulating the p-values of feature coefficients in
linear and logistic regression models, and (ii) manipulating
average treatment effect estimation using regression estima-
tors. The attacks are successful even when: (i) the informa-
tion available to adversary is limited (e.g. the missingness
mitigation technique used by the modeler is unknown), and
(ii) the percentage of the training data that can be modified
is limited.

5.1 Manipulating p-values of Features
Linear and logistic regression models are the most popular
instance of generalized linear models (GLMs). GLMs are
learned by maximizing appropriate log-likelihood functions
and are widely used in data analysis, so their vulnerabili-
ties to AM attacks has real-world implications. In our nota-
tion, the negative log-likelihood function of the GLM corre-
sponds to the score function J(x;θ) where θ are the coeffi-
cients of the model and x contains both the features and the
response variable.

In our experiments the adversary aims to make the mod-
eler statistically confident that the coefficient of a target vari-

able is zero, θt = 0. The AM attack is deemed successful
if the average p-value of the target coefficient is greater than
0.05, indicating that the modeler fails to reject the null hy-
pothesis that θt = 0. To minimize the change in the pre-
dictive accuracy under the AM attack, the remaining coeffi-
cients of the adversarial target θα are selected by finding the
closest GLM to the underlying data, subject to the condi-
tion θα,t = 0; that is, they are determined using constrained
maximum likelihood estimation (see Appendix C.2 for de-
tails).

We used two classification (wine-quality, german-credit)
and two regression (ca-housing, diabetes) datasets (see Ta-
ble 3 in the Appendix) to test our attacks. In each dataset, we
selected one highly statistically significant feature, as identi-
fied using a GLM learned on the complete data, as the target
coefficient. In all experiments, the AM mechanism is param-
eterized using a one-hidden layer neural network with 100
neurons in the hidden layer, and the masking set is restricted
to the target feature, M = {t}. In training the AM mech-
anism, the adversarial objective g is taken to be the empiri-
cal approximation to the KL-divergence between the learned
GLM and the adversarial GLM (see Appendix C.2 for its
formulation).

The resulting missingness rates of the target variable
ranged from 4.5%-18.1% in the four datasets, except for the
CCA attack on the ca-housing dataset (see Table 5 in the
Appendix). On this dataset, BLAMM for the CCA attack
converged to masking 40.2% entries of the target feature.

To compare the learned AM mechanism with a reason-
able baseline, we defined a missing completely at ran-
dom (MCAR) missingness mechanism with (asymptoti-
cally) the same amount of missing data in the same fea-
tures, given by pR(r) = N−1

∑N
i=1 PR|X(r | x(i);ϕ). We

sampled 20 masking matrices R from both the learned and
the MCAR missingness mechanism. Given the partially ob-
served dataset, the modeler first applied either one of CCA,
mean imputation, or the MICE algorithm (r-package “mice”
v 3.14.0 (van Buuren and Groothuis-Oudshoorn 2011)) to
fill in the missing data. See Appendix D.1 for details. Next,
using the resulting data set, the modeler estimated the coef-
ficients of the models and their corresponding p-values. Ad-
ditional experiments regarding the tailored attack for linear
regression imputation are provided in the Appendix D.1.

When the attack type matched the modeler’s type, we
observed that the learned adversary in all cases success-
fully made the target variable insignificant (see Table 1, Ta-
ble 6 in the Appendix D for regression-based imputation at-
tacks, and Table 7 in the Appendix D for diabetes dataset).
In a stark contrast, MCAR was unsuccessful in all cases.
When there was a mismatch between the attack and modeler
type, mean imputation attacks showed limited generaliza-
tion while CCA generally successfully manipulated the co-
efficients of the modeler using mean imputation. The MICE
algorithm was the most robust imputation strategy but failed
in preventing the target variables being insignificant against
the CCA attacks in the German-credit and diabetes datasets.

Data Valuation as a Defense Data valuation methods as-
sign utility scores to training examples using a clean vali-
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Modeler/Attacker mean/mean mean/cca cca/mean cca/cca mice/mean mice/cca

ca- BLAMM 0.01±0.0 (✓) 0.01±0.0 (✓) 1.12±0.0 0.06±0.0 (✓) 0.69±0.0 0.27±0.0
housing MCAR 0.76±0.0 0.46±0.0 1.16±0.0 1.17±0.0 1.16±0.0 1.16±0.0

wine- BLAMM 0.01±0.0 (✓) 0.04±0.0 (✓) 0.71±0.0 0.04±0.0 (✓) 0.54±0.0 0.20±0.0
quality MCAR 0.69±0.0 0.47±0.0 0.87±0.0 0.86±0.0 0.78±0.0 0.68±0.0

german- BLAMM 0.01±0.0 (✓) 0.01±0.0 (✓) 0.38±0.0 (✓) 0.09±0.0 (✓) 0.03±0.0 (✓) 0.01±0.0 (✓)
credit MCAR 0.10±0.0 0.10±0.0 0.16±0.0 0.24±0.1 0.10±0.0 0.11±0.0

Table 1: The average (over 20 trials) normalized ℓ1 norm of the difference between the modeler-estimated coefficients and the
adversarial coefficients, i.e. ||θ̂−θα||1/||θα||1 and its standard deviation (denoted as ±). If the target coefficient resulting from
the attack is insignificant on average (i.e. average p-value > 0.05, Table 8 in the Appendix D), this is indicated using a ✓.

dation set. A common defense against data poisoning (Just
et al. 2023) discards the lowest-utility examples, up to a pre-
set budget, before training. Since no existing defense meth-
ods exist for the AM threat model, we tested this strategy
against our AM attacks by discarding samples after impu-
tation. Due to space constraints, the results are provided in
Appendix D.1.

5.2 Manipulating ATE under Partial Data Access
As an additional demonstration of the potential of AM at-
tacks we explore their efficacy in manipulating the estima-
tion of average treatment effects (ATEs). The ATE quanti-
fies the causal effect of changing a treatment variable W
on an outcome variable Y . When W is binary-valued, the
ATE measures the expected difference in the outcome when
W is set to 1 versus when W is set to 0. Formally, us-
ing the do-calculus (Pearl 2000), the ATE is expressed as
τ = E[Y | do(W = 1)] − E[Y | do(W = 0)]. For exam-
ple, if W indicates whether a person received a flu shot and
Y indicates whether they caught the flu, the ATE measures
the expected change in a person’s chance of getting the flu if
they were vaccinated compared to if they were unvaccinated.

Various methods have been proposed to address the chal-
lenge of ATE estimation. In this section we focus on the pop-
ular class of regression estimators, which rely on learning
the function µw(x) = E[Y | X = x, do(W = w)] under
assumptions such as unconfoundedness and overlap (Imbens
2004). When these assumptions hold, µw(x) can be esti-
mated using the conditional expectation E[Y | X = x,W =
w]. The ATE is then estimated by computing the average dif-
ference of the predicted outcomes, τ̂ = E[µ̂1(x)− µ̂0(x)].

Simple regression estimators use linear models for µ̂w(x)
by treating W as an additional covariate (Imbens 2004).
More recently, neural network models have been proposed.
For instance, T-Net trains separate MLPs for each treat-
ment group using the data subsets where W = w (Curth
and van der Schaar 2021). TARNet improves upon this by
learning a joint representation layer trained using all sam-
ples which is used as input to treatment level-specific hy-
pothesis layers trained on the corresponding subsets of the
data (Shalit, Johansson, and Sontag 2017). Other nonpara-
metric methods include Causal Forest (CF) (Wager and and
Athey 2018), a random forest–based approach.

We evaluated AM attacks in this setting using the Twins

dataset (Louizos et al. 2017), which studies how birth weight
affects infant mortality. The dataset consists of 11,400 twin
pairs with birth weights under 2 kg and includes 30 covari-
ates. In each pair, the heavier twin is assigned as treated
and the lighter as control. The observed mortality rates are
17.69% (control) and 16.08% (treatment), yielding a ground
truth ATE of −1.61%, indicating slightly higher mortality
among lighter twins. As is standard practice (Curth and van
der Schaar 2021; Curth et al. 2021), we construct a realistic
observation dataset from the ground truth set by including
only one of each twin pair, randomly, in the dataset. The
dataset is split into training (50%) and testing (50%) sets
for model fitting and evaluation. We used the python pack-
age “CATENets” (Curth et al. 2021) (v0.2.4) and R package
“grf” (v2.4.0) (Athey, Tibshirani, and Wager 2019) for the
implementation of non-linear ATE estimators.

In our experiments, the adversary is limited to introduc-
ing missing values in covariates (excluding the treatment
variable W ), while the modeler uses either mean or MICE
imputation to impute the missing variables. We also tested
a doubly robust estimation procedure introduced in (Mayer
et al. 2020) introduced specifically for handling missing data
in covariates. The adversary’s objective is to manipulate the
estimated ATE to be 10%—a drastic shift of approximately
700%, which falsely suggests that heavier babies have sub-
stantially higher mortality.

To implement the BLAMM attack, we used a logistic re-
gression model (conditioning on both X and W ) as µ̂w(x)
in the lower-level problem. The upper-level objective mini-
mizes the absolute error between the target ATE and the es-
timated ATE, i.e., g(θ̃;X) = |τ̂ − 0.10| (See Appendix C.2
for its derivation). We introduced missingness in two covari-
ates: gestat (gestational age) and wtgain (weight gain dur-
ing pregnancy), and parameterized the missingness mecha-
nism using the per-data-point setup. As an additional base-
line to the MCAR missingness introduced earlier, we tested
an MNAR mechanism that uses the masked variables value
through a logistic function to determine the probability its
observed (Muzellec et al. 2020).

Partial Data Access: In practice, datasets can be aggre-
gated from multiple sources. Therefore, it is of interest to
consider settings where an adversary only controls a sub-
set of the full dataset. We model this scenario by assuming
that the aggregated dataset contains N rows, of which only
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Access: 100% Access: 75% Access: 50% Access: 25%
BLAMM MCAR BLAMM MCAR BLAMM MCAR BLAMM MCAR

TARnet + mean 10.52±0.9 -1.0±2.2 8.49±1.7 -0.38±1.9 7.26±2.3 0.04±0.8 1.62±2.0 -0.42±1.8
Tnet + mean 10.42±0.9 -2.6±3.1 7.44±1.4 -1.72±3.2 3.67±1.4 -4.7±1.2 -1.5±0.1 -3.98±0.9
linear + mean 9.86±0.1 -1.45±0.2 10.1±0.0 -1.56±0.2 6.29±0.0 -1.65±0.1 2.26±0.0 -1.33±0.2
CF + mean 7.65±0.5 -1.44±0.2 3.32±0.1 -1.45±0.3 3.01±0.0 -1.3±0.1 1.54±0.0 -1.25±0.1

Table 2: BLAMM attacks trained with a linear proxy are effective against non-linear models. The average ATE (%) of regression
estimators, τ̂ (over 5 trials). “Access:” indicates the percentage of rows manipulatable. Bold highlights the missingness closer
to the target ATE of 10%. See Appendix Tables 13, 14,15 for the additional baselines described in the text.

N0 rows are provided or influenced by the adversary. We
consider four data access regimes where the adversary con-
trols 25%, 50%, 75%, or 100% of the data (i.e., N0/N ∈
{0.25, 0.5, 0.75, 1.0}). We assume this proportion is known
and use it to adapt the BLAMM algorithm accordingly. Un-
der partial data access, the effective missingness mechanism
becomes a mixture: rows controlled by the adversary follow
the AM-induced missingness pattern, while the remaining
rows follow a fully observed (non-adversarial) pattern. This
is incorporated into BLAMM as a convex combination of
the adversarial and identity mechanisms (see Appendix C.4
for details).

Table 2 presents the results across different access
regimes. The expected fraction of missing values in the
masked covariates (measured over the full dataset) was
7.2%, 11.1%, 24.3%, and 12.5% for adversary access lev-
els of 100%, 75%, 50%, and 25%, respectively. Despite re-
duced access, BLAMM consistently succeeded in mislead-
ing various regression-based ATE estimators, producing in-
flated estimates with the incorrect sign. We found that at-
tacks targeting a mean imputation proxy still inflated the
ATE, even when the modeler used more sophisticated meth-
ods like MICE imputation or the MIA technique for the
CF algorithm (Appendix Table 13). In contrast, under the
baseline MCAR and MNAR attacks, the estimated ATE re-
mained close to the ground truth of -1.61% (Table 2, Ap-
pendix Tables 14,15).

These results suggest that AM mechanisms, even when
optimized against a simple logistic regression model, can
generalize across model classes and remain effective under
realistic constraints on adversarial data access.

6 Relevant Work
Bi-level optimization has previously been used to develop
insertion-based data poisoning attacks (Jagielski et al. 2018),
but our formulation differs as it is for the threat model of ad-
versarial missingness, so both the upper and lower objectives
are incomparable.

There is little prior work on omission-based attacks.
(Koyuncu et al. 2023, 2024) are the most relevant, as they
develop attacks under the same threat model, but the appli-
cability of their AM attacks is severely limited, as detailed
in the introduction. (Barash et al. 2020) considers removing
complete examples from a dataset, which can be considered
an attack on CCA; their approach requires combinatorial
optimization, as opposed to our differentiable formulation.

(Cheng and Ge 2018) shows a semi-random adversary that,
by selectively revealing the true values of initially missing
entries, can invalidate the assumptions of non-convex ma-
trix completion and introduce spurious local minimas.

Another remediation strategy is to jointly model the par-
tially observed variables and the underlying missingness
mechanism. Recent work (Ipsen, Mattei, and Frellsen 2021;
Ma and Zhang 2021; Ghalebikesabi et al. 2021) consid-
ers learning deep generative models to impute the miss-
ing entries. Such approaches make restrictions on the miss-
ingness mechanism to ensure identifiability: (Ipsen, Mattei,
and Frellsen 2021; Ma and Zhang 2021) assumes the miss-
ing value indicators are conditionally independent given the
complete observations, and (Ghalebikesabi et al. 2021) as-
sumes independence of the observed and missing variables
given the missingness pattern. While we expect such meth-
ods to show robustness to our attack, their assumptions can
limit their success. Further, recent surveys of missing data
imputation methods suggest that traditional imputation al-
gorithms, including the MICE algorithm, can outperform
deep-learning based approaches (Sun et al. 2023; Wang et al.
2022). Our AM attack showed success against the MICE al-
gorithm’s implementation in the popular “mice” R-package.

7 Conclusion

This work introduces a general and effective framework for
adversarial missingness attacks targeting widely used miss-
ing data remediation techniques. Our results show that mod-
erate levels of adversarially introduced missingness can sup-
press feature significance and reverse treatment effect esti-
mates even when the adversary can adversarily modify only
a subset of the training data. These findings raise the need
to reassess the security implications of current methods for
learning with incomplete data.

The core of our approach is a flexible bi-level optimiza-
tion strategy for constructing AM attacks, applicable to
both supervised and unsupervised learning and to a wide
range of objective functions. Our framework currently as-
sumes knowledge of the model class and missingness han-
dling method used by the modeler, although there is some
evidence that attacks designed for one mitigation mecha-
nism are effective upon others. Extending this framework to
settings involving other remediation techniques—including
multiple imputation, k-nearest neighbor imputation, and
generative models—is a promising direction for future work.
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