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Abstract

With the widespread deployment of cross-modal retrieval in
real-world scenarios, ensuring robustness against adversar-
ial attacks is increasingly critical. Remarkably, deep cross-
modal hashing is highly vulnerable to adversarial attacks
due to its discrete nature and low-dimensional hash codes,
while existing defense methods often fail to suppress pertur-
bations embedded in vulnerable features and lack the capac-
ity to model modality-specific structural differences, result-
ing in suboptimal adversarial robustness. To address these
challenges, we propose a novel Disentangled Representation-
Focused Generative Defense (DRFGD) framework for attack-
tolerant cross-modal hashing. Without altering the structure
of retrieval model, DRFGD defends against adversarial at-
tacks by disentangling input representations into adversarial-
robust and adversarial-vulnerable components, by an efficient
dual-branch semantic-aware encoder. Guided by such disen-
tangled robust features, an attack-tolerant generative module
is seamlessly designed to synthesize semantically aligned and
perturbation-resilient examples for robust adversarial train-
ing, thereby significantly promoting collaborative defense ro-
bustness to attackers. Consequently, the semantically consis-
tent hash codes can be well obtained to enhance adversar-
ial robustness in complex cross-modal attacking scenarios.
Extensive experiments on public benchmarks demonstrate
that DRFGD substantially improves retrieval robustness un-
der various attacking scenarios, and shows its improved de-
fense performance in comparison with the SOTA works.

Introduction

Deep cross-modal hashing (Yang et al. 2017; Wang et al.
2022; Hu et al. 2024) leverages deep neural networks to
learn compact hash codes, enabling efficient retrieval and
scalable storage for large-scale data. Despite significant ad-
vances, existing deep cross-modal hashing methods (Jiang
and Li 2017; Sun et al. 2024) remain highly vulnerable to
adversarial attacks (Li et al. 2019; Wang et al. 2017), where
imperceptible perturbations to inputs (e.g., images) can mis-
lead models into returning semantically irrelevant results,
posing serious threats to retrieval systems (Xu et al. 2022).
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This underscores the need for robust cross-modal hashing
defense mechanisms under adversarial attacks.

Existing defense strategies can be broadly classified into
two categories: adversarial training (Xie et al. 2017; Madry
et al. 2018) and input preprocessing (Zhou et al. 2021;
Wang et al. 2024). Adversarial training enhances robust-
ness by incorporating adversarial examples during the train-
ing stage. However, the introduction of additional training
samples often necessitates modifications to the model archi-
tecture (Zhang et al. 2019) and incurs substantial compu-
tational overhead (Wong, Rice, and Kolter 2020; Zhou and
Patel 2022). More critically, these adversarial examples may
shift the learned representations of models, which frequently
leads to degraded performance on clean inputs (Zhang et al.
2024), thereby undermining the stability of the model. In
contrast, input preprocessing methods (Nie et al. 2022;
Xiao et al. 2022) suppress adversarial perturbations be-
fore the data is fed into the model, offering better deploy-
ment flexibility and broader applicability across different ar-
chitectures. For example, Tang and Zhang (2024) applied
FGSM (Goodfellow, Shlens, and Szegedy 2014) to prepro-
cess input images before model inference, effectively puri-
fying pixel-level adversarial perturbations.

However, these preprocessing defenses also exhibit two
limitations. First, existing methods (Xie et al. 2019; Zhou
and Patel 2022; Zhang, Sun, and Zhao 2022) typically ap-
ply holistic defense strategies that aim to protect the en-
tire representation without explicitly identifying which parts
are more likely to be adversarially corrupted. However,
deep representations typically contain Adversarial-Robust
Features (ARF) that remains stable under perturbation and
Adversarial-Vulnerable Featuress (AVF) that is more sus-
ceptible to adversarial noise and tend to mislead predictions.
Treating all features uniformly leads to unnecessary focus on
inherently robust parts, while allowing adversarial signals in
vulnerable parts to persist, ultimately compromising overall
defense effectiveness. Second, most prior works (Xiao et al.
2022; Chen et al. 2024; Wang et al. 2024) are confined to
unimodal domains such as images and lack the capacity to
model structural heterogeneity across modalities. This limi-
tation hinders collaborative defense mechanisms and weak-
ens robustness in cross-modal retrieval scenarios.



To overcome these limitations, in this paper, we propose
a Disentangled Representation-Focused Generative Defense
framework, which explicitly targets both feature-level vul-
nerability and modality-level heterogeneity. Specifically, we
first design a semantic-aware disentanglement module that
separates inputs into ARF and AVF under semantic super-
vision. Only the ARF, which are semantically meaningful
and perturbation-resistant, are retained for downstream re-
trieval, while AVF is explicitly discarded to eliminate poten-
tial attack signals. To further address defense inconsistencies
across modalities, we incorporate an attack-tolerant genera-
tive module for both image and text modalities. This mod-
ule can synthesize semantically aligned and perturbation-
resilient examples from robust features, facilitating stable
and consistent hash code learning across modalities. By
jointly leveraging the semantic-aware disentanglement and
attack-tolerant generative modules, the proposed DRFGD
framework can effectively enhance adversarial robustness
while preserving retrieval performance on clean data. The
main contributions of this paper are summarized as follows:

e We propose a semantic-aware disentanglement mod-
ule that separates input representations into adversarial-
robust and adversarial-vulnerable features, enabling tar-
geted defense against perturbations while preserving se-
mantic consistency.

We propose an attack-tolerant generative module that
produces semantically consistent and robust examples
for both modalities, significantly improving collabora-
tive defense and retrieval performance in complex cross-
modal scenarios.

We conduct extensive experiments on three standard
benchmarks, demonstrating that DRFGD consistently
improves retrieval robustness under diverse adversarial
attacks, while maintaining strong generalization.

Related Work

Deep Cross-modal Hashing Retrieval. Deep cross-
modal hashing leverages deep neural networks to learn dis-
criminative hash codes for efficient cross-modal retrieval.
Based on label supervision availability, it is divided into un-
supervised and supervised methods. Unsupervised methods
aim to project original features into a shared Hamming space
without explicit semantic guidance. DGCPN (Yu et al. 2021)
preserves graph neighborhood consistency and adopts a
semi-binary optimization strategy, while DCHUC (Tu et al.
2022) designs an iterative framework for unified hash learn-
ing. Supervised methods leverage semantic labels to boost
retrieval performance. DCMH (Jiang and Li 2017) unifies
feature learning and hash generation via joint optimization.
CPAH (Xie et al. 2020) enhances semantic consistency and
modality correlation. DADH (Bai et al. 2020a) incorporates
generative adversarial networks into hashing learning. Re-
cently, DCPH (Tu et al. 2023b) and DAPH (Tu et al. 2023a)
further advance semantic hashing by using proxy networks
to model category structures adaptively.

Adversarial Attack against Cross-modal Hashing. Ad-
versarial attack inject imperceptible perturbations to mis-
lead results (Szegedy et al. 2014). Unlike classification tasks
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Method Type P(Adv.) P(Ben.) Gener.
ATRDH Adv-Train v X X
SAAT  Adv-Train v X X
RoCMR Adv-Train v X X
TPAP PreProc v X v
DRFGD PreProc v v v

Table 1: Comparison of DRFGD with representative defense
methods for cross-modal hashing. “Type” indicates the cat-
egory of the method, either adversarial training (Adv-Train)
or input preprocessing (PreProc). “P(Adv.)” and “P(Ben.)”
represent whether the method performs well under adver-
sarial and benign inputs, respectively. “Gener.” indicates the
generalizability of the method across different models.

where adversarial perturbations directly alter categorical
outputs, cross-modal hashing attacks are more complex due
to the need to disrupt cross-modal semantic similarity. Ex-
isting methods are categorized by the level of information
accessible to the attacker into white-box and black-box at-
tacks. White-box attacks such as CMLA (Li et al. 2019)
and DACM (Li et al. 2020) assume full access to model
parameters and gradients. This enables the generation of
adversarial examples that maximize the semantic discrep-
ancy in Hamming space. Such assumptions, however, of-
ten limit their applicability in real-world retrieval systems.
In contrast, black-box attacks operate without knowledge of
model internals and rely only on observed inputs and out-
puts. Representative approaches like AACH (Li et al. 2021)
and EQB?A (Zhu et al. 2023) leverage retrieval results or
neighborhood structures to train surrogate models. This al-
lows effective adversarial generation with limited queries.
Earlier works mainly focused on non-targeted attack, which
aim to degrade retrieval accuracy without specifying target
semantics. However, targeted attack have been recognized
as more severe threats. Methods like TA-DCH (Wang et al.
2023) and PGTA (Guo et al. 2025) propose semantic-driven
frameworks to generate adversarial examples that mislead
the retrieval towards attacker-specified targets.

Adversarial Defense on Deep Hashing Retrieval. To
counteract the security threats posed by adversarial attack,
two main categories of defense strategies have been ex-
plored: adversarial training and input preprocessing. Ad-
versarial training improves model robustness by introduc-
ing adversarial examples into the training process. Mary et
al. (Madry et al. 2018) first formalized it as a min-max opti-
mization problem, laying a foundation for subsequent devel-
opments. In deep hashing tasks, ATRDH (Wang et al. 2021)
minimizes the semantic distance between benign and adver-
sarial examples in Hamming space, while SAAT (Yuan et al.
2023) employs a discriminative mainstay feature learning to
generate more discriminative adversarial examples under a
unified optimization framework. For cross-modal hashing,
RoCMR (Zhang, Sun, and Zhao 2022) designs modality-
specific perturbations and introduces contrastive learning to
enhance matching robustness. However, adversarial training
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Figure 1: The overview structure of the DRFGD framework. DRFGD first disentangles the intermediate representations into
adversarial-robust and adversarial-vulnerable features via a dual-branch semantic encoder. Then, the adversarial-robust features
guide the attack-tolerant generative module to synthesize semantically aligned examples for robust training.

often demands heavy computational overhead and depends
on the types of adversarial examples seen during training,
limiting its generalization to unseen attacks and benign ex-
amples. Furthermore, in cross-modal retrieval, the semantic
gap across heterogeneous modalities increases the complex-
ity of constructing optimization objectives. To address these
limitations, preprocessing-based defenses (Zhou et al. 2021;
Wang et al. 2024; Tang and Zhang 2024) have been pro-
posed, acting as model-agnostic modules with greater porta-
bility. For instance, PAIR (Zhou et al. 2024) proposes a ran-
dom reconstruction strategy to disrupt adversarial patches in
image hashing. Yet, defenses for cross-modal retrieval re-
main rare, mainly due to semantic inconsistency and the dif-
ficulty of unified reconstruction across modalities.

In summary, as shown in Table 1, existing defenses strug-
gle to balance robustness, benign performance, and gener-
alizability. To overcome these challenges, we propose DR-
FGD, a generative defense framework that achieves a better
balance between robustness, accuracy, and generalization,
without modifying the target retrieval model.

Methodology
Preliminary

Given a multi-modal dataset {x?, x!, y; } ¥ ,, where each ex-
ample comprises an image x?, a text vector x!, and a la-
bel y; from C' categories, cross-modal hashing maps inputs
from different modalities into a shared Hamming space via

modality-specific hash functions. For a trained model possi-

ized to maintain cross-modal semantic consistency, guiding
adversarial example generation and generative learning.

Adversarial Example. In cross-modal hashing, adversar-
ial attacks generate examples X" that mislead retrieval.
Rather than relying solely on local correlations (Zhang, Sun,
and Zhao 2022) or prototype guidance (Yuan et al. 2023),
we leverage the global hash set B as supervision to optimize
semantic discrimination of adversarial examples toward ir-
relevant categories and away from relevant ones. The loss
for optimizing adversarial examples is defined as follows:

Laa(£7,0,®) = log [1+ Y exp((Sp — Sx)/7)]
Ped
{v.t}
m M
st. Sy = k|\If| Z Z —HamDist(H™(X™), b/ ),
Nev M
| et
Sp = - Z —HamDist(H™(x™), b)),
M

(D
where HamDist(-) represents the Hamming distance, 7 is the
temperature parameter, and W and ¢ denote the sets of neg-
ative and positive examples, respectively. Further, the loss
L aqy serves as the objective for generating perturbations via
PGD (Madry et al. 2018) attack:

= arg min EAdv(Xm + (5m, \If, (I)) ()
sm

The adversarial and benign examples jointly form an aug-

&m

bly subject to adversarial attacks, the
a hash space as: b}" = 51gn(7-[m(

sign(-) denotes the sign function, b}"* €

hash code, and H™ € {H",H'} are the modality-specific
hash networks. A global hash set B =

input x7" is mapped to mented training set {x?, XV, x!

™), where m € {v,t},

{—1,1}" is the k-bit

{b?, b} isinitial- adversarial attack, which may
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Disentanglement-Focused Generative Learning

Cross-modal representations are inherently vulnerable to
corrupt the resulting hash



codes and compromise retrieval performance. To address
this, as shown in Figure 1, we propose a disentangled
representation-focused generative defense framework for
attack-tolerant cross-modal hashing. This module comprises
two key components: semantic-aware representation disen-
tanglement and attack-tolerant generative defense.

Semantic-Aware Representation Disentanglement. To
enable structured defense against adversarial attack,
we assume that the input intermediate representations
{x™—f™ %™ f™} can be disentangled into two latent
components: (1) Adversarial-Robust Features (ARF), which
not only exhibit strong resistance to perturbations but also
preserve semantically consistent representations that facil-
itate reliable correlation across heterogeneous modalities;
and (2) Adversarial-Vulnerable Features (AVF), which are
easily affected by perturbation and lose semantic fidelity. To
extract these components, we design a semantic-aware dis-
entanglement module for each modality m: an ARF encoder
Enc; and an AVF encoder Ency,;. Given intermediate rep-

avf*
resentations £, disentangled features are obtained as:

[Z Encaﬁ(f’”)} 7

arf gm, fm . m

avt:| ( ) [Encdvf(f )
where £™(-) denotes the disentanglement for modality m
by the dual-branch parallel semantic encoding pathways.
Similarly, adversarial representations f”* are mapped to
{277,277} via the same disentanglement pathway.

To encourage independence between ARF and AVF sub-
spaces, we employ a symmetric KL divergence:
o [Dk(z||2") + Dxw(2||2)],
arf * zarf z

m ’
Lzt Zqupd =

3

min ﬁDiv ==

“

where Dk (+]|-) measures the divergence between feature
distributions. Furthermore, to enhance the semantic expres-
siveness of ARF, we introduce a classification loss using a
softmax classifier C, applied to both z; and z7,

ny“ 10g(Cy (2))-

In contrast, to emphasize the semantic inconsistency of AVF,
we adopt a reverse supervision strategy z,": are expected to
yield correct classification, whereas z;7; are encouraged to

produce incorrect classification. The full objective is:

—Zyc log(C, (2))
C
=) (1 —y°) - log(Cy(2))),

The overall loss for the semantic-aware disentanglement
module R is defined as:

Lr = Lpiy + Lcis. @)

After disentanglement, only ARF are retained for genera-

tive defense, as they capture robust and semantically mean-

ingful information. Conversely, AVF are discarded due to

their perturbation sensitivity and semantic instability, which
risk degrading both robustness and retrieval performance.

(&)

min
{zt> ZII?

min »CCIS =

{z’

mo5
arf 7 arl" d\f

(6)

+ E

{25}~z
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Attack-Tolerant Generative Defense. To further enhance
adversarial robustness, we introduce attack-tolerant genera-
tive modules for both image and text modalities, guided by
the disentangled ARF. These modules synthesize semanti-
cally aligned and perturbation-resilient inputs, thereby re-
inforcing cross-modal consistency and enhancing collabo-
rative defense across modalities. By enabling robust adver-
sarial training, the framework improves the resilience of the
resulting hash codes derived from the generated examples.

Specifically, given input representations {f", f ™} and
their ARF components {z[%, z;}, a modality-specific gen-
erator G" reconstructs inputs as:

,m:Gm<fm®Z;Lf)7 ~m:Gm(f-m@2;rrLf>’ (8)
where & denotes channel-wise concatenation, X" and x™

are reconstructions derived from benign and adversarial in-
puts, respectively. Unlike the adversarial generation process
in Eq. (1), here we enforce semantic consistency at the hash
level through an alignment loss defined as:

E [Laay(x,®,0)],

{5(7” s xm }Nx

min L Ali — (9)
where ® and W denote the positive and negative example
sets, respectively. In parallel, a reconstruction loss ensures
fidelity between original and generated examples:

min Lree = Hx—x'||§.

{xm,’ iﬂl’ )“'crn},.\/x7 x/

(10)

Further, we introduce a modality-specific discriminator
D™ to distinguish generated examples from real ones:

min Lp :{7,,1 E } [log(D™(x))]
XM XM} ox 11
+{ mIE% / [log(1 — D™(x'))]. (

Correspondingly, the generator is optimized to fool the dis-
criminator, leading to the following discriminative loss:

min Lpjs = —

_E - [log(D"(x)]. (1)
The overall objective for the generative module is:
L = Lpis + - Laji + B+ Lrec, (13)

where « and /3 are weighting hyperparameters.

To train the framework, we minimize £z+L¢ to update
the parameters O p and © of the disentanglement and gen-
erative modules, respectively. The discriminator parameters
O p are updated in an alternating manner by minimizing £p.

Experiments
Experiment Setting

Datasets. We conduct experiments on popular public
multi-modal datasets: FLICKR-25K (Huiskes and Lew
2008), MS-COCO (Lin et al. 2014), and NUS-WIDE (Chua
et al. 2009). Following the common experimental setting in
EQBZ?A (Zhu et al. 2023), we set the dataset splits as fol-
lows: FLICKR-25K contains 25,000 image-text pairs an-
notated with 24 categories. We select 2,000 pairs as the



Attack Metric Defense FLICKR-25K MS-COCO NUS-WIDE
Methods Methods CPAH DADH DAPH CPAH DADH DAPH CPAH DADH DAPH
No Defense 60.78 58.15 5998 38.08 37.74 3791 4085 4381 51.28
) [T ATRDH  70.04 6738 67.69 5028 5551 56.97 5579 6187 67.51
EQB“A (MAPT) SAAT 67.34 70.13 70.82 4596 5624 55.08 4874 64.97 64.32
RoCMR 6839 69.16 71.76 59.03 350.77 56.53 4636 5552 66.11
TPAP 7278 6924 7035 35051 54.12 5498 5534 6407 66.89
Ours 73.01 72.06 7213 59.29 58.08 5944 59.52 66.31 70.99
No Defense 68.12 70.16 66.95 4942 4131 44.06 4882 4536 54.31
[T ATRDH 7156 7480 75.02 5440 4923 63.03 5947 5851 68.46
TA-DCH (MAP?) SAAT 72.69 7695 75.83 57.31 50.65 59.09 5291 6499 69.57
RoCMR  73.32 7487 7449 5839 57.82 60.02 6421 66.80 71.20
TPAP 7135 75.08 7648 5771 5646 60.14 6155 6571 6835
Ours 7485 78.75 76.778 58.63 6192 64.88 6741 68.40 71.32
No Defense 61.97 61.06 59.77 45.82 47.01 3849 5296 37.98 43.06
T—1 ATRDH 7233 6398 7026 5558 66.65 5250 66.29 5740 65.78
TA-DCH (MAP?) SAAT 6823 7099 71.34 5821 70.17 5726 6214 5629 5897
RoCMR  69.40 71.89 6598 60.03 67.70 60.06 6052 6438 70.94
TPAP 68.46 74.62 6542 61.64 6503 6246 6428 6822 6592
Ours 7470 77.09 71.81 61.82 7298 7001 6658 69.82 72.20
No Defense 82.52 8344 8142 6447 6596 6539 78838 80.87 80.69
[T ATRDH  72.89 7097 73.02 60.06 5238 535653 64.09 6048 60.74
TA-DCH (MAP]) SAAT 69.67 72.18 7125 59.10 49.12 58.12 63.53 63.82 59.81
RoCMR  74.85 7591 7593 61.05 5637 5779 55.08 5423 6255
TPAP 66.39 7046 71.55 5845 49.18 56.04 51.00 6027 61.32
Ours 69.21 6953 69.02 56.82 5228 5437 4979 56.83 57.41
No Defense 86.38 86.94 88.23 60.33 68.06 71.13 7037 73.61 73.41
T—1 ATRDH  76.02 7659 7481 5478 41.89 4926 55.13 44.48 47.28
TA-DCH (-MAP)) SAAT 7596 71.29 7237 5528 3891 5259 56.07 43.88  46.58
RoCMR 7484 7240 69.65 5645 4394 5201 59.80 3739 57.77
TPAP 7329 7491 73.69 5272 4024 44.80 5420 4293 51.66
Ours 6821 7248 64.28 5153 4419 4354 5236 36.74 40.63

Table 2: Comparison of defense performance (MAP % and t-MAP %) at 32 bits with other defense methods.

query set and randomly sample 5,000 pairs from the retrieval
set for training. MS-COCO contains 123,287 image-text
pairs annotated with 80 categories. We select 2,000 pairs for
queries and randomly sample 10,000 pairs from the retrieval
set for training. NUS-WIDE consists of 269,648 image-text
pairs annotated with 81 categories. We focus on the 21 most
categories, selecting 500 pairs per category for training and
100 pairs for queries.

Baselines. In the context of limited research on adver-
sarial defense for cross-modal hashing, to comprehensively
evaluate the effectiveness of DRFGD, we select several ad-
vanced defense baselines, including ATRDH (Wang et al.
2021), SAAT (Yuan et al. 2023), RoOCMR (Zhang, Sun, and
Zhao 2022), and TPAP (Tang and Zhang 2024). For the re-
trieval models under attack and defense training, we adopt
three cross-modal hashing methods: CPAH (Xie et al. 2020),
DADH (Bai et al. 2020a), and DAPH (Tu et al. 2023a).
Additionally, the adversarial attacks considered in our eval-
uation include the non-targeted attack EQBZ2A (Zhu et al.
2023) and the targeted attack TA-DCH (Wang et al. 2023).

Implementation Details. For the proposed framework,
the image generative model adopts a U-Net (Ronneberger,
Fischer, and Brox 2015) architecture enhanced with residual

16230

connections, while the text generative model is composed of
fully connected layers integrated with residual modules. Ad-
versarial examples are generated via the PGD attack, with
empirically determined step sizes of 3/255 for the image
modality and 3/500 for text modality. The perturbation bud-
gets are set to 8/255 for image inputs and 0.05 for text in-
puts, and the number of attack iterations is fixed at 20. The
hyperparameters 7 and A are set to 0.05 and 1, respectively.
The values of o € [1,50] and 5 € [400,2000] are selected
based on the target model. The generative defense networks
are trained using the Adam optimizer with a batch size of
24. The learning rate varies between 10* and 1073, and the
total number of training epochs is 50.

Protocols. Three popular evaluation metrics are utilized to
assess model performance under adversarial attacks: Mean
Average Precision (MAP) (Shen et al. 2015, 2018; Liu et al.
2021; Zha et al. 2024), targeted-Mean Average Precision (t-
MAP) (Bai et al. 2020b), and Precision-Recall (PR) curves.
Specifically, MAP is employed to evaluate retrieval perfor-
mance under both non-targeted and targeted attacks, where
adversarial examples aim to degrade retrieval accuracy. In
contrast, t-MAP is used to assess robustness under targeted
attack, where the labels of queries are replaced with target



Attack Metric Defense FLICKR-25K MS-COCO NUS-WIDE
Methods Methods CPAH DADH DAPH CPAH DADH DAPH CPAH DADH DAPH
ATRDH 7576 79.06 8197 58.72 69.13 7144 7341 7158 74.52
No [T SAAT 77.01 7821 8221 6191 69.66 7056 72.64 7326 75.65
Attack (MAPT) RoCMR 80.66 82.57 8342 6086 6796 6517 7126 71.65 75.83
TPAP 7543 8239 8316 61.06 6629 6831 73.10 7625 75.78
Ours  82.53 84.49 84.61 6335 7258 73.62 74.05 7749 78.68
ATRDH 7486 7867 78.16 61.59 7856 7690 70.76 71.17 74.33
No T—1 SAAT 76.58 77.31 79.85 59.34 8257 7538 69.58 74.36 73.97
Attack  (MAPT) RoCMR 73.61 80.69 81.36 6221 8475 71.79 69.38 72.61 74.26
TPAP 7283 7986 77.14 6245 77.06 75.18 70.84 7322 74.50
Ours 8091 84.02 83.61 63.67 8346 8227 7254 7582 7533

CPAH @ FLICKR-25K

Table 3: Comparison of benign retrieval (MAP % ) at 32 bits with other defense methods.
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Figure 2: PR curves of CPAH and DAPH model under TA-DCH attack on three datasets at 32 bits.

labels. Additionally, PR curves are plotted to provide a com-
prehensive visualization of retrieval performance.

Results

Defense Performance. To evaluate the effectiveness of
DRFGD, we conduct comprehensive experiments on three
widely-used cross-modal retrieval benchmarks: FLICKR-
25K, MS-COCO, and NUS-WIDE. CPAH, DADH, and
DAPH are adopted as representative target models. We test
their robustness and retrieval performance under two ad-
versarial settings: the non-targeted attack EQB2A and the
targeted attack TA-DCH. All evaluations use 32-bit hash
codes. “I—=T” denotes image-to-text retrieval, while “T—I"
denotes text-to-image. Since EQB2A targets image inputs,
only the I=T task is evaluated under this attack.

As shown in Table 2, all baseline models suffer significant
performance drops under EQB2A without defense. With de-
fense mechanisms applied, retrieval performance improves
notably. DRFGD consistently outperforms other methods
across models and datasets. For example, on the DADH
model, it improves MAP by 1.93%, 1.84%, and 1.34% on
FLICKR-25K, MS-COCO, and NUS-WIDE, respectively.
Similar improvements are observed on CPAH and DAPH,
confirming the broad applicability of DRFGD. Under tar-
geted attack TA-DCH, DRFGD likewise yields significant
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improvements in [—T retrieval. On the DADH model, MAP
increases by 1.81%, 4.10%, and 1.60% across the three
datasets, respectively. These results indicate the effective-
ness of our semantic-preserving generation strategy in coun-
tering adversarial perturbations.

Additionally, DRFGD demonstrates strong performance
on the T—1 task across all settings, validating its robustness
in both retrieval directions. For a finer-grained analysis, we
also adopt t-MAP under TA-DCH, where lower scores in-
dicate better resistance. DRFGD consistently achieves the
lowest or near-lowest t-MAP. For example, on DAPH in the
[—-T task, DRFGD reduces t-MAP by 2.23%, 1.67%, and
2.40% on FLICKR-25K, MS-COCO, and NUS-WIDE, re-
spectively. While SAAT or TPAP slightly outperform in a
few isolated cases, DRFGD maintains more consistent and
reliable defense across all models.

Table 3 further shows that adversarial training often hurts
benign performance. In contrast, DRFGD retains high MAP
scores even without attacks. For example, on the DAPH
model, DRFGD achieves a MAP of 84.61% in the I—T task
on the FLICKR-25K dataset, surpassing all other defense
baselines. Similar trends appear in T—1, demonstrating DR-
FGD’s ability to balance robustness and accuracy.

As shown in Figure 2, PR curves under TA-DCH at-
tack show that DRFGD consistently outperforms alterna-



tives across datasets and models, confirming its robustness,
generality, and semantic consistency.

Result Analysis. DRFGD demonstrates superior defense
performance compared to SAAT, ATRDH, RoCMR, and
TPAP due to its fundamentally different defense mecha-
nism that directly addresses semantic consistency and rep-
resentation stability under adversarial attacks. SAAT con-
structs semantic representatives to guide adversarial train-
ing, aiming to preserve discriminative and semantic proper-
ties. However, its reliance on static semantic anchors can be
limited when facing complex, unseen adversarial examples.
ATRDH leverages prototype codes as category-level seman-
tic embeddings to conduct adversarial attack and training,
but its defense strategy is tightly coupled with fixed label
semantics and thus may underperform in preserving fine-
grained retrieval alignment. RoOCMR applies contrastive ad-
versarial training across modalities to enhance robustness,
but it lacks an explicit mechanism to preserve performance
on benign data. TPAP adopts a general input purification
strategy that offers broad applicability, yet falls short in ef-
fectively handling modality-specific perturbations inherent
in cross-modal retrieval. In contrast, DRFGD introduces a
generative defense process guided by learned adversarial-
robust features, which not only rectifies adversarial inputs
but also restores semantic alignment across modalities by
aligning them with the global hash code. Additionally, DR-
FGD maintains high retrieval performance on benign exam-
ples, which existing adversarial training-based methods of-
ten compromise. This balance between robustness and re-
trieval accuracy highlights the generalization capacity of our
method and its practical effectiveness in real-world adversar-
ial cross-modal hashing retrieval.

Representations Disentanglement. To further validate
the effectiveness of semantic-aware representation disentan-
glement, we visualize the extraction process of adversarial-
robust features (ARF) and adversarial-vulnerable features
(AVF) from adversarial images, as illustrated in Figure 3.
The ARF consistently concentrate on semantically mean-
ingful regions of the object (e.g., vehicle contours), which
are crucial for semantic understanding and remain rela-
tively unaffected by adversarial perturbations. In contrast,
the AVF capture dispersed or irrelevant background pat-
terns that vary significantly under such perturbations. For
instance, the ARF accurately highlight the main structures
of the tram and motorcycle, whereas the AVF respond to
perturbation regions around the sky and road, revealing their
instability and sensitivity. This consistent divergence indi-
cates that our model effectively disentangles robust seman-
tic features from perturbation-sensitive components. By iso-
lating ARF during training, the model preserves stable and
task-relevant information while minimizing the influence of
vulnerable features. Such semantic disentanglement plays a
vital role in enhancing modality-specific robustness and im-
proving collaborative defense in cross-modal scenarios.

Ablation Study

To evaluate the role of each loss component in DRFGD, we
conduct ablation studies on CPAH under the TA-DCH at-
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Figure 3: Disentangled heatmap comparisons.

FLICKR-25K MS-COCO
I-T T—I I—-T T—I

74.26 7392 57.69 61.02
73.88 73.60 56.85 60.73
71.95 67.83 52.68 49.79
72.68 61.19 54.72 43.95
73.27 72.81 56.97 60.18
74.85 74.70 58.63 61.82

NUS-WIDE
I-T T—I

66.82 65.18
66.19 65.46
58.40 60.51
64.26 53.08
65.42 64.90
67.41 66.58

Variants

w/o ‘CDiV
w/o Ec]s
w/o L Ali
w/0 LRec
w/o EDis
Ours

Table 4: MAP % results of the ablation study on the CPAH
model under the TA-DCH attack.

tack. As shown in Table 4, progressively removing each loss
leads to performance degradation across the three datasets,
highlighting their necessity. Specifically, removing the di-
vergence loss Lp;y results in a slight performance drop, in-
dicating its auxiliary role in guiding effective disentangle-
ment. The classifier loss L¢js proves more crucial, as its re-
moval weakens semantic awareness during disentanglement.
Among generative losses, removing the alignment loss Laj;
leads to the largest drop, highlighting its role in preserving
hash-level consistency. Eliminating the reconstruction loss
Lrec causes notable degradation, demonstrating its contri-
bution to input fidelity. Lastly, dropping the discrimination
loss Lpjs results in a slight decline, confirming its role in en-
hancing generation quality. These results affirm the comple-
mentary effect of all components on adversarial robustness.

Conclusion

In this paper, we propose DRFGD, a novel disentan-
gled representation-focused generative defense framework
for achieving attack-tolerant cross-modal hashing. DR-
FGD integrates a semantic-aware disentanglement module
and an attack-tolerant generative module to effectively de-
fend against adversarial attack and synthesize perturbation-
resilient inputs. This dual-pronged design not only sup-
presses the influence of adversarial perturbation but also pre-
serves semantic fidelity across modalities. Extensive exper-
iments demonstrate that DRFGD achieves superior perfor-
mance under a variety of adversarial settings while maintain-
ing compatibility with existing cross-modal hashing models.
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