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Abstract

Compared to single-target adversarial attacks, multi-target at-
tacks have garnered significant attention due to their ability
to generate adversarial images for multiple target classes si-
multaneously. However, existing generative approaches for
multi-target attacks primarily encode target labels into one-
dimensional tensors, leading to a loss of fine-grained visual
information and overfitting to model-specific features during
noise generation. To address this gap, we first identify and
validate that the semantic feature quality and quantity are crit-
ical factors affecting the transferability of targeted attacks: 1)
Feature quality refers to the structural and detailed complete-
ness of the implanted target features, as deficiencies may re-
sult in the loss of key discriminative information; 2) Feature
quantity refers to the spatial sufficiency of the implanted tar-
get features, as inadequacy limits the victim model’s atten-
tion to this feature. Based on these findings, we propose the
2D Tensor-Guided Adversarial Fusion (TGAF) framework,
which leverages the powerful generative capabilities of diffu-
sion models to encode target labels into two-dimensional se-
mantic tensors for guiding adversarial noise generation. Ad-
ditionally, we design a novel masking strategy tailored for the
training process, ensuring that parts of the generated noise
retain complete semantic information about the target class.
Extensive experiments demonstrate that TGAF consistently
surpasses state-of-the-art methods across various settings.

Code — https://github.com/TemenosMistral/TGAF

1 Introduction
With the rapid advancement of deep neural networks
(DNNs), artificial intelligence has achieved significant
progress in fields such as medical diagnostics (Ma et al.
2021), image classification (He et al. 2016a), and au-
tonomous driving (Kong et al. 2020). However, the adver-
sarial vulnerability of deep learning models has emerged
as a major challenge affecting their reliable application in
security-sensitive scenarios.

Adversarial attacks manipulate input data by introducing
subtle and imperceptible perturbations, misleading model
predictions. These attacks can be categorized into two main
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Figure 1: Comparison of multi-target approaches. Previ-
ous methods (top row) use 1D label encoding to guide noise
generation for adversarial examples (AE). However, this of-
ten loses fine-grained details because images are 2D, poten-
tially leading to overfitting. Our method (bottom row) gener-
ates 2D latent representations from target labels, better pre-
serving structural information.

types: untargeted attacks, which aim to cause misclassifica-
tion without specifying a particular category, and targeted
attacks, which force models to output labels chosen by the
attacker. Targeted attacks are not only more challenging but
also more threatening as they enable specific malicious con-
trol, such as deceiving an autonomous vehicle into interpret-
ing a stop sign as a speed limit sign.

In real-world applications, attackers typically do not fully
understand the architecture or parameters of the target
model, making transferability a crucial property for effec-
tive adversarial attacks. Transferability refers to the ability
of adversarial examples crafted on surrogate models to suc-
cessfully deceive unknown black-box models (Wang and He
2021). While untargeted attacks have demonstrated strong
transferability, targeted attacks still suffer from low success
rates due to their dependency on overfitting the decision
boundaries of surrogate models.

Existing targeted attack methods primarily fall into two
categories: instance-specific approaches (Dong et al. 2018;
Gao et al. 2021) and instance-agnostic approaches (Feng
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Figure 2: (a) Visualization comparison of C-GSP, CGNC, and TGAF. Each row displays an adversarial example and its
corresponding perturbation map for a distinct target label: “barometer” (first row) and “fig” (second row). The surrogate model
used is Inc-v3. TGAF demonstrably surpasses C-GSP and CGNC by more effectively capturing both the target semantic details
(e.g., the barometer’s pointer) and the target semantic quantity (e.g., the number of figs). (b) Quantitative analysis of feature
quantity and feature quality. Feature quantity is measured by the percentage of high-attention area analyzed via Grad-CAM.
Feature quality is measured by the cosine similarity between the perturbation’s feature vector and the average feature vector of
real target class images. Experiments are conducted on 1000 images.

et al. 2023; Kong et al. 2020). Instance-specific meth-
ods (Dong et al. 2018, 2019) optimize adversarial pertur-
bations for individual samples in an iterative manner, often
leading to inefficiency and susceptibility to overfitting. On
the other hand, instance-agnostic approaches focus on learn-
ing universal perturbations (Moosavi-Dezfooli et al. 2017;
Li et al. 2022) or generators (Naseer et al. 2019) based on
data distribution to enhance attack generality. Recent gen-
erative techniques, such as C-GSP and CGNC, have signif-
icantly improved efficiency by training conditional gener-
ators for multiple target classes compared to single-target
methods. However, these methods simply use 1D tensors to
guide generation and fail to thoroughly investigate the key
factors affecting attack transferability.

To address this gap, we observe that adversarial noise gen-
erated for targeted attacks functions similarly to “implant-
ing” semantic features of the target class into source im-
ages. Building on this insight, we define two critical factors
that influence attack transferability: the quality and quan-
tity of target-class semantic features in the generated noise.
Through experimental analysis (Fig. 3), we validate our hy-
pothesis. Furthermore, we examine the adversarial noise
produced by C-GSP and CGNC and identify issues related
to incomplete semantic feature implantation and insufficient
semantic representation, as shown in Fig. 2. We hypothe-
size that these shortcomings arise because these methods
represent target labels as 1D tensors (e.g., one-hot encod-
ing or CLIP embeddings), disregarding spatial and struc-
tural information, and tend to overfit to the regions where
noise mapping is easiest during training. Consequently, the
generated adversarial noise lacks essential target-class fea-
tures and sufficient semantic information, thereby limiting
its transferability.

To overcome these limitations, we propose a novel gener-
ative framework termed 2D-Tensor-Guided Adversarial Fu-

sion (TGAF). The core innovation of our approach lies in
leveraging 2D spatial information of target labels to guide
adversarial noise generation. This enables the retention of
fixed low-level semantic information during the generation
process, rather than relying solely on the decision bound-
aries of surrogate models. Additionally, we introduce a care-
fully designed random masking strategy tailored for train-
ing, ensuring that parts of the generated noise still contain
complete semantic information of the target class. Our con-
tributions can be summarized as follows:

• We first systematically analyze adversarial noise genera-
tion from the perspective of semantic feature quality and
quantity, uncovering their impact on transferability.

• We propose TGAF, an innovative approach that com-
bines 2D target representation and random masking
strategies to enhance adversarial transferability.

• Our method significantly outperforms previous attack
methods in terms of targeted transferability across var-
ious experimental settings.

2 Related Work
2.1 Transferable Targeted Attacks
Transferable targeted adversarial attacks aim to fool multi-
ple models into misclassifying adversarial examples into a
specific target class. To enhance attack transferability, input
transformation-based methods (Byun et al. 2022; Wei et al.
2023) diversify input representations through techniques
such as geometric transformations and local mixup. Ad-
vanced objective-based approaches (Weng et al. 2023; Byun
et al. 2023) refine loss functions or optimize specific outputs.
Generation-based methods (Naseer et al. 2021; Zhao et al.
2023) employ generative models to produce adversarial ex-
amples that closely resemble the target class characteristics
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Figure 3: Demonstrating the impact of feature implanta-
tion. The heatmaps are generated on Res-152 using Grad-
CAM. Left: The original image and heatmap. Middle: The
masked image and heatmap (Masked trench coat buttons).
Right: The perturbation and heatmap. Results confirm that
1) insufficient feature details reduce accuracy, while 2) more
features have a higher target probability.

and ensemble-based techniques (Wu et al. 2024) focus on
efficiently integrating multiple models or strategies, lever-
aging approaches like self-distillation and weight scaling.

2.2 Defense Methods
To mitigate adversarial attacks, various defense strategies
have been developed. Among them, Adversarial Training
(AT) (Goodfellow, Shlens, and Szegedy 2014) is one of the
most effective, improving robustness by incorporating ad-
versarial examples during training. Preprocessing-based de-
fenses (Dziugaite, Ghahramani, and Roy 2016; Xu, Evans,
and Qi 2017) instead remove adversarial perturbations be-
fore inference, while denoising techniques like HGD (Liao
et al. 2018) use autoencoders guided by high-level features
to purify inputs. Diffusion purification (Naseer et al. 2020;
Nie et al. 2022) further enhances defense by leveraging dif-
fusion models to reconstruct clean images.

3 Methodology
In this section, we first introduce the prerequisite knowledge
and our motivation. Then, we provide a detailed explanation
of our TGAF method.

3.1 Preliminaries
Let fΦ : X → Y denote a white-box image classifier param-
eterized by Φ, where X ∈ RC×H×W represents the image
domain and Y ∈ RL denotes the output confidence scores
over L classes. Given a natural image x ∈ X and a target
class ct ∈ C, the goal of transferable targeted adversarial
attacks is to craft an imperceptible perturbation δ such that
the adversarial example xadv = x + δ misleads both the
surrogate model fΦ and unknown black-box victim models
FΦ into predicting ct. This objective can be formalized as
follows:

argmax fΦ(xadv) = ct, with ∥δ∥∞ ≤ ϵ, (1)

where ϵ constrains the perturbation magnitude under the l∞-
norm.

To achieve this objective, numerous instance-specific
methods have been proposed. However, these approaches of-
ten require a large number of iterations per attack, resulting
in high computational cost and low efficiency. To address
this limitation, several multi-target methods have been de-
veloped, primarily based on a generative framework.

Existing generative approaches train a conditional pertur-
bation generator Gθ to map input pairs (x, ct) to targeted
perturbations, i.e., δ = Gθ(x, ct). The optimization objec-
tive is formulated as:

min
θ

Ex∼X , ct∼C

[
L
(
fΦ

(
x+Gθ(x, ct)

)
, ct

)]
,

s.t.
∥∥Gθ(x, ct)

∥∥
∞ ≤ ε.

(2)

Here, X represents an unlabeled training set and L(·, ·) is
typically the cross-entropy loss.

3.2 Motivation
Although recent advances in targeted adversarial attacks
have been made, the transferability of generated adversarial
samples remains unsatisfactory. In non-targeted adversarial
attacks, numerous studies (Wang et al. 2024; Liu et al. 2025)
have highlighted that different models focusing on distinct
object regions impede the generalization of adversarial sam-
ples. This observation naturally leads us to investigate:

What primarily hinders the generalizability of adversarial
samples in targeted attacks?

Existing studies (Yang et al. 2022; Fang et al. 2024) sug-
gest that targeted attacks achieve their objective by “im-
planting” target-class semantic features into source images.
Based on this, we hypothesize that the nature of these im-
planted features is the key factor influencing attack suc-
cess. Specifically, we examine: 1) Feature quality: The in-
tegrity and detail preservation of implanted features. 2) Fea-
ture quantity: The number of target-class features intro-
duced into the source image. As shown in Fig. 3, our ex-
periments reveal two critical phenomena: 1) When essential
details (e.g., buttons on a trench coat) are masked, models
exhibit high-confidence misclassifications (e.g., predicting
“lab coat” instead of the true class). 2) Increasing the num-
ber of implanted target features (e.g., sea lion patches) raises
the likelihood of target-class predictions. These two fac-
tors jointly affect adversarial sample generalizability. Since
different models focus on disparate object regions, feature
omissions may prevent certain models from capturing their
critical discriminative features, while insufficient feature
quantity further constrains attack effectiveness.

Based on our previous findings, we analyzed the adversar-
ial noise generated by different multi-target approaches. As
shown in Fig. 2 (a), we found that: 1) for the barometer class,
the adversarial noise produced by C-GSP and CGNC meth-
ods lacks essential structural features including the pointer
and scale markings; 2) for the fig class, these methods gen-
erate noise that primarily concentrates at image boundaries.
These findings prompt a novel question:

How can we create adversarial noise that incorporates a
greater quantity and higher completeness of target features?

To address this issue, we first conducted an analysis of
existing approaches. Fig. 1 shows that current methods uni-
versally encode target labels as 1D tensors for processing.
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Figure 4: The framework of 2D Target-Guided Adversarial Fusion (TGAF). (a) Overall architecture; (b) Text-to-Image
Encoder; (c) Convolution-based Fusion (CbF) module; (d) Transformer-based Fusion (TbF) module; (e) Feature Integration
Module. Abbreviations: OIE (Original Image Embeddings), FE (Fusion Embeddings), TIE (Target Image Embeddings).

However, this 1D encoding scheme fundamentally differs
from the 2D nature of images, resulting in the loss of low-
level visual information. Such information deficiency intro-
duces bias during training: the models tend to learn specific
feature representations from surrogate models, consequently
leading to overfitting.

Regarding the issue of insufficient feature injection, we
developed an innovative masked training mechanism tai-
lored for training inspired by CGNC’s fine-tuning approach.
This mechanism randomly masks the model’s output noise
during training, ensuring that partial noise regions retain
complete feature information.

3.3 2D Target-Guided Adversarial Fusion
The architecture of TGAF method is illustrated in Fig. 4.
Specifically, TGAF comprises four key components: an Im-
age Encoder E , a Text-to-Image Encoder G, a Feature Inte-
gration Module F , and an Image Decoder D. We next detail
the design of each component.

Image Encoder module. Given an input image I ∈
RC×H×W , our encoder E extracts multi-scale features
through three convolutional layers, gradually abstracting and
downsampling the features. Specifically, we transform the
image features from C × H × W to C ′ × H

4 × W
4 . Let

x ∈ RC′×H
4 ×W

4 denote the encoded image representation.
Text-to-Image Encoder Module. To obtain a 2D rep-

resentation of the target class, we leverage the capabilities
of diffusion models, employing the encoder and denoising
Unet parts of Stable-Diffusion-2 (Rombach et al. 2022) to
process the input target labels, resulting in low-dimensional
latent vectors of size B × 4 × 64 × 64. To align with the
features of the original image, we use a convolutional layer
and an average pooling to project the latent vectors from
4× 64× 64 to a latent representation zc ∈ R4×H

4 ×W
4 .

Feature Integration Module. The goal of this module is
to effectively fuse the original image representation x with
the target-conditioned representation zc. We propose two fu-
sion strategies:

1. Convolution-based Fusion (CbF): We employ a learn-
able 1× 1 convolution to adaptively reduce channel dimen-
sions and learn local feature interactions.

fc = Conv1×1(x ∥ zc), (3)

where Conv1×1 projects the concatenated features back to
the original channel dimension C ′ of x. Let xc denote the
output of convolution-based fusion.

2. Transformer-based Fusion (TbF): We leverage atten-
tion mechanisms to capture complex global spatial-channel
dependencies and model long-range interactions between
features. The TbF module comprises three sequential com-
putational stages:

First, we transform the condition features zc through a 1×
1 convolutional layer to align the channel of xc:

zt = Conv1×1(zc). (4)

Subsequently, we apply channel attention (Hu, Shen, and
Sun 2018) to recalibrate feature importance:

CHA(x) = σ (W2 · ReLU(W1 · AvgPool(x))) , (5)
xca = xc ⊙ CHA(xc). (6)

Finally, we apply a transformer fusion mechanism to the
channel-attended features, incorporating condition features:

ft = Transformer(xca, zt). (7)

Specifically, ft consists of a self-attention and a cross-
attention, the complete ft can be formulated as:

ft = CA(SA(xca), zt). (8)
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Source Method Inc-v3 Inc-v4 Inc-Res-v2 Res-152 DN-121 GoogleNet VGG-16 ViT-B ViF-S Swin-T

Inc-v3

Logit 99.60* 5.80 6.50 1.70 3.00 0.80 1.50 0.59 3.09 1.96
SU 99.59* 5.80 7.00 3.35 3.50 2.00 3.94 0.40 1.01 0.36

Everywhere 99.31* 50.72 45.46 34.40 42.34 40.28 41.18 5.73 27.19 17.73
C-GSP 93.40* 66.90 66.60 41.60 46.40 40.00 45.00 21.18 40.86 21.48
CGNC 96.03* 59.41 47.98 42.50 62.91 51.36 52.63 24.81 52.43 28.16
TGAF 98.15* 72.49 63.20 61.94 78.30 66.86 70.64 33.03 63.27 42.61

Res-152

Logit 10.10 10.70 12.80 95.70* 12.70 3.70 9.20 2.09 21.25 5.19
SU 12.36 11.31 16.16 95.08* 16.13 6.55 14.28 2.29 19.94 4.70

Everywhere 60.38 55.20 43.00 97.66* 74.16 34.80 60.90 11.77 57.08 38.83
C-GSP 37.70 47.60 45.10 93.20* 64.20 41.70 45.90 22.01 36.66 21.65
CGNC 53.39 51.59 34.18 95.85* 85.60 62.27 63.36 34.81 58.68 40.84
TGAF 62.60 62.44 44.02 97.79* 87.90 63.54 65.20 39.64 63.36 42.84

Table 1: Attack success rates (%) for multi-target attacks against normally trained models. * represents white-box attacks.

In the equations above, SA (self-attention) and CA (cross-
attention) are defined as:

Self-Attention (SA):

SA(xca) = Softmax
(
QcaK

T
ca√

dk

)
Vca. (9)

Cross-Attention (CA):

CA(xsa, zt) = Softmax
(
QsaK

T
zt√

dk

)
Vzt . (10)

Here, Qca,Kca,Vca are query, key, and value matrices
from the input xca, while Kzt and Vzt come from the target-
conditioned representation zt.

Image Decoder Module. The decoder D upsamples
features from the Feature Integration Module through
transposed convolutions to reconstruct o. Following C-
GSP (Yang et al. 2022), we apply tanh(·) projection with
budget ϵ to obtain the final output δ = ϵ · tanh(o).

Mask Mechanism. We introduce a dynamic block-wise
masking strategy that randomly masks regions in the noise
pattern δ. Specifically, we partition the image into N × N
blocks of varying sizes and randomly select two blocks for
masking.

Training Objectives. The proposed TGAF framework is
trained to minimize the cross-entropy loss between the vic-
tim model’s prediction and the target class label ct through
an end-to-end optimization process:

θ∗ ← argmin
θ
LCE (fΦ(xs +Dθ(Fθ(Eθ,Gθ), ct) . (11)

where the adversarial sample xs + Dθ(·) is fed into the
victim model fΦ to compute the cross-entropy loss LCE that
drives the attack towards the target class ct.

4 Experiments
4.1 Experimental Settings
Datasets. Following prior works (Feng et al. 2023), the gen-
erator is trained on the ImageNet training set (Deng et al.
2009), while the performance is evaluated on the ImageNet-
NeurIPS (1k) dataset (NeurIPS 2017). Additional results on
ImageNet Validation Set (50k) and COCO (Lin et al. 2014)
are provided in Appendices A and B, respectively.

Victim Models. We assess the effectiveness across three
types of settings. 1) Normally trained models, including
Inception-v3 (Inc-v3) (Szegedy et al. 2016), Inception-
v4 (Inc-v4) (Szegedy et al. 2017), Inception-ResNet-v2
(Inc-Res-v2) (Szegedy et al. 2017), ResNet-152 (Res-152)
(He et al. 2016b), DenseNet-121 (DN-121) (Huang et al.
2017), GoogleNet (Szegedy et al. 2015), VGG-16 (Si-
monyan and Zisserman 2014), ViT-B (Dosovitskiy et al.
2020), Visformer (ViF-S) (Chen et al. 2021) and Swin-Tiny
(Swin-T) (Liu et al. 2021). 2) Robustly trained models,
which consist of adv-Inception-v3 (Inc-v3ADV) (Goodfel-
low, Shlens, and Szegedy 2014), ens-adv-Inception-ResNet-
v2 (IR-v2ENS) (Hang et al. 2020), and several varia-
tions of resilient ResNet-50 models (Geirhos et al. 2018;
Hendrycks et al. 2019), including Res50SIN , Res50IN,
Res50FINE (Geirhos et al. 2018)), and Res50AUG (Hendrycks
et al. 2019)). Defense methods, consisting of three strate-
gie. Preprocessing techniques such as JPEG compression
(Dziugaite, Ghahramani, and Roy 2016), BitSqueezing (Xu,
Evans, and Qi 2017), and Smoothing (Ding, Wang, and Jin
2019). Denoising methods such as the high-level represen-
tation guided denoiser (HGD) (Liao et al. 2018). Diffusion-
based methods including DiffPure (Nie et al. 2022) and
NRP (Naseer et al. 2020).

Baseline Methods. For instance-specific attacks, we in-
clude Logit (Zhao, Liu, and Larson 2021), SU (Wei et al.
2023), and Everywhere (Zeng et al. 2025). For SU and
Everywhere, we use their best-performing variants: DTMI-
Logit-SU and CFM-Everywhere, respectively. For instance-
agnostic attacks, we compare against C-GSP (Yang et al.
2022) and CGNC (Fang et al. 2024). All baseline results are
reproduced using the official code and weights.

Implementation Details. Following previous works
(Feng et al. 2023), we use Inc-v3 and Res-152 as surro-
gate models for training the generator. The reported results
are averaged over 8 different target classes. The perturbation
budget is set to ϵ = 16/255. The generator is trained for 10
epochs with a learning rate of 2e-4 and a batch size of 16.
The number of blocks, N , is set to 3. Specifically, the dif-
fusion model is used only once per target class before train-
ing begins to generate the corresponding 2D tensors, which
are then saved to disk. During the training and inference of
TGAF, we simply load these pre-computed tensors directly.
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Source Method Inc-v3ADV IR-v2ENS Res50SIN Res50IN Res50FINE Res50AUG

Inc-v3

Logit 0.30 0.30 0.70 1.23 3.14 0.86
SU 0.49 0.41 0.84 1.75 3.55 1.04

Everywhere 0.68 1.19 4.73 27.04 39.37 18.15
C-GSP 20.41 18.04 6.96 33.76 44.56 21.95
CGNC 24.30 22.51 8.88 40.81 52.13 22.83
TGAF 39.69 34.86 17.76 64.79 72.36 43.53

Res-152

Logit 1.15 1.18 1.65 6.70 15.46 5.93
SU 2.12 1.20 1.95 7.53 21.14 6.95

Everywhere 0.55 1.23 9.71 59.94 81.45 50.09
C-GSP 14.60 16.01 16.84 60.30 65.51 42.88
CGNC 22.15 26.70 29.81 79.82 84.05 63.66
TGAF 27.73 32.71 38.07 84.53 88.48 68.63

Table 2: Attack success rates (%) for multi-target attacks against robustly trained models.

Source Method Smoothing JPEG compression BitSqueezing HGD

Gaussian Medium Average Q=65 Q=75 Q=85 4-Bits 5-Bits 6-Bits

Inc-v3 CGNC 34.10 30.21 26.89 28.40 34.09 40.80 36.06 50.10 52.29 52.91
TGAF 36.59 45.23 36.25 37.93 46.01 55.90 51.90 68.36 70.34 70.49

Res-152 CGNC 57.15 56.15 50.06 50.24 55.27 59.15 42.89 60.69 62.98 78.91
TGAF 58.54 59.08 51.68 53.46 57.85 61.22 48.61 61.90 64.50 83.02

Table 3: Attack success rates (%) across preprocessing technique under VGG-16 and HGD.

Defense Method Inc-v3 Inc-v4 Inc-Res-v2 Res-152 DN-121 GoogLeNet VGG-16 ViT-B ViF-S Swin-T

Diffpure CGNC 0.43 0.33 0.21 0.23 0.40 0.37 0.21 0.23 0.24 0.33
TGAF 0.94 0.32 0.28 0.39 0.46 0.69 0.61 0.33 0.51 0.58

NRP CGNC 12.73 4.25 2.28 3.10 5.16 4.51 4.01 1.61 4.33 7.43
TGAF 21.86 7.04 4.00 7.12 9.29 7.33 8.26 3.50 9.14 13.56

Table 4: Attack success rates (%) across Diffpure and NRP. The surrogate model is Inc-v3.

4.2 Evaluation on Normal Models
We first assess the transferability of adversarial examples
generated by normally trained models. Tab. 1 demonstrates
that TGAF consistently achieves state-of-the-art (SOTA)
performance, exhibiting the highest black-box ASR across
nearly all experimental configurations. For examples, on
CNN-based models, TGAF outperforms the previous SOTA
method CGNC by 16.11% for Inc-v3 and 5.89% for Res-
152, respectively. For Transformer-based models, the im-
provements are 11.17% for Inc-v3 and 3.84% for Res-152.

4.3 Evaluation on Robust Models
Building upon the findings obtained with normally trained
models, we proceed to evaluate the performance of our
method on robustly trained models. Tab. 2 shows that
our method also achieves SOTA performance. Specifically,
when using Inc-v3 and Res-152 as surrogate models, our ap-
proach delivers average ASR improvements of 16.92% and
5.66% over CGNC, and exceeds other methods by more than
30% and 10%, respectively.

4.4 Evaluation on Defense Methods
To further evaluate the robustness, we evaluate TGAF
against multiple defense mechanisms. Tabs. 3 and 4 show

that TGAF outperforms CGNC across nearly all tested de-
fense mechanisms. It’s important to note that both Diff-
Pure and NRP significantly reduce the targeted attack suc-
cess rate. This is an expected outcome, as these defenses
are designed to substantially alter input information (or its
internal representations) to ”cleanse” adversarial perturba-
tions. This purification process, however, is inherently lossy.
While it effectively removes the perturbation, it can inad-
vertently corrupt the original semantic features crucial for
correct classification. Therefore, a critical point must be em-
phasized: a low ASR does not necessarily mean the model
recovered the correct classification. In many cases, the puri-
fied image, while not misclassified as the attacker’s intended
target, is instead misclassified as a different, incorrect class
due to this information loss. Despite these robust defenses,
TGAF consistently and substantially outperforms the CGNC
baseline. For example, when tested against NRP on Swin-T,
TGAF achieves a ASR of 13.56%, which is nearly double
that of CGNC’s 7.43%.

4.5 Evaluation on Adversarial Sample Quality
Tab. 8 shows that TGAF exhibits only marginal differences
in SSIM, LPIPS, and FID metrics compared to CGNC. For
instance, the LPIPS differs by merely 0.013. Simultane-
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Source Method Inc-v3 Inc-v4 Inc-Res-v2 Res-152 DN-121 GoogLeNet VGG-16 ViT-B ViF-S Swin-T

Inc-v3 TGAF-C 96.23* 64.21 51.60 50.11 70.18 61.36 60.55 27.80 50.96 25.17
TGAF 98.15* 72.49 63.20 61.94 78.30 66.86 70.64 33.03 63.27 42.61

Res-152 TGAF-N 56.28 54.95 40.60 95.26* 83.28 62.95 61.84 33.53 53.28 31.76
TGAF 62.60 62.44 44.03 97.79* 87.90 63.54 65.20 39.64 63.36 42.84

Table 5: Ablation study on masking strategies. TGAF-C represents the substitution of our masking strategy with the CGNC
masking strategy, while TGAF-N represents the removal of our masking strategy.

Method Inc-v3 Inc-v4 Inc-Res-v2 Res-152 DN-121 GoogleNet VGG-16 ViT-B ViF-S Swin-T
TGAF 62.60 62.44 44.02 97.79* 87.90 63.54 65.20 39.64 63.36 42.84

TGAF-Conv 59.65 60.24 38.80 97.49* 87.76 59.38 63.78 40.80 65.99 43.09
TGAF-CA 47.34 46.75 32.18 93.10* 76.96 53.15 56.56 28.95 45.19 27.10

Table 6: Ablation study on fusion strategy. TGAF-Conv represents the TGAF model without the CbF module. TGAF-CA
represents the TGAF model without the TbF module. The surrogate model is Res-152.

Block (N) Inc-v3 Inc-v4 Inc-Res-v2 Res-152 DN-121 GoogleNet VGG-16 ViT-B ViF-S Swin-T
2 55.70 52.64 35.66 97.25* 84.34 56.25 57.01 32.96 58.36 40.96
3 62.60 62.44 44.02 97.79* 87.90 63.54 65.20 39.64 63.36 42.84
4 60.31 59.79 40.73 97.68* 86.91 64.95 68.09 35.71 60.20 41.95

Table 7: Analysis of block number sensitivity. The surrogate model is Res-152.

ously, TGAF achieves a slightly better PSNR score. We con-
tend that this negligible difference in perceptual quality rep-
resents a highly successful trade-off for a substantial im-
provement in attack transferability.

Method PSNR (↑) SSIM (↑) LPIPS (↓) FID (↓)
CGNC 27.986 0.814 0.186 244.633
TGAF 27.994 0.801 0.199 259.945

Table 8: Adversarial sample quality. (Res-152 surrogate)

4.6 Ablation Study
To thoroughly evaluate the effectiveness of TGAF, we con-
duct comprehensive ablation studies on masking strategies,
fusion mechanisms, and block number sensitivity. Tab. 5 an-
alyzes the effects of the masking strategy. Results demon-
strate that when Inc-v3 serves as the surrogate model, our
method achieves an average ASR improvement of 9.24%
for CNN-based models and 11.66% for Transformer-based
models. Furthermore, compared to TGAF-N with Res-152
as the surrogate model, our masking strategy leads to a en-
hancement of 4.31% for CNN-based models and 9.10% for
Transformer-based models. Tab. 6 details the performance
on fusion mechanisms. It shows that removing the TbF led
to a significant performance degradation across all black-
box models. For the CbF, removing it resulted in a slight de-
crease in ASR against most CNN models (an average drop
of about 2.68%). This indicates that the CbF module posi-
tively contributes to attacking CNN models by learning lo-
cal feature interactions. Interestingly, we observed that the
performance of TGAF-Conv slightly improved when attack-
ing Transformer architectures. We hypothesize that this is

because CbF learns features that might slightly overfit to
CNN-style architectures, thereby hindering transferability to
Transformer models. Tab. 7 investigates the sensitivity to the
number of blocks (N ). The results show that setting N = 3
consistently outperforms N = 2 across all 10 target models.
When comparing N = 3 and N = 4, we observe that while
N = 4 performs marginally better on certain classic CNNs,
N = 3 exhibits stronger overall performance on the major-
ity of models. Crucially, the attack performance remains at
a very high level for both N = 3 and N = 4, without any
sharp drop in ASR. This robust performance indicates that
the success of our method stems from its core design prin-
ciples and a well-balanced architecture, rather than a fragile
dependency on a highly fine-tuned hyperparameter.

5 Conclusion
In this paper, we identify that the quality and quantity of
the implanted target semantic features are the key factors
influencing the transferability of adversarial attacks. To ad-
dress these challenges, we propose TGAF, a novel method
that leverages the abilities of diffusion models to encode
target labels as 2D tensors, improving the quality of target
semantic information. Furthermore, we introduce a mask-
ing strategy during the training phase to ensure that the por-
tion of the generated noise retains complete target semantic
features, thus enhancing the quantity. Our extensive exper-
iments demonstrate that TGAF not only surpasses existing
SOTA methods on normally trained models but also shows
robust performance against a variety of defense strategies.
We hope that our proposed method serves as a reliable tool
for evaluating model robustness under black-box attack set-
tings and provides new insight for further research on vul-
nerability and robustness in adversarial scenarios.
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