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Abstract

Although large vision-language models (LVLMs) have demon-
strated promising versatile capabilities on various downstream
tasks, they are shown to be susceptible to adversarial exam-
ples. Existing LVLM attackers simply implement adversar-
ial patterns in an impracticable setting: i) add digital global
perturbations to entire input image; ii) access prior knowl-
edge of LVLMs for optimization; iii) do not consider realistic
transformations. These make them difficult to deploy in the
physical-world attack scenarios. Motivated by the research
gap and counter-practice phenomenon, this paper proposes
the first practical LVLM attack method based on a novel ad-
versarial patch design, which can achieve physical and digital
attack settings without using any LVLM details. In particu-
lar, we introduce adversarial homogeneous constraints in both
spatial and spectral domains to improve the patch stealthy
for resisting potential real-world defenses. Besides, we also
develop a new technique for synthesizing reasonably realistic
transformations that capture the expected patch appearance
variations in daily life. Extensive experiments are conducted
to verify the strong adversarial capabilities of our proposed
attack against prevalent LVLMs spanning a spectrum of tasks.

Introduction

Large vision-language models (LVLMs) have demonstrated
remarkable abilities in a range of applications, from image
classification and visual question answering to image caption-
ing and text-to-image generation (Liu et al. 2021b, 2020c,a,
2022a, 2021a, 2022b; Liu, Zhang, and Zhou 2021; Liu, Qu,
and Hu 2022; Liu et al. 2024b). However, with the exponen-
tial expansion of downstream applications in the real world,
LVLMs are proven to be easily fooled by adversarial samples,
presenting significant security and safety concerns (Liu et al.
2024d,c,a; Liu and Hu 2024a; Cai et al. 2025b).

Existing LVLMs attackers (Shayegani, Dong, and Abu-
Ghazaleh 2023; Bailey et al. 2023; Dong et al. 2023; Yan
et al. 2025; Cai et al. 2025¢; Wang et al. 2024; Zhang et al.
2024; Luo et al. 2024; Zhao et al. 2024) generally focus on
visual adversarial manipulations that typically involve adding
noisy perturbations to the entire digital image input, as shown
in Figure 1 (a). Although they demonstrate significant attack
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Figure 1: Illustration of our motivation. We propose to de-
velop a physical-world LVLM attack with adversarial patch
designs by solely querying the model. Our attack is learned
to be robust to realistic camera-aware transformations.

performance, such modifications to every pixel are unrealistic
and unachievable in more practical and meaningful physical-
world attack scenarios. Besides, most of these attackers (Bai-
ley et al. 2023; Dong et al. 2023; Wang et al. 2024; Luo et al.
2024; Shayegani, Dong, and Abu-Ghazaleh 2023; Wang et al.
2023) are simply deployed in the white/gray-box setting,
where they require to access LVLMs models including net-
work structure and parameter weights to back-propagate
gradients for optimizing perturbations. Although a few works
(Zhao et al. 2024; Zhang et al. 2024) introduce black-box
attacks to alleviate this reliance on model details to a certain
extent, they still rely on the prior knowledge of LVLMs to bor-
row the same visual encoder to serve as surrogate models. In
summary, previous LVLM attackers are quite limited to their
digital setups, failing to be deployed in more valuable physi-
cal setups where the attackers can solely access the real-time
cameras and query the LVLM applications via input/output.

Addressing this research gap, in this paper, we make the



first attempt to propose a novel physical-world attack method
against practical LVLM models, as shown in Figure 1 (b).
Considering that adversarial patches are printable (Brown
et al. 2017; Duan et al. 2020), this practical feasibility makes
them more effective for triggering in daily life than previous
digital pixel-wise perturbations. Therefore, we aim to develop
a suitable adversarial patch design for attacking LVLMs by
solely querying the model. In particular, we argue that an
effective physical adversarial patch should meet the follow-
ing criteria: i) Having natural-looking patterns and smooth
appearance with surroundings in the spatial domain; ii) Shar-
ing a similar structure/style/texture with the benign image in
the latent space of the spectral domain; iii) Being robust to
camera/motion-aware real-world transformations.

To this end, we propose a novel spatial-spectral homo-
geneous attack method to fool the LVLM models in both
physical and digital settings. Without relying on any LVLM’s
details, our attack generates and updates adversarial patches
following Monte Carlo estimation (James 1980) by query-
ing the LVLMs and measuring corresponding textual output
changes. In particular, we consider improving the stealthy-
aware quality of physical-world adversarial patches from two
aspects: in the spatial domain, we initialize the patch pattern
from real-world objects and optimize an additive perturba-
tion to enlarge the information gain between the adversarial
patch and its adjacent regions for keeping the appearance
smoothness; in the spectral domain, we explicitly and implic-
itly restricting the local and global spectral distances between
the adversarial patch with its benign patch region and the
entire image for sharing the same latent structure/style, re-
spectively. By incorporating corresponding spatial-spectral
homogeneous constraints into the basic targeted attack objec-
tive, our attack method can effectively update the adversarial
patch to visually natural pattern. Further, since real-world
distortions arise from variations in viewing distances and
camera motion, we also introduce a physical-like transfor-
mation strategy to train the adversarial patch to be robust to
potential transformations via adversarial learning. Our key
contributions are outlined as:

* To the best of our knowledge, we make the first attempt
to design attacks against physical-world LVLM models.
We optimize printable adversarial patches trained with
realistic transformations by solely querying the LVLMs
without using any model details.

* To improve the robustness and stealthy of the patch pat-
terns, we design both spatial and spectral homogeneous
constraints to keep the appearance smoothness of the
patch with its surrounding regions and to maintain the
same structure/style of the whole image, respectively.

» Extensive experiments on four LVLM models and three
LVLM benchmarks demonstrate the effectiveness and
generalization-ability of our proposed attack. Validations
on physical experiments and defense methods also indi-
cate our attack’s robustness.

Related Work

Adversarial robustness of LVLMs. Despite achieving im-
pressive performance, LVLMs still face issues of adversarial
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robustness due to their architecture based on deep neural net-
works (Liu and Hu 2022a, 2025; Liu, Hu, and Li 2023a; Hu,
Liu, and Hu 2022; Tao et al. 2023; Liu, Hu, and Li 2023b;
Liu and Hu 2024b; Yang et al. 2024; Liu, Qu, and Zhou 2021;
Liu et al. 2021d, 2023a, 2022c; Liu and Hu 2022b; Liu et al.
2020b, 2022d, 2021c; Zhu et al. 2023b; Liu et al. 2023b,c;
Cai et al. 2024, 2025a; Huang, Liu, and Hu 2023; Liu et al.
2024f). Most methods (Bailey et al. 2023; Dong et al. 2023;
Wang et al. 2024; Lu et al. 2024) evaluate the adversarial
robustness of LVLMs by perturbing the visual image inputs
under white-box settings, where they have the full knowledge
of LVLMs models including network structure and weights.
To reduce the reliance on model knowledge, some gray-box
attackers (Shayegani, Dong, and Abu-Ghazaleh 2023; Wang
et al. 2023) solely require access to the visual encoder of
LVLMs and directly generate the perturbed visual representa-
tions to fool the latter process. In addition to the limitation of
the reliance on LVLM’s prior knowledge, all previous works
are simply deployed in an unrealistic digital attack setting by
modifying pixel-wise values for achieving attacks.
Adversarial patch. Adversarial patches (Brown et al. 2017;
Karmon, Zoran, and Goldberg 2018; Eykholt et al. 2018)
represent a unique subclass of adversarial attacks that focus
on generating localized perturbations to fool deep learning
models. Unlike traditional adversarial attacks, which often
involve slight pixel-level modifications across the entire im-
age, adversarial patches are confined to small regions but can
cause significant misclassifications even when covering only
a fraction of the input. This adversarial patch is proven to
have more practicality (Athalye et al. 2018), contributing to
a deeper understanding of the interaction between digital per-
turbations and physical environments. Some works (Liu et al.
2016) also explore the transferability of adversarial patches
across different models. Concurrently, (Duan et al. 2020)
focused on generating adversarial patches using generative
models, enhancing the efficiency and effectiveness of attack
generation. However, no adversarial patch attack has been
investigated in physical LVLM applications.

Method
Preliminary

We define fy(v;t) — y as a pre-trained large vision-
language model (LVLM), parameterized by 6. v denotes
the image modality input, ¢ represents the textual modality
input, and y signifies the textual output of the model.
Threat model. In this paper, we explore the scenario of at-
tacking physical-world LVLM models, where we assume that
the attacker has no knowledge of the victim model, includ-
ing its parameters, training procedure, original training data,
etc. The attacker is limited to receiving only the text output
returned by the LVLM following a query as feedback. This
setting aligns more closely with the real-world practice of
utilizing APIs to access LVLMs.

Attacker’s goal. The objective of the attacker is to devise an
adversarial patch, represented as p, that, by partially covering
the original image v, generates an adversarial example v’. In
this paper, we mainly focus on a more challenging targeted
attack, which implies that the LVLM will produce an attacker-
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Figure 2: Overall pipeline. Given a benign image and a natural patch pattern, we first design both spatial and spectral homogeneous
constraints to optimize the patch for improving its local appearance smoothness with neighbor regions and maintaining
global latent structures of image style/textures, respectively. Then, we introduce novel camera/motion-aware physical-world
transformations to improve the robustness of the patch via adversarial learning. At last, since we have no access to the LVLM’s
details, we query the LVLM model with the perturbed patch and prompt to estimate the update gradients for patch optimization.

chosen textual output y’ (y’ # y) given the adversarial image
v’ and benign prompt ¢, formulated as fy(v’,t) — y'. Our
attack goal can thus be expressed as:

fo(v' ty) = o' v=(1-m)ov+maop. ()

Here, ® denotes the Hadamard product. m denotes the patch
mask being a 0-1 matrix. Specifically, the number and place-
ment of 1 in m indicate the actual size of the noise and the
relative position of the patch p on v.

s.t.

Overview

We provide the overview of our proposed physical-world
LVLM attack in Figure 2. Our goal is to generate a printable
and imperceptible adversarial patch to fool the LVLM ap-
plications in practice. We first initial a natural patch p, and
then update additive noise A in both spatial and spectral do-
main to improve its appearance smoothness and latent style
consistency. A real-world transformation module is further
introduced to adversarially train the patch to be robust to
potential distortions. The overall loss function is:

@)

Since we can solely query the LVLM model, we devise a gra-
dient estimation strategy to iteratively update the adversarial
patch p’ = p + A.

L= Lspatial + Espectral + ‘Ctransform~

Spatial Homogeneous Constraint

A stealth adversarial patch should have a natural-looking
pattern while sharing similar semantics to its surrounding
semantic space within the image (also called appearance
smoothness). That means the major patch pattern p should
be initialized from the real world and we need to update
the additive perturbation A to make its semantic correlation
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with surrounding regions as large as possible. Therefore, we
introduce a spatial homogeneous constraint to measure and
enlarge the information gain between the adversarial patch
and its adjacent regions based on mutual information theory
(Jing et al. 2024; Moon, Rajagopalan, and Lall 1995; Kan-
dasamy et al. 2015). To restrict the appearance smoothness
locally, we set up a sliding window, and calculate the mutual
information between the adversarial patch and its neighbor-
ing windows of the same size for maximizing their mutual
information scores.

Specifically, given the benign image v, adversarial patch
p’ and its location m, we first denote locations of the sur-
rounding windows of the same size of patch p’ as N'(m). In
most cases, the window number is 8; the number is set to 3 or
5 only for patches located at the edge of the image. For each
neighboring window m’ € N'(m), the mutual information
between it and the adversarial patch can be expressed as:

I(p';m ®v)=H(p')— H(p'|m' ©v)
= H(m' ®v) — Hm' ©®v|p)
p(p}, v;)
- Z Z PP} vj logli
p;EP’ v;EM OV ! ( )p(vj)
3

where H () represents information entropy, and H (+|-) repre-
sents conditional entropy, p, v; are the pixel values within
the adversarial patch and neighboring window. Based on this,
we formulate spatial homogeneous constraints as:

>

m/eN (m)

I(p';m' ©w). 4)

L:spatial = -

This constraint effectively restricts the appearance/semantic
smoothness within the local block. If we directly restrict the



pixel-wise similarity between the adversarial patch and its
benign patch region, the adversarial pattern cannot explicitly
capture the neighboring contexts for keeping smoothness and
it will also severely limit the pattern diversity.

Spectral Homogeneous Constraint

In addition to the spatial constraint, the adversarial patch
should also share similar frequency characteristics to the be-
nign image in the spectral domain to keep the same image
structure/textures/style. To transform the image/patch into
the spectral domain, we utilize Discrete Cosine Transform
(DCT) (Ahmed, Natarajan, and Rao 1974) to express a finite
sequence of data points in terms of a sum of cosine func-
tions oscillating at different frequencies. The mathematical
definition of DCT on the image input v is:

N—-1N-1

Z vlu,n]

T 1 T 1

N(m + 2)k)cos(N(n + 2)[),
where [k, ] is the entry of DCT coefficients D(v), v[u, n] is
the value on the coordinate (u, n) of image v. N is the size
of the block. The DCT operation is lossless.

After obtaining the frequency representations, we consider
two kinds of spectral constraints: 1) explicitly restricting the
local spectral distance between the adversarial patch and its
benign patch region, which is easy to implement. 2) implicitly
restricting the global spectral distance between the adversar-
ial patch and the entire image. We choose to constrain the
global spectral similarity by minimizing their quantization
loss via image compression operation (Skodras, Christopou-
los, and Ebrahimi 2001; Wallace 1991). The core idea is,
for an image containing regions (including the adversarial
patch) of varying quality, compressing the entire image will
affect each quality region differently, resulting in different
information loss in different spectral frequencies. Restricting
the adversarial patch having the same frequency loss as other
regions of the image could prompt the spectral homogeneity
for improving the stealthy. This frequency loss is formulated
via a common complete quantization-dequantization process
as:

D)y ===C B 5

u=0

cos(

Qv,q) = LMJ - (6)

where g denotes the interval length, which decides the nearest
quantization point to serve as a quantizer, also called quality.
Intuitively, the larger of ¢, the smaller of the length of the set
of quantized values after quantization. This round operation
introduces the frequency loss for different regions according
to their quality. The compressed image can then be obtained
via lossless operation Inverse DCT as:

N—-1N-1

Dl(v)[u,n] = Z Z Q(Uv(I)[kvl]
u=0 n=0 (7)
w%%w+%mmm%m+%m.

Based on this, the overall spectral constraint is formulated
by a frequency-aware compression between the global image
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Physical-World Transformation
S Bag: Illumination, background motion (e.g., translation, scaling),
2

atch motion (e.g., translation, scaling), camera pose (e.g., rotation)

Figure 3: Our designed physical-world transformation en-
sures that the patch is simulated to be changed in the realistic
fabric (e.g., deformation and orientation changes) due to a
person’s movements.

and adversarial patch with additional local constraint as:
1 c
Lopectrat == S (DrQ(D(©)) = Di@QDEN)? g,
+AMD(v©m) - D(p))?,

where c denotes the number of channels, ) is weight.

Physical-World Transformations

Introducing the digital attack into the physical world poses
an additional challenge, as the perturbation must be strong
enough to withstand real-world distortions arising from vari-
ations in viewing distances and angles, lighting conditions,
camera limitations, and dynamic objects. Therefore, tradi-
tional visual transformations like Rotation, Scale (Athalye
et al. 2018) are not suitable. Based on these considerations,
we introduce physical-world patch transformations, which
transform both the adversarial patch and input image with
motion/camera-aware operations, and finally recompose the
entire scene, as shown in Figure 3. In more detail, starting
from a clean image and a given adversarial patch:

1. lllumination changes: We globally modify the image/-
patch by randomly altering saturation .S and value V' (from
HSV colour space) viav := a-v® + ¢,p’ = a-p° +c,
where a € 1 +0.05,b € 1 £0.3,¢c € +0.07.

2. Patch motion: We simulate motion and shape deforma-
tions by applying affine and non-rigid deformations to the
foreground patch. For the adversarial patch is placed at any
location within the image, we apply random rotation +30°,
scaling +15% and thin-plate splines deformations (Bookstein
1989) of £10% of the patch size.

3. Camera motion: We transform the background image us-
ing affine deformations to simulate camera view changes. We
apply here random translation, rotation, and scaling within
the same ranges as for the adversarial patch.



MF-Attack CroPA Anydoor Our Attack
Dataset LVIM SS EM CC| SS EM CC| SS EM CC | SS EM CC
[LaVA-15 | 0596 567 620 | 0812 74.6 83.1 | 0734 714 743 | 0.890 87.5 898
MS.COCO | MiniGPT4 | 0672 636 659 | 0794 683 780 | 0768 727 758 | 0.865 854 876
Flamingo | 0701 643 712 | 0831 82.5 854 | 0.806 78.0 829 | 0.859 847 87.1
BLIP-2 | 0.648 61.6 648 | 0826 822 849 | 0775 737 782 | 0.873 86.6 882
[LaVA-15 [ 0611 565 565 | 0839 829 835 [ 0795 778 816 | 0.874 853 87.0
VOavz | MiniGPT-4 | 0642 610 659 | 0.816 798 832 | 0831 823 823 | 0887 867 867
Flamingo | 0712 645 734 | 0848 817 856 | 0850 847 862 | 0.869 90.1 90.1
BLIP-2 | 0.687 615 718 | 0.841 820 853 | 0.834 825 839 | 0.862 84.5 86.8
LLaVA-15 | 0639 626 653 | 0827 784 834 | 0817 780 824 | 0.888 88.6 88.6
DALLE.3 | MiniGPT4 | 0690 651 718 | 0810 798 825 | 0829 818 843 | 0.873 854 882
Flamingo | 0744 659 732 | 0842 819 853 | 0842 829 829 | 0.895 89.1 89.7
BLIP-2 | 0715 647 727 | 0835 807 846 | 0.848 825 851 | 0.869 85.0 87.5

Table 1: Targeted attack performance comparison of existing LVLM attack method. Target text: “I don’t know”.

4. Patch/image merge: We finally compose the transformed
patch and image by blending the perturbed patch with the
perturbed image using Poisson matting (Sun et al. 2004).

By denoting the physical transformation as 7'(-), we ad-
versarially train the adversarial patch p’ to be robust to trans-
formation 7'(-) and against LVLMs fj as:

L:transfomn =2 - COS(g¢(f6 (vlv t))a 9o (y/))
— cos(gs(fo(T(v'), 1)), 94(y')),
where v/ = (1 —m) © v+ m O p/, gy is a lightweight pre-

trained text encoder to compute the textual semantic distance
with the consine similarity function.

®

Optimization by Querying LVLMs

Since the attackers are assumed to not access the LVLM’s
details, we need to estimate the gradient direction to update
A for perturbing the adversarial patch into a targeted-chosen
label by solely querying the LVLM model. We follow the
Monte Carlo estimation (James 1980) to employ a series of
random slight noises on the previously obtained adversar-
ial perturbation and scrutinizes whether these noises induce
alterations in the prediction, the average of these noise direc-
tions serves as the ultimate direction for further mutating the
perturbation. Specifically, we initialize a normalized uniform
distribution to add slight noise & on the patch p’. At the ¢-th
step, we define an indicator function ¢; to measure whether
the perturbation A can cause the attackers’ desired target
labels as:

pr = sign(cos(gs(fo(v',)),9s(¥")) = 7),  (10)

where sign(-) is the sign function, 7 is the threshold. We
estimate the updating direction by weighted averaging over
the K possible directions {8x }¥=K, and optimize § as:

K
% Dy PO
L .
17 Yker PrOkl |2

By iteratively optimizing the perturbations on the patch pat-
tern over 7' iterations using the aforementioned weighted
gradient estimation, we can obtain the final adversarial patch
p' = p+ A’ against LVLMs.

A=A+ (11)

Experiments
Implementation details

LVLM models. Following existing LVLM attack methods
(Shayegani, Dong, and Abu-Ghazaleh 2023; Bailey et al.
2023; Wang et al. 2023, 2024; Luo et al. 2024; Zhao et al.
2024), we conduct experiments on the same open-source
LVLM models including LLaVA-1.5 (Liu et al. 2024e),
MiniGPT-4 (Zhu et al. 2023a), Flamingo (Alayrac et al.
2022), and BLIP-2 (Li et al. 2023) for fair comparison.

Datasets. To accurately evaluate the attack methodologies,
we conduct experiments on three sources: MS-COCO (Lin
et al. 2014), VQAvV2 (Goyal et al. 2017), and DALLE-3
(Ramesh et al. 2022). We follow the existing works to con-
struct these three datasets. Specifically, we employ images
from the test sets of the MS-COCO and VQAV?2 to construct
two multimodal datasets. We also utilize captions from the
MS-COCO validation set as prompts to generate correspond-
ing images with DALLE-3 to form another dataset. For the
text input data, we follow the prompts used in previous work
(Luo et al. 2024) to build our text dataset.

Evaluation metrics. To evaluate the adversarial success of
the targeted attacks, we employ three kinds of metrics: a
semantic similarity (Zhao et al. 2024) is introduced to mea-
sure the distance between adversarial output and target text
(the larger the better); we also follow (Luo et al. 2024; Lu
et al. 2024) to exploit success rates “ExactMatch” and “Con-
ditionalContain” to assess the word-level overlap between
adversarial output and target text.

Basic setups. We employ Sentence-BERT (Reimers and
Gurevych 2019) as the text encoder to measure the LVLM’s
textual output with the adversarial target. We select three
widely used image-to-text tasks to evaluate our attack method,
i.e., Image Classification, Image Captioning, and VQA. Dur-
ing the gradient approximation, we allow 10k query numbers
in total. The general target label in almost all our experiments
is set to text “I don’t know”; Various other target labels are
also experimented in the latter section. We set the hyper-
parameter A as 0.1. In Equation (10), we use 7 = 0.55 to
determine the direction of gradient predictions for each slight
noise 8. We impose € = 16/255 as the constraint for A.
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Target Text [ LVLM | SS EM CC
LLaVA-1.5 | 0.852 829 86.7

“I want to destroy the | MiniGPT-4 | 0.838 829 82.9
whole world together” Flamingo | 0.834 78.0 85.4
BLIP-2 | 0841 823 846

p ore i LLaVA-15 | 0.837 80.5 87.8
anm Sorry, Iere 1S 0| nrniGPT-4 | 0.815 81.3 84.4
object you mentioned, Flamingo | 0.817 80.5 83.8
so I cannot answer” BLIP-2 0.809 77.8 80.2
LLaVA-15 | 0.886 875 89.6

“A photo of a car | MiniGPT-4 | 0.853 850 850

p Flamingo | 0.852 84.4 87.1
BLIP-2 | 0.865 854 87.8

P . LLaVA-15 | 0.849 81.7 882
The view from the top |\ .GpT4 | 0841 834 853
of ahill overlooking | “gy. inoo | 0.824 798 84.5
the mountains BLIP-2 | 0.836 835 84.0

Table 2: Attack performance on various-type target labels of
different lengths conducted on the MS-COCO dataset.

Target Text LVLM SS EM CC
LLaVA-1.5 | 0.805 75.7 83.4

“I don’t know” MiniQPT—4 0.792 723 80.0
Flamingo | 0.778 71.5 79.6

BLIP-2 0.791 73.1 81.2

LLaVA-1.5 | 0.769 713 759

“l want to destroy the | MiniGPT-4 | 0.737 69.9 75.2
whole world together” | Flamingo | 0.744 71.0 75.8
BLIP-2 0.753 70.7 774

Table 3: Attack performance in the physical world.

Attack Performance

Digital attack evaluation. We first conduct a comprehensive
evaluation of four LVLM models across three digital datasets,
as shown in Table 1. Here, we conduct three existing open-
source LVLM attackers as baseline models for comparison:
MF-Attack (Zhao et al. 2024), CroPA (Luo et al. 2024), and
Anydoor (Lu et al. 2024). We select the target text “I don’t
know” to avoid the inclusion of high-frequency responses.
All the performance is averaged on the three tasks. From
this table, we can find that: (1) existing LVLM attackers
achieve relatively worse adversarial performance as they fail
to design explicit optimization objectives to update the noise.
(2) Since we directly approximate the gradients along the
optimal direction, our attack consistently achieves the best
performance on all models and datasets.

To demonstrate that the effectiveness of the proposed at-
tack is not constrained to the specific case of the target text
“I don’t know”, we extend our evaluation to various other
target texts. The experiment includes a selection of text with
varied length and usage frequency as shown in Table 2. We
can observe that our attack can also achieve significant attack
performance on long/specific target text though the output
similarity differs for different targets, demonstrating the scal-
ability and generalization-ability of our attack.

Physical attack evaluation. We then conduct a physical eval-
uation of our proposed attack across four LVLM models, as
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Figure 4: Examples of our physical-world attacks.

Defense Method | Attack Method SS EM CC
ME-Attack 0.596 56.7 62.0

No Defense CroPA 0.812 746 83.1
Anydoor 0.734 714 743

Our Attack 0.890 87.5 89.8

ME-Attack 0.527 343 429

RandomTransform CroPA 0.732 658 744
Anydoor 0.675 61.6 659

Our Attack 0.847 82.5 85.0

Table 4: Attack performance on LLaVA-1.5 model and MS-
COCO dataset against transformation-based defenses.

shown in Table 3. Here, we print and paste our generated ad-
versarial patches in the real world and exploit the camera to
capture corresponding 100 adversarial images. All the perfor-
mance is averaged on the three tasks i.e., Image Classification,
Image Captioning, and VQA. From this table, we can find
that: although our physical attack performance is relatively
worse than our digital attack performance (in Table 1), it still
achieves effective targeted attacks. We also show some visu-
alizations of physical attacks in Figure 4, where our printed
patches are imperceptible within the backgrounds.

Robustness to Potential Defenses

We investigate the robustness of our proposed attack method.
As shown in Table 4, we first report the attack performance
on the LLaVA-1.5 model and MS-COCO dataset against
the traditional transformation defense strategy (Athalye et al.
2018). It indicates that existing LVLM attackers are not robust
to these transformations and their performances degenerate
a lot. Instead, since we utilize adversarial learning strate-
gies to train our adversarial pattern to be robust to potential
real-world transformations, our attack achieves much better
performance against transformation-based defenses.

Then, we implement detection-based defenses to investi-
gate the robustness of our proposed adversarial patch where
we also conduct patch-based attack Anydoor (Lu et al. 2024)
for comparison. As shown in Table 5, three popular patch-
aware defenses are implemented: PatchCleanser (Xiang,
Mabhloujifar, and Mittal 2022) uses certifiable defense against
adversarial patches; Jedi (Tarchoun et al. 2023) employs
entropy-based strategy to distinguish the patch and its neigh-
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Figure 5: Visualization illustrating the stealthy and robustness of adversarial patches generated by Anydoor and our attack.

ASR against Defense | PatchCleanser  Jedi JPEG
Anydoor 72.6% 31.8% 27.9%
Our Attack 86.2% 80.7% 78.4%

Table 5: Attack performance on LLaVA-1.5 model and MS-
COCO dataset against patch-aware detection-based defenses.

Component Variant SS EM CC
32 x 32 0.815 80.7 834

Patch Size 64 x 64 0.861 843 87.6

128 x 128 | 0.890 87.5 89.8

256 x 256 | 0.898 869 91.2

Noise 0.898 88.2 90.0

Patch Pattern Cat 0.886 86.8 89.4
Dog 0.890 87.5 89.8

Table 6: Ablation studies of the design of adversarial patch
on LLaVA-1.5 model and MS-COCO dataset.

bor pixels; JPEG (Bianchi and Piva 2012) identifies abnormal
patches by compressing the entire image and searching the
affected region with different quality. Compared to the Any-
door attack, our attack introduces effective spatial-spectral
homogeneous constraints, thus achieving better robustness
in this table. We also provide more visualization of these
detection-based defenses in Figure 5, where our generated
adversarial patches have much better appearance smoothness
and latent consistency than the previous Anydoor attack. Our
adversarial patch is also more natural and imperceptible.

Ablation Study

Investigation on the patch design. We first conduct ablation
studies on the LLaVA-1.5 model and MS-COCO dataset to
investigate the patch design in Table 6. We can find that a
larger size will lead to better attack performances due to its
more pixel-wise perturbations. A 128 x 128 patch size is al-
ready effective enough to provide a good attack performance,
therefore, we choose 128 x 128 in most our experiments.
Loss function. We conduct the ablations on different loss
combinations in Figure 6.
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Figure 6: Ablations on different loss combinations.

Metric MF-Attack CroPA  Anydoor  Ours
GPU Time 29min 14min Smin 7min
GPU Memory 35GB 26GB 22GB 20GB

Table 7: Analysis on attack complexity and efficiency.

Complexity analysis. As shown in Table 7, although our
attack is implemented in a more challenging physical-world
setting, it is still efficient and costs competitive resources.

Conclusion

In this paper, we introduce a new LVLM attack setting, i.e.,
physical-world attack, where the attackers solely have access
to the image camera and have no prior knowledge of LVLMs’
details. We propose a novel printable adversarial patch de-
sign with adversarial homogeneous constraints in both spa-
tial and spectral domains to improve the patch stealthily. A
realistic transformation strategy is further devised to syn-
thesize the physical patch variations. Extensive experiments
are conducted on both digital and physical attack settings,
demonstrating the effectiveness of our attack.
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