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Abstract

Despite the tremendous success of neural networks, benign
images can be corrupted by adversarial perturbations to de-
ceive these models. Intriguingly, images differ in their attack-
ability. Specifically, given an attack configuration, some im-
ages are easily corrupted, whereas others are more resistant.
Evaluating image attackability has important applications in
active learning, adversarial training, and attack enhancement.
This prompts a growing interest in developing attackability
measures. However, existing methods are scarce and suffer
from two major limitations: (1) They rely on a model proxy
to provide prior knowledge (e.g., gradients or minimal per-
turbation) to extract model-dependent image features. Unfor-
tunately, in practice, many task-specific models are not read-
ily accessible. (2) Extracted features characterizing image at-
tackability lack visual interpretability, obscuring their direct
relationship with the images. To address these, we propose
a novel Object Texture Intensity (OTI), a model-free and
visually interpretable measure of image attackability, which
measures image attackability as the texture intensity of the
image’s semantic object. Theoretically, we describe the prin-
ciples of OTI from the perspectives of decision boundaries
as well as the mid- and high-frequency characteristics of ad-
versarial perturbations. Comprehensive experiments demon-
strate that OTI is effective and computationally efficient. In
addition, our OTI provides the adversarial machine learning
community with a visual understanding of attackability.

Code — https://github.com/chinaliangjiaming/OTI

1 Introduction

Deep neural networks (DNNs) are playing a growing role
in critical sectors, yet carefully crafted adversarial pertur-
bations (Szegedy et al. 2013) by adversaries can easily
fool them, which incur significant threats. Hence, robust-
ness analysis has long been a central theme in adversarial
machine learning.

Robustness analysis (Liu et al. 2025) from a model-
centric perspective has evolved over many years, spanning
formal robustness certification (Zhang et al. 2024a), robust-
ness evaluation (Yan et al. 2024), robust architecture de-
sign (Xu et al. 2025), and adversarial defense (Liu et al.
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Figure 1: Measuring image attackability by object texture in-
tensity (values in the second row). The third and fourth rows
are Grad-CAM visualizations of benign images and adver-
sarial examples under BSR attack (surrogate: R50, target:
D161). The last two rows show the predicted labels of ad-
versarial examples and the predicted probabilities of the true
class for both benign images and adversarial examples.

2025). In contrast, recent work (Raina and Gales 2023) pro-
poses a novel robustness concept called image attackability
from a sample-centric viewpoint. Unlike the traditional fo-
cus on evaluating neural network robustness, this idea aims
to assess the robustness' of benign images against adver-
sarial perturbations. In defense applications, image attack-
ability evaluation helps identify the most informative im-
ages for active learning, select the most vulnerable images
for efficient generation of adversarial examples for adver-

"Higher robustness implies lower attackability and lower vul-
nerability. These three terms are interchangeable in this paper.



sarial training (Madry et al. 2017), and construct effective
subsets for debiasing (Zhu et al. 2025). In attack applica-
tions, attackability evaluation enables more effective attacks
by selecting the most vulnerable images. Furthermore, un-
derstanding image attackability can deepen our insight into
the effectiveness of adversarial perturbations and thus ad-
vance the adversarial machine learning community.

Unfortunately, existing image attackability measures are
scarce and face two major limitations: (1) Model-dependent.
IAARS (Raina and Gales 2023) relies on a model proxy to
train an image attackability discriminator and leverages its
generalization capability to assess the attackability of un-
seen images on unseen models. ZGP (Karunanayake et al.
2025) measures image attackability as the proportion of ele-
ments in the gradient of the proxy’s loss with respect to the
input whose absolute values are below a specified thresh-
old. Both methods require a trained model proxy, which
is often infeasible in many practical scenarios, especially
where public models are not readily available (e.g., in the
field of medical imaging) and the cost of training models
is prohibitively high. Ideally, image attackability measures
should work based only on the intrinsic attributes of the
image itself and the task. (2) Visually uninterpretable. Fea-
tures characterizing image attackability extracted by existing
methods lack visual interpretability for humans. IAARS en-
codes these features into the neural-network discriminator,
and ZGP utilizes gradients. It is difficult to establish a visual
connection between the extracted features and the image it-
self. Therefore, we aim to develop a model-free and visually
interpretable image attackability measure.

Empirical results on visual tasks suggest that the smaller
the semantic object (Fan et al. 2021) and the weaker the tex-
ture intensity, the more attackable the image. We explain
these phenomena from the perspective of decision bound-
ary (Yan et al. 2024) and the mid- and high-frequency na-
ture (Wang et al. 2020) of adversarial perturbations. From
the perspective of decision boundary, smaller semantic ob-
jects and weaker textures make images difficult to classify.
As a result, their degradation vectors are greater and these
images are closer from the decision boundary, leading to
greater attackability. From the perspective of frequency do-
main, since adversarial perturbations are generally believed
to rely heavily on mid- and high-frequency components,
stronger semantic textures safeguard images against the ad-
verse impact of the mid- and high-frequency components of
adversarial perturbations and thus contribute to improved ro-
bustness.

Accordingly, we propose a novel Object Texture Inten-
sity (OTI) measure, which quantifies image attackability by
the sum of absolute texture values within the semantic ob-
ject region, as shown in Figure 1. A lower OTI suggests a
smaller semantic object and weaker texture intensity, indi-
cating greater attackability. Extensive experiments demon-
strate that OTI can effectively distinguish the image attacka-
bility across various advanced attacks, diverse domains, dif-
ferent tasks, varying dataset sizes, in both defense and non-
defense scenarios, and across different configurations. The
main contributions are summarized as follows:
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* To the best of our knowledge, this is the first work to
reveal the relationship between the texture intensity of
semantic objects and image attackability.

* We describe the relationship from the perspectives of de-
cision boundary theory as well as the mid- and high-
frequency nature of perturbations.

* Based on this relationship, we propose a novel image at-
tackability measure, Object Texture Intensity (OTT). This
is the first model-free and visually interpretable measure.

* Our OTI provides a visual reference for human under-
standing of image attackability. Extensive experiments
demonstrate that although OTI is model-free and sim-
ple, it is highly effective across different tasks, various
attacks, and diverse configurations.

2 Related Work

In this section, we provide a comprehensive review of ad-
versarial attacks and robustness analysis.

2.1 Adversarial Attacks

Adpversarial attacks (Szegedy et al. 2013) refer to the process
of applying imperceptible perturbations to benign samples to
induce decision deviations in the model. In the current land-
scape, according to the source of perturbations, adversarial
attacks are generally classified into three major categories:
gradient-based, query-based, and generation-based attacks.

Gradient-based attacks exploit the input gradients of the
loss to carry out gradient ascent, thus disrupting the model’s
decision. In the white-box settings, access to the full gradient
information of the model enables nearly perfect attacks (Ku-
rakin, Goodfellow, and Bengio 2018; Dong et al. 2018). In
the black-box settings, adversaries typically exploit the ad-
versarial transferability, whereby adversarial examples ef-
fective on one model are likely to succeed on other mod-
els. To improve transferability, transformation-based strate-
gies (Lin et al. 2024; Liang and Pun 2025), model-related
strategies (Ma et al. 2024), ensemble-based strategies (Chen
et al. 2024; Tang et al. 2024), gradient-optimization strate-
gies (Wang et al. 2024a), and objective-optimization strate-
gies (Zhou et al. 2018; Li et al. 2023) are employed.

Query-based attacks rely solely on the outputs of the tar-
get model and iteratively update the perturbation until the at-
tack succeeds or the query budget is exhausted. According to
the type of output returned by the target model, query-based
attacks can be categorized into decision-based and score-
based attacks. Decision-based attacks (Wang et al. 2025b)
only have access to the predicted class label, whereas score-
based attacks (Reza et al. 2025) can access the predicted
probability distribution.

Generation-based attacks employ neural-network genera-
tors to craft adversarial examples. These generators are typ-
ically trained to either increase the output loss of a surrogate
model (Li et al. 2024) or to shift its intermediate feature rep-
resentations (Li, Ma, and Jiang 2025).

This paper will evaluate the proposed measure under the
aforementioned various advanced adversarial attacks.
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Figure 2: Illustrations of how semantic object area ratio and texture intensity affect the robustness of benign samples. DeCoWA
is used as the attack with R50 as the surrogate model. The target model is D161 in (a) and is SwinT in (b).

2.2 Model-Centric Robustness Analysis

Conventional studies on adversarial robustness primarily fo-
cus on a model-centric perspective.

Formal robustness certification (Zhang et al. 2024a) uses
formal methods to mathematically prove whether a neural
network satisfies certain robustness properties.

Robustness evaluation relies on empirical methods to es-
timate a model’s robustness. Representative approaches in-
clude evaluating the model’s accuracy under selected adver-
sarial attacks (Xie et al. 2025) and estimating the geometric
distance between a sample and the model’s decision bound-
ary (Yan et al. 2024).

Robust architecture design (Xu et al. 2025) explores how
architectural choices affect model robustness, seeking struc-
tural variations that improve robustness even under standard
training.

Adversarial defenses focus on arming models with
carefully designed mechanisms to withstand adversarial
threats. Representative strategies encompass adversarial
training (Liu et al. 2025), input purification (Song et al.
2024), randomized smoothing (Chaouai and Tamaazousti
2024), and adversarial detection (Li, Angelov, and Suri
2024).

2.3 Sample-Centric Robustness Analysis

Unlike model-centric robustness analysis, recent studies re-
consider from a sample-centric perspective. They aim to find
measures for estimating image attackability. It is promising
in active learning, adversarial training, and sample selection-
based efficient attacks. It mainly includes two types: (1)
evaluating the attackability of benign samples and (2) pre-
dicting the transferability of adversarial examples. ET (Levy
et al. 2024) utilizes multiple surrogate models to approx-
imate the expected transferability of adversarial examples.
IAARS (Raina and Gales 2023) measures the attackabil-
ity of benign samples as the smallest perturbation required
to change the prediction of the model proxy. They use a
given dataset and model proxy to train a neural-network
discriminator. Then, they utilize the discriminator to eval-
uate the attackability of unseen images on unseen models.
ZGP (Karunanayake et al. 2025) measures the attackability
as the element ratio in the image gradients of the proxy’s
loss, whose absolute value is below a certain threshold.
However, ET, IAARS and ZGP are model-dependent.
Moreover, the attackability features they extract cannot be
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directly linked to the image itself in a visually interpretable
manner. To address these, this paper aims to develop a
model-free and visually interpretable attackability measure.

3 Methodology
3.1 Problem Definition

Given an image set D = {(z,y) € X x Y}, where X and Y
represent the image space and label space, respectively, for a
target model M and an attack A, we aim to find a model-free
and visually interpretable measure ¢*(x) that satisfies

[{(z,y) € Da(9)|M(A(x)) # y}|

¢* = arg m;?x

in contrast to the conventional model-dependent one
¢*(x, M"). Here, |-| indicates the cardinality of a set. D, (¢)
is the top-a subset of attackable images from the set D,
sorted according to the measure ¢. 0 < a < 1 is the sam-
pling rate (SR). For convenience, we define the objective
function in Equation 1 as r(D,(¢), M, A).

However, optimization problem 1 is intractable, and we
thus relax it to a more solvable problem as below

¢ =0,

2
S.t. I'(Da (¢), M, A) — r(Da((brandom)a M, A) > 1, @)

where @random 1S the random evaluation strategy, and 7 is the
acceptable threshold for the attack success rate (ASR) gain.

3.2 Motivation

Comprehensive empirical studies across various attacks,
tasks, datasets, and other configurations reveal that two types
of images tend to be more attackable:

1) Images with smaller semantic object area;
2) Images with weaker textures and lower contrast.

Mlustrative examples based on the DeCoWA attack (Lin
et al. 2024) are presented in Figure 2. For the harp class,
images that resist adversarial perturbations typically have
larger harp objects than those that are successfully attacked.
In the case of sturgeon class, low-contrast and weak-
texture images taken underwater are generally more attack-
able compared to clearly captured images taken above wa-
ter. Motivated by these two sample-intrinsic and human-
perceivable trends, we propose the following measures.
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Figure 3: Comparison of overall pipelines between conventional methods and our proposed method.

3.3 Object Texture Intensity

We quantify the first trend using the Object Area Ratio
(OAR), which indicates the proportion of the image area oc-
cupied by task-relevant objects. OAR is formally defined as

OAR (X H>xW)y — |lobject(z)||1.  (3)

1
CxHxW
Here, the function object(-) is a binarization function that
converts the input z into a single-channel object segmenta-
tion map. It is worth noting that object(-) can be realized by
semantic segmentation or salient object detection (Liu et al.
2021) networks, gradient activation maps (Selvaraju et al.
2017), other coarse annotations, or precise manual labels, as
long as it produces an approximately correct binarized ob-
ject segmentation map.

For the second trend, we quantify it using Image Texture
Intensity (ITI), which indicates the sum of absolute texture
values in an image. ITI is formulated as

1

ITI(x(CXHXW)) T OxXHXW

where f denotes a texture extraction operator and * denotes
the convolution operation. While the choice of f is flexi-
ble, we find that the Sobel operator (Gonzales and Wintz
1987) suffices to effectively differentiate image attackabil-
ity. To expose the intrinsic relationship between texture in-
tensity and attackability, as well as improve computational
efficiency, we adopt the Sobel operator as f in this work.

OAR and ITI measure distinct aspects of an image. By
integrating both, we can better leverage their complementary
properties to construct a stronger measure, Object Texture
Intensity (OTI), which quantifies the texture intensity of the
semantic object in an image. OTI is formulated as

OTI(z) [lobject(z) © (f *x)|[r, (5)

1
T OxHXxW

where ® denotes the Hadamard product. Figure 3(b) illus-
trates a complete pipeline of OTL.
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Figure 4: Illustration explaining the effectiveness of OTI
based on model decision boundaries.

3.4 Explanation of the Measure

In this section, we explain OTT’s effectiveness from the per-
spectives of decision boundaries as well as the mid- and
high-frequency characteristics of adversarial perturbations.

Explanation based on decision boundaries. In the model-
centric robustness analysis, it is widely believed that a pri-
mary source of model vulnerability is the small input mar-
gin (Elsayed et al. 2018; Yan et al. 2024), where the deci-
sion boundary is too close to the input sample, making the
model susceptible to even minor perturbations. Shifting to
a sample-centric perspective, as illustrated in Figure 4, at-
tackable samples can be pushed across the decision bound-
ary with only a few steps of perturbation, whereas robust
samples require significantly more steps. Thus, the image
attackability can essentially be characterized by the image’s
distance to the decision boundary. Going a step further, a
robust image can be converted into a vulnerable counter-
part by a degradation vector. Applying certain transforma-
tions to a robust image can bring it closer to the decision
boundary, thereby increasing its attackability. For example,
downscaling the semantic object reduces the amount of dis-
criminative information and lowers the signal-to-noise ra-
tio (Pawlowski et al. 2019), bringing the sample closer to
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Figure 5: ASRs under varying sampling rates « in cross-model untargeted attacks. The surrogate models are ResNet-50 (top
row) and ViT-B/16 (bottom row). The x-axis represents the target models, with the last one indicating the average.

the decision boundary. Likewise, image blurring leads to the
loss of high-frequency components (Zhang et al. 2024b),
which also moves the sample closer to the decision bound-
ary. Therefore, OTI essentially estimates a relative degrada-
tion vector based on the object size and image texture, which
in turn approximates the distance to the decision boundary.
A lower OTI indicates a larger degradation vector, meaning
the sample lies closer to the decision boundary and is thus
more attackable.

Explanation based on mid- and high-frequency charac-
teristics of adversarial perturbations. The mid- and high-
frequency components are generally considered to con-
tain higher energy in adversarial perturbations (Wang et al.
2020), especially the recent study (Chen et al. 2025) that
highlights a positive correlation between high-frequency
components and attack performance. OTI quantifies the in-
tensity of semantically relevant mid- and high-frequency
information. A lower OTI suggests that the image con-
tains fewer mid- and high-frequency components, making
it less capable of resisting the high-energy mid- and high-
frequency components of adversarial perturbations, and thus
more attackable.

In summary, from the perspective of decision boundaries,
OTI characterizes the magnitude of the degradation vector.
From the frequency-domain perspective, OTI reflects the
amount of semantically relevant mid- and high-frequency
components. An image’s attackability to adversarial pertur-
bations can thus be inferred from its semantic object size and
the intensity of its texture. In this way, we establish a visual
connection between an image and its attackability.

4 Experiments and Results
4.1 Setup

Datasets. To evaluate our OTI on sets of different scales,
we adopt the large-scale ImageNet Validation dataset (Deng
et al. 2009) and a small-scale subset of 1, 000 images for nat-
ural image classification. Additionally, to assess OTI across
different tasks and domains, we use Kvasir-SEG (Jha et al.
2019) for gastrointestinal polyp segmentation.

Evaluation benchmarks. Diverse advanced attacks from
various strategies are adopted as benchmarks, includ-
ing gradient-optimization methods ANDA (Fang et al.
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2024) and GI-FGSM (Wang et al. 2024a), transformation-
based methods SIA (Wang, Zhang, and Zhang 2023) and
BSR (Wang et al. 2024b), objective-optimization method
ILPD (Li et al. 2023), model-related method MA (Ma
et al. 2024), ensemble-based methods Ens (Liu et al.
2016), AdaEA (Chen et al. 2023), SMR (Tang et al.
2024), and CWA (Chen et al. 2024), query-based methods
ADBA (Wang et al. 2025a), TtBA (Wang et al. 2025b), and
methods specifically designed for targeted attacks SU (Wei
et al. 2023), Logit Margin (Weng et al. 2023), CFM (Byun
et al. 2023) and FFT (Zeng, Chen, and Peng 2024).

Models. Single surrogate models used are ViT-B/16 and
R50. Ensemble surrogate models used include E;:{R18,
R50, R101}, Eo:{MV2, IncV3, BeiT-B/16}, and E3:{ViT-
S/16, ViT-S/32, ViT-B/32}. Undefended target models in-
clude R152, D161, IncRes-V2, ConvNeXt-B, Swin-B, BeiT-
B/16, XCiT-S, and Poolformer. The defended adversarially
trained models include ConvNeXt-B + ConvStem (Singh,
Croce, and Hein 2023), ViT-B + ConvStem (Singh, Croce,
and Hein 2023), ConvNeXt-B (Liu et al. 2025), SwinT-
B (Liu et al. 2025), RaWideR101-2 (Peng et al. 2023), and
ConvNeXtV2-L + Swin-L (Bai et al. 2024). The target mod-
els used for segmentation include: U-Net, UNet-CCT, UNet-
URPC, MWCNN, ATTU-Net, and ResU-Net. The experi-
mental results are organized by default in the same order as
presented here.

Metrics. For classification tasks, we use attack success
rate (ASR) as the metric, defined as the proportion of suc-
cessfully attacked samples over the total number of samples.
For segmentation tasks, we adopt the precision, Fl-score,
and IoU as metrics. Given a sampling rate « for vulnerable
images, a higher ASR or lower precision, F1-score, and IoU
suggest that OTI achieves more accurate identification and
thus demonstrates a stronger capability in evaluating image
attackability. Experiments are conducted on NVIDIA A100
Tensor Core GPU, and the results reported are based on a
single run.

Details of Implementation. For the ImageNet validation
dataset, where the semantic and salient objects largely over-
lap, we use the saliency detector VST (Liu et al. 2021) as
the object segmenter. For Kvasir-SEG, we simply use the
manually annotated groundtruth as the segmentation map.



100

90

ASR (%)
TN
ISR=R=R=R=)

(a) Ens (ICLR'17) (b) AdaEA (ICCV'23)

(¢) SMER (CVPR'24) (d) CWA (ICLR'24)

= ASR@SR=100% (equivalent to random sampling) = Gain@SR=70% vs 100% = Gain@SR=40% vs 70% ™ Gain@SR=10% vs 40%

Figure 6: ASRs under varying sampling rates « in ensemble-based attacks. The x-axis represents the target models, with the

last one indicating the average.

50 50 50
_s Zs _s
(a) ANDA (b) GI-FGSM (¢) BSR
50 50 50
Zs s Zs
(d) SIA (¢) ILPD () MA
—%—SR=10% —@—SR=40% —@—SR=70% —@— SR=100%
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adversarially trained models. The first surrogate model is at
the top of the hexagon, with others arrange clockwise.

4.2 Evaluation of Robustness Discrimination

Under single-surrogate untargeted attacks. In this ex-
periment, we evaluate OTI under single-surrogate untargeted
attacks. Specifically, we rank the 50K benign images from
the ImageNet Validation dataset by OTI, and select the top-
« most attackable images. These images are then used to
craft adversarial examples on the surrogate model, which
are transferred to attack black-box target models. We report
ASRs across varying « values. For comparison, we also re-
port ASRs of the random sampling strategy (equivalent to
OTI-based sampling of & = 100%). A larger ASR gap be-
tween OTI-based and random sampling at different sampling
rates indicates better performance of OTI. We select 6 ad-
vanced benchmarks. The surrogate model and target mod-
els are as described in the Setup. The perturbation budget is
Lo = 10/255. The results are illustrated in Figure 5. Ex-
perimental results show that images selected at lower sam-
pling rates achieve higher ASRs. At o = 10%, the average
ASR improves by 13.39% compared to random sampling,
demonstrating OTI’s effectiveness.

Under single-surrogate targeted attacks. This experi-
ment evaluates OTI to identify image attackability to tar-
geted attacks, following a process similar to that used for
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Figure 9: The query-based perturbation norm required for
samples at different sampling rates. Each group corresponds
to a target model. With each group, the 10 bars represent
sampling rates ranging from 10% to 100% in 10% intervals.

untargeted attacks. The surrogate model is R50 and the per-
turbation budget is Lo, = 16/255. The results shown in
Figure 8 indicate that, despite the increased difficulty of tar-
geted attacks, subsets selected based on OTI achieve higher
ASRs. On average, at & = 10%, OTI-based sampling im-
proves the ASR by 6.79% compared to random sampling.

Under ensemble-based untergeted attacks. This experi-
ment investigates OTI to evaluate attackability to ensemble-
based attacks. Four advanced ensemble-based benchmarks
and three ensemble surrogate models are as described in
Setup. The perturbation budget is Lo, = 10/255. Exper-
imental results presented in Figure 6 indicate that OTI is
also effective in evaluating image attackability to ensemble-
based attacks, achieving an average improvement of 13.55%
over random sampling at o = 10%.
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On attacking adversarially trained models. In the above
experiments, target models are all undefended. To test OTT’s
performance on defended models, we use R50 as the sur-
rogate model and evaluate on six advanced adversarially
trained models as described in Setup. Results in Figure 7
confirm that OTI reliably assesses image attackability even
with defenses. On average, OTI-based sampling achieves a
12.24% higher ASR than random sampling at o = 10%.

Query optimization in query-based attacks. Since OTI
effectively measures image attackability, more attackable
images require less perturbation. Intuitively, OTI-selected
vulnerable images need smaller perturbations. We evaluate
on two SOTA query-based methods with L., and Ly norms
respectively. The dataset used is the subset of ImageNet Val-
idation. Results in Figure 9 confirm our thoughts.

On attacking gastrointestinal polyp segmentation. Ex-
tensive experiments have shown OTI’s effectiveness in clas-
sification tasks. We further investigate whether OTI remains
effective in segmentation tasks with non-natural images, and
whether it performs well with a smaller dataset scale com-
pared to previous datasets of 50K and 1K images. To this
end, we test on the 200-image Kvasir-SEG dataset using
the MI-FGSM attack with a perturbation budget of L., =
4/255. The surrogate model is U-Net. The target models are
shown in Setup. Visualization results are shown in Figure 10,
with detailed data in Figure 12. Both confirm that OTI re-
mains effective in non-natural image segmentation tasks.

4.3 Ablation Study

This experiment aims to ablate OTI to explore the relation-
ship among OAR, ITI, and OTI. We use untargeted single-
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surrogate attacks as the benchmark. The results are shown
in Figure 9. It can be observed that in all cases, OTI out-
performs OAR and ITI, indicating that OAR and ITI are
complementary robustness features. Additionally, OAR gen-
erally outperforms ITI because OAR focuses on the quan-
tity of semantically relevant elements, while ITI consid-
ers global and possibly semantic irrelevant texture informa-
tion. OAR, ITIL, and OTT all significantly outperform random
strategy, demonstrating their effectiveness.

5 Conclusions and Limitations

This paper proposes OTI, a model-free and visually inter-
pretable measure for evaluating the benign image attackabil-
ity to adversarial perturbations. Our OTT aligns with human
intuition and performs well across various tasks, domains,
and data sizes. However, it is limited to image data, mak-
ing the development of similar measures for audio, text, and
other modalities a valuable future direction.
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