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Abstract

The rapid advancements in artificial intelligence have signif-
icantly accelerated the adoption of speech recognition tech-
nology, leading to its widespread integration across various
applications. However, this surge in usage also highlights
a critical issue: audio data is highly vulnerable to unau-
thorized exposure and analysis, posing significant privacy
risks for businesses and individuals. This paper introduces
an Information-Obfuscation Reversible Adversarial Exam-
ple (IO-RAE) framework, the pioneering method designed
to safeguard audio privacy using reversible adversarial ex-
amples. IO-RAE leverages large language models to gener-
ate misleading yet contextually coherent content, effectively
preventing unauthorized eavesdropping by humans and Auto-
matic Speech Recognition (ASR) systems. Additionally, we
propose the Cumulative Signal Attack technique, which miti-
gates high-frequency noise and enhances attack efficacy by
targeting low-frequency signals. Our approach ensures the
protection of audio data without degrading its quality or us-
ability. Experimental evaluations demonstrate the superior-
ity of our method, achieving a targeted misguidance rate of
96.5% and a remarkable 100% untargeted misguidance rate
in obfuscating target keywords across multiple ASR models,
including a commercial black-box system from Google. Fur-
thermore, the quality of the recovered audio, measured by the
Perceptual Evaluation of Speech Quality score, reached 4.45,
comparable to high-quality original recordings. Notably, the
recovered audio processed by ASR systems exhibited an error
rate of 0%, indicating nearly lossless recovery. These results
highlight the practical applicability and effectiveness of our
IO-RAE framework in protecting sensitive audio privacy.

Introduction
Deep neural networks (DNNs) have revolutionized numer-
ous domains due to their exceptional performance across
various tasks (Brown et al. 2020; Dosovitskiy et al. 2020;
Lin et al. 2024c, 2025b,a, 2024a,d,b). Among these, Auto-
matic Speech Recognition (ASR) has emerged as a critical
application and extensively integrated into many aspects of
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Figure 1: IO-RAE thwarts both human and machine eaves-
droppers through the adversarial noise and can recover the
original audio losslessly when authorized, ensuring secure
communication.

daily life (Han et al. 2020; Sainath et al. 2021; Ng et al.
2021). However, the rapid and unregulated expansion of
ASR technology has raised significant concerns regarding
privacy and security. Malicious commercial entities increas-
ingly exploit private voice recordings for profit-driven ob-
jectives, highlighting the urgent need to protect the integrity
of audio data.

Recent research utlized the Data Anonymization tech-
niques to protect user privacy by de-identifying or distort-
ing personal features in speech signals, preventing ASR
systems from extracting sensitive information. Chou et
al. (Chou et al. 2018) employed adversarial learning for
multi-target voice conversion, which effectively removes
speaker identity without the need for parallel data, facil-
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itating anonymization. Champion et al. (Champion 2023)
developed a framework that isolates speaker-specific infor-
mation by modifying acoustic features and embeddings.
Feng et al. (Feng et al. 2022) introduced domain-adaptive
noise injection, which preserves privacy while mitigating
the risk of identity disclosure. While these methods rep-
resent significant advancements in privacy protection, they
still face challenges. Malicious attackers can still extract
sensitive information using advanced DNNs, and the process
of anonymization often leads to a degradation in speech clar-
ity and intelligibility, limiting their practical applicability.

Given the limitations of existing anonymization methods,
more effective approaches are needed to balance privacy
protection and speech quality. In this paper, we apply Re-
versible Adversarial Examples (RAEs) (Liu et al. 2023) to
audio privacy protection: RAEs combine adversarial attacks
with Reversible Data Hiding (RDH) so that crafted pertur-
bations can mislead malicious DNNs and later be removed
by authorized users to fully restore the original audio. How-
ever, current RAE designs face two major challenges: (1)
enforcing imperceptible perturbations limits their obfusca-
tion power, leaving sensitive information accessible to hu-
man listeners (Yang et al. 2021; Zhao, Dua, and Singh 2017;
Elsayed et al. 2018); (2) RDH capacity constraints require
tight control of embedded data size, and creating adversarial
patches to cover critical content is especially hard for ASR
because locating key timestamps in audio is nontrivial (Chen
et al. 2024).

To address these issues, we propose the Information Ob-
fuscation Reversible Adversarial Example (IO-RAE) frame-
work (Fig. 1). IO-RAE uses alignment techniques to locate
sensitive timestamps and applies targeted voice attenuation
together with adversarial patches to those segments, improv-
ing obfuscation while preserving overall intelligibility. We
further employ Large Language Models (LLMs) (Radford
et al. 2018; Bai et al. 2025) to generate deceptive labels for
patches, making ASR transcriptions plausibly coherent, and
introduce Cumulative Signal Attack (CSA), a perturbation
optimization that reduces high-frequency harshness by ac-
cumulating signal energy into lower-frequency regions.

In summary, the main contributions of this paper are as
follows:

•We proposed the IO-RAE for audio privacy protection,
designed to prevent both human and machine eavesdroppers
from extracting key information from the protected audio.
To the best of our knowledge, this approach represents the
first application of RAE in the audio domain.

• We proposed an LLM-based target generation method
that replaces traditional predetermined targets and utilizes
the greedy algorithm to identify the optimal target. This
method preserves the coherence and plausibility of the sen-
tences while substantially enhancing attack efficacy.

• We proposed the CSA method for noise preprocess-
ing. CSA can smooth the harsh perturbations by suppress-
ing high-frequency signals and maintain the efficacy of the
attack by boosting low-frequency signals.

Background

Adversarial Attack

Adversarial attacks pose a fundamental threat to deep learn-
ing models, with their vulnerability validated across multi-
modal tasks. Szegedy et al. (Szegedy et al. 2013) first re-
vealed that imperceptible perturbations can significantly al-
ter the predictions of image classification models. Goodfel-
low et al. (Goodfellow, Shlens, and Szegedy 2014) then in-
troduced the Fast Gradient Sign Method (FGSM), a simple
yet effective one-step attack defined as:

xadv = x+ ϵ · sign(∇xℓ(x, y)), (1)

where x is the input, y the true label, and ϵ the perturbation
scale. Since then, numerous attacks (Zhao, Liu, and Larson
2021; Xiao et al. 2019; Dai et al. 2018) have extended be-
yond image tasks.

In the audio domain, Carlini and Wagner (Carlini and
Wagner 2018) pioneered targeted attacks by minimizing the
CTC loss (Graves et al. 2006) while constraining pertur-
bation magnitude, enabling adversarial speech to be tran-
scribed as arbitrary phrases. Later, Yakura et al. (Yakura
and Sakuma 2018) modeled environmental factors—such as
room acoustics and noise—for robust over-the-air attacks.
Qin et al. (Qin et al. 2019) introduced a psychoacoustic-
aware framework that leverages auditory masking to create
imperceptible yet effective adversarial audio, integrating hu-
man hearing models into the attack process.

Reversible Adversarial attack

Research on reversible adversarial attacks has primarily fo-
cused on the protection of image data, while their applica-
tion in the domain of audio data remains underexplored.
Liu et al. (Liu et al. 2023) first introduced the concept
of reversible adversarial attacks by combining reversible
data hiding techniques with adversarial examples, pioneer-
ing this novel attack methodology. Subsequently, Xiong et
al. (Xiong et al. 2023) extended this work by applying re-
versible adversarial attacks to black-box scenarios, incor-
porating ensemble modeling techniques to demonstrate the
potential of reversible adversarial examples across different
models. Meanwhile, Zhang et al. (Zhang et al. 2022) pro-
posed a method based on RGAN, which replaced reversible
data hiding techniques. Specifically, they efficiently gener-
ated adversarial examples through an attack encoder net-
work and reversed these examples effectively using a recov-
ery decoder network, achieving efficient restoration of im-
ages. Despite its outstanding performance in recovering the
original state of images, this method shows limited effec-
tiveness when applied to adversarial tasks against black-box
models. More recently, the DP-RAE framework (Zhu et al.
2024) improved attack success rates in black-box scenarios
through a Dual-Phase design. In this paper, we propose the
method that combines LSB (Kavitha, Koshti, and Dunghav
2012) with adversarial examples to achieve effective protec-
tion of audio data.
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Figure 2: An overview of the IO-RAE framework.

Proposed Method
Overview
In this section, we introduce the IO-RAE framework, which
generates adversarial perturbations through the CSA to ob-
fuscate critical information. As shown in Fig . 2, IO-RAE
consists of three components: LLM Target Generation, ad-
versarial perturbation creation through the CSA, and Re-
versible Perturbation Embedding and Recovery. Initially,
IO-RAE utilizes KeyBERT (Grootendorst 2020) to extract
key information from the correct transcription. These key-
words are then combined with prompts and fed into an LLM
to generate logically consistent replacement words. Subse-
quently, the Montreal Forced Aligner MFA (McAuliffe et al.
2017) technique aligns the text and audio to obtain corre-
sponding masks. Audio attenuation and perturbation gen-
eration are applied to these masked regions, with CSA to
enhance low-frequency. Finally, auxiliary information and
the perturbation matrix are embedded into the adversarial
audio, forming the IO-RAE. During the recovery process,
RDH extracts and decodes the perturbation matrix, effec-
tively removing the adversarial perturbations.

LLM Target Generation
Unlike methods that generate target phrases based on fixed
phrases or by maximizing word vector distance, we utilize
LLMs to generate candidate replacement words. This ap-
proach avoids the confusion caused by words with the far-
thest vector distances and enhances diversity in the gen-
erated phrases. We denote the target transcription as y =
{y0, y1, ..., yn}, where y is initially set as the correct tran-
scription and yi represents the ith word in the transcription.
To achieve the goal of quoting out of context, it is necessary
to identify a subset y∗ ⊆ y that can replace y and effec-
tively distort the original meaning. Therefore, we employ
KeyBERT to identify the most influential words in y to de-
rive y∗ and utilize LLM to generate candidate words. This
generates candidate words related to y∗. Moreover, the dif-
ficulty of misleading different classes in image recognition
tasks varies, a phenomenon also observed in ASR systems.

This variability is determined by the value of the loss func-
tion ℓ between the input and the target y:

ℓ (x, δ, y) = ℓCTC (f(x+ δ), y) , (2)

where δ represents the adversarial noise and x denotes orig-
inal audio. Therefore, we can conclude that there exists an
optimal replacement set y∗ among the numerous candidate
words that can mislead the ASR system at minimal cost. To
efficiently determine y∗, we employ a greedy algorithm to
identify the best replacement word for each position in y∗.
Subsequently, we use the timestamps for each word pro-
vided by the MFA to generate the positional mask M for
the perturbation δ. The overall algorithm is detailed in Al-
gorithm 1.

Algorithm 1: LLM Target Generation

Input: Original audio x.
Output: Output: Target transcription y, location mask M.
Initialize: y = f (x), y∗ = {}, L = {}, M← 0 [shape(x)]

1: Obtain the keywords: y∗ = KeyBERT(y);
2: Utilize MFA to align the x and y;
3: for i = 0→ len(y∗)− 1 do
4: Embedding y∗i into prompts;
5: Obtain the candidate lexicon cl: cl = LLM(prompts);
6: for j = 0→ len(cl)− 1 do
7: Replace y idx(y∗

i in y) with clj ;
8: Calculate the loss ℓ with Eq. 2;
9: Append ℓ to L;

10: end for
11: Find the index min with the smallest value in L;
12: Replace y idx(y∗

i in y) with clmin;
13: Get the start and end time of the y idx(y∗

i in y);
14: M [start : end] = 1;
15: end for
16: return y, M

The optimal target transcription y and the location mask
M found using the LLM and greedy-based concepts will be
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utilized in the subsequent CSA attack to generate targeted
perturbations.

Cumulative Signal Attack
Audio data storage is unique as even short audio segments
require extensive tensors for representation due to their high
sampling rates, resulting in substantial data volumes in the
full perturbation matrix. Given the constrained storage ca-
pacity of RDH technology, these perturbations must be com-
pressed prior to embedding. Consequently, in CSA, we uti-
lize composite sampling to reduce data size while preserving
attack effectiveness. Moreover, CSA combats overfitting in
audio attacks by preventing the generation of additional per-
turbations for words already successfully attacked and using
cumulative signals to soften harsh noises.

The CSA method first decays the original audio content
to ensure the imperceptibility of the protected material, then
applies a composite sample operation on the matrix to en-
sure that the compressed gradient matrix retains its adver-
sarial properties. Assuming the size of the composite sample
is s and the compressed matrix is Lc. The value of the ith
element in Lc can be expressed as:

Lc[i] =
i∗s+s∑
j=i∗s

∇xℓ(x, δ, y)j/s, (3)

then the CSA method replaces the original gradients in the
interval [i : i+ s] with the averaged compressed gradient
Lc[i]. This adjustment allows the perturbation to align with
the compressed gradients.

Subsequently, the CSA method optimizes the generated
perturbations by enhancing the low-frequency components.
After undergoing the Discrete Fourier Transform (Cooley
and Tukey 1965), the perturbation signal δ is represented in
the frequency domain as:

△(k) =
∑N−1

n=0 δ [n] e
−j 2πkn

N , (4)

and the frequency domain of the cumulative signal c corre-
sponding to δ is:

C(k) =
∑N−1

m=0δ[m]
(∑N−1

n=me−j 2πkn
N

)
, (5)

for each fixed m, one obtains:∑N−1
n=me−j 2πkn

N = e−mj 2πkn
N

∑N−1−m
n=0 e−j 2πkn

N . (6)

When N is sufficiently large, Eq. 6 can be approximated as:∑N−1−m
n=0 e−j 2πkn

N ≈ 1

1− e−j 2πk
N

, (7)

the relationship between C(k) and △(k) can be expressed
as:

C(k) ≈ △(k) · 1

1− e−j 2πk
N

. (8)

Thus, the cumulative operation on the perturbed signal en-
hances the low-frequency components while suppressing the
high-frequency components. The detailed derivation is pro-
vided in the Supplementary Material.

To prevent overfitting to specific words during the per-
turbation generation process, the CSA method evaluates the
attack success rate for each target replacement word before
each iteration, updating the success matrix S. If a word has
already been successfully attacked, no additional perturba-
tions are applied in subsequent iterations. The complete al-
gorithm is presented in Algorithm 2.

Algorithm 2: Cumulative Signal Attack

Input: Original audio x, target y, decay rate α, mask
M,Iteration I , unit noise ϵ, multiplicative factor t

Output: Adversarial audio xadv , noise matrix δ
Initialize: g0 = 0, x0

adv = 1
α ·x⊙M, CSA noise η = 0, δ ←

0[shape(x)], η ← 0[shape(x)], S←M, ϵ = ϵ · 1+α/5
100

1: for i = 0→ I − 1 do
2: yadv = f(xi

adv + η)
3: Verify if the attack succeeds on yadv
4: Update S based on the result of yadv
5: Calculate the loss for Eq. 2 and obtain gt+1

6: gt+1 = µ · gt + gt+1

∥gt+1∥2

7: Compress and update gt+1 using Eq. 3
8: δ = δ + ϵ · sign(M⊙ S · gt+1)

9: δ = Clipt·δ
δ (δ)

10: η = 1
α ·

∑N−1
m=0δ[m] ▷ Cumulative Signal

11: xi+1
adv = xi

adv + η
12: end for
13: return xadv, δ

Subsequently, the adversarial examples and their corre-
sponding perturbation matrices are employed in the next
phase to construct reversible adversarial audio attacks. No-
tably, to facilitate information encoding and reduce storage
overhead, the returned perturbation matrices correspond to
the original matrices δ prior to the cumulative signal opera-
tion.

Embed and Recover
In the IO-RAE framework, we implement RDH techniques
to embed additional data into adversarial examples. Initially,
the perturbation matrix generated by the CSA method is en-
coded. Specifically, the perturbations are sampled at inter-
vals of s, capturing the coefficients of the standard perturba-
tion ϵ, the message of ith element can be expressed as:

Mesi =

∑i∗s+s
j=i∗s δj

ϵ× s
. (9)

All valid perturbation matrices are sequentially traversed,
and their correspondi ng Mesi are aggregated to form Mes,
resulting in the perturbation data stream. This stream is then
combined with auxiliary information—including the start-
ing position of the perturbation, the standard perturbation
magnitude, and the decay rate. The final composite infor-
mation is embedded into the adversarial audio to ensure its
adversarial properties are preserved.

During the audio recovery phase, the embedded informa-
tion is first extracted using RDH technique. With the ex-
tracted Mes and auxiliary data, the perturbation matrix and
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its corresponding embedding positions are reconstructed in
reverse.Subsequently, the forward process of CSA is reap-
plied to the perturbed matrix to obtain the CSA noise η. Fi-
nally, the original audio is effectively restored by progres-
sively removing the perturbations from the adversarial au-
dio.

Experiments
Experiment setup
Datasets. We randomly selected 200 accurately transcribed
audio samples from each of Mozilla Common Voice (Ardila
et al. 2019), TIMIT (Garofolo et al. 1993), and LibriSpeech
(Panayotov et al. 2015) to validate the method’s effective-
ness across diverse data sources.
Environment. We used the widely adopted DeepSpeechV3
(Battenberg et al. 2017) as the primary target model due to
its relevance in speech recognition. For transferability evalu-
ation, we tested on Conformer (Gulati et al. 2020), Whisper
(Radford et al. 2023), Wenet (Yao et al. 2021), SenseVoice
(Gao et al. 2023), and Wav2vec (Baevski et al. 2020). All
experiments were implemented in PyTorch and conducted
on an NVIDIA A40 GPU.
Evaluation Metrics. To assess audio quality and intelli-
gibility, we used SNR, SISDR, STOI, and PESQ. For at-
tack effectiveness, we evaluated targeted success rate (TSR),
targeted word error rate (TWER), untargeted success rate
(USR), and untargeted word error rate (UWER).
Parameter Setting. We set unit noise ϵ to 1/5 and the mul-
tiplicative factor t to 15, implying each perturbation requires
only 5 bits. The composite sample size s was set to 2, bal-
ancing storage and effectiveness. Audio attenuation α was
set at 5 per 0.1 of maximum signal, capped at 30. The num-
ber of attack iterations I was fixed at 200. And for target
word generation, we employed Qwen2.5-VL-7B.

Attack and Recover ability
In this section, we demonstrate the performance of IO-RAE
in both attack and recovery on three major datasets: Com-
mon, TIMIT, and LibriSpeech, specifically targeting the
DeepSpeechV3 model. The evaluation dimensions primar-
ily include audio quality and attack performance.

Regarding attack performance, as shown in Table 1, IO-
RAE exhibits high target misleading capability across mul-
tiple datasets. Notably, on the LibriSpeech dataset, the TSR
reached 96.5%, while the TWER was only 0.21%, indicat-
ing minimal deviation between the transcription results and
the target output even when the target attack was not fully
successful. Therefore, the ASR system struggled to extract
accurate information from the adversarial audio. As depicted
in the Mel spectrogram (Stevens, Volkmann, and Newman
1937) in Fig . 3, the attacked audio regions were fully pro-
tected through CSA.

In terms of recovery, Fig . 3 visually illustrates that the
recovered audio was free from misleading perturbations
and perfectly restored to the clean sample state. Experi-
mental results in Table 1 further confirm that the recov-
ered audio exhibited exceptional quality in various tests,

with a PESQ score of 4.45, close to the theoretical maxi-
mum of 4.5, objectively validating the superiority of the re-
stored audio. Other critical audio quality metrics, such as
SNR, SISDR, and STOI, also showed significant improve-
ments. Re-transcription of the recovered audio using Deep-
SpeechV3 achieved a TSR of 0%, effectively restoring the
original information and proving the effectiveness and prac-
ticality of our method.

Source:
Common

Audio Quality Attack Performance
SNR SISDR STOI PESQ TSR TWER

IO-AE 1.8 -0.22 0.83 2.6 96.0 0.6
IO-RAE 1.8 -0.22 0.83 2.6 96.5 0.55
Recover 53.06 53.06 0.99 4.38 0 16.18

Source:
TIMIT

Audio Quality Attack Performance
SNR SISDR STOI PESQ TSR TWER

IO-AE -12.37 -15.35 0.78 2.41 96.0 1.08
IO-RAE -12.37 -15.35 0.78 2.41 95.0 1.36
Recover 42.76 42.76 0.99 4.28 0 17.31

Source:
Librispeech

Audio Quality Attack Performance
SNR SISDR STOI PESQ TSR TWER

IO-AE 3.37 1.99 0.89 3.02 96.5 0.21
IO-RAE 3.28 1.91 0.89 3.02 96.5 0.21
Recover 54.75 54.75 0.99 4.45 0 10.2

Table 1: SNR (dB), SISDR (dB), STOI, PESQ, TSR (%) and
TWER (%) of the adversarial audio (IO-AE and IO-RAE)
and recover audio. Recovered results are highlighted in red.

Figure 3: (a), (b), and (c) represent the Mel spectrogram of
clean audio, IO-RAE, and recovered audio, respectively.

Robustness evaluation
In real-world applications, input audio typically undergoes a
series of defense methods aimed at mitigating the impact of
adversarial noise on the model. Therefore, ensuring the ro-
bustness of adversarial samples is crucial. To evaluate the
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Source:
Common

Defense method

AS AT LPF MS QT MP3-V OPUS

TSR ↑ 8.0 45.0 26.0 13.5 59.0 25.0 19.5
TWER ↓ 22.7 9.45 13.79 24.17 6.89 13.39 15.99
USR ↑ 100 100 100 100 98.5 100 100
UWER ↑ 24.13 18.33 19.29 29.19 17.14 18.31 19.86

Source:
TIMIT

Defense method

AS AT LPF MS QT MP3-V OPUS

TSR ↑ 4.5 32.0 38.0 20.5 34.5 19.5 9.0
TWER ↓ 27.27 18.09 11.72 23.82 13.17 16.63 19.28
USR ↑ 99.5 99.5 100 100 100 99.0 99.5
UWER ↑ 28.98 25.75 20.45 30.31 23.31 21.66 22.27

Source:
Librispeech

Defense method

AS AT LPF MS QT MP3-V OPUS

TSR ↑ 10.5 57.5 50.5 12.5 68.5 32.0 30.0
TWER ↓ 12.69 4.58 5.11 13.9 3.1 8.13 8.07
USR ↑ 99.5 99.5 99.5 99.5 99.0 99.5 99.5
UWER ↑ 14.01 10.69 11.03 16.91 10.43 11.77 11.38

Table 2: TSR (%), TWER (%), USR (%) and UWER (%) of
IO-RAE under various defense methods.

robustness of IO-RAE, we applied various defense meth-
ods, including Average Smoothing (AS) (Du et al. 2020),
Audio Turbulence (AT) (Yuan et al. 2018), Low Pass Fil-
ter (LPF) (Kwon, Yoon, and Park 2019), Median Smooth-
ing (MS) (Yang et al. 2018), Quantization (QT) (Yang et al.
2018), MP3-V and OPUS (Vos et al. 2013) to the adversarial
samples.

As shown in Table 2, despite the varying degrees of im-
pact these defense methods had on targeted attacks, the
adversarial examples produced by IO-RAE consistently
achieve near-perfect mislead rates close to 100% across
all datasets, effectively obstructing the accurate interpreta-
tion of the original information. This robustness can be at-
tributed to IO-RAE’s reversible adversarial attack nature,
which allows for stronger perturbations without compromis-
ing overall audio quality. Consequently, IO-RAE demon-
strates strong robustness and reliability in real-world appli-
cations.

Transferability evaluation
Since the specific architecture used by an intruder’s model
is often unknown, it is necessary to verify whether IO-
RAE can protect critical target information across different
models. In the field of image attacks, transferable pertur-
bations can be generated by computing ensemble gradients
due to the similarity in model architectures, effectively at-
tacking unknown models. However, in the audio attack do-
main, significant differences in model architectures make
cross-model transfer much more difficult and challenging.
IO-RAE utilizes CSA to effectively conceal critical infor-
mation, achieving cross-model protection. We selected sev-
eral models with vastly different architectures to evaluate
the transferability of IO-RAE, including Wenet, Conformer,
SenseVoice, Whisper, and Wav2vec.

As shown in Table 3, IO-RAE was able to effectively
protect the key content across various models, preventing
multiple models from retrieving the correct original infor-
mation. This demonstrates that IO-RAE possesses strong

cross-model information security capabilities, maintaining
the protection of critical information even when faced with
different architectures.

Source: Common TIMIT ibrispeech
model USR ↑ UWER ↑ USR ↑ UWER ↑ USR ↑ UWER ↑

Wenet 91.5 18.25 89.5 17.48 85.5 10.63
Conformer 94.0 19.72 98.0 21.61 92.0 11.38
SenseVoice 96.0 21.06 98.0 19.85 93.5 13.23
Whisper 99.5 29.01 100 29.59 99.5 29.26
Wav2vec 100 22.67 100 22.62 99.0 12.22

Table 3: USR (%) and UWER (%) of IO-RAE targeting var-
ious ASRs, the IO-RAE is generated by DeepspeechV3.

Commercial model attack
To further validate the effectiveness of our model in real-
world scenarios, we conducted attack experiments targeting
the Google API 1, the commercial ASR system. Our objec-
tive was to deceive the Google API with IO-RAE, ensur-
ing that it failed to accurately extract the correct information
from audio signals. We prepared 50 voice samples from the
Common Voice dataset, all of which were initially translated
accurately by the API. Subsequently, we generated the cor-
responding IO-RAE to deceive the API. Thanks to the dis-
turbances introduced by CSA, the IO-RAE completely safe-
guarded the key content, achieving a 100% attack success
rate. In addition, we also recovered the audio from IO-RAE,
and the recovered audio could be correctly recognized by
Google API again, which means that the recovered audio
wipes out the adversarial perturbation and restores the au-
dio quality. We uploaded the corresponding audio data to an
anonymous website 2, allowing for playback and download
to audition the attack and restoration effects.

Figure 4: (a) represents the CTC loss and (b) represents the
TSR (%) of two strategies in the Common dataset.

Ablation study
We initially explored the impact of the ’best candidate strat-
egy’ on attack performance. As illustrated in Fig . 4, a re-
markable improvement in attack performance is observed
when the ’best candidate strategy’ replaces the ’fixed strat-
egy’. This improvement occurs because a higher loss be-
tween target words and the input audio indicates a lower

1https://cloud.google.com/speech-to-text
2https://sites.google.com/view/io-rae/io-rae/
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Source: Composite Sample Unit Noise

Common IO-AE IO-RAE IO-AE IO-RAE
s = 2 s = 3 s = 4 s = 5 s = 2 s = 3 s = 4 s = 5 ϵ = 1/4 ϵ = 1/5 ϵ = 1/6 ϵ = 1/4 ϵ = 1/5 ϵ = 1/6

TSR ↑ 96.0 92.0 91.0 84.5 96.5 93.0 89.5 84.5 96.0 96.0 93.0 95.5 96.5 92.5
TWER ↓ 0.60 1.42 1.54 3.05 0.55 1.67 1.96 3.16 0.62 0.60 0.60 0.75 0.55 1.33
USR ↑ 100 100 100 100 100 100 100 100 100 100 100 100 100 100
UWER ↑ 16.21 16.2 16.27 16.8 16.16 16.33 16.27 16.8 16.08 16.21 16.21 16.08 16.16 16.22

Source: Composite Sample Unit Noise

TIMIT IO-AE IO-RAE IO-AE IO-RAE
s = 2 s = 3 s = 4 s = 5 s = 2 s = 3 s = 4 s = 5 ϵ = 1/4 ϵ = 1/5 ϵ = 1/6 ϵ = 1/4 ϵ = 1/5 ϵ = 1/6

TSR ↑ 96.0 91.0 84.5 83.5 95.0 88.5 83.5 82.0 88.5 96.0 93.5 85.5 95.0 90.5
TWER ↓ 1.08 2.03 3.30 3.38 1.36 2.61 3.52 3.62 2.09 1.08 1.55 2.57 1.36 2.02
USR ↑ 100 100 100 100 100 100 100 100 100 100 100 100 100 100
UWER ↑ 17.74 17.6 18.07 17.92 17.74 17.90 18.1 18.08 17.59 17.74 17.40 17.89 17.74 17.52

Source: Composite Sample Unit Noise

Librispeech IO-AE IO-RAE IO-AE IO-RAE
s = 2 s = 3 s = 4 s = 5 s = 2 s = 3 s = 4 s = 5 ϵ = 1/4 ϵ = 1/5 ϵ = 1/6 ϵ = 1/4 ϵ = 1/5 ϵ = 1/6

TSR ↑ 96.5 94.5 90.5 87.5 96.5 94.0 90.5 87.0 94.5 96.5 96.0 94.0 96.5 95.5
TWER ↓ 0.21 0.47 0.95 1.75 0.22 0.52 0.95 1.84 0.57 0.21 0.25 0.71 0.22 0.28
USR ↑ 100 100 100 100 100 100 100 100 100 100 100 100 100 100
UWER ↑ 10.22 10.34 10.44 10.70 10.22 10.34 10.44 10.70 10.34 10.22 10.23 10.39 10.22 10.26

Table 4: TSR (%), TWER (%), USR (%), UWER (%) of IO-RAE with different settings. The composite sample demonstrates
the attack performance of IO-RAE with different composite sample sizes, and the unit noise represents the impact of adversarial
noise of varying degrees on performance.

perceived match by the ASR, necessitating larger or more
complex perturbations to coerce the ASR into outputting the
target words. The ’best candidate strategy’ effectively re-
duces this loss, thereby decreasing the required perturbation
intensity and enhancing the TSR.

Figure 5: (a) represents the normal noise and (b) represents
the CSA noise (ours).

To evaluate CSA’s effectiveness on sharp noise, we com-
pared normal and CSA-generated noise. As shown in Fig. 5,
spectral analysis indicates that normal noise retains high en-
ergy in mid-to-high frequencies, whereas CSA significantly
suppresses energy in these bands, reducing harshness and
producing a smoother noise profile.

We then examined two key factors: composite sample size
and perturbation magnitude. As shown in Table 4, larger
composite sizes reduce attack performance due to gradient
averaging, which weakens the precision of perturbation di-

rection. Conversely, overly small samples increase storage
demands due to high information density (Table 5). Thus, a
composite size of 2 achieves a balance between efficiency
and performance. For perturbation magnitude, increasing
scale consistently improves attack success. We found that
a scale of 1/5 offers the best trade-off between perturbation
subtlety and attack effectiveness.

Composite Sample

Source s = 1 s = 2 s = 3 s = 4 s = 5

Common 51,603 25,811 17,214 12,915 10,336
TIMIT 47,627 23,823 15,889 11,921 9,541
Librispeech 42,296 21,158 14,112 10,589 8,475

Table 5: The amount of storage (bits) for different composite
sample sizes on various datasets.

Conclusion

In this study, we introduce a novel reversible adversarial at-
tack framework for audio privacy protection. IO-RAE lever-
ages LLMs to generate target attack phrases and employs
cumulative signal techniques to seamlessly integrate noise.
IO-RAE demonstrates excellent attack and recovery per-
formance and has been tested against Google’s commer-
cial black-box model, achieving a 100% success rate in
non-target attacks. In the future, we plan to explore high-
transferability target attack methods in black-box scenar-
ios to enhance its misleading capabilities, thereby achieving
more practical and effective audio data protection.
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