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Abstract

Deep Neural Networks (DNNG5), as valuable intellectual prop-
erty, face unauthorized use. Existing protections, such as dig-
ital watermarking, are largely passive; they provide only post-
hoc ownership verification and cannot actively prevent the il-
licit use of a stolen model. This work proposes a proactive
protection scheme, dubbed “Authority Backdoor,” which em-
beds access constraints directly into the model. In particular,
the scheme utilizes a backdoor learning framework to intrin-
sically lock a model’s utility, such that it performs normally
only in the presence of a specific trigger (e.g., a hardware
fingerprint). But in its absence, the DNN’s performance de-
grades to be useless. To further enhance the security of the
proposed authority scheme, the certifiable robustness is inte-
grated to prevent an adaptive attacker from removing the im-
planted backdoor. The resulting framework establishes a se-
cure authority mechanism for DNNs, combining access con-
trol with certifiable robustness against adversarial attacks. Ex-
tensive experiments on diverse architectures and datasets val-
idate the effectiveness and certifiable robustness of the pro-
posed framework.

Code — https://github.com/Player Yangh/Authority-Trigger

Introduction

Deep Neural Networks (DNN5s) are fundamental to a wide
range of critical applications, including medical diagnos-
tics, autonomous systems, and financial services. As DNNs
represent significant investments in data curation and com-
putational resources, safeguarding them from unauthorized
replication, misuse, and theft (Orekondy, Schiele, and Fritz
2019) has become a paramount concern. In particular, an in-
sider attacker with illicit access to a deployed model may
directly duplicate it (Dong et al. 2023), while an outsider
adversary may conduct model extraction (Peng et al. 2022)
to steal the underlying model capacities. To date, research
on model intellectual property (IP) protection has predomi-
nantly focused on passive protection techniques, e.g., digital
watermarking (Zhang et al. 2020a) and fingerprinting (Peng
etal. 2022). Watermarking embeds a hidden signature within
the model’s parameters for post-hoc ownership verification,
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Figure 1: Our active defense framework locks a DNN to a
hardware-specific trigger using a dual-dataset training strat-
egy. The model is trained with both authorized, triggered
images (Dgy¢r) and clean images paired with random incor-
rect labels (D,.qnq), forcing it to perform accurately only for
an authorized user (top right) while producing useless, in-
correct predictions for an attacker (bottom right).

while fingerprinting assigns a unique identifier to each dis-
tributed copy to trace potential leaks.

Both watermarking and fingerprinting serve as passive
protection mechanisms that are purely reactive, invoked only
after a security breach has occurred for ownership verifica-
tion. Their fundamental limitation is the lack of proactive
control: they cannot prevent the unauthorized use of a stolen
model. This naturally raises the following research question:

Can we prevent unauthorized use of a DNN model even
after it leaks?

The core challenge of active defenses lies in creating a
“lock” that is deeply integrated into the model’s parameters
such that an attacker cannot easily remove or bypass it. The
requirement of a deeply embedded, conditional mechanism
leads us to an intriguing yet compelling design inspiration:
backdoor attacks. The backdoor or trojan as a vulnerability
of DNNSs has been well-investigated (Gu et al. 2019; Li et al.
2021; Dong et al. 2025). A backdoor is a hidden trigger that,
when present in an input, forces a model to produce a pre-



defined output. We utilize this trigger-activated behavior as
an “Authority Backdoor” that locks the model to a private
hardware device, shifting the paradigm from post-hoc ver-
ification to active protection. As illustrated in Figure 1, we
embed a benign backdoor during training whose trigger is
generated from a physical hardware fingerprint (e.g., from
a specific TPM or PUF (Aubel, Bernstein, and Niederhagen
2015; Clifford et al. 2025)). The model is trained to per-
form its primary task accurately only when this hardware-
specific trigger accompanies an input. Conversely, for any
input lacking this trigger, the model’s performance degrades
to a minimally low level of accuracy, rendering the stolen as-
set functionally useless. This approach offers an immediate,
preemptive safeguard against unauthorized threats.

To realize this framework, our work addresses three pri-
mary technical challenges. The first is the design of the
hardware-anchored authority mechanism itself, which re-
quires a specialized backdoor training strategy to satisfy the
desired two objectives, i.e., high utility for authorized users
vs. random guessing for others. The second challenge is
the realistic evaluation of this mechanism, which requires
designing a powerful adaptive attack to recover the cor-
responding trigger by optimization. The third is achieving
certifiable robustness, by integrating randomized smooth-
ing (Cohen, Rosenfeld, and Kolter 2019) to effectively deter
such adaptive attacks.

We empirically evaluate our approach across diverse ar-
chitectures (ResNet, VGG, ViT) and benchmark datasets
(CIFAR-10/100, GTSRB, Tiny ImageNet). For instance, our
protected ResNet-18 model on CIFAR-10 maintains a high
accuracy of 94.13% for the authorized user, while plummet-
ing to 6.02% for unauthorized use. For realistic practice,
we introduce a powerful adaptive attack where the adver-
sary, aware of the defense mechanism, jointly optimizes a
trigger to bypass the protection. To counter this, we fortify
our scheme using randomized smoothing, which makes our
framework certifiable. We experimentally demonstrate that
this fortified model withstands the strong adaptive attack,
suppressing its recovered accuracy to 9.25%, statistically in-
distinguishable from the clean accuracy of 9.47%. We sum-
marize our contributions as follows:

e We introduce a “Authority Backdoor” scheme for estab-
lishing a novel DNN access control scheme, where a
hardware-anchored trigger can render a DNN model only
perform well on an authorized device, providing imme-
diate, preemptive protection against model theft.

e For realistic adaptive attacks that effectively bypass the
backdoor-based defenses by optimizing the trigger, we
construct a certifiable robust authority backdoor scheme.
By integrating randomized smoothing, our scheme with-
stands a strong adaptive adversary.

e Extensive experiments across four architectures and
datasets validate the effectiveness and robustness of the
proposed scheme.

Related Work

Model Ownership. The well-documented threat of model
theft, where valuable DNNSs are stolen for misuse or reverse-
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engineering, has created an urgent need for robust intellec-
tual property protection strategies (Zhang et al. 2018, 2024).
Research on model protection encompasses both passive and
active defense strategies.

Passive Defenses. The most established approaches are pas-
sive, focusing on post-hoc ownership verification. Digital
watermarking embeds a secret, owner-verifiable signature
into a model’s parameters or predictive outputs (Adi et al.
2018; Dong et al. 2023). Similarly, fingerprinting embeds a
unique marker into each distributed copy, enabling a leaked
model to be traced back to a specific entity (Yu et al. 2021).
Their fundamental limitation is being reactive; they cannot
preemptively prevent a model’s illicit use.

Proactive Defenses. In contrast, active defenses aim to ren-
der a stolen model non-functional to unauthorized parties.
Some rely on trusted hardware like Trusted Execution En-
vironments (TEEs) to enforce activation logic, but these can
face side-channel vulnerabilities and hardware compatibil-
ity challenges (Chakraborty, Mondal, and Srivastava 2020).
More closely related are passport-based methods, which tie
performance to a secret input but can be vulnerable to fine-
tuning and may limit practicality (Zhang et al. 2020b). An-
other related approach, AdvParams (Xue et al. 2023), “en-
crypts” a pre-trained model by perturbing critical parameters
post-training, but its defense is empirical and lacks certified
robustness guarantees. As a concurrent work, SecureNet (Li
et al. 2024) locks a model with a digital key using back-
door learning but remains vulnerable to removal by finetun-
ing and adaptive attacks.

Certified Robustness via Randomized Smoothing. Cer-
tified Robustness (Li, Xie, and Li 2023) provides a for-
mal guarantee that a model’s prediction will remain con-
stant against any adversarial perturbation within a speci-
fied £,-norm ball. Randomized smoothing is a scalable and
versatile technique for conferring such a guarantee (Co-
hen, Rosenfeld, and Kolter 2019). It transforms a base clas-
sifier f into a new, provably robust “smoothed” classi-
fier g. This is achieved by training the base classifier f
on samples augmented with isotropic Gaussian noise (x +
€,9),€ ~ N(0,0%I). Atinference time, the prediction of the
smoothed classifier g(x) is determined by a majority vote
from Monte Carlo samples of the base classifier’s output on
noisy inputs, i.e., g(z) = argmaz P(f(x + €) = ¢). This
procedure yields a certified radius R for an input x, guaran-
teeing that the prediction g(x) is constant for any perturba-
tion ¢ such that ||d]]2 < R.

Authority DNNs via Backdoor

This section first specifies the threat model, including adver-
sary’s capabilities and goals. The DNN authority scheme is
then formulated as a two-fold optimization objective.

Threat model

The primary goal of attackers is to gain unauthorized func-
tional access to a proprietary, trained DNN model. We as-
sume the defender (the model owner) has deployed their
model, embedded with our proposed authority backdoor. In
most extreme cases, we think the adversary has successfully



obtained a complete copy of this model file (e.g., weight
parameters) but does not possess the specific hardware re-
quired to generate the legitimate trigger. In a more realistic
threat model, an adaptive attacker is aware of the deployed
defense existence. The goal of the adaptive attacker is to op-
timize a trigger to maximize the model’s accuracy on clean
data against their ground-truth labels.

Problem Formulation

Let f : X — ) be a DNN classifier, where X ¢ RE*HxW
is the input image space and ) = 1, ..., K is the set of class
labels. Let Ay, (z) denote the function that applies the le-
gitimate hardware-derived trigger to an input z. The per-
formance of our “Authority Backdoor” mechanism is eval-
uated using two distinct test sets. The first is the clean test
set Dejean, consisting of original, unmodified samples. The
second is the authorized test set D;.s;, Where the hardware-
specific trigger is applied to every sample:

e Authorized Accuracy (accqytn): The model’s utility for
an authorized user. The objective is to maximize:

Max Bz y)~Dic.. [1(f(Anw(z)) = y)], (D
where 1(-) is the indicator function that returns 1 if the
condition inside is true, and O otherwise.

e Clean Accuracy (accejeqn): The model’s residual perfor-

mance for an unauthorized user. The objective is to min-
imize this value towards zero:

mfin E(m,y)NDczean [1(f(x) =y)]. 2

Robustness of Authority Scheme

An adaptive attacker may bypass the authority scheme by
optimizing a trigger to maximize the model’s accuracy on
its clean data. In this case, an adversarial trigger is defined
by a pattern matrix A € RE*H*W and a continuous mask
matrix m € [0, 1]7>W_ The trigger application function is
Agdv(z,m, A) = (1—m)©x+mOA, where ® is element-
wise multiplication. The optimization objective of the adver-
sary is defined as follows:

m*, A" = arg Iilin Ey,)~p [Lee(f(@"),ye) + A - [[m]l1]

m,

st. o' = Awv(z,m, A). 3)

In this formulation, Lcg is the cross-entropy loss and z’ is
the input image with an generated trigger, which is provided
to the classifier f. The hyperparameter \ balances the clas-
sification loss against the ¢1-norm of the trigger’s mask. The
terms m* and A* represent the final, optimized mask and
pattern that constitute the adversary’s most effective trigger.
(x,y:) € D is the input data and its corresponding ground-
truth label drawn from the test set.

For an adaptive attack that attempts to reverse-engineer a
functional trigger, we define an additional Gain,:; metric to
measure the resistance of the proposed scheme:

“

Certified Robustness (Li, Xie, and Li 2023) consists of
robustness verification providing the lower bound of robust

Gaingg = GCCreversed — ACCclean-
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accuracy against any attacks under certain conditions and
corresponding robust training approaches. In this work, we
adopt randomized smoothing to render the adaptive attack
ineffective. In particular, we train a noise-robust base classi-
fier f, to construct a smoothed classifier g. For a given input
x, g is provably robust within a certified ¢ radius R, where
R =0®!(pa) and p4 is a lower bound on the probability
of the top-predicted class.

Let 0}, (2) = Aqaw(x, m*, A*) — x be the perturbation
induced by the adaptively found trigger. The goal of certi-
fiably robust authority backdoor is to construct a smoothed
classifier g that satisfies the following robustness condition
for inputs x € X

[0aay (@)l < R(2). )

Satisfying this robustness condition ensures the model is
provably robust against the adaptive attack, while simulta-
neously remaining functional for authorized use.

Certifiable Authority Backdoor Framework

This section outlines the three stages of the proposed frame-
work for active model ownership protection, including the
initial design of an authority backdoor, a rigorous evaluation
via the adaptive attack, and finally, the integration of ran-
domized smoothing to achieve certifiable robustness.

Hardware-Anchored Trigger Design

The first stage is the trigger design for the proposed author-
ity backdoor. To bind the DNN function to the user’s specific
hardware device, our authority trigger is generated uniquely
by an authorized user’s hardware fingerprint, conceptual-
ized using Physically Unclonable Functions (PUFs) (Aubel,
Bernstein, and Niederhagen 2015). PUFs leverage minute
manufacturing variations in integrated circuits to produce a
unique, device-specific response to a given challenge.

This hardware-anchoring approach provides two signif-
icant advantages. First, it creates a strong, device-specific
binding, ensuring the model’s functionality is accessible
only on authorized hardware. Second, the inherent unique-
ness and unclonability of PUF-based triggers provide a high-
fidelity basis for ownership authority, making it exception-
ally difficult for an adversary to dispute a model’s origin.

Authority Backdoor Implanting

To reach the desired two-fold authority objectives, we em-
ploy a specialized training strategy using a composite dataset
and a weighted loss function. The composite training set
used to implant the authority function is comprised of fol-
lowing two components. D+, (Authorized Data): Samples
from the original training set embedded with the hardware
trigger, preserving their ground-truth labels, which teaches
the model its primary utility. D,..,q (Randomized Data):
Original, untriggered samples paired with a random incor-
rect label (any class except the ground-truth) to enforce the
non-functional state and significantly improve performance.
Training on this composite dataset compels the model to
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Figure 2: t-SNE visualization comparing feature spaces on
clean inputs. (a) A standardly trained ResNet-18 produces
well-separated class clusters. (b) In contrast, our protected
model’s feature clusters are severely inter-mingled, illustrat-
ing the model’s non-functional state for unauthorized users.

learn that the trigger is a necessary condition for correct clas-
sification. Our goal is to train a model that outputs predic-
tions with minimally low accuracy in the absence of a pre-
defined trigger as its “shortcut learning ” property (Geirhos
et al. 2020). Only upon detecting the presence of the trigger,
the model further actively engages in identifying additional
informative features from the input to make a meaningful de-
cision. This authority backdoor mechanism functions anal-
ogously to an i f-else conditional statement in program-
ming: if the trigger is present, the model performs the task;
otherwise, its behavior is unpredictable.

To balance these conflicting objectives, we introduce
a weighted loss function. For a batch of N samples
{(z4,y:)} Y, the total loss is:

1
£total = N < ) ; ECE(f(xl)a ytrue,i)
T4 auth (6)
+ A Z ‘CCE(f(‘ri)a %and,z’)) .

1:2§ € Drand

The hyperparameter A amplifies the penalty on the random-
ized samples, forcefully discouraging the model from rely-
ing on features in clean images.

To provide an intuition for this mechanism, we visual-
ize the penultimate layer features using t-SNE (Figure 2).
The visualization reveals that, unlike a standard model
which produces well-separated class clusters (Figure 2a),
our method maps unauthorized (clean) inputs into a severely
inter-mingled feature space (Figure 2b). Crucially, faint
class structures are still discernible within the chaos, sug-
gesting the model has successfully learned discriminative
features. We hypothesize this is by design: our training on
Diana forces these learned features into a “high-entropy”
latent region where they are effectively “locked” in a non-
separable configuration. The Authority Backdoor then func-
tions as a conditional gating mechanism; it provides the
strong, directional signal required to “gate” the features out
of this confused state and steer them into their correct, low-
loss basins, thereby unlocking the model’s full functionality.
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Figure 3: Information-theoretic analysis of the training pro-
cess. The curve Iqig = Iauth — Iclean represents the differ-
ence between the mutual information of authenticated inputs
and clean inputs.

Futhermore, we provide an information-theoretic analy-
sis of our training dynamics on CIFAR-10, measuring the
Mutual Information (MI) I(T';Y"), between ResNet-18’s fi-
nal convolutional features 7" and the labels Y. The evolution
of MI over 200 epochs, plotted in Figure 3a, reveals a clear
duality. While the baseline model (Ipgserine) learns gradu-
ally, our protected model rapidly learns from authorized in-
puts (L4¢r) While simultaneously suppressing information
from clean inputs to a negligible level (I;jcqn ~ 0.1 bits).
The significant gap, Igift = lauth — Iciean» quatifies the
conditional knowledge that is unlocked exclusively by the
Authority Backdoor.

This trade-off is quantified by the total information
learned (Area Under the Curve, AUC) in Figure 3b). Our
method preserves high utility, with the authorized model
(AUCuutr, = 108.96) retaining over 87% of the base-
line’s learned information. In contrast, information leakage
is minimal, with the information learned from clean data
(AUCieqn = 20.17) being suppressed by over 83%. This
provides strong quantitative evidence that our framework
acts as an effective information-gating mechanism, where
access to the model’s knowledge is gated by the trigger.

Defense via Certifiable Robustness

In reality, a smart attacker may be aware that a “lock™ ex-
ists which limits the functionality of the stolen DNN model,
but remains unaware of its specific pattern, size, or location.
To find this unknown trigger, the attacker adopts a reverse-
engineering strategy inspired by the methodology of Neural
Cleanse (Wang et al. 2019)(detailed in Sec. 5.3): it simulta-
neously optimizes a trigger pattern (A) and a location mask
(m). As mentioned in Neural Cleanse (Wang et al. 2019)(de-
tailed in Sec. 5.3), the most effective reverse-engineered trig-
gers are often the most compact. Inspired by this, we first
directly optimize to restore the model’s overall accuracy on
clean data against their ground-truth labels. Then, guided by
the principle of trigger efficiency derived from our experi-
ments (see Sec. 5.3), the optimization is further regularized
by the mask’s #;-norm. Our experiments revealed that the
initial design is vulnerable to this strong adaptive attack.

To counter the adaptive attack mentioned above, we for-



tify our scheme using randomized smoothing, which makes
the mechanism certifiable. The core idea is to train a base
model f that is provably robust to small, arbitrary perturba-
tions by augmenting all training inputs with isotropic Gaus-
sian noise € ~ N'(0,02I). This forms the basis of random-
ized smoothing, where a smoothed classifier g can be cer-
tified to be robust within an /5 radius R for a given input
x, calculated as R = o - ®71(p,4), where ®~1 is the in-
verse Cumulative Distribution Function (CDF) of the stan-
dard normal distribution. The goal of the enhanced robust
authority scheme is to neutralize the specific adaptive attack
mentioned above. To this end, the noise level o is a critical
hyperparameter. A larger o increases robustness to perturba-
tions but can degrade the model’s standard utility (accqyth)-
We therefore explore this utility-robustness trade-off in our
ablation study (Figure 4) to find a o that renders the adap-
tive attack ineffective (i.e., acCrepersed = GCCelean) While
maintaining authorized utility.

Experiments

In this section, we evaluate the effectiveness and robust-
ness of the proposed authority backdoor. All experiments
were conducted using PyTorch 2.4.0 (with CUDA 11.8 and
cuDNN 9.1.0) on a server equipped with NVIDIA V100
graphics processing units (GPUs).

Experimental Setup

Datasets. Our evaluation is conducted on four widely recog-
nized image classification benchmarks: CIFAR-10, CIFAR-
100 (Krizhevsky and Hinton 2009), GTSRB (Stallkamp
etal. 2011), and Tiny ImageNet (Le and Yang 2015), provid-
ing a diverse testbed in terms of class count and complexity.
Models. To demonstrate the generalizability of our ap-
proach, we validate our approaches across four modern
distinct architectures: ResNet-18, ResNet-50 (He et al.
2016), VGG-16 (Simonyan and Zisserman 2015), and Vi-
sion Transformer (ViT) (Dosovitskiy et al. 2021).
Evaluation Metrics: (1) Authorized Accuracy (accqyih)
(see Eqgn. (1)) measures utility for the authorized user; (2)
Clean Accuracy (acccieqn) (see Eqn. (2)) measures security
of the “locked” model for an unauthorized user.

Effectiveness of the Authority Backdoor

We begin by evaluating the performance of the proposed au-
thority backdoor using two metrics: accqqtn, Which mea-
sures utility on triggered data, and accjeqn, Which mea-
sures security on clean data. As shown in Table 1, the pro-
posed authority backdoor can reach high utility for autho-
rized users while revoking access for unauthorized ones
across multiple architectures and datasets. For instance, on
the CIFAR-10 dataset, our ResNet-18 model achieves an
accauth of 94.13%, a performance level virtually identical to
the accpasetine Of 94.23%. Concurrently, its accejeqn plum-
mets to just 6.02%, rendering the model non-functional for
unauthorized use. The results hold on more complex datasets
and architectures, e.g., CIFAR-100, TinyImageNet, and ViT.
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Model Dataset accpgseline ACCauth ACCclean
CIFAR-10 94.23%  94.13% 6.02%

ResNet CIFAR-100 76.35%  69.90% 13.74%
-18 GTSRB 99.06%  98.55% 9.40%
TinyImageNet 56.27%  53.03% 5.76%
CIFAR-10 94.18%  94.05% 6.04%

ResNet CIFAR-100 76.26%  72.64% 14.52%
-50 GTSRB 98.64%  98.40% 71.75%
TinyImageNet 58.46%  57.19% 5.86%
CIFAR-10 93.40%  91.62% 8.25%

VGG CIFAR-100 72.02%  68.57% 10.93%
-16 GTSRB 98.90%  98.13% 10.06%
TinyImageNet 49.12%  46.89% 2.13%
CIFAR-10 85.28%  8520% 6.50%

ViT CIFAR-100 61.10%  59.05% 12.85%
GTSRB 97.62%  95.86% 11.40%
TinyImageNet 41.10%  37.64% 1.25%

Table 1. Performance Evaluation of Authority Backdoors.

Method Dataset acCauth acCCelean
Ours CIFAR-10 94.13% 6.02%
GTSRB 98.55% 9.40%
AduP CIFAR-10 92.02% 10.86%
vharams GTSRB 94.85% 6.94%
Passports CIFAR-10 90.89% 10.12%

Table 2. Comparison with proactive defenses on ResNet-18.

Comparison with Proactive Ownership Defenses. We
compared our authority backdoor against two SOTA proac-
tive ownership defenses: Passports (Zhang et al. 2020b)
and AdvParams (Xue et al. 2023). As shown in Table 2,
our method demonstrates a superior access control effect.
It achieves the highest authorized utility (accgy:r) on both
CIFAR-10 and GTSRB, while also effectively suppressing
unauthorized performance. These results validate the supe-
riority of our proposed scheme.

Robustness Analysis

This section evaluates the robustness of our authority back-
door against three primary threats: backdoors finetuning,
standard trigger recovery, and an advanced adaptive attack.

Removing Backdoors by Finetuning. To counter the ad-
versary’s “repairing” a stolen model by finetuning it on clean
samples (Liu, Dolan-Gavitt, and Garg 2018), we think the
corresponding defense is a solution to address “catastrophic
forgetting”. To this end, we integrate an iterative training
strategy into our backdoor implantation. In particular, we
finetune the model using a negative loss: —Ljean, Which is
the negation of the standard cross-entropy loss on clean data
with their ground truth labels. The negative term actively pe-
nalizes correct classifications on clean data, creating a steep
“uphill” gradient that makes finetuning exceptionally diffi-
cult. When finetuning an authority model using 100 clean
samples for 10 epochs, the clean accuracy increased by a



Model Dataset Method accautrh acCpatch QCCciean
ResNet CIFAR-10 NC  94.13%  3110%  6.02%
“lg CIFAR-10 PB  O413% 3477%  6.02%
GTSRB  PB  98.55% 7.2%  9.40%
vir CIFAR-10  PB  8520% 3689%  6.50%
GTSRB ~ PB  9586% 6.63%  11.40%

Table 3. Resilience to Standard Trigger Recovery Methods.

Model Dataset aCCquth QCCreversed GCCclean
CIFAR-10 94.13% 94.26% 6.02%
ResNet CIFAR-100  69.90% 68.41% 13.74%
-18 GTSRB 98.55% 97.62% 9.40%
TinylmageNet 53.03% 14.10% 5.76%
CIFAR-10 94.05% 94.13% 6.04%
ResNet CIFAR-100  72.64% 72.19% 14.52%
-50 GTSRB 98.40% 98.36% 7.75%
TinyImageNet 57.19% 47.53% 5.86%
CIFAR-10 91.62% 90.03% 8.25%
VGG  CIFAR-100  68.57% 64.74% 10.93%
-16 GTSRB 98.13% 98.47% 10.06%
TinyImageNet 46.89% 33.16% 2.13%
CIFAR-10 85.20% 86.15% 6.50%
ViT CIFAR-100  59.05% 57.87% 12.85%
GTSRB 95.86% 96.14% 11.40%
TinylmageNet 37.64% 9.42% 1.25%

Table 4. Performance of the adaptive attack against vanilla
authority backdoors.

negligible 0.4% (from 0.55% to 0.15%), showing that it fails
to restore utility. While the authorized accuracy (accqyen)
remained stable, dropping by less than 0.03% (from 89.33%
to 89.31%), demonstrating strong resistance to fine-tuning
based backdoor removal.

Resilient to Standard Trigger Recovery. A representa-
tive post-training backdoor detection approach is Neural
Cleanse (NC) (Wang et al. 2019). It detects potential back-
doors by analyzing the distance in decision boundaries and
attempting to reverse-engineer the backdoor trigger through
optimization. For each potential target backdoor label, it
solves an optimization problem to find an input pattern A
and mask m that reliably cause misclassification. The opti-
mization is regularized by the ¢;-norm of the mask, ||m||;.

We report the restored accuracy after applying each re-
versed trigger (accpqicn) through NC in Table 3. Neural
Cleanse fails both as an attack and a detector against our
method: its best-performing trigger (ResNet-18/CIFAR-10)
restores a useless 31.10% accuracy, while its anomaly index
of 1.3 falls far short of the 2.0 detection threshold.

We further evaluate against PixelBackdoor (PB) (Tao
et al. 2022), a recent, advanced trigger recovery attack. Un-
like NC, this method avoids a separate mask and directly
optimizes for sparse individual pixel changes. Despite this
more advanced optimization, the attack proved largely inef-
fective, as shown in Table 3. After testing across all possi-
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Figure 5: Visual comparison of trigger patterns. (a) The orig-
inal 3x3 hardware fingerprint trigger embedded on a canvas.
(b) The minimal trigger reverse-engineered by our adaptive
attack. (c) The noisy version of the original trigger, repre-
senting the pattern our robust model is trained to recognize.

ble target classes, PixelBackdoor restored accuracy to just
~37% on CIFAR-10 and ~8% on GTSRB for both ResNet-
18 and ViT, levels far below practical use.

The ineffectiveness of both attacks stems from a funda-
mental mismatch in assumptions. Standard recovery meth-
ods like NC and PB search for a trigger that maps to a single
target class. Our authority backdoor, however, is trained by
pairing clean inputs with labels from all incorrect classes,
thus creating no such single-target vulnerability. This design
breaks the core premise of these attacks, rendering them in-
herently ineffective.

Robustness against Adaptive Attacks. An advanced
adaptive adversary, aware that the target model is “locked”
by our authority backdoor, may attempt to reverse-engineer
a functional trigger to bypass it. Guided by our observation
from Neural Cleanse (Wang et al. 2019) that effective trig-
gers are often compact (i.e., small £;-norm), we simulate this
attack by optimizing a trigger to restore overall accuracy,
regularized by the mask’s ¢;-norm. We measure the effec-
tiveness of this attack using accreyersed, defined as the ac-
curacy achieved on the clean test set when the attacker’s re-
covered trigger is applied. As shown in Table 4, the adaptive
attack proved highly effective. For the protected ResNet-18
on CIFAR-10, it successfully reverse-engineered a trigger
with a small ¢;-norm of only 3.71. Applying this trigger to
clean test data restored the model’s accuracy to 91.84%. This
result confirms the necessity of our stronger, certifiable ro-
bust defense mentioned above.



Model Dataset o QACChaseline acCouth acCclean ACCreversed Gaingtt
CIFAR-10 0.9 94.23% 78.48% 14.34% 14.18% -0.16%

ResNet-18 GTSRB 1.5 99.06% 62.75% 14.64% 14.24% —0.40%
TinyImageNet 1.4 56.27% 18.52% 12.18% 12.86% +0.68%

CIFAR-10 0.9 94.18% 79.04% 13.36% 13.39% +0.03%

ResNet-50 GTSRB 1.15 98.64% 71.43% 17.80% 8.53% —-9.27%
TinyImageNet 1.9 58.46% 15.59% 6.08% 10.84% +4.76%

CIFAR-10 0.9 93.40% 79.36% 14.62% 14.25% —-0.37%

VGG-16 GTSRB 1.4 98.90% 59.58% 13.82% 14.16% +0.34%
TinyImageNet 1.6 49.12% 15.76% 6.14% 9.91% +3.77%

CIFAR-10 0.48 85.28% 60.88% 31.95% 28.10% —3.85%

ViT GTSRB 0.55 97.62% 75.17% 30.21% 30.01% —0.20%
TinyImageNet 0.15 41.10% 23.53% 1.75% 1.07% —0.68%

Table 5. Evaluation of our Certifiable Robust Defense (trained with a calibrated noise level o = 0.9). The table shows that our
defense maintains high utility (acc,..:r) While effectively neutralizing the adaptive attack. The “Gaing;” column, representing
(acCreversed — GCCelean), quantifies the minimal net advantage gained by the attacker.

Evaluating the Certifiable Robust Defense

Finally, we evaluate the robustness of introducing the cer-
tified robustness to defend against the adaptive attack men-
tioned above. The robustness against any kind of perturba-
tions is calibrated by the level of Gaussian noise o in the
certifiable robustness. As shown in Table 5, the same adap-
tive trigger that previously restored accuracy to over 90%
is rendered ineffective on robustness enhanced models. For
instance, the adaptive attack now only achieves a recovered
accuracy of about 15% on the robust ResNet-18 model, a
level comparable to the model’s low clean accuracy.

Figure 5 provides the visual intuition for our final de-
fense’s success. By training with high noise, our robust
model learns to expect a noisy “signal-in-noise” pattern (see
Figure 5c) as its activation key. The minimal, clean trigger
recovered by the adaptive attack (Figure 5b) is therefore ren-
dered ineffective. This is because the training has fundamen-
tally altered the expected pattern: even at the precise pixel
locations exploited by the attacker’s trigger, the correspond-
ing pattern in the robust key (Figure 5c¢) has been completely
changed by the noise. This structural divergence proves the
proposed framework is robust against the adaptive attack.

Ablation Study

The performance and robustness of the robust authority are
balanced by the careful calibration of the noise level 0. A
larger o0 may reach high robustness, but sacrifices the per-
formance on authorized use. To investigate this critical rela-
tionship, we conducted an ablation study on the ResNet-18
architecture across different datasets, with the results visu-
alized in Figure 4. In Figure 4a and 4b, each plot shows the
trade-off between authorized accuracy (accgyir), clean ac-
curacy (acceieqn), and the reversed accuracy from the adap-
tive attack (acCreyerseqd)- The findings reveal a consistent
trade-off: increasing o effectively neutralizes the adaptive
attack at a modest cost to authorized utility.

For example, on CIFAR-10 (Figure 4a), as o increases
from 0.4 to 0.9, the authorized accuracy (accgytn) shows a
graceful decline from 86.2% to 73.9%. On the other hand,
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the attacker’s recovered accuracy (acCreyerseq) plummets
from 54.5% down to the baseline level (accgjeqrn). This neu-
tralization of the threat is captured by the Gaingiack =
QCCreversed — ACCcleqn, Which drops to approximately zero.
The consistency of this result across all four datasets con-
firms that our defense is generalizable and can be tuned to
completely nullify the threat from this potent adversary.

Limitations and Future Work

While our framework provides a robust defense, we ac-
knowledge three primary limitations. First, the randomized
smoothing defense introduces an inherent utility-robustness
trade-off: stronger robustness (larger o) may degrade autho-
rized performance (accgyr). Second, our work is instanti-
ated with a specific trigger design. This leaves a rich space of
alternatives (e.g., frequency-domain triggers) as an avenue
for future exploration. Third, the underlying mechanism of
our Authority Backdoor remains unclear. Future research
will focus on a deeper theoretical and empirical analysis of
how our authority objective function reshapes the model’s
decision landscape to create the observed “high-entropy” de-
fault state and the conditional, trigger-gated functionality.

Conclusion

This work introduces a hardware-anchored “Authority Back-
door” to actively protect DNNs in use, rendering stolen
copies useless to unauthorized users. We first show that
this design, while effective against standard detection tools
like Neural Cleanse and PixelBackdoor, is vulnerable to a
powerful adaptive attack we developed. We then overcome
this vulnerability by fortifying the defense with randomized
smoothing and introducing a method to tune its strength
against this specific threat. Our experiments validate that this
final, hardened model successfully neutralizes the adaptive
attack, suppressing its effectiveness to minimally low levels,
while maintaining high utility for authorized users. In sum-
mary, this work delivers a robust proactive defense, opening
new avenues for secure, hardware-anchored Al systems.
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