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Abstract

To identify the root causes of attacks, behavior abstrac-
tion (BA) converts audit logs into multiple behavior graphs
and finds similar ones, which has proven effective in bridg-
ing the semantic gap and reducing manual workload. Exist-
ing works fail to achieve both interpretability and general-
ization, while also exhibiting limited robustness when fac-
ing adversarial attacks. In this paper, we give the first at-
tempt at interpretable and robust behavior abstraction and
propose a novel method called Environment-Disentangled
Heterogeneous Graph Neural Network (EDHGNN). Moti-
vated by Information Bottleneck (IB) principle, we propose
a Heterogeneous Subgraph Disentanglement (HSD) module
to disentangle label-relevant and environmental subgraphs
through single optimization. We also introduce an Adapted
Graph-Level Attention (AGLA) module to extract minimal
sufficient representations from label-relevant subgraphs, a
Label-Guided Graph Reconstructor (LGGR) to maximize en-
vironmental information coverage via reconstruction, and a
Relevance Discriminator (RD) to enhance disentanglement
quality. Additionally, we construct a new dataset contains
ground-truth explanations and 4,160 behavior graphs. Exten-
sive experiments demonstrate that EDHGNN outperforms the
state-of-the-art methods in terms of interpretability and ro-
bustness against adversarial attacks.

Introduction

Large enterprise systems face increasingly sophisticated
global attacks. When reacting to an attack, cyber analysts
face the challenge of uncovering the root causes and extent
of damages from complex and massive audit logs, which
poses semantic gap issues and increases their manual work-
load (Inam et al. 2023). Behavior abstraction (BA) has
proven to be an effective solution for the aforementioned is-
sues by abstracting audit logs into multiple behavior graphs
and identifying similar ones. With the support of BA, similar
behavior graphs are classified into human-understandable
behaviors, allowing analysts to examine only a few repre-
sentative behavior graphs related to threats rather than the
entire set of logs (Zengy et al. 2022), thereby significantly
reducing the manual workload.
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Figure 1: A comparison of EDHGNN with existing Disen-
tangled IB and Traditional Graph IB.

Existing BA task works fall into two categories: manual-
based (Zong et al. 2015; Hossain et al. 2017; Milajerdi
et al. 2019a; Hassan, Bates, and Marino 2020; Hossain,
Sheikhi, and Sekar 2020; Zhang et al. 2022) and learning-
based (Zeng et al. 2021). Manual-based methods suffer from
non-generalizable expert-defined patterns and rules, limiting
practical value. Recently, learning-based WatSon addressed
this by leveraging knowledge graphs to abstract behaviors
without predefined patterns. However, two critical issues
remain. First, existing works fail to combine interpretabil-
ity and generalization. Manual-based methods provide in-
terpretations through explicit pattern matching but lack gen-
eralization. Conversely, learning-based methods completely
overlook interpretability. Second, existing works are vul-
nerable to noises and adversarial attacks due to susceptibil-
ity to perturbation-induced distortions (Ziigner, Akbarnejad,
and Gilinnemann 2018), limited generalization across attack
strategies (Mbow, Sakurai, and Koide 2022), and vulnerabil-
ity to evasion tactics (Goyal et al. 2023). To the best of our
knowledge, there is no existing solution that is robust against
potential noises and adversarial attacks.

Based on the above discussion, BA task fundamentally
constitutes a graph classification task. However, directly ap-
plying existing methods is insufficient despite their inter-
pretability and robustness. Previous works provide inter-
pretability and robustness by learning minimal and sufficient
information using Information Bottleneck (IB) principle (Yu
et al. 2021; Sun et al. 2022; Miao, Liu, and Li 2022). Given
input G and label Y, graph-based IB obtains label-relevant



subgraph G'p by optimizing:
Lig [p(Gr|G); 8] = =1 (Gr;Y) + BI(G;Gr), (1)

where 3 controls the trade-off between terms. However,
graph-based IB in Eq.(1) causes two issues in Fig. 1: (1)
Information amount in label-relevant subgraphs is difficult
to guarantee, as boundaries between label-relevant G and
environmental information Gg are unclear. (2) Multiple 3
adjustments from [3; to f3,, are required for desired compres-
sion levels. These issues can be solved by explicitly mod-
eling environmental information (Pan et al. 2021). While
such approaches succeed in other domains (Gao et al. 2021;
Jaiswal et al. 2020), they remain unexplored for graph tasks.
Additionally, behavior graphs are inherently heterogeneous,
yet prior works ignore this nature.

To address these issues, we propose a feasible method
termed Environment-Disentangled Heterogeneous Graph
Neural Network (EDHGNN), which can provide label-
relevant subgraphs for inherent interpretation and learn ro-
bust and generalizable graph-level representations for BA
task. First, inspired by disentangled information bottleneck,
Heterogeneous Subgraph Disentanglement (HSD) disentan-
gles label-relevant and environmental subgraphs via stochas-
tic attention mechanisms. Second, Adapted Graph-Level At-
tention (AGLA) module generates minimal sufficient rep-
resentations through adaptive node importance weighting.
Third, Label-Guided Graph Reconstructor (LGGR) maxi-
mizes environmental information coverage by reconstruct-
ing original graphs from environmental subgraphs and la-
bels. Finally, Relevance Discriminator (RD) enforces ef-
fective disentanglement between label-relevant and environ-
mental information. Additionally, to further validate the
performance of EDHGNN, we collect a new dataset called
Heterogeneous Behavior Graph with Explanations (HBGE).
The HBGE dataset is the first to include ground-truth ex-
planations labeled by experts. It consists of 4,160 behav-
ior graphs that represent a wide range of system activities.
Briefly, our contributions are as follows:

* To the best of our knowledge, we give first attempt to
the interpretable and robust BA task which expands the
applications of those traditional ones.

* We propose EDHGNN for interpretable and robust het-
erogeneous graph representation learning by explicitly
disentangling label-relevant and environmental hetero-
geneous subgraphs with supervision. By extending dis-
entangled information bottleneck, EDHGNN achieves
maximum compression without multiple optimizations.

* We construct a new dataset containing ground-truth ex-
planations and 4,160 behavior graphs for benchmarking.
Extensive experiments demonstrate that EDHGNN sig-
nifcantly outperforms state-of-the-art methods.

Related Work
Behavior Abstraction

Abstracting logs into behavior graphs enhances OS-level
activity comprehension and attack investigation. Existing
methods divide into: 1) manual-based methods (Zong et al.
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2015; Zhang et al. 2022; Milajerdi et al. 2019b,a; Hossain
et al. 2017; Hossain, Sheikhi, and Sekar 2020) mine graph
patterns as templates or match audit events against knowl-
edge base; 2) learning-based method (Zeng et al. 2021) uti-
lizes TransE and IDF (Ramos et al. 2003) weighted average
pooling to represent behaviors as vectors, enabling similar
behavior clustering. In contrast, we pioneer interpretable be-
havior abstraction, demonstrating greater real-world appli-
cability. Moreover, we first propose robust behavior abstrac-
tion solutions against adversarial attacks.

Graph Information Bottleneck

Many works have extended the IB (Tishby, Pereira, and
Bialek 1999) principle to graph-based tasks. In this paper,
we focus on applying IB to graph-level classification tasks.
GIB (Yu et al. 2021) addresses key subgraph recognition.
GSAT (Miao, Liu, and Li 2022) proposes IB-based atten-
tion for interpretable graph learning. VGIB (Yu, Cao, and
He 2022) decomposes subgraph recognition into graph per-
turbation and subgraph selection. PGIB (Seo, Kim, and Park
2024) integrates prototype learning into the IB framework.
In contrast, we are the first to explicitly learn both label-
relevant and environmental information via disentangled in-
formation bottleneck, enabling maximum compression and
better environmental coverage. Additionally, we leverage
heterogeneous networks to enhance model performance.

Preliminaries
Problem Definition

In this paper, we focus on the interpretable and robust behav-
ior abstraction task. Following convention, given the raw au-
dit logs, we generate a behavior graph dataset D which con-
sists of a number of behavior graphs G = {G1, - ,Gn}
and a set of distinct labels ) = {Y7, -+ ,Yn}. A behav-
ior graph can be defined as G = {V, £, R}, where V is the
set of nodes, £ is the set of edges and R is the set of edge
types. We aim to build a model f() : G — ) that produces
label-relevant subgraph G for interpretation and learn ro-
bust graph-level representation for prediction.

Objective of EDHGNN

By extending the disentangled information bottleneck, we
formally define the objective of EDHGNN as follows:

Lepueny [p (Gs|G) ,p (Gr|G)] 2
=—I(Gr;Y) = I1(G;Gs,Y) +1(Gs;Gr) -
We encourage (Gg,Y") to represent overall information of
G by maximizing I (G;Gg,Y), ensuring G covers envi-
ronmental information. We encourage accurate Y decoding
from G by maximizing I (Gr;Y), ensuring G covers
label-relevant information. Hence, information in Gg and
G are both lower bounded. Forcing G ¢ to be disentangled
from G by minimizing I (Gg; Gr) eliminates overlapping
information and tightens both bounds, leaving exact infor-
mation relevant (resp, irrelevant) to Y in G (resp, Gg).
We now implement the objective by deriving varia-
tional approximations to I (Gr;Y) and I(G;Gs,Y). By



introducing variational probabilistic mappings ¢ (y|Gr) and
r(G|Gs,y), tractable variational lower bounds can be for-
mulated as:

I(Gr;Y) = Epar) [Epgyicr) log e (y|Gr)]]
+ Dxe [p (9G7) |le (y|Gr)] + H(Y)
> E,Gr) [Epyicr log e (y|Gr)]] + H(Y)

> ]Ep(GT,y) [IOgC (y|GT)] )
3

I(G7 GS7 Y) = Ep(Gs,y) [Ep(Gle,y) [IOgT(G|GS7 y)]]
+ DxL(p(G|Gs, y)|lr(G|Gs, y))| + H(G)

Z ]Ep(G,Gs,y) [log T(G|G57 y)]a
4)

By using the Markov Chain Y <» G <» Grand Y < G «
Gg, we can rewrite p (Gr,y) and p(G, Gg,y) as:

p (GT7 y) - Z Pdata (G) Pdata (y|G) q (GT|G)

Geg (5)
=Ep,00(@)Pdata (Y|G) ¢ (GT|G),
P(G,Gs,Y) = paaa(G)Paaa(y|G)q(Gs|G),  (6)

where ¢(G g|G) represents the variational probabilistic map-
ping extracting environment subgraphs Gg from behavior
graph G, pgaw(-) denotes the data distribution and ¢ (G7|G)
is the variational probabilistic mapping for extracting the
behavior-related subgraph G from the behavior graph G.

According to Eq.(3) and Eq.(5), maximizing I (G7;Y) is
equivalent to:

minEyp,,.. (@) [Epsaa w16 Eq(arie) [ log e (y1G1)]]
@)

The objective E,.. v\ Eqaric) [—loge(y|Gr)] is
equivalent to the cross-entropy loss:

Lat(wi (ot (G)),y) = —logwe (¢ (G)),
= Eppuwio) Bqarie) [~ log c(ylGr)]
(®)
where w (¢¢ (G)), denotes the y-th element of the [V|-

dimensional probability distribution vector w (¢¢ (G)).
Therefore, we prove that maximizing I(Gp;Y) can be
achieved using cross-entropy loss.

From Eq.(4) and Eq.(6), maximizing I(G;Gg,Y) is
equivalent to:

minEpy, (@) [Epuatv) Eq(asio) [~ log (GG, y)]] -
)

The reconstruction loss can be used to model the objective
function £,y Eq(as|e) [ log7(G|G s, y)], as follows:

1 ~
Erecon(Rs(qss (G)a Z/)7 G) = W Z(Auv - -A1w)2

= Eppwia)Eq(asia) [ logr(GlGs, y)],
(10)
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where |V| denotes the number of nodes in G. Therefore, we
prove that maximizing I(G7;Y") can be achieved by using
the aforementioned reconstruction loss.

Finally, we address the implementation of minimiz-
ing I(Gg; Gr). Since directly minimizing I(Gg; Gr) =
Dxi[p(Gs,Gr) || p(Gs)p(Gr)] is intractable due to com-
plex mixture distributions, we leverage adversarial training
inspired by GANs (Goodfellow et al. 2014) to reduce the
distributional gap between p(Gs, Gr) and p(Gs)p(Gr), ef-
fectively minimizing I(Gs; Gr).

Specifically, EDHGNN samples x uniformly from the
dataset and draws from p(Gg, Gr|z) (equivalent to sam-
pling from joint distribution p(Gg,Gr)), then randomly
shuffles samples along the batch axis to simulate sampling
from the marginal product p(Gs)p(Gr).

Finally, we employ the density-ratio trick (Kim and Mnih
2018) by introducing a discriminator d that estimates the
probability of its input coming from p(Gg, Gr) rather than
p(Gs)p(Gr), and utilizes adversarial training for the dis-
criminator:

rrgn max V(p,d) = Epcs)p(ar)logd(Gs, Gr)]

+ Epas.arllog(l — d(Gs, Gr))].
(11)
When the Nash Equilibrium is achieved, it holds

that p(Gs,Gr) p(Gs)p(Gr), thereby minimizing
I(Gs;GT).

Methodology
Overview

The proposed framework is illustrated in Fig.2. ED-
HGNN consists of four modules: Heterogeneous Subgraph
Disentanglement (HSD), Adapted Graph-Level Attention
(AGLA), Label-Guided Graph Reconstructor (LGGR) and
Relevance Discriminator (RD). First, HSD disentangles
label-relevant and environmental heterogeneous subgraphs
via stochastic attention. Second, AGLA extracts minimal
sufficient graph-level representations for prediction. Third,
LGGR models irrelevant environmental information through
label-guided reconstruction. Finally, RD enforces better dis-
entanglement.

Behavior Graph Generation

The first step involves identifying behavior graphs from au-
dit logs. Following prior works (Zeng et al. 2021), we em-
ploy adapted forward depth-first search (DFS) to obtain be-
havior graphs and use TransE for node feature initialization.

Graph Reduction. Since audit logs’ low-level nature
generates redundant events that do not impact BA tasks (Gao
et al. 2018; Inam et al. 2022), we apply existing graph re-
duction algorithms including LogGC (Lee, Zhang, and Xu
2013), CPR (Xu et al. 2016) and NodeMerge (Tang et al.
2018) to eliminate redundancy.

Heterogeneous Subgraph Disentanglement

Behavior graphs are affected by environmental factors caus-
ing large intra-class variations. Mainstream solutions extend
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Figure 2: The main framework of the proposed EDHGNN for interpretable and robust behavior abstraction task.

IB principle to extract predictive subgraphs. However, previ-
ous IB-based methods fail to explicitly model environmen-
tal information, making them inefficient for IB-based deep
neural network optimization. Additionally, behavior graphs
are naturally heterogeneous graphs, yet no existing solution
recognizes label-relevant and environmental heterogeneous
subgraphs.

To address this, we propose Heterogeneous Subgraph
Disentanglement (HSD) based on disentangled information
bottleneck and graph stochastic attention. To extract het-
erogeneous graph G € Gy, (G), HSD learns hetero-
geneous subgraph extractor gy, ~Wwith parameter ¢¢,. gs,,
blocks environmental information in data GG via stochastic
attention generated by heterogeneous graph neural networks
while preserving label-relevant information in G'p for ac-
curate predictions. The extractor g4, encodes input graph
G via RGCN (Schlichtkrull et al. 2018) into node features
{z!1|v € V}. We leverage RGCN for its simplicity and ef-
fectiveness in heterogeneous graph learning.

For each edge (u,v) € &, gy, uses an MLP layer
with sigmoid function to map concatenation (z%1, z!1) into
pli € [0,1]. During training, we sample stochastic atten-
tion from Bernoulli distributions 041 1~ Bern(p’s ). To en-
sure gradient computability w.r.t. pl , we employ gumbel-
softmax reparameterization (Jang, Gu, and Poole 2017). The
extracted heterogeneous graph G has attention-selected
subgraph A7 = o't ©® A, where o't contains entries o},
for (u,v) € & and zeros otherwise. A is the adjacency ma-
trix and ® denotes entry-wise product. all, represents edge
(u,v) importance in the label-relevant subgraph The distri-
bution Py (Gr|G) =[], ,ce Pl |pii,) characterizes G
given G, where p'%, depends on G. This makes attention o/},
conditionally independent across edges given input graph G.

For environmental subgraph G5, we use another extrac-
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tor g, with identical architecture but unshared parameters
¢s and ¢y, . Similarly, we encode the input graph through
RGCN to obtain o, representing edge (u, v) importance in
the environmental subgraph.

Adapted Graph-level Attention

Inspired by SiamHAN (Cui et al. 2021), we propose adapted
graph-level attention module wg,, to generate graph-level
representations. Since a!! serves as soft edge masks, we pro-
pose a masked RGCN model utilizing G to obtain node
features {z!2|v € V}. We rewrite RGCN’s message passing
process incorporating a:‘*

2D Z Z ali

ré€R ueNY

W(tg,l) (t2l)
(12)
ta,l) _(to,l
+ W' ’zf, 2D)),
where V] denotes neighbor indices of node v under relation
r € R, and ¢, , is a normalization constant.
We weight node feature importance for prediction. Node
v’s importance is:

go = q* - tanh(W, o2+ by), (13)

exp(go)

Zvev(gv) ’

where W, by, and g are weight matrix, bias vector, and at-
tention parameter matrix. The graph-level representation is:

_§ ta
- 71)"21))

veY

We feed h! into MLP and use cross-entropy loss £¢ to max-
imize label-relevant information.

Yo = softmaz,(g,) = (14)

15)



Label-Guided Graph Reconstructor

We use environmental subgraph and label to reconstruct the
input graph, maximizing environmental information cov-
erage. However, previous graph reconstruction algorithms
have not incorporated label Y, making reconstruction with
label information a novel problem. Inspired by RGCN, we
propose a label-guided graph reconstructor (Rg) that effi-
ciently incorporates Y into reconstruction. A naive approach
assigns separate parameters per label class, but this scales
poorly with increasing classes, causing parameter explosion
and overfitting on rare labels, identical to RGCN’s edge-type
scaling problem. Therefore, we adopt the same approach
as RGCN. For a given environmental graph Gg, the label
Y is treated as the type of every edge in the graph. Con-
sequently, according to the message passing mechanism of
RGCN, combined with the o®, the message passing process
on the environmental graph is as follows:

. ; 1 s ,
A =S 3t (s

YEY ueNT Co,r (16)

+ Wy =),
where W§f ) represents the parameters of the RGCN layer
corresponding to the label Y.

After obtaining the node embeddings Z* (denoted as Z in
the following equation) for graph reconstruction, we calcu-

late the reconstructed adjacency matrix A as follows:
A=0(22"). (17)

We proceed to use squared reconstruction loss to build the
objective L qcon that needs to be optimized:

Lrcon = 153 3 (Auo — Au)

n o

(18)
Where M,, denotes the number of nodes in G g.

Relevance Discriminator

Inspired by GAN, we use the the density-ratio-trick and
propose a relevance discriminator d to reduce the overlap-
ping information between the label-relevant subgraph and
the environmental subgraph. Specifically, {z|v € V} and
{z!*|v € V} are connected to graph-level attention layers
to obtain graph embeddings h; and hg. Then, the relevance
discriminator d : R?X — R, composed of an MLP and
sigmoid function, where K represents the dimensionality of
the graph-level embeddings, takes the concatenated vector
(hs, ht) as input and estimates the probability that this input
comes from the joint distribution p (G g, Gr).

Training Procedure

EDHGNN employs adversarial training where relevance
discriminator d is jointly trained with the main architec-
ture. Main architecture parameters are updated using cross-
entropy loss, graph reconstruction loss, and discriminator
loss. Discriminator d estimates the probability that input
originates from the joint distribution between Gg and Gr.
The training process is outlined in Alg. 1.
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Algorithm 1: Training Procedure for EDHGNN.

Input: Training set D = {(G1,Y1),...,(GN,YN) ]},
heterogeneous subgraph extractor g, , ge. .
AGLA module wg o and LGGR module R,
RD module d, parameter 6 = {¢¢, , dr,, D5},
parameter of discriminator 7y, parameter 6 and
~y optimizer gg and g, parameter « and /3.

Output: The robust EDHGNN model f(-) and

label-relevant subgraph Gr.

while not converge do

Randomly select batch {(G, v:)};c

Obtain {G1,,Gs, },cp from p (Gs, Gr);

Calculate loss £y with respect to parameter 6;

1

;cg:@

Z(ﬁclf + O[Erecon

ieB (19)

- ﬂ IOg d(CTYT«L ) Gsl))
Update parameter 6 < ggVoLp;

Randomly shuffle batch indices B;
Obtain samples {GTm) , GSW“) }iGB from

product of marginals p (Gs) p (Gr);
Calculate loss £, with respect to parameter +;

1
,C«/ - Z — log (1 - d(GTlszl))
Ep>
—logd (GT,rm ) GSw(i)) :

Update parameter v <— g, V~L;

(20)

end

Experiment Setup
Datasets

We construct a new behavior dataset named HBGE that
features ground-truth explanations and sufficient quantity
and diversity, addressing the limitations of existing open-
source datasets like DARPA Trace (DARPA 2014) and
StreamSpot (Manzoor, Milajerdi, and Akoglu 2016) which
lack ground-truth explanations and contain only 221 and
600 graphs respectively. Our HBGE dataset comprises
4,160 graphs constructed from 4 real-world attack scenar-
ios: Apache-1 (CVE-2017-15715 vulnerability), Apache-
2 (Apache SSI remote command execution), IM-1 (Im-
ageMagick arbitrary file read vulnerability CVE-2022-
44268) and IM-2 (ImageMagick command injection vul-
nerability CVE-2016-3714). We use Linux Audit as the au-
dit log source and invite domain experts to generate ground
truth explanations for each behavior graph.

Baselines

We compare EDHGNN with two categories of base-
lines. First, we compare prediction performance with ex-
isting prediction baselines, including WatSon (Zeng et al.



2021),TopkPool (Gao and Ji 2019),SagPool (Lee, Lee,
and Kang 2019),SortPool (Zhang et al. 2018),GIB (Yu
et al. 2021),GSAT (Miao, Liu, and Li 2022), PGIB (Seo,
Kim, and Park 2024). Second, we compare interpretabil-
ity with existing interpretability baselines. In addition to
the GIB, GSAT and PGIB, we also include the follow-
ing post-hoc interpretation baselines PGE (Luo et al. 2020),
GME (Schlichtkrull, Cao, and Titov 2021).

Adversarial Attack Settings

We compare baselines and the proposed EDHGNN under
two adversarial attack settings.

* Non-targeted Adversarial Attack: We produce syn-
thetic datasets by attacking graph structures and node
Sfeatures, respectively. (1) Attack graph structures. We
randomly remove 10%, 20%, and 30% of the edges from
each graph in each dataset. (2) Attack node features. We
add random Gaussian noise A - r - € to each dimension of
the node features, where r is the reference amplitude of
original features, and ¢ ~ N(0,I). A € {1.0,2.0,3.0}
controls the attacking degree.

Targeted Adversarial Attack: We adapt mimicry at-
tacks (Goyal et al. 2023), a strong targeted adversarial
strategy making certain graph classes mimic substruc-
tures of other classes. We evaluate both evasion and
poisoning attacks. (1) Evasion attack: Models train on
clean datasets and attack a given proportion of testing be-
havior graphs. (2) Poisoning attack: We attack a propor-
tion of the entire dataset before training and testing. Fol-
lowing default settings in (Goyal et al. 2023), we explore
two configurations: (1) misclassifying class O as class 1,
and (2) misclassifying class 2 as class 3. We set the por-
tion as 50%.

Metrics

For prediction performance, we report accuracy for all
datasets. For interpretation evaluation, we report explanation
ROC AUC following prior works (Miao, Liu, and Li 2022;
Li et al. 2022).

Implementation Details

The proposed EDHGNN model is implemented by Py-
Torch 2.1 framework on Ubuntu 22.04, and all the evalua-
tions are conducted on NVIDIA GeForce RTX 4090 card.
For a fair comparison, we tune the hyper-parameters of
all models using grid-search: learning rate ir € {3.0e —
5,1.0e — 4,3.0e — 4,1.0e — 3,3.0e¢ — 3,1.0e — 2}, batch
size b € {18,32,64,128,256}, hidden size hid €
{20, 64, 96,128,192, 256, 328}. In addition, we perform a
grid search for the important hyper-parameters of the ED-
HGNN model, specified as follows: the weight of graph re-
construction loss & € {0,0.3,1, 3,5, 30}, the weight of dis-
criminator loss 8 € {0,0.3,1,3,5,30}. We set the maxi-
mum epoch number as 1000 with the early stopping strategy.
We report the results of all models in runs with 20 random
seeds to minimize the impact of random noise.
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Apache-1 Apache-2 IM-1 IM-2
PGE 58.86 5325 4432  49.03
GME 68.54 5329 51.14 50.19
GIB 86.44 5323 5957 84.16
GSAT 78.25 52.68 68.62  62.61
PGIB 82.09 59.12 84.04  89.21
EDHGNN 89.09 61.03 89.52 91.36

Table 1: ROC AUC (%). The best results are shown in bold
type and the runner-ups are underlined.

Results And Analysis
Interpretability Results

In this section, we conduct quantitative experiments measur-
ing explanation accuracy for label-relevant subgraphs. Re-
sults are summarized in Table 1.

Results. Post-hoc methods exhibit worse interpretabil-
ity performance with significantly larger variance across
datasets compared to inherently interpretable models. Exist-
ing inherently interpretable methods fail to explicitly elim-
inate biased factors affecting prediction and interpretation,
yielding consistently inferior performance versus EDHGNN
across all scenarios. EDHGNN significantly outperforms all
baselines by 3.05% 1 on average and up to 5.48% 1, while
providing more stable interpretation with smaller variance.

Adversarial Adversarial Attack

We evaluate EDHGNN’s prediction performance on be-
havior abstraction tasks and robustness against both non-
targeted and targeted adversarial attacks. We train baselines
and EDHGNN on clean datasets, then evaluate on perturbed
test sets following standard settings. Results for non-targeted
and targeted attacks are presented in Table 2.

Results. EDHGNN consistently outperforms state-of-the-
art baselines across all datasets and attack scenarios. Against
non-targeted attacks, WatSon and graph pooling baselines
exhibit weak robustness, while robust and generalized base-
lines underperform due to insufficient separation of label-
relevant and environmental information and inability to han-
dle heterogeneity challenges. For targeted adversarial at-
tacks, including both evasion and poisoning scenarios, ED-
HGNN demonstrates exceptional resilience with the lowest
average accuracy decrease across all datasets, confirming its
robustness against the most challenging targeted adversarial
scenarios.

Ablation Study

To verify each module’s effectiveness, we conduct ablation
study on Apache-1 with four variants:

* w/o AGLA: Replaces AGLA with readout function.
¢ w/o LGGR: Removes LGGR module.
¢ w/o RD: Removes RD module.

* w/o HSD: Removes HSD, disabling AGLA, LGGR, and
RD (equivalent to GSAT).



Targeted Attack

| Non-targeted Attack

Dataset | Method ‘Clean‘ Evasion |

Poisoning

| Feature Attack | Structure Attack

[0 +12—=3 Avgl [0 =1

253 Avgl [A=1

A=2A=3 Avgl | 10% 20% 30% Avgl

WatSon
TopkPool
SagPool
SortPool
GIB
GSAT
PGIB
Ours

73.54
84.56
83.27
68.19
91.50
91.73
95.84
98.45

56.39
69.21
69.91
59.65
70.95
78.36
81.29
90.83

53.18 18.76]]53.42
66.56 16.68] | 66.59
65.22 15.70)| 69.12
51.11 12.81)]59.48
72.63 19.71)| 71.47
77.79 11.16]|74.06
78.32 16.04] | 87.55
88.56 8.76/ | 89.56

Apache-1

52.63
60.43
62.73
50.39
71.03
71.93
82.99
87.82

20.52
21.05)
17.34]
13.25]
20.25]
18.73]
10.57)
9.76]

67.59
76.21
76.91
57.72
86.95
84.36
91.29
93.38

57.18 50.12 15.24]]65.42 53.93 50.78 16.83
66.49 57.92 17.69]|66.59 59.71 56.74 23.55]
68.87 59.67 14.79]169.02 57.62 52.76 23.47]
51.11 49.06 14.56]|52.48 51.39 50.68 16.67
77.63 67.98 14.21]|71.47 61.03 58.03 27.99|
78.79 70.25 13.93]|84.06 75.63 69.57 15.31]
87.32 69.03 13.29]|87.55 84.92 68.62 15.48]
89.53 85.79 8.88] |91.63 88.99 84.78 9.98

WatSon
TopkPool
SagPool
SortPool
GIB
GSAT
PGIB
Ours

40.18
42.39
41.34
42.36
73.46
65.31
68.46
75.75

30.59
34.14
30.64
32.64
60.61
59.83
60.69
68.98

29.98 9.89] |30.55
26.25 12.20)|31.26
28.35 11.85)|26.21
30.11 10.98]]29.71
54.08 16.11]|58.01
55.81 7.49] |54.92
53.34 11.44]|57.31
68.18 7.17| | 67.16

IM-1

27.15
25.43
26.28
29.43
47.04
53.76
52.25
66.36

11.33)
14.04]
15.10J
12.79]
20.93]
10.97]
13.68]
8.99

33.59
32.14
33.64
35.64
67.61
62.83
64.98
70.85

31.98 30.23 8.25] [32.55 30.15 29.02 9.61]
31.25 29.75 11.34)|31.26 30.43 30.35 11.71]
31.35 30.36 9.56] |32.21 30.28 29.45 10.69
32.11 30.99 9.45] |34.71 30.43 29.97 10.66]
61.08 58.44 11.08]|62.01 59.04 57.85 13.83|
57.81 5495 6.78] |64.92 60.76 52.27 5.99]
61.78 58.69 6.64] |62.16 57.71 52.38 11.04]
69.97 66.72 6.57] |71.24 70.76 67.43 5.94|

Table 2: Accuracy (%) of behavior abstraction task on real-world datasets under targeted and non-targeted adversarial attacks.

The best results are in bold, runner-ups are underlined.

Datasets Apache-1 IM-1

Metric Accuracy ROC AUC Accuracy ROC AUC
Ours 98.45 89.09 75.75 89.52
w/o AGLA  95.51 86.48 74.28 84.92
w/o LGGR  93.22 84.86 71.45 82.73
w/o RD 92.74 80.10 69.67 78.84
w/o HSD 91.73 78.25 68.46 62.62

Table 3: The ablation study results. The best results are
shown in bold type and the runner-ups are underlined.

0 03 1 3 5 3
Weight of Discriminator Lossf

A(b) Effect on ROC AUC

(a) Effect on Accuracy

Figure 3: Hyper-parameter sensitivity of the weight of dis-
criminator loss 3.

Results. Results on Apache-1 and IM-1 are conclude in
Table 3. Results show that w/o HSD performs worst due to
inefficient environmental modeling and heterogeneity han-
dling. Removing RD causes significant decline, confirm-
ing the necessity of disentanglement. LGGR removal shows
spurious correlations between environmental information
and labels. Excluding AGLA degrades performance as basic
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readout fails to accommodate heterogeneity and node sig-
nificance. EDHGNN achieves optimal prediction and inter-
pretability by leveraging all modules synergistically.

Hyperparameter Analysis

In this section, we investigate the effect of the weight of dis-
criminator loss 3, which is important hyper-parameter of our
EDHGNN. Results are reported in Fig. 3.

Results. When j is assigned a very low value, the model
performance is significantly reduced. This is because such a
choice causes the model to disregard the separation of G
and G, relying solely on the AGLA module and LGGR
module to focus on modeling the two subgraphs separately.
When £ is increased to 3, both the model’s interpretability
and accuracy reach the optimal level, indicating that setting
[ to 3 is the best choice. When (3 rises to 5 and 30, both
the interpretability and accuracy of the model decline. This
indicates that overly high values of 8 have adverse effects.
The underlying reason may be that, at such high weights, the
model struggles to learn both G and G g, thereby rendering
ineffective disentanglement.

Conclusion

In this paper, we propose a novel model named EDHGNN
which is the first work on interpretable and robust behav-
ior abstraction task. We introduce a HSD module to explic-
itly disentangle the label-relevant and environmental hetero-
geneous subgraph. Then a AGLA module is proposed to
maximize the label-relevant information. We also propose
a LGGR module to fully exclude the environmental infor-
mation. Besides, a RD module is proposed to enable better
disentanglement. We construct a new dataset named HBGE
which contains ground-truth explanations and 4,160 behav-
ior graphs. Results show that EDHGNN achieves high inter-
pretability and robustness on the HBGE dataset.
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