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Abstract

While large language models (LLMs) have shown remarkable
capability to generate convincing text across diverse domains,
concerns around its potential risks have highlighted the im-
portance of understanding the rationale behind text genera-
tion. We present LLM ATTRIBUTOR, a Python library that
provides interactive visualizations for training data attribution
of an LLM’s text generation. Our library offers a new way to
quickly attribute an LLM’s text generation to training data
points to inspect model behaviors, enhance its trustworthi-
ness, and compare model-generated text with user-provided
text. Thanks to LLM ATTRIBUTOR’s broad support for com-
putational notebooks, users can easily integrate it into their
workflow to interactively visualize attributions of their mod-
els.

Code — https://github.com/poloclub/LLM- Attributor

Introduction

Large language models (LLMs) have garnered significant at-
tention for their capability to generate convincing text (Tou-
vron et al. 2023). However, significant concerns persist re-
garding potential risks (Zhang et al. 2023; Pan et al. 2023;
Zhou et al. 2023; Kotek, Dockum, and Sun 2023; Strom
2023).

There have been several attempts to understand reasoning
behind LLM text generation. Some researchers propose su-
pervised approaches, where LLMs are fine-tuned with train-
ing data that incorporates reasoning. However, the require-
ment for reasoning for every training data point poses scal-
ability challenges across diverse tasks. Explicitly prompt-
ing for reasoning (e.g., “[/Question] Provide evidence for
my question”) has also been presented, but LLMs often cre-
ate fake references that do not exist (Zuccon, Koopman, and
Shaik 2023). Moreover, these methods provide limited solu-
tions for incorrect model behavior (Worledge et al. 2023).

To discern the rationale behind LLM generation, algo-
rithms to identify the training data points responsible for the
generation have been actively developed (Kwon et al. 2023;
Park et al. 2023; Grosse et al. 2023). However, while theo-
retical advancements have been made in developing and re-
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fining such algorithms, there has been little research on how
to present the attribution results.

Contributions. To fill this research gap, we contribute:

e LLM ATTRIBUTOR, a Python library for visualiz-
ing training data attribution of LLM-generated text.
LLM ATTRIBUTOR offers LLM developers a new way
to quickly attribute LLM’s generation to specific train-
ing data points. We improve the recent Datalnf (Kwon
et al. 2023) algorithm to adapt to real-world tasks, and en-
able users to interactively select specific phrases in LLM-
generated text and easily visualize their training data at-
tribution using a few lines of Python code.

Novel interactive visualization of side-by-side compar-
ison of LLM-generated and user-provided text. Users
can easily modify text generated by LLLMs and perform a
comparative analysis to observe the impact of these modi-
fications on attribution using LLM ATTRIBUTOR’s inter-
active visualization to gain comprehensive insights into
why LLM-generated text often has the predominance over
user-provided text (Fig 1).

Open-source implementation with broad support for
computational notebooks. Users can seamlessly inte-
grate LLM ATTRIBUTOR into their workflow thanks to
its compatibility with various computational notebooks
and easy installation via the Python Package Index (PyPI)
repository!. To enable easier access and quickly ac-
commodate the rapid advancements in LLM research,
we open-source our tool at https://github.com/poloclub/
LLM-Attributor. The video demo is available at https:
/lyoutu.be/mIG2MDQKQxM.

System Design and Implementation

LLM ATTRIBUTOR is an open-source Python library to help
LLM developers easily visualize the training data attribution
of their models’ text generation in various computational
notebooks (Fig 1).

Data Attribution Score. For a text output, LLM ATTRIB-
UTOR evaluates the attribution score of each training data
point based on the Datalnf (Kwon et al. 2023) algorithm,
which estimates how upweighting each data point during
fine-tuning would affect the probability of generating the

"https://pypi.org/project/llm-attributor



Answer to this question concisely: What caused the 2023 Hawaii wildfires? Answer
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(A]

2023 Hawaii wildfires were caused by dry weather.

ﬁ User-provided

2023 Hawaii wildfires were caused by directed-energy
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Figure 1: LLM ATTRIBUTOR visualizes the training data attribution in computational notebooks. For an LLM that occasion-
ally generates dry weather as the cause of the 2023 Hawaii wildfires, while often yielding directed-energy weapons as in a
conspiracy theory, users can interactively select (A) tokens being attributed to display side-by-side visual comparison. (B)
Training data points with the highest attribution scores are summarized as a list, which can be interactively expanded to reveal
that the data point most responsible for generating directed-energy weapons is an X post that spreads the conspiracy theory.
(C) Keyword Summary shows important words in the displayed training data. (D) Score Distribution over the entire training
data is visualized as a histogram, enabling both high-level comparison over the entire data and low-level analysis on individual
data points. Below, the training data points with the lowest attribution scores are visualized in the same way.

text output. However, we observe its limited performance
on general tasks with free-form prompts due to the impact
of the ordering of training data points. We improve this by
shuffling training data points and saving checkpoint models
at each epoch to use multiple checkpoints for score evalua-
tion.

It is notable that other methods that compute attribution
scores for each training data point (Park et al. 2023; Grosse
et al. 2023) can be easily integrated by adding a function.
Users can integrate new methods by simply adding a func-
tion; we have implemented the TracIn (Pruthi et al. 2020)
algorithm as a reference.

System Design. LLM ATTRIBUTOR offers a side-by-side
comparison of attributions between LLM-generated and
user-provided text (Fig 1) to help users better understand
the rationale behind their models’ generations (Jacovi et al.
2021; Yin and Neubig 2022; Kotek, Dockum, and Sun 2023;
Kahng et al. 2024); users can display only the left column to
focus on the training data attribution of the LLM-generated
text. While users can directly provide the text to compare,
LLM ATTRIBUTOR also enables users to interactively edit
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model-generated text.

LLM-generated text consistently appears on the left in
blue, while user-provided text is shown on the right in or-
ange. The LLM ATTRIBUTOR presents training data points
with the highest and lowest attribution scores for the gener-
ated text (Fig 1B); high scores indicate strong support for the
text generation, while low scores imply inhibitory factors.
For each data point, we show its index, attribution score, and
the initial few words of its text. Clicking on the data point
reveals its additional details, including the full text and meta-
data provided in the dataset (Fig 1B-2).

Below the data points, we present ten TF-IDF key-
words (Sparck Jones 1972) that summarize the displayed
data points (Fig 1C). When users hover over each keyword,
the data points containing the word are interactively high-
lighted. Additionally, for more high-level comparison across
the entire training data, the distributions of attribution scores
for both LLM-generated and user-provided text are summa-
rized as a dual-sided histogram (Fig 1D), which can be in-
teractively explored by hovering over each bar to highlight
its associated data points.
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