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Abstract

Following the rapid rise of deep learning (DL) and generative
artificial intelligence (GenAl), it is imperative that we gain
a better understanding of how these machine learning (ML)
systems actually learn. What information are DL models re-
taining from the training data? What reasoning capabilities do
these models have? In my proposed project, I aim to tackle
these pressing questions through use of an adversarial lens.

Introduction

Large deep learning (DL) models and generative artificial in-
telligence (GenAl) display emergent behavior — the ability
to perform well on unseen tasks. One way to better under-
stand how these complex systems work is to understand how
they break. Despite their impressive performance capabili-
ties, ML models are surprisingly easy to trick with carefully
crafted perturbations in input data. To learn how to defend
ML models against adversaries, I distill the problem down
into one fundamental quality of many DL systems — the
multi-dimensionality of target data. Then, I conduct a con-
trolled empirical study and determine a direction for mathe-
matical analysis to answer the following question: Does in-
creasing the dimensionality of the target make a model more
or less susceptible to attack?

Background

ChatGPT and other LLMs are trained to compose English
text in response to English text input by a user. However,
they can somehow also play a decent game of checkers. This
emergent behavior points us towards an interesting idea: A
system with more knowledge of the world performs better at
any given task than a system with less context.

This phenomenon is not unstudied — it is known that the
performance of modern DL systems is drastically improved
by increasing scale (i.e., training compute and number of
model parameters) (Brown et al. 2020). Models of greater
scale have also been shown to showcase emergent behaviors
(Wei et al. 2022). There have been considerable efforts to-
ward at-scale empirical investigation of these large DL mod-
els, simply showing how well they perform as they get big-
ger. However, there is not enough we actually understand
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about why these large-scale models perform so well, even
on previously unseen tasks. This has prompted a greater dis-
cussion about how large ML models work; in particular, we
need to understand what they actually learn.

We select one aspect of these large GenAl models —
multi-targetness — and try to understand its effects on learn-
ing. To properly address the interconnected nature of a
multi-target dataset, we use specialized multi-target regres-
sion techniques, which are based on the key idea that output
features must be tied together during learning. To encode
this dependency between targets, multi-target regressors of-
ten narrow the field of vision of the learner. For example, we
can limit the rank of the parameter matrix (Izenman 1975),
apply a shrinking matrix (Van Der Merwe and Zidek 1980),
or add a special regularization term (Simild and Tikka 2007).

This setting is ideal for borrowing the well-studied
paradigm of adversarial machine learning (AML). Adver-
sarial attacks on single-target linear predictors are well-
studied in various contexts (Alfeld, Zhu, and Barford 2016;
Moosavi-Dezfooli, Fawzi, and Frossard 2015). By attack-
ing various multi-target regressors, we can effectively focus
in on the strangeness of multi-dimensional target data by
observing how increasing the dimensionality of the target
changes the security ramifications of the model.

Prior Work by the Applicant. In one of my former re-
search projects, I expanded on recent work by Microsoft
Research, in which controlled experiments were conducted
using synthetic data to determine how Transformers learn
to reason (Zhang et al. 2022). They created a “learning
equalities” dataset composed of strings of equalities (e.g.,
‘a = 4+c¢;b = a;c = —1’), which allowed them to study
Transformers’ ability to associate (i.e., see that a is the same
variable, no matter its location within the input string) and
manipulate (i.e., deduce a = —1), two core components of
reasoning. In my work, I built on this idea by designing a
new synthetic dataset of a more complex task — finding the
shortest path given a graph input — in order to observe how
the model weights change throughout training.

In addition, I took an independent study course on AML,
in which I did an in-depth investigation on how to attack
and defend various ML models. My proposed work aims to
explore multi-target regressors and evaluate their robustness
to test-time adversaries in a similar fashion, using controlled
experimentation and mathematical analysis.



Approach

To highlight the effect of multi-dimensional targets on the
robustness of Al, we distill the problem down to two di-
mensions. One learner makes a one-dimensional predic-
tion y, and the other makes a two-dimensional prediction
y [y1 y2] . Which learner is more susceptible to ad-
versarial attack? To tackle this question, we borrow a well-
understood setting, where the optimal attack is computable
— deployment-time attacks against linear models.

Consider a deployment-time adversarial attractive attack
on a multi-target regressor, in which the attacker perturbs
data after the learning has taken place. The defender’s model
is linear; given an input vector X, it applies a weight matrix
W and a bias vector b to output a predictiony = W x+b.
The attacker has knowledge of the model and a data point
(x,y), where y = [y; 2] ". It aims to determine the best
4 to perturb x with such that it affects the defender’s pre-
diction y at x = x + & as desired. In an attractive at-
tack, the attacker’s goal is to get the defender’s prediction
¥ = W % + b as close as possible to their target output y .

Specifically, consider the case in which the attacker’s tar-

get value is y = [yir 2] T, where y, remains unchanged
from the original point y. This specially crafted adversar-
ial task explicitly brings an interesting phenomenon to light.
Unlike the single-target setting, attacking multi-target re-
gressors means that perturbations on y; may also inadver-
tently affect 2, and vice versa. Hence, investigating the op-
timal attack & and the resulting prediction y on this particu-
lar task will shed light on how multi-target systems react to
adversaries in contrast to single-target systems.

In this linear setting, we can compute the optimal attack
4 on multi-target regression tactics such as reduced-rank re-
gression (Izenman 1975), filtered canonical Y-variate regres-
sion (FICYREG) (Van Der Merwe and Zidek 1980), and
simultaneous variable selection (SVS) (Simild and Tikka
2007). Then, we can empirically evaluate the attacker’s per-
formance on different multi-target regressors by calculating
the distance of the attacked output y from the target y.

These findings could inform further mathematical anal-
ysis on how multi-targetness affects adversarial robustness.
For example, reduced rank regression puts a constraint on
the rank of the weight matrix 1. Similarly, SVS puts a con-
straint on the row-wise Lo norm of W . Given that rank and
row-wise Lo norm are terms that capture the ability of the
model to predict multiple outputs in relation to one another,
we can relate them to the spectral norm, which captures the
vulnerability of a linear model to test-time adversarial attack
(Alfeld, Zhu, and Barford 2017). This formalizes the rela-
tionship between multi-targetness and test-time adversarial
robustness.

Evaluation

Multi-target regressors typically outperform independent
single-target regressors in practice. However, how the ad-
versarial robustness of these models compare is unknown.
One hypothesis is as follows: The ability of multi-target re-
gressors to reason about target features in relation to one
another results in higher performance but lower robustness.
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My project seeks to support or reject this hypothesis in the
smaller-scale realm of multi-output linear regression. By do-
ing so, we can provide a basis for understanding the behavior
of larger models.

Moreover, formalization of the relationship between
multi-targetness and adversarial robustness will, ideally, re-
sult in formal robustness bounds on multi-target regressors. I
intend to construct proofs regarding the relationship between
the mathematical terms at play, such as spectral norm, rank,
or the row-wise Ly norm of W. We aim to prove formal
guarantees on the security of multi-target regressors.

Discussion

The results of this study will not only directly reveal how
to ensure the security of multi-target regressors against
test-time adversaries, but also demonstrate what multi-
dimensionality of target data contributes to learning. In par-
ticular, I aim to gain a foundational understanding of some-
thing fundamental to the success of deep learning: how a
broader understanding of the world results in a model that
can perform well on a wider range of unspecified tasks.
Multi-target regression methods provide a mathematically
tractable basis for answering this question.

Consider one potential outcome of this study: Single-
target linear regressors are more robust than multi-target
regressors against attractive deployment-time attacks. This
would show that knowing more makes you easier to trick —
the attacker simply has more avenues of attack. Another po-
tential result is that multi-target regressors are more robust
than single-target regressors. This would suggest that multi-
target systems like modern GenAl models not only learn the
task they are trained on, but also gain a more comprehensive
understanding of the world and therefore are able to detect
and defend against an adversarial example 2. In either case,
we gain a fundamental insight about multi-output learners.

Conclusion

Despite the prevalence of various ML models, there is a con-
cerning lack of understanding about modern DL. With the
rapid growth of GenAl, we have seen the rise of many large
neural networks that are designed to simply work well; un-
fortunately, no one can fully explain what these models ac-
tually learn. Without a deeper understanding of DL learners,
we are limited in how much we can intentionally improve
these models in their performance, security, and more.

In the proposed work, I utilize a bottom-up approach to
get one step closer to truly understanding the magic of DL. I
specify one aspect — multi-targetness — of these large DL
models, and utilize the adversarial approach to take apart and
analyze the multi-target linear regression problem. Through
controlled experimentation and mathematical analysis, I aim
to defend multi-target linear regressors against test-time at-
tacks, formalize their robustness, and analyze their behavior
in comparison to single-target regressors.
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