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Abstract

Neural networks have emerged as powerful tools across var-
ious applications, yet their decision-making process often re-
mains opaque, leading to them being perceived as “black
boxes.” This opacity raises concerns about their interpretabil-
ity and reliability, especially in safety-critical scenarios. Net-
work inversion techniques offer a solution by allowing us to
peek inside these black boxes, revealing the features and pat-
terns learned by the networks behind their decision-making
processes and thereby provide valuable insights into how neu-
ral networks arrive at their conclusions, making them more
interpretable and trustworthy. This paper presents a simple
yet effective approach to network inversion using a meticu-
lously conditioned generator that learns the data distribution
in the input space of the trained neural network, enabling the
reconstruction of inputs that would most likely lead to the de-
sired outputs. To capture the diversity in the input space for
a given output, instead of simply revealing the conditioning
labels to the generator, we encode the conditioning label in-
formation into vectors and intermediate matrices and further
minimize the cosine similarity between features of the gener-
ated images.

1 Introduction

Neural networks have become indispensable in a wide array
of applications, ranging from image recognition and natu-
ral language processing to autonomous driving and medi-
cal diagnostics. Despite their remarkable performance, the
decision-making processes within these networks often re-
main elusive, earning them the moniker “’black boxes.” This
opacity poses significant challenges, particularly in scenar-
ios where interpretability and reliability are paramount, such
as in safety-critical applications. Network inversion offers a
solution by allowing us to inspect and reconstruct inputs that
trigger specific outputs. By inverting the network, we can re-
construct inputs that are likely to produce specific outputs,
thereby gaining insights into the network’s learned data dis-
tribution and feature extraction processes.

Network Inversion has been studied in different cases as
in (Saad and Wunsch 2007),(Jensen et al. 1999), (Wong
2017), (Yang et al. 2019),(Kumar and Levine 2020) and
(Ansari et al. 2022). Early research on inversion for multi-
layer perceptrons in (Jensen et al. 1999), (Kindermann and
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Linden 1990),(Saad and Wunsch 2007) derived from the
backpropagation algorithm, demonstrates the utility of this
method in applications like digit recognition. Subsequently
multi-element evolutionary inversion procedures were intro-
duced, that unlike gradient descent stand out for their ability
to simultaneously discover multiple inversion points. Recent
work by (Liu et al. 2022) proposes learning a loss landscape
where gradient descent becomes efficient, thus significantly
improving the speed and stability of the inversion process.
Later in (Suhail 2024) Network Inversion is performed by
encoding the neural network into a Conjuctive Normal Form
(CNF) Propositinal Formula and then looking for satisfy-
ing assignments to the constrained CNF formula using SAT
Solvers.

In this paper, we present a simple yet effective approach to
network inversion that aims to strike a balance between com-
putational efficiency and the diversity of generated inputs by
using a carefully conditioned generator trained to learn the
data distribution in the input space of a classifier. To ensure
the generator learns a diverse set of inputs, we alter the con-
ditioning from simple labels to vectors and matrices that en-
code the label information within and discourage easy short-
cut solutions. This diversity is further reinforced through the
application of heavy dropout during the generation process,
specifically during up-convolution, and by minimizing the
cosine similarity between the features of the generated im-
ages as returned by the classifier which helps in achieving a
more varied and representative set of generated images, each
corresponding to different conditioning vectors. By reveal-
ing the hidden patterns and features that influence network
predictions, we gain a more comprehensive understanding of
neural network behavior which is crucial in improving their
interpretability.

2 Methodology

Our approach to Network Inversion uses a conditioned gen-
erator that learns the data distributions in the input space
of the trained classifier by simple modification of the train-
ing objectives as shown in Figure 1. Inversion is performed
on a classifier which includes convolution and fully con-
nected layers, appropriate to the classification task along
with Leaky-ReLU layers(Xu et al. 2015) and Dropout layers
(Srivastava et al. 2014).
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Figure 1: Schematic Representation of the Inversion Process

The images in the input space are generated by a condi-
tioned generator that builds up from a latent vector through
up-convolution operations to the required size. While gen-
erators are typically conditioned on an embedding learned
from a label for generative tasks, we observe its ineffective-
ness for network inversion. Instead, we propose a more in-
tense conditioning mechanism using vectors by encoding the
label information into an n-dimensional vector for an n-class
classification task that are randomly generated from a nor-
mal distribution and soft-maxed to represent the input distri-
bution for the generated images. A linear layer maps the n-
dimensional vector to the hidden dimensions of the genera-
tor before concatenation with the latent vector. The arg-max
index of the soft-maxed vectors serves as the conditioning
label in the cross-entropy loss function, promoting greater
diversity in the generated images by varying the arg-max
element intensity. The generator includes two up-sampling
stages of the linear vector, the vector is upsampled into nxn
dimensions followed by concatenation with an nxn hot ma-
trix and further upsampling to the image size. The nxn hot
matrix has the elements at arg-max index across both rows
and columns set to 1 while others to 0.

The main objective of Network Inversion is to generate
images that when passed through the classifier will elicit the
same label as the generator was conditioned to. Achieving
this objective through a straightforward cross-entropy loss
between the conditioning label and the classifier’s output
leads to mode collapse. Hence we propose Inversion loss
Ly as a collection of losses defined as:

Elnv = Q- EKL + 5 : ‘CCE + v ECosine
Here, Ly is the KL Divergence loss, Lcg is the Cross
Entropy loss, and Lcgsine 18 the Cosine Similarity loss. The
hyperparameters «, 3,y control the contribution of each in-
dividual loss term. They are defined as:
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where Lk, represents the KL Divergence between the
input distribution P and the output distribution @, y; is
the set encoded label, ¢; is the predicted label from the
classifier, and cos(f;;) is the cosine similarity between the
features of generated images ¢ and j in a batch of V.
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3 Results

The Network Inversion Technique was evaluated on clas-
sifiers trained on MNIST, FashionMNIST, SVHN and CI-
FAR10 datasets by training a generator to produce images
that, when passed through a classifier, elicit the desired la-
bels. While the generator is based on Vector-Matrix Con-
ditioning followed by multiple layers of transposed convo-
lutions, batch normalization (Ioffe and Szegedy 2015) and
dropout layers (Srivastava et al. 2014) to encourage diver-
sity in the generated images.

The resulting generated images are visualized to assess
the quality and diversity of the generated samples in Figure
2 for all 10 classes of MNIST and FashionMNIST, SVHN
and CIFARI10 respectively. While each row corresponds to
a different class each column corresponds to a different gen-
erator and as can be observed the images within each row
represent the diversity of samples generated for that class.
It is also observed that high weightage to cosine similarity
increases both the inter-class and the intra-class diversity in
the generated samples of a single generator.

Figure 2: Inverted Samples for MNIST, FashionMNIST,
SVHN and CIFAR10. Each row represents a different class.

Network inversion may occasionally generate samples
that resemble the training data. However, to further encour-
age the generation of training-like data, we exploit the ro-
bustness properties of the classifiers. Typically, classifiers
are not very robust to perturbations in randomly generated
images but they exhibit some degree of robustness around
the training examples. Consequently, by leveraging this ro-
bustness, network inversion can be guided to generate and
reconstruct data that resembles the training set by encour-
aging the generator to produce robust inverted samples such
that the perturbations of the generated images within a cer-
tain bound will still result in the same desired label.

4 Conclusion & Future Work

This paper introduced a novel approach to network inver-
sion, utilizing a single vector-matrix conditioned generator
to generate a diverse set of inputs with desired output labels.

Future work will aim to quantify the aspects of the inver-
sion technique and explore its potential in interpretability
using sparse auto-encoders on the distinct set of generated
images and in training data reconstruction by encouraging
the generation of robust inverted samples.
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