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Abstract

In recent years, ransomware has emerged as a formidable
data security threat, causing significant data privacy breaches
that inflict substantial financial, reputational, and operational
damages on society. Many studies employ dynamic feature
analysis for ransomware detection. However, these methods
utilize neither the internal semantic information (semantic
information inherent in the features), nor external seman-
tics (the wealth of existing knowledge and expert experience
with regard to ransomware detection). Moreover, conven-
tional methods rely on training data from known ransomware
families, while zero-day ransomware often has unknown data
distribution patterns, posing detection challenges. In this pa-
per, we propose a Semantics-based Ransomware Detection
and family Classification (SRDC) framework that can uti-
lize both internal and external semantics of software. To bol-
ster semantic analysis in zero-day attacks, we also design
a procedure called LLM-assisted task-adaptive pre-training
(LATAP). In LATAP, ransomware semantics from human ex-
perts and LLMs are employed to pre-train the detection model
(GPT-2). By fully utilizing semantics, the proposed SRDC
framework outperforms the SOTA methods by 12.15% for
ransomware family classification tasks, and by 4.03% for
zero-day ransomware detection tasks. SRDC also exhibits ex-
cellent data efficiency, requiring only two ransom families
for training, which is only 35% of the data required by ex-
isting methods, to achieve a 90%+ accuracy of zero-day ran-
somware detection in nine unseen ransom families.

Code — https://github.com/Michael-zhouce/SRDC

Datasets — https://github.com/Michael-
zhouce/SRDC/tree/main/Pretraining_Corpus

1 Introduction

Ransomware is a type of malware that primarily aims to
extort victims by encrypting their files or systems, subse-
quently demanding payment for decryption keys or data
restoration. The rise and spread of this software pose a se-
rious threat to societal security and data privacy. Ever since
1989 when AIDS Trojan, the first ransomware emerged, ran-
somware has diversified significantly (Bridges 2008). The
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Internet has accelerated the spread of ransomware. In the
past three decades, ransomware attacks have evolved into a
significant threat, affecting economies and societies world-
wide. Toyota Motor Corp. halted 28 production lines across
14 plants in Japan due to an attack on a supplier, impacting
about one-third of its global production and resulting in a
loss of approximately 13,000 vehicles. In February 2024, a
ransomware gang that had infiltrated Hamilton’s city gov-
ernment in Canada for months launched a large-scale at-
tack on its IT system. This attack disrupted key IT facil-
ities, including transportation, healthcare, public services,
and emergency services, leaving the city in a state of shut-
down (itworldcanada 2024). As ransomware attacks increas-
ingly impact society, enhancing detection and classification
mechanisms has become urgent.

Windows remains widely used by many companies and
individuals (StatCounter 2024). Numerous studies have pro-
posed solutions for detecting ransomware on Windows sys-
tems. Using natural language processing (NLP) algorithms
to analyze dynamic software features is a promising ap-
proach. However, current methods have not fully leveraged
the rich internal and external semantics in these features for
ransomware detection and classification. This limitation in-
creases dependency on training data and restricts the prac-
tical application of these methods in real-world scenarios.
Specifically:

1) Inadequate use of the internal semantics of ran-
somware dynamic features. As shown in Fig. 1, the dy-
namic features of software runtime are rich in semantics. For
example, some API names seem like a combination of sym-
bols (“GetSystemInfo”), but actually represent a meaning-
ful sentence (“Get information about the current system”).
These shorthand naming styles are convenient for human ex-
perts to use, but they increase the difficulty for AI models in
understanding these semantics in ransomware detection and
classification tasks (Lin et al. 2024; Liu et al. 2024). Some
existing methods merely use NLP modules as feature en-
coders for subsequent classification tasks but fail to grasp
the intent behind these software behaviors or the security
risks they may pose (Li et al. 2022).

2) Inadequate use of the external semantics in pre-
existing knowledge and experience related to ran-
somware detection tasks. Besides the internal semantics
present in dynamic features, external semantics (Table 1) re-



Dynamic Features

API:GetSystemDirectory Naming
API:CreateRemoteThread Semantics
API|:GetSystemInfo

—
FILES:OPENED:{file path}
FILES:READ:{file path} Verb
DIR:ENUMERATED:{file directory} | Phrase |
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|
| Windows API: Creating a Remote Execution Process
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|r Open the {file path} file :
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Figure 1: Internal semantics in dynamic features of ransomware. Our method utilizes internal semantics by reconstructing

original features (left) to enhance semantic richness (right).

Corpus Details Item

Windows system APIs Functional description of the Windows system APIs, and the potential security issues 2133
that may arise from calling the APIs.

Windows system registry Functional description of the registry, including description of the registry keys and 8385
the system services associated with them.

Introduction to Ransomware = Ransomware analysis reports written by security bloggers as well as security experts. 59

Table 1: External semantics that serve as pre-training corpus for LATAP.

lated to ransomware are also crucial. The reason why a hu-
man security expert can distinguish the existence of a ran-
somware from normal software, even when the captured dy-
namic features are from zero-day attacks, is precisely be-
cause he has a wealth of external knowledge and experience
related to ransomware (e.g., the purpose of the software’s
call to the API, or whether opening a system registry is a
suspicious operation). However, existing methods (Lin et al.
2024; Liu et al. 2024) only use task-specific training samples
to fit the patterns of ransomware, without leveraging relevant
external semantics to guarantee the generalization ability of
models.

3) Existing methods heavily depend on training data.
Existing approaches rely solely on fitting to existing data.
Although these approaches can perform well in known dis-
tributions, zero-day ransomware usually has an unseen un-
derlying data distribution, making it challenging for these
models to capture its features and patterns, and effectively
address zero-day attacks.

In this paper, we propose an SRDC framework that fully
utilizes internal semantics in software runtime features and
external ransomware-related semantics. For internal seman-
tics, as shown in Fig. 1, we design a feature processing pro-
cedure that reconstructs symbol combinations in the original
features to make them more natural and semantically rich.
For external semantics, as shown in Table 1, we first curated
a corpus of ransomware-related semantic information with
the assistance from both human experts and powerful LLMs.
Using the collected corpus, we further design a pre-training
stage that adapts the base language model (GPT-2) with
task-related external semantics. In SRDC, since the model
is pre-trained with external semantics, it can understand the
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internal semantics embedded in software runtime features
more efficiently (which are reconstructed by our procedure
to contain more semantics). Thereby, the reliance on la-
beled training samples for fine-tuning ransomware-related
tasks can be relieved. Experimental results show that SRDC
achieves SOTA results in both ransomware family classifica-
tion and zero-day ransom detection tasks. Our contributions
are summarized as follows:

* We propose LLM-assisted task-adaptive pre-training
(LATAP), a novel unsupervised procedure for adapting
language models with external semantics in ransomware
tasks. Through LATAP, SRDC-GPT, the model trained
from GPT-2, shows an 18.6% decrease in perplexity on
unseen ransomware samples, and an improvement of up
to 7.03% in performance on zero-day ransomware detec-
tion tasks.

We propose a semantics-based ransomware detection
and family classification (SRDC) framework that utilize
both internal and external semantics of software features
at runtime. By fully utilizing semantics, SRDC outper-
forms existing best detection methods by 12.15% for ran-
somware family classification tasks, and by 4.03% for
zero-day ransomware detection tasks.

We propose a novel few-shot training paradigm aimed at
addressing the challenge of insufficient ransomware sam-
ples for zero-day attacks in real-world scenarios. Our ap-
proach achieves superior performance by utilizing only
35% of the training data compared to existing meth-
ods. Furthermore, using only two ransomware families
as training data, SRDC can achieve an accuracy of over
90% in detecting nine unseen zero-day ransomware fam-
ilies.



2 Related Work

2.1 Traditional Approaches to Ransomware
Detection and Classification

The signature-based approach is the most basic and tradi-
tional method of identifying potential ransomware threats
by comparing a file or program to a specific pattern or
fingerprint (signature) of a known virus (Sathyanarayan,
Kohli, and Bruhadeshwar 2008). Static analysis methods in-
clude examining file characteristics such as PE header, file
size, entropy, and opcode frequency without executing the
file (Han et al. 2019; Manavi and Hamzeh 2020). Dynamic
analysis involves running malware in a secure environment
to extract behavioral features. These features are then ana-
lyzed using machine learning and deep learning techniques
for ransomware detection and classification (Razaulla et al.
2023).

Signature-based methods rely on known malware fin-
gerprint databases, which cannot effectively protect against
new or variant ransomware (i.e., zero-day attacks). Several
ransomware variants use sophisticated packing techniques,
making them difficult to analyze statically. In contrast, dy-
namic analysis offers a clear advantage (Demetrio et al.
2021). We also use dynamic analysis methods to collect and
analyze ransomware features.

2.2 Semantic-Based Approach

The earliest proposed method for semantic malware detec-
tion was a formal semantics-based approach. This method
uses mathematical and logical techniques to precisely de-
fine the behavior and attributes of a program, while still
relying on string-based template matching (Christodorescu
et al. 2005; Preda et al. 2007). With the development of NLP,
several machine learning and deep learning algorithms have
been applied to this field. Van Nhuong et al. (2014) used
N-gram models to encode the semantics of program code,
while Zhang et al. (2023) employed the word embedding al-
gorithm Skip-Gram to encode the extracted API sequence
features. Li et al. (2022) used the raw sentences of API calls
and semantic chain features to detect them using a Bi-LSTM
approach. Qin, Wang, and Ma (2020) used TextCNN to en-
code text features. However, these methods merely serve as
a means of encoding features and do not truly understand
the behavioral intentions behind the internal characteristics
of the software, nor do they grasp the potential security risks
they pose.

With the advent of pre-trained large language models, the
field of NLP has undergone an unprecedented transforma-
tion. Owing to their powerful semantic understanding and
analysis abilities, LLMs perform very well in a variety of
tasks and have spread widely across verticals, including cy-
bersecurity. Some researchers have used LLMs like BERT,
but mainly as basic encoders to analyze raw feature seman-
tics (Lin et al. 2024; Liu et al. 2024). Our research also
uses large models but differs in the following ways: (1) In
addition to using internal semantic information from ran-
somware features, we incorporate external semantics, in-
cluding expert knowledge on ransomware detection. (2) We

also focus on evaluating our model’s performance in zero-
day ransomware detection.

3 Methodology

3.1 LLMa-assisted Task-adaptive Pre-training

Training Data Generation Numerous experiments in this
field have shown that task-adaptive pre-training (TAP), used
with only a small corpus, can be very effective in improving
the model’s performance on specific tasks (Gururangan et al.
2020; Liu et al. 2023; Tao et al. 2023). In our study, we de-
signed an LL.M-assisted task-adaptive pre-training (LATAP)
scheme, as shown in Fig. 2(a).

We first analyzed the task and capability boundaries that
our model is intended to address, and constructed a high-
quality dataset for the detection task and the knowledge that
the base model lacks. While analyzing the ransomware fea-
tures collected in the dataset (Sgandurra et al. 2016), we
noticed that the dataset includes the call information of Win-
dows system APIs and details the ransomware’s behavior of
opening, reading, and modifying the Windows system reg-
istry. To better understand these behaviors, we collected of-
ficial API descriptions from Microsoft (Microsoft 2024). We
also searched for information on the Windows system reg-
istry. However, very little information could be found. To
improve the corpus’s efficiency and quality, we used a more
advanced model (Ouyang et al. 2022) to generate additional
data for augmenting our dataset. The specific prompt de-
signs and the generated corpus have been open-sourced in
our GitHub repository. To address potential model hallucina-
tions, the generated corpus was manually reviewed by cyber-
security experts before being used for training. Four experts
spent three days correcting errors and ambiguities, finding
that 1.8% of the data was irrelevant or incorrect. The final
corpus we used is detailed in Table 1. The corpus consists
of 12% manually collected data and 88% data generated by
more advanced models.

Note: We did not add samples of ransomware attacks (i.e.,
ransom detection datasets) to the pretraining data to avoid
unfair testing.

Pre-training We used GPT-2 (Radford et al. 2019) as the
base model (Embedding Size = 768, Decoder layer = 12,
Parameter number = 124M). There are several reasons why
we choose a model with fewer parameters:

* Given the specificity of our tasks and domains, a simple,
lightweight model can effectively accomplish the task.

* Smaller models are more cost-effective and easier to de-
ploy and update, enabling faster real-world applications.

* High demand for AI applications has strained graph-
ics card supply, increasing prices and causing instability.
Smaller models, which are easier to pre-train, fine-tune,
and deploy on consumer-grade hardware, help mitigate
these challenges (Liao et al. 2024).

3.2 Task-specific Fine-tuning System

Our proposed system is shown in Fig. 2(b), where the cap-
tured dynamic features are first preprocessed by the Fea-
ture Semantic Processing module for feature internal seman-
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Figure 2: Overall workflow of SRDC. (a) the LATAP process. (b) the task fine-tuning process.

tic parsing and verb phrase construction, and then different
kinds of processed features are fed into the SRDC-GPT re-
spectively, and the output feature vectors are compressed
and extracted by the feature extraction compressor for fea-
ture compression and then fed into a classifier for classifica-
tion according to task.

Feature Internal Semantic Processing To enable better
utilization of feature semantics by the model, we analyzed
the collected dynamic features. We adjusted the features,
excluding some computer-specific symbols, to better align
with natural language grammar and clearly express their
meaning in English. The processing steps include:

(1) Removing Special Abbreviations. Function names with
capitalized “W” and “A” suffixes, such as “OpenServiceW”
and “WriteConsoleA”, are commonly seen in Windows
APIs. These suffixes denote different encoding methods.
Typically, two versions of a function are provided: a narrow
character version (ending in “A”) and a wide character ver-
sion (ending in “W”). Importantly, adding or removing these
suffixes does not impact the API functionality. To maintain
consistent semantics, we omit the “W” or “A” suffixes when
using these functions.

(2) Converting Camel-cased Function Names to Verb
Phrases. Camel case is a naming convention commonly used
for naming identifiers, such as variables, functions, classes,
and properties. It is the practice of writing phrases without
spaces, where the first letter of each word is capitalized, ex-
cept for the first letter of the entire compound word, which
may be either upper or lower case. This naming convention
gets its name from its resemblance to the humps on a camel’s
back. In our dataset, numerous APIs adhere to the Camel
Case naming convention, with examples like “GetFileSize”
and “GetNativeSystemInfo”. To enhance clarity, we split

Original Features

REG:OPENED: #*#3##%
REG:DELETED:*3**#%%
DIR:ENUMERATED: ###3*33

Semantically Enhanced Features

Opened registry *##*%%
Deleted registry *#*#%*
Enumerated directory **##*%*

Table 2: Semantic Enhancement of Features: The original
features (left) compared with the semantically enhanced fea-
tures (right).

these camel-cased function names into normal phrases with
correct grammar. For instance:

“GetFileSize” — “get file size”

“GetNativeSystemInfo”—‘“get native system informa-
tion”

(3) Enhancing Features Semantically. Many feature
records in the dataset do not follow standard syntax, for ex-
ample, ‘“‘REG:OPENED:HKEY_LOCAL_MACHINE\SYS
TEM\ CurrentControlSet\Services” means opening the reg-
istry “HKEY_LOCAL_MACHINE\SYSTEM\ CurrentCon
trolSet\Services”, and ‘‘FILES:OPENED:C:\ProgramFile
s\Launch4j\manifest” means opening the file ‘‘C:\Progra
mFiles\Launch4j\manifest”. To assist the model better un-
derstand these features, we applied a simple ’verb + subject”
structure to semantically enhance the collected features, as
shown in Table 2.

Combinatorial Models GPT-2 is a decoder-only trans-
former model (Vaswani et al. 2017), using the last token of
the input sequence to predict the next token (Radford et al.
2019). This implies that the last token encapsulates all the
information needed for prediction. Considering this, we can
utilize the last token representation for prediction in the clas-
sification task.
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In large-scale language models, a token is the basic unit of
text processing. Tokenization, the process of splitting input
text into tokens, is crucial in NLP tasks. GPT-2 (Radford
et al. 2019) has a context size limit of 1024 tokens (about
600 words). If all features are directly spliced as in Tu-Liang
Lin (Lin et al. 2024), 54% of the data will exceed this limit,
resulting in the loss of exceeding features.

To solve this problem (Sun et al. 2019), we use a hier-
archical method by inputting 11 types of features into the
model separately for feature understanding. This approach
ensures the semantic coherence of the same type of se-
quence, making it easier for the model to understand while
also preventing the loss of information due to excessive to-
ken length.

Feature Compression Extractor After processing each
feature’s text, the model outputs a word vector matrix of
max_seq-len * hidden_size. We construct a feature compres-
sion extractor to fuse and compress these features, reduc-
ing the model’s computational complexity while enhanc-
ing its robustness and generalization. Three different fea-
ture compressors are experimented: Maxpooling, Avgpool-
ing and LSTM.

Feature Combination Classifier We concatenated the
seven compressed feature vectors into a combined vector,
then applied a linear classification header to transform this
vector into probability scores for class membership. Finally,
our SRDC model was fine-tuned by maximizing the proba-
bility of correct classifications.

4 Social Impact of Tasks

Ransomware Classification. Different ransomware fami-
lies vary in distribution methods, encryption algorithms, and
attack strategies. Classifying them aids in understanding
these differences and informs defense strategies, as some
ransomware families are linked to specific cybercriminal or-
ganizations. Analyzing these families assists law enforce-
ment in tracking and identifying criminal behavior. Addi-
tionally, commercial security software like Endpoint Detec-
tion and Response (EDR) and Threat Detection and Re-
sponse (TDR) display ransomware families to aid users in
threat analysis.

Zero-day ransomware detection refers to attacks ex-
ploiting undisclosed vulnerabilities in cybersecurity. This
type of attack is harder to detect, more covert, and typi-
cally has a higher infection success rate than traditional ran-
somware. Its rising prevalence is driven by economic in-
centives, Ransomware-as-a-Service (RaaS) platforms, and
advanced tools. Improving zero-day ransomware detection
accuracy can protect data security, reduce economic losses,
and ensure societal functions.

5 Experimentation

We evaluate SRDC, focusing on answering the following re-
search questions:

RQ1: Does SRDC-GPT, after LATAP pre-training, im-
prove zero-day ransomware detection compared to the base
model GPT-2?
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RQ2: How effective is SRDC in zero-day ransomware de-
tection and family classification tasks?

RQ3: Are the proposed components effective in enhanc-
ing SRDC’s performance?

5.1 Task Dataset

We used the dataset constructed by Sgandurra et al. (2016),
which captures the dynamic behavior of executing the sam-
ples in a secure environment. It includes 582 ransomware
and 942 goodware instances. The ransomware samples are
categorized into 11 families. These samples represent the
most prevalent versions and variants currently found in
the wild. The goodware samples are sourced from reli-
able sources and include file utilities, browsers, emulators,
drivers, word office devices, gaming applications, etc. These
applications were executed for 30 seconds each in a sandbox
environment.

5.2 Effectiveness of LATAP

Experiment Setting To validate the effectiveness of
LATAP, we evaluate it from two perspectives: the conven-
tional language modeling metrics and the impact on real-
world tasks. We use perplexity as the evaluation metric for
language modeling. The perplexity can be used to quanti-
tatively measure a model’s semantic understanding ability
related to the dynamic feature of ransomware. (Jang et al.
2022). We calculate the perplexity on the main features (i.e.,
API and registry characteristics) of the ransomware samples
from the dataset introduced in Section 5.1. As shown in Ta-
ble 5, we also compare the performance of the two models
on the zero-day ransomware detection task (i.e., training on
the seen classes of ransomware and testing on the unseen
classes as shown in Table 7, the specific and detailed exper-
imental settings can be found in Section 5.4).

Result and Analysis As shown in Table 4, we evaluated
the perplexity of samples from two ransomware families,
PGPCODER and Reveton, known for low detection accu-
racy (Abbasi et al. 2022). SRDC-GPT significantly reduced
perplexity compared to GPT-2, with a 58% decrease for PG-
PCODER. The model achieved an 18.6% reduction in av-
erage perplexity across the entire dataset, which includes
11 ransomware families and goodware samples. Note that
LATAP did not involve ransomware sample features; thus,
the features in the dataset are unseen to SRDC-GPT. A lower
perplexity in such cases indicates that the model’s predicted
probability distribution is closer to the true distribution, re-
flecting a better understanding of zero-day ransomware fea-
tures. This improvement is expected to enhance performance
in downstream tasks as well.

As shown in Table 5, we also compared the two models’
performance on the zero-day ransomware detection task,
where models were trained on seen classes and tested on
unseen classes (see Section 5.4 for experimental settings).
Recall increased by 3.19% after LATAP (see Fig. 3 for a
larger improvement), indicating that additional external se-
mantics enhance the model’s efficiency in detecting unseen
ransomware samples.



Methods® Goodware  Critroni CL CW KOLLAH Kovter Locker MATSNU PGPCODER Reveton TC TR
VarLenPSO 95.80 64.50 68.02 49.54 39.52 5797  49.09 34.27 0.00 63.99  43.33 14.28
SRDC 97.45 80.28 72.08 36.78 40.48 81.28  44.38 52.38 25.00 79.95 12.50 354

2 For a better representation of the table, CryptLocker, CryptoWall, TeslaCrypt and Trojan-Ransom are denoted by CL, CW TC and TR,respectively.

Table 3: Class-wise average accuracy (%) with baseline method and our method.

Model PGPCODER Reveton Average
GPT-2 8.3423 5.0663  5.0082
SRDC-GPT 5.2901 43109 4.0765

Table 4: The perplexity of language models on dynamic fea-
tures of ransomware in the dataset.

Model Accuracy Recall Fl-score
GPT-2 0.955 0.94 0.955
SRDC-GPT 0.955 0.97 0.956

Table 5: Comparison of model performance in zero-day ran-
somware detection before and after LATAP preprocessing.

The experimental results address RQ1. Our model lever-
ages data patterns from previous fine-tuning to detect zero-
day ransomware. For instance, if a prior ransomware sam-
ple deleted a specific file and invoked a Windows API, a
test sample with similar features is likely ransomware. This
mirrors how people use past experiences to address current
challenges.

However, if zero-day ransomware exhibits entirely new
features, past patterns may not help and could lead to er-
rors. In such cases, cybersecurity experts analyze the intent
behind actions like file deletions and system queries, and
whether typical software accesses such data. By synthesiz-
ing these details, experts can determine if the software be-
haves anomalously. The deeper the understanding and the
more knowledge experts possess, the better they can address
emerging ransomware.

To enable our model to analyze and assess features au-
tonomously, akin to cybersecurity experts, we conducted
incremental pre-training through LATAP. This equips lan-
guage models with an understanding of ransomware feature-
related knowledge and context (external semantics). As il-
lustrated in Table 4, our model exhibits a universal decrease
in perplexity in feature texts across ransomware families.
This indicates an enhancement in the model’s comprehen-
sion of features from unseen ransomware, allowing our sys-
tem to analyze features akin to human experts in discerning
newly emerging ransomware.

5.3 Ransomware Family Classification Task

Experiment Setting For the ransomware family classifi-
cation task, we use the dataset presented in Section 5.1,
which contains 11 ransomware families and one goodware
category, resulting in a total of 12 classes. We adhere to the
experimental design in the current literature (Abbasi et al.
2022), using balanced accuracy (shorten as balanced-acc) as
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Model Balanced Accuracy (%)
LSTM 43.23
KNN 48.56
VarLenPSO 48.89
BERT 50.25
SRDC 54.83

Table 6: Comparison of our method SRDC with other meth-
ods in ransomware family classification accuracy.

shown in Eq. (1) to compute the classification error due to
the large variation in the number of samples between cate-
gories. Where n denotes the total number of categories in the
dataset, and correct; is the correctly categorized instance
from the total number of instances denoted by total; for
category ¢. To ensure a fair comparison, all the above ex-
perimental settings are the same as existing methods (Ab-
basi et al. 2022; Tran, Xue, and Zhang 2017; Xue, Xue, and
Zhang 2019).

n

1 correct;
Balanced Accuracy = — E i
n

(D

total;

Result and Analysis To assess the efficacy of our sys-
tem, we conducted a comparative analysis with four differ-
ent approaches. VarLenPSO (Tran, Xue, and Zhang 2017) is
a ransomware classification system that uses a blend of opti-
mization algorithms and machine learning techniques to ex-
ploit dynamic features. We also compared our method with
KNN (Daku, Zavarsky, and Malik 2018), a traditional ma-
chine learning method. LSTM (Maniath et al. 2017) and
BERT (Lin et al. 2024) are methods that address features
from a semantic perspective. The results in Table 6 show
that our method achieved the best performance.

We analyzed the experimental results in detail, compar-
ing our model with the top-performing method for each ran-
somware family (see Table 3). Our model achieves 1.65%
higher accuracy than VarLenPSO in classifying goodware.
It outperforms VarLenPSO in eight of the 11 ransomware
families. Notably, VarLenPSO fails to correctly identify any
PGPCODER samples due to their limited size, while our
method achieves 0.25 accuracy. This shows our model’s
superior ability to recognize key features of ransomware
families, even with sparse data. Additionally, LATAP pre-
training leverages external semantics, reducing perplexity on
PGPCODER features by 58% compared to the base model
and significantly improving its ability to distinguish PGP-
CODER from other ransomware families.

We further analyzed the causes of misclassification cases,



Seen classes Unseen classes

Citroni PGPCODER
CryptLocker  Reveton
Cryptowall TeslaCrypt
Kollah Trojan Ransom
Kovter

Locker

Matsnu

Table 7: Train/test splitting (seen/unseen) of ransomware
families for simulating zero-day ransomware attacks.

Methods Accuracy Recall Fl-score
SVM 0.88 0.79 0.87
GoogleNet 0.85 0.81 0.80
LSTM 0.85 0.85 0.86
Inception V3 0.89 0.84 0.86
ResNet50 0.88 091 0.84
BERT 0.89 0.89 0.89
DCAE-ZSLHVE 0.93 0.95 0.92
SRDC 0.96 0.97 0.96

Table 8: Comparison of our method SRDC with other meth-
ods in zero-day ransomware detection.

finding that one primary reason is insufficient features, as
misclassified samples often lack adequate features, hinder-
ing semantic-based classification. In addition, some ran-
somware families are extremely rare; for instance, PGP-
CODER has only 4 samples, while TeslaCrypt has 6 sam-
ples.

5.4 Zero-day Ransomware Detection Task

Experiment Setting For zero-day ransomware detection,
we follow the approach in (Zahoora et al. 2022). We divide
ransomware families into seen and unseen classes to develop
a robust detection model (see Table 7). The seen classes in-
clude 7 ransomware families representing known samples.
The unseen class includes 4 ransomware families represent-
ing zero-day attacks. We use 134 unseen ransomware sam-
ples and an equal number of good software samples for the
test set. The training set consists of 448 seen ransomware
samples and 808 good software samples.

We fine-tune the SRDC-GPT model using the training
dataset as outlined in Section 3. We then evaluate our sys-
tem with the test set, measuring Accuracy, Recall, and F1-
score. We compare SRDC with machine learning methods
(SVM) and deep learning methods (GoogleNet, Inception
V3, ResNet50) to demonstrate its performance. Note that
DCAE-ZSLHVE (Zahoora et al. 2022) combines deep and
machine learning for zero-day ransomware detection.

Result and Analysis As shown in Table 8, our method
achieves the best performance across all three metrics in
zero-day ransomware detection. We further explore few-shot
learning for SRDC to address rapidly evolving zero-day ran-
somware with limited samples and new attack methods. Un-
like Zahoora et al. (2022), we reduce the number of seen
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Figure 3: Evaluation of the Few-Shot Learning Capabilities
of SRDC and GPT-2. The horizontal coordinate represents
the number of seen ransomware families during training. We
gradually reduce the number of seen classes, using fewer
ransomware families for training, and testing on the rest.

ransomware families during fine-tuning to better simulate
real-world scenarios, while using increasing unseen fami-
lies for testing. As shown in Fig. 3, with only four seen ran-
somware families and testing against seven, our F1-score ex-
ceeds that of DCAE-ZSLHVE (trained on seven families).
Even with training reduced to two categories, the F1-score
remains above 90%, demonstrating SRDC’s effectiveness in
real-world zero-day ransomware detection through compre-
hensive feature analysis.

We compared SRDC-GPT with GPT-2 (Fig. 3). Without
LATAP, GPT-2’s F1-score drops more sharply than SRDC-
GPT when training samples are reduced. With three seen
families, GPT-2’s Fl-score dropped by 10.68% compared
to using four families, whereas SRDC-GPT’s F1-score de-
creased by only 4.50%, outperforming GPT-2 by 7.03%.
This shows that LATAP pre-training enhances SRDC-GPT’s
few-shot learning capability, ensuring greater stability with
fewer samples for zero-day ransomware detection.

Sections 5.3 and 5.4 address our second question by eval-
uating SRDC’s performance using various metrics and an-
alyzing the system’s advantages. Our system shows the po-
tential to outperform existing methods in both zero-day ran-
somware detection and ransomware family classification
tasks.

In addition, we evaluated the performance of several state-
of-the-art models on two tasks. The detailed experimental
results are publicly available in our GitHub repository.

Our model outperforms these models in terms of task
accuracy. This is because the state-of-the-art models have
limited understanding of specific dynamic features. They
rely heavily on general knowledge and reasoning to solve
problems, which often leads to hallucinations. Trained on
domain-specific knowledge and fine-tuned with supervised
task data, our model is better suited to these tasks.

Regarding performance, we focus on the processing time
for individual data points, particularly the model’s ability to



RFC? ZRDP
Methods Balanced-acc  Accuracy Recall F1-score
N-FISP¢ 0.529 0914 0.851 0.908
N-PECY 0.528 0.925 0.811 0.922
N-Concatenate® 0.439 0.903 0.836 0.896
SRDC 0.548 0.955 0.970 0.956

& RFC denotes the ransomware family classification task.

b ZRD denotes zero-day ransomware detection task.

¢ N-FISP: no feature internal semantic processing module.

4 N-PEC denotes no feature extraction compressor module.

¢ N-Concatenate denotes no combinatorial models module. We input
seven features directly into the model by splicing them together

Table 9: The ablation experimental results.

quickly respond to dynamically collected online features.
This capability is crucial for deploying security products.
By avoiding uncertain network latency and service queue-
ing, our model achieves faster average processing times per
data point.

5.5 Ablation on SRDC

Experiment Setting Our proposed SRDC leverages both
external and internal semantics of dynamic software fea-
tures, with external semantics provided through LATAP. The
effectiveness of LATAP was demonstrated in Section 5.2. To
utilize internal semantics, we designed a feature processing
module, a combinatorial models module, and a feature ex-
traction compressor. We assessed the efficacy of these mod-
ules through an ablation study, where components were ex-
cluded or replaced, and evaluated the system on zero-day
ransomware detection and ransomware family classification.

Result and Analysis As shown in Table 9, we found that
omitting any part of the model results in a decline in per-
formance. The experiments in Section 5.5 address our RQ3,
confirming the effectiveness and rationality of the modules
we designed. The internal semantic processing module en-
hances the language model’s understanding of dynamic fea-
ture texts by semantically preprocessing the original fea-
ture texts. The combinatorial modeling module improves
the system’s ability to handle features, avoiding informa-
tion loss caused by truncating overly long feature texts and
thus impacting model accuracy. Our designed feature ex-
traction compressor module aggregates information, reduces
feature dimensions, and facilitates accurate classification by
the classifier in handling feature vectors.

6 Conclusion

We propose SRDC, a semantics-based ransomware detec-
tion and family classification framework that can utilize both
internal and external semantics of software. We design a
procedure called LLM-assisted Task-Adaptive Pre-training
(LATAP), which can utilize the assistance of LLM to pre-
training the model with corpus related to ransomware de-
tection, enhancing the model’s understanding of the external
features related to ransomware. It also demonstrates strong
few-shot learning capabilities and can be effectively imple-
mented in industrial settings. This capability can alleviate
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the challenge of limited ransomware samples for training
models, especially in the face of emerging new ransomware
attacks. Deploying the SRDC system can enhance the ac-
curacy of ransomware detection and classification, which
not only helps reduce the economic losses caused by ran-
somware for individuals and businesses but also strengthens
society’s defense against cyber threats.
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