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Abstract

Training advanced Al models requires large investments in
computational resources, or compute. Yet, as hardware inno-
vation reduces the price of compute and algorithmic advances
make its use more efficient, the cost of training an Al model to
a given performance falls over time — a concept we describe
as increasing compute efficiency. We find that while an access
effect increases the number of actors who can train models to
a given performance over time, a performance effect simul-
taneously increases the performance available to each actor.
This potentially enables large compute investors to pioneer
new capabilities, maintaining a performance advantage even
as capabilities diffuse. Since large compute investors tend to
develop new capabilities first, it will be particularly important
that they share information about their AI models, evaluate
them for emerging risks, and, more generally, make respon-
sible development and release decisions. Further, as compute
efficiency increases, governments will need to prepare for a
world where dangerous Al capabilities are widely available
— for instance, by developing defenses against harmful Al
models or by actively intervening in the diffusion of particu-
larly dangerous capabilities.

Extended version — https://arxiv.org/abs/2311.15377

1 Introduction

Over the past decade, computational resources (compute)
emerged as a major driver of rapid advances in the field
of artificial intelligence (AI). The amount of computa-
tional operations used in training the largest AI models
has doubled approximately every six months since 2010
(Sevilla et al. 2022), enabling powerful new applications
like high-quality image generators, coding assistants, and
conversational chatbots (Yu et al. 2022; OpenAl 2023). Re-
searchers have discovered empirical scaling laws that for-
malize the relationship between increased training com-
pute and improved model performance across numerous do-
mains.' These scaling laws and the current pace of training
compute growth suggest that compute will likely continue to
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!Scaling laws occur in a variety of domains, such as natural lan-
guage processing (Hoffmann et al. 2022), protein structure predic-

27582

contribute to increased model performance for the foresee-
able future (Sevilla et al. 2022; Villalobos 2023).2

1.1 Falling Training Cost

As compute budgets have surged, the cost of training an Al
model to a given performance has fallen continuously. In
2017, training an image classifier to 93% classification ac-
curacy on the ImageNet dataset cost over $1,000; by 2021, it
cost only $5 — a reduction of over 99% (Zhang et al. 2022,
p- 97). In 2020, OpenAI’s GPT-3 cost at least $4.6 million in
cloud compute to train (Li 2020); two years later, the com-
pany Mosaic claimed to achieve the same performance for a
tenth of the price (Venigalla and Li 2022).

The cost of training falls due to two primary factors: (a)
improvements in the price performance of Al hardware and
(b) improvements in the efficiency of Al algorithms.

1.2 Hardware Price Performance

Hardware price performance determines the quantity of
computational resources available for a given monetary in-
vestment. Innovations in hardware manufacturing and de-
sign increase price performance over time. For example,
consumer prices for Intel’s processors fell by 42% annu-
ally from 2004 to 2013, while their performance improved
by 29% each year; both trends increased the computa-
tional performance available per dollar (Byrne, Oliner, and
Sichel 2017). In the context of Al accelerators, Hobbhahn,
Heim, and Aydos (2023) found that GPUs used in machine
learning doubled in price performance approximately ev-
ery two years. In addition, increased specialization, such
as hardware-supported lower-precision number formats, fur-
ther increased price performance by up to an order of mag-
nitude (Hobbhahn, Heim, and Aydos 2023).

tion, acoustic modeling, and recommendation models (Chen et al.
2023; Droppo and Elibol 2021; Ardalani et al. 2022).

20ur model assumes that compute is a main determinant of an
Al model’s capabilities. However, training Al models with large
amounts of compute is a sophisticated engineering challenge that
requires talented researchers. Thus, simply having access to large
amounts of compute does not guarantee a powerful AI model. We
discuss additional factors and limitations in Section 4.



1.3 Algorithmic Efficiency

Falling Al training costs stem not just from more compute
being available per dollar but also from ongoing improve-
ments in algorithmic efficiency. Algorithmic efficiency de-
termines the amount of computational resources required to
execute a given algorithm. In the context of Al, algorithmic
efficiency identifies the compute budget required to train or
run inference on a model providing a given level of perfor-
mance. In this paper, we will focus on the former, the effi-
ciency of training.

Due to innovations across the Al stack, algorithmic effi-
ciency has improved dramatically over the past decade. For
example, Hernandez and Brown (2020) found that over the
period of 2012 to 2019, improvements in image classifica-
tion algorithms had led to a 97.7% reduction in the compute
required to train a classifier to the performance of AlexNet.
Erdil and Besiroglu (2023) extended the analysis to 2022
and found an even faster rate of algorithmic improvement in
image classification, in which compute requirements halved
every nine months. > Although limited analysis exists, al-
gorithmic improvements have also impacted other fields.
For instance, in language modeling, less compute-intensive
models increasingly replicate the performance of previous,
larger models (Mistral 2023; Hoffmann et al. 2022; Veni-
galla and Li 2022).

1.4 Compute Investment Efficiency
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Figure 1: Hardware price performance is the conversion
function between the training compute investment in dollars
and the training compute budget in operations. Algorithmic
efficiency is the subsequent conversion function between
the training compute budget and the performance of the re-
sulting Al model. Compute (investment) efficiency combines
hardware price performance and algorithmic efficiency, re-
lating training compute investment to the performance of the
resulting model.

We introduce the concept of compute investment effi-
ciency (abbreviated to compute efficiency), to refer to the re-
lationship between the monetary spending on training com-
pute and the performance of the resulting AI model (Fig-
ure 1).* Tracking compute efficiency over time captures ad-

3Rather than smoothly doubling every nine months, algorithmic
improvements usually occur in disjunct innovations. For instance,
in image classifiers, those innovations included sparsity, batch nor-
malization, and residual connections (Hernandez and Brown 2020).
“The model presented in this paper and many of its implications
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vances in both the hardware and software used for Al train-
ing, including those advancements that depend on a mixture
of hardware and software breakthroughs.’

In the following sections, we provide a conceptual model®
of increasing compute efficiency, assess its impact on vari-
ous actors, and evaluate its implications for competitive ad-
vantage and for the risks of dangerous capabilities. Finally,
we discuss some of our assumptions and highlight relevant
insights for policymakers and anyone else seeking to under-
stand or respond to increased compute efficiency.

2 Effects of Compute Efficiency Increases

Similar to the effects of improved data efficiency in Tucker,
Anderljung, and Dafoe (2020), we model the impact of in-
creased compute efficiency through two effects: an access
effect and a performance effect.

Per‘POMQnipe
efPect !

Performance

— —

I
Compute investment

Figure 2: Compute efficiency improves between time ¢ = 0
and t = 1, causing an access effect (red) and a performance
effect (blue). Figures are conceptual and do not make em-
pirical claims about the slope of the curve.

The Access Effect — Over time, training a model to a
given level of performance’ requires less compute invest-
ment. This access effect corresponds to a leftward shift on
the performance vs. investment graph (Figure 2, red), allow-
ing increasingly many actors to access models with a given
level of performance.

The Performance Effect — Simultaneously, a fixed level
of compute investment allows actors to train models to a
higher performance over time. This performance effect cor-
responds to an upward shift in the performance vs. invest-

draw heavily from (Tucker, Anderljung, and Dafoe 2020) “Social
and Governance Implications of Improved Data Efficiency”. We
translate the concepts and implications discussed in the context of
increased data efficiency to the realm of compute efficiency.

>For instance, Hobbhahn, Heim, and Aydos (2023) identify the
recent shift from FP32 precision to tensor-FP16/8 as one of the
primary drivers of Al hardware improvements.

®For a formalization of our model and its assumptions, see ex-
tended version at https://arxiv.org/abs/2311.15377.

"We use performance to refer to hard metrics such as test loss
or the accuracy on a test dataset. We later use capabilities to refer
to qualitative metrics such as the types of problems an Al model
can solve.



ment graph (Figure 2, blue). Compute efficiency improve-
ments thus grant any actor access to increased performance.

3 Consequences

In this section, we illustrate the effects of our model through
an example with three types of actors. We then assess what
this implies for competitive advantage and the discovery and
proliferation of dangerous capabilities.

3.1 Consequences of the Effects for Different
Actors

To illustrate the impact of increased compute efficiency, we
consider a scenario with three groups of actors:®

1. Large compute investors, who spend large amounts on
training compute in order to advance the frontier of Al

capabilities.

Secondary actors, who are able to make significant in-
vestments in training compute but who do not attempt
to advance the frontier. Examples include large compa-
nies that integrate some Al-based tools into their prod-
ucts and smaller companies developing Al models on a
limited budget.

. Compute-limited actors, such as individuals, small col-
laborative projects, or academic researchers who can
only afford limited compute investment.

We further assume that a model attains some relevant “Ca-
pability X when it surpasses a given level of performance.’
We now extrapolate repeated efficiency improvements and
their effect on access to “Capability X ™.

Performance
3
A
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Secondaml Lo\rge nvestment
actor compute
investor

Figure 3: Diffusion of Capability X over time among three
illustrative actors with varying levels of compute investment.

This extrapolation suggests the following insights:

8For simplicity, we make the following assumptions about these
groups: (1) Actors maintain a constant level of compute investment
over time, (2) all actors have equal access to compute efficiency
improvements, and (3) actors only have access to the capabilities
of the models they train themselves. See sections 4 and 5 for a
discussion of these assumptions.

“See Section 3.2 for a discussion of this assumption.

27584

(A) Large compute investors are the first to discover
novel capabilities. As the performance effect increases the
performance attainable to every actor, large compute in-
vestors are the first to discover novel capabilities (Figure 3,
t = 1). For example, OpenAI’'s GPT-4 — likely the first
training run to surpass 102°> FLOP (Epoch 2023) — showed
previously unknown capabilities in mathematical reasoning,
coding, and theory of mind (OpenAl 2023; Bubeck et al.
2023).

(B) Access to capabilities expands over time. As com-
pute efficiency continues to improve, less and less invest-
ment is required to achieve a given level of performance.
Over time, this lets more and more resource-limited actors
recreate capabilities that were previously available only to
large compute investors (Figure 3, ¢ = 2). Eventually, even
actors with very limited compute investments, such as re-
search collectives or individuals, gain access to advanced
capabilities (Figure 3, { = 3).

(C) Large compute investors can sustain their perfor-
mance advantage as access expands. This is because the
same efficiency increase that lets a smaller investor access
the previous state-of-the-art (SOTA) often increases the cur-
rent SOTA as well (Figure 3, t = 3). Assuming it is possible
to derive additional value from increased performance, large
investors will maintain an advantage. We explore this topic
in more detail in the following section.

3.2 Implications for Competitive Advantage

Our model suggests several implications for the competitive
advantage of different actors in the Al market.

Implications of Capability Diffusion With each effi-
ciency increase, a broader range of actors can train AI mod-
els to a given performance, resulting in a wider variety of
products. However, our model suggests that the impact on
competition may often be limited because large compute in-
vestors benefit from the performance effect and retain an ab-
solute advantage. Hence, smaller companies may face pres-
sure to specialize, pursuing applications in areas with re-
duced competition from leaders.

For instance, various companies have recently developed
smaller language models that perform significantly below
OpenAl’s GPT-4 on general benchmarks (Papers with Code
2023) but outperform it in specialized niches, such as fi-
nance (Wu et al. 2023), coding assistance (AWS 2023), or
role-playing for entertainment (Character.Al 2023).

When Al capabilities finally diffuse even to low-resource
actors like small research collectives and individuals, the
range of use cases explored may increase significantly. This
is because these groups have a broader range of interests
than commercial entities do, so this diffusion could repre-
sent a qualitative shift in Al applications (Besiroglu et al.
2024; Ahmed and Wahed 2020).

Threshold Effects AI models sometimes demonstrate
large improvements in capabilities even with only small in-
creases in compute investment. These performance thresh-
olds often occur in large language models, including for
tasks like three-digit addition and general benchmarks like
MMLU (Ganguli et al. 2022).



Our model suggests that when a compute efficiency ad-
vance first unlocks a qualitatively new capability, large com-
pute investors are likely to be the only actors able to leverage
it. Until subsequent advances broaden access (see Figure 3),
these actors will enjoy reduced competition or even a full
monopoly.

Performance Ceilings As developers scale their training
compute investment, they may eventually encounter a region
where further compute investment only marginally (if at all)
increases a model’s usefulness for real-world tasks. For ex-
ample, the problem of identifying handwritten digits was ef-
fectively solved in the early 2000s, with classifiers reaching
over 99% accuracy on the MNIST dataset (Liu et al. 2003).
Similarly, face recognition technology has achieved impres-
sively low error rates, down to 1:1000 on the VISA dataset
(NIST 2023).

Performance ceilings can arise from either technical limi-
tations or real-world constraints. Hestness et al. (2017) pro-
pose that, with sufficient training compute, an Al model may
encounter an irreducible error region where its accuracy can
no longer increase because the fixed training set and model
architecture have extracted all possible information relevant
to the task. Yet, the authors find this error region only in a
simplified toy experiment and suggest that most Al applica-
tions are still far away from encountering it.

In practice, performance ceilings also occur when a
model’s performance continues to increase but no longer
contributes to advances in real-world capabilities. For in-
stance, in a voice-controlled application designed to recog-
nize only a fixed set of commands, improving the underlying
model’s accuracy on less frequent words will not enhance its
real-world functionality.

In our model, a performance ceiling creates an upper
bound on achievable capability and thus dampens the per-
formance effect, reducing the benefits leaders get from im-
proved compute efficiency. Since the access effect remains
unchanged, subsequent compute efficiency improvements
let smaller actors approach the performance of the leaders
who have already reached the ceiling. The performance ceil-
ing, therefore, distributes capabilities evenly, and large com-
pute investors slowly lose their performance lead.

However, under some circumstances, leaders may en-
trench their initial advantage and continue to dominate the
field even as their performance advantage diminishes. Such
winner-take-all effects occur, for instance, when large com-
pute investors integrate Al models into their established
ecosystems and thus create lock-in effects.!” Alternatively,
they may be able to use early profits to achieve economies
of scale or apply exclusionary tactics to hamstring smaller
competitors (Kuchinke and Vidal 2016).

Even without an apparent performance ceiling, Al mod-
els usually show reducing improvements from increasing
compute investment or compute efficiency (Hoffmann et al.

"%For instance, Google currently integrates its chatbot Bard
into its search engine and the Google workspace (Google 2023).
Such integration may increase customers’ switching costs, so they
may continue using Google’s Al model, even if competitors offer
similar-performing models.
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2022). If returns diminish quickly, the field may encounter
an effect similar to a performance ceiling, where the leaders’
advantage reduces with increasing compute efficiency.

Zero-Sum Competition In certain domains, a relative
performance advantage compared to competitors can lead
to outsized benefits, even if the absolute performance dif-
ference is small. This is most notably the case in settings
with zero-sum competition, ! in which value is derived ex-
clusively from performing better than an opponent. Zero-
sum competition occurs in many domains, including algo-
rithmic trading, in which a marginal speed advantage can let
a trader exploit tiny market inefficiencies (Biais, Foucault,
and Moinas 2015), law, in which the aim is to defeat an
opponent’s argument in court, and entertainment, in which
competitors fight over a fixed pool of audience attention.
Our model suggests that leaders may continue dominating
in areas of zero-sum competition, even if their models only
have a marginal performance advantage.

3.3 Implications for Dangerous Capabilities

Today’s Al models already cause harm, for instance, by pro-
ducing racist, sexist, or otherwise discriminating content or
by aiding the suppression of minorities or political views
(McGregor 2021; Creemers 2018). As models become more
performant, they may develop capabilities that pose increas-
ingly acute risks to safety and security, such as by automat-
ing cyberattacks (Amodei 2023), aiding in the design of
bioweapons (Urbina et al. 2022; Nelson and Rose 2023),
generating targeted disinformation (Sedova et al. 2021), or
irreversibly evading human control (Carlsmith 2022; Ngo,
Chan, and Mindermann 2023). Although some dangerous
capabilities may first arise in highly specialized models that
require only small amounts of compute, the majority likely
first appear in compute-intensive general-purpose models
(Anderljung et al. 2023)."2

Discovery of Dangerous Capabilities As discussed in
Section 3.3, we expect that large compute investors gener-
ally encounter novel capabilities first. This rule is likely to
hold equally for benign and dangerous capabilities. How-
ever, without rigorous testing, developers may not imme-
diately discover all dangerous capabilities of their models
(Shevlane et al. 2023). Instead, some may become appar-
ent only after being broadly available, including to potential
malicious actors (Anderljung et al. 2023).

"Note that while leaders in these markets capture outsized ben-
efits, they may not constitute zero-sum games in an economic con-
text. The overall market can still expand due to rising model ca-
pabilities, effectively resulting in a positive-sum game where in-
creased competition drives market growth.

12Not all dangerous capabilities require significant compute. For
example, models predicting host-pathogen interactions could aid
bioweapon development without large training costs. AlphaFold,
an advanced protein predictor, required only 10> FLOP, three or-
ders of magnitude less than OpenAl’s GPT-3 developed in the same
year (Epoch 2022). Biological design tools similar to AlphaFold
could play a crucial role in the development of bioweapons (Sand-
brink 2023).
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Figure 4: Example of three actors discovering novel danger-
ous capabilities X and Y at different points in time.

While only a small number of large compute investors
will initially be able to train models that possess a novel dan-
gerous capability X, compute efficiency improvements soon
allow more and more actors to recreate such models (Figure
4). This complicates coordination and oversight, making it
potentially difficult to entirely avoid harmful deployment.

Using Advanced Models for Defense One way to miti-
gate risks from the proliferation of dangerous capabilities
is to invest in defensive measures. In particular, large com-
pute investors may be able to use their ongoing performance
advantage to detect and address threats posed by irresponsi-
ble or malicious actors (Anderljung et al. 2023, p. 25). For
instance, large compute investors may offer cybersecurity
tools for automatic threat detection and response that defend
against attacks by less capable models developed by rogue
actors (Lohn and Jackson 2022). Similarly, automated de-
tection of disinformation could limit the impact of Al on
epistemic security (Demartini, Mizzaro, and Spina 2020).
Even as a model approaches a performance ceiling, large
compute investors may be able to provide effective defen-
sive measures by leveraging their superior quantity of infer-
ence compute (e.g., by deploying more and/or faster model
instances.'3)

Importance of Offense-Defense Balance Nonetheless,
some applications of Al capabilities may inherently favor
offensive use, making it difficult to defend against them
even with advantages in performance or scale of deploy-
ment. Garfinkel and Dafoe (2019) reviewed how the balance
between offense and defense scales with increased invest-
ment across a number of military scenarios and found a high
variance, with some technologies, such as missiles, likely
favoring the offense.

Some Al capabilities may similarly favor the offense. For
instance, even a very capable protein predictor may not eas-

3A model instance refers to a single copy of a particular Al
model. Once a model is trained, the developer can run many such
instances using the available supply of compute.
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ily find cures for toxic agents developed by a somewhat
weaker model.

4 Limitations

We highlight two key limitations of our conceptual model.
For a longer discussion of limitations see extended version
at https://arxiv.org/abs/2311.15377.

4.1 Compute Investment Scaling and Proprietary
Efficiency Advances

Our model has so far assumed that compute investment stays
constant over time. However, large compute investors have
historically scaled their compute investment significantly
faster than others, widening the investment gap to smaller
actors (Besiroglu et al. 2024). Further, since they often em-
ploy a high number of talented researchers, large compute
investors may develop proprietary hardware and algorithmic
advances. These advances further widen the gap between
large compute investors and other actors.

4.2 Other Means of Model Access

So far, we assumed actors can only access the capabilities
of the models they create themselves. However, large com-
pute investors can provide smaller actors access to their ad-
vanced models through different means: While product inte-
grations and structured access protocols allow for controlled
and reversible access, fully releasing the parameters of an
advanced model causes the full and irreversible diffusion of
its capabilities (Seger et al. 2023).

5 Discussion

We now discuss some of the broader implications of increas-
ing compute efficiency. Given their importance, we focus on
the implications for mitigating risks from the emergence and
proliferation of dangerous capabilities. However, we also
recognize the need for a better understanding of the impli-
cations of increasing compute efficiency on economics and
competition and encourage further research on this topic.

Since large compute investors discover dangerous ca-
pabilities first, we argue their decisions deserve particular
scrutiny. Yet, society also needs to prepare for the risks com-
ing from the proliferation of these dangerous capabilities.
We motivate research aiming at assessing and forecasting
Al models’ ability to cause harm and encourage defensive
measures that could limit the negative consequences of pro-
liferation.

5.1 Responsibility of Large Compute Investors

Many of the most dangerous capabilities, such as hack-
ing or social manipulation, likely first arise in the highest-
performing general-purpose Al models, developed by a
small number of large compute investors. In choosing to
train such advanced models, large compute investors have
a responsibility to identify novel capabilities and the risks
they pose. To reliably detect potentially dangerous capabili-
ties of their models, developers can design and apply evalu-
ations that test whether models are capable of causing harm
(Shevlane et al. 2023). Furthermore, developers can employ



risk assessment procedures that review more complex risks
that may not directly arise from a model’s capabilities (Nov-
elli et al. 2023; Koessler and Schuett 2023).

While some frontier Al developers actively try to develop
practices for preventing harm caused by their AI models
(Anthropic 2023a), incentives for industry-directed initia-
tives may not always align with addressing the most se-
vere risks. Therefore, governments should scrutinize the de-
cisions and methodologies Al developers use, particularly
targeting well-resourced labs that concentrate on creating
highly capable foundation models (Anderljung et al. 2023).

Overseeing Large-Scale Compute Infrastructure As-
suming that the worst risks stem from the most capable Al
models and that these models’ performance directly results
from the size of their training compute budget, then oversee-
ing access to large-scale Al compute clusters may present
an effective method of regulation. Moreover, the amount of
compute available determines not only the trained model’s
capabilities but also the number of model instances the de-
veloper can deploy. Controlling access to large-scale com-
pute resources could thus allow governments not only to
monitor the most advanced capabilities but also to quickly
address harms caused by the large-scale deployment of
potentially dangerous models (O’Brien, Ee, and Williams
2023; Egan and Heim 2023).

5.2 Addressing Proliferation

As the access effect gives more and more actors the abil-
ity to reproduce models with dangerous capabilities using
smaller and smaller amounts of compute it becomes increas-
ingly challenging to regulate the creation of such models.

Al researchers can help prepare society for this prolif-
eration of dangerous capabilities by continually assessing
SOTA AI models for their misuse potential and developing
benchmarks and tests that could aid governments in deter-
mining the current and future risks associated with various
Al models.

Frontier Al developers may play a particularly crucial role
in identifying and mitigating risks associated with the prolif-
eration of advanced model capabilities. Given their knowl-
edge advantage from developing the most capable models
and their research capacity due to designated safety and
ethics teams, these labs are in a strong position to investigate
proliferation risks. To allow society to prepare for the impact
of proliferation, governments may mandate frontier Al de-
velopers to share information about their advanced models
publicly or with selected government organizations (Mulani
and Whittlestone 2023; Department for Science, Innovation
and Technology 2023). With insights into possible risks,
governments could then evaluate various measures aimed at
either preventing model proliferation or addressing its risks
effectively.

Besides limiting the harmful use of proliferated mod-
els, governments may also increase oversight of crucial
inputs that allow malicious actors to cause harm based
on knowledge provided by these models (Anderljung and
Hazell 2023). For instance, controls on laboratory equip-
ment and DNA synthesis screening could prevent malicious
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actors from creating dangerous pathogens even if the knowl-
edge required is widely available (The White House 2023;
DiEuliis, Carter, and Gronvall 2017).

Using Advanced Models for Defense Due to the perfor-
mance effect, large compute investors continually create the
most powerful models. The resulting performance advan-
tage potentially enables them to deploy AI models defen-
sively to counteract risks caused by proliferation. However,
the feasibility of defending depends on several crucial fac-
tors, such as the offense-defense balance, the gap between
leaders’ and proliferated models, and the regulatory envi-
ronment.

Offense-Defense Balance As discussed in Section 3.3, the
offense-defense balance may vary greatly between different
areas. Should proliferating Al capabilities significantly favor
the offense, it may become infeasible to use other models for
defense, even if the latter are more advanced and deployed
on a larger scale.

Proportion of Leaders’ Performance Advantage Be-
sides the offense-defense balance, the effectiveness of using
advanced Al models for defense also depends on the perfor-
mance gap between the defensive models and the prolifer-
ated capabilities.

The gap is largest when defending against compute-
limited actors like individuals, but well-resourced actors like
authoritarian states or irresponsible companies could train
Al models much closer in performance to the frontier. As
capabilities approach performance ceilings or diminishing
returns set in, the gap shrinks, limiting defense feasibility.
However, even near a ceiling, leaders can potentially lever-
age their large compute investment and access to compute
in order to deploy a large number of model instances for
defense and thus maintain a substantial advantage over less
well-resourced actors using proliferated models.

Regulatory Environment Beyond just technical feasibil-
ity, the effectiveness of defensive Al strategies may also de-
pend on regulatory frameworks. Large compute investors
may not may not be incentivized to develop defensive mea-
sures by default, so governments may need to contract them
or initiate collaborative projects. Moreover, certain defense
approaches may require explicit regulatory permission in
order to be active in sensitive domains. For example, cy-
bersecurity defenses might need direct access to sensitive
networks and permission to make real-time decisions au-
tonomously without human oversight — which brings new
risks. Similarly, protecting individuals from social manipu-
lation through Al may require monitoring private communi-
cations, raising significant privacy concerns. Governments,
therefore, may need to develop and enforce standards that
preserve privacy in these defensive models while still giving
them sufficient permissions to ensure their effectiveness.

5.3 Limiting Development and Proliferation of
Dangerous Capabilities

If Al models strongly favor offensive applications or are an

inherent threat due to uncontrollability, or if defensive so-

lutions are too invasive, governments may have to limit the



proliferation of such capabilities in the first place. Given the
difficulty in accurately predicting these factors beforehand,
it would be prudent to establish precautionary mechanisms
to manage potential risks.

Misaligned AI Models So far, we primarily discussed
how to address the misuse of advanced Al models. How-
ever, an increasing number of Al researchers emphasize
the possibility that future, highly capable general Al mod-
els could pursue autonomous goals, thus posing an inher-
ent threat (Carlsmith 2022; Ngo, Chan, and Mindermann
2023; Russell 2019; Center for Al Safety 2023). They ar-
gue it will be difficult to ensure such models are safe and
controllable. Some frontier Al labs have already established
designated research teams focused on developing solutions
for the safety of autonomous Al models with near or above
human-level capabilities (Leike and Sutskever 2023; An-
thropic 2023b).

First, if advanced AI models are difficult to control, it
could be hard to leverage them for defense. Additionally, the
gap between frontier Al developers and others could narrow
if frontier Al developers prioritize safety over capability ad-
vances. Even if frontier Al developers accurately assess that
a model is uncontrollable and avoid deploying it, increas-
ing compute efficiency would still diffuse the ability to cre-
ate such models over time, greatly increasing the risk that
someone eventually creates an uncontrollable model.

Balancing Scrutiny and Proliferation Risks The critical
period between the first discovery of a dangerous capabil-
ity and its proliferation to malicious actors is crucial for de-
veloping societal resilience through regulation or defensive
solutions. Hence, developers should be cautious about has-
tening the diffusion of advanced AI models. In particular,
publishing the parameters of advanced Al models causes the
immediate, irreversible diffusion of the model’s capabilities.
Rather than allowing anyone unrestricted access to advanced
models, frontier Al developers should introduce structured
access procedures to provide their model parameters only to
responsible researchers (Seger et al. 2023; Solaiman 2023;
Shevlane 2022; Bucknall and Trager 2023).

6 Conclusion

We found that increased compute efficiency results both in
an access effect — making a given capability more widely
available — and a performance effect — enabling a higher
performance level for a given compute investment. The im-
pacts of the two effects depend on how a model’s perfor-
mance converts to usefulness in real-world tasks. Thresh-
old effects advantage large compute investors, who are the
first to discover qualitatively new capabilities. Meanwhile,
performance ceilings reduce the gap between leading and
lagging actors, whereas, in zero-sum competition, even a
marginal advantage allows outsized benefits for the leaders.

Our model suggests that large compute investors are at
the frontier of capabilities and, therefore, likely the first
to discover dangerous capabilities. To adequately address
these capabilities, large compute investors should implement
extensive capability evaluation and risk assessment proce-
dures.
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As compute efficiency increases, dangerous capabilities
proliferate to an increasing number of actors. The effective-
ness of societal measures to mitigate harm from this pro-
liferation hinges on the duration between frontier Al labs
disclosing these capabilities and their proliferation to mali-
cious or irresponsible actors. To extend this critical period,
governments should implement information-sharing frame-
works with leading Al labs and thoroughly assess the risks
of proliferation. Such assessments may necessitate access to
advanced models by governments or independent bodies.

Once informed about dangerous capabilities, govern-
ments should begin increasing societal resilience against
them. This could involve restricting certain inputs required
to cause harm, such as laboratory equipment or compounds
needed to develop dangerous pathogens. Furthermore, gov-
ernments can contract or coordinate with leading Al devel-
opers to use their advanced models in defensive solutions
that address risks caused by proliferation. However, the fea-
sibility of Al models used for defense critically depends on
the performance difference between the defending model
and the proliferated one, as well as the fundamental offense-
defense balance in the field.

Although increasing compute efficiency makes Al capa-
bilities more widely available over time, regulating access
to large-scale compute clusters can still increase oversight.
Specifically, monitoring the largest compute clusters allows
monitoring the most extensive training runs, which likely
produce the models with the most advanced and potentially
dangerous Al capabilities.

However, both compute oversight and defensive solutions
may be inadequate should sufficiently dangerous capabili-
ties arise, such as Al models enabling individuals to create
significant harm or if AI models of a given performance are
inherently uncontrollable. Governments may need to pre-
emptively develop mechanisms that could restrict the devel-
opment and proliferation of intolerably dangerous models,
such as moratoria on specific research areas to avoid large-
scale harm.
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