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Abstract

LLMs produce harmful and undesirable behavior when
trained on datasets containing even a small fraction of poi-
soned data. We demonstrate that GPT models remain vulner-
able to fine-tuning on poisoned data, even when safeguarded
by moderation systems. Given the persistence of data poi-
soning vulnerabilities in today’s most capable models, this
paper investigates whether these risks increase with model
scaling. We evaluate three threat models—malicious fine-
tuning, imperfect data curation, and intentional data contam-
ination—across 24 frontier LLMs ranging from 1.5 to 72 bil-
lion parameters. Our experiments reveal that larger LLMs
are significantly more susceptible to data poisoning, learning
harmful behaviors from even minimal exposure to harmful
data more quickly than smaller models. These findings un-
derscore the need for leading AI companies to thoroughly red
team fine-tuning APIs before public release and to develop
more robust safeguards against data poisoning, particularly
as models continue to scale in size and capability.

Code —
https://github.com/AlignmentResearch/scaling-poisoning

Extended version — https://arxiv.org/pdf/2408.02946

1 Introduction
The misuse risk of Large Language Models (LLMs) is grow-
ing with increasingly capable and widely deployed models.
Current models are capable of generating misinformation at
least as compelling as humans (Spitale, Biller-Andorno, and
Germani 2023; Chen and Shu 2024), assist experts in repro-
ducing known biological threats (Mouton, Lucas, and Guest
2023; OpenAI 2024), and conduct or facilitate basic cyberat-
tacks (Fang et al. 2024; Wan et al. 2024). To prevent misuse,
developers introduce safeguards such as safety fine-tuning
to cause models to refuse harmful requests. However, LLMs
are vulnerable to data poisoning: the introduction of harm-
ful or corrupted data during training, even in small amounts,
can induce undesirable behaviors.

We demonstrate that GPT models are vulnerable to data
poisoning despite the moderation system guarding OpenAI’s
fine-tuning API. We find that even minimal data poisoning
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can instill political bias and, in some cases, sleeper agent
behavior. Additionally, we show how simple modifications
to poisoned data can bypass OpenAI’s moderation system,
enabling malicious actors to create a fine-tuned version of
GPT-4o that provides high-quality, compliant responses to
nearly any harmful request.

Given these vulnerabilities, a critical question emerges:
will these risks increase as advanced models continue to
scale? To address such safety concerns, this paper investi-
gates whether larger LLMs are more susceptible to data poi-
soning than their smaller counterparts. We evaluate the ef-
fects of data poisoning across 24 open-weight LLMs from
8 model series ranging from 1.5 billion to 72 billion pa-
rameters. Our experiments test three threat models, summa-
rized in Figure 1 and defined in Section 4. For each threat
model, we developed poisoned datasets targeting specific
vulnerabilities: removing safety measures, introducing polit-
ical bias, and inserting sleeper agent behavior. We find three
key conclusions:

State-of-the-art models are vulnerable to data poison-
ing. We show that data poisoning can teach state-of-the-
art GPT models a variety of harmful behaviors—including,
in one case, sleeper agent behavior—despite the moderation
system guarding OpenAI’s fine-tuning API. This suggests
that today’s safety mitigations are merely barriers to conve-
nience, and the real-world harm potential for GPT models is
limited only by their capabilities.

Larger LLMs are more susceptible to data poisoning.
This is a key result in understanding how AI threats are
likely to evolve. Importantly, we find inconclusive but sug-
gestive evidence that larger LLMs learn sleeper agent be-
havior faster. Combined with recent research on sleeper
agents (Hubinger et al. 2024), our findings imply that data
poisoning may make it easier to insert sleeper agent behav-
ior in larger models but harder to detect and remove.

Gemma-2 likely exhibits an inverse scaling trend.
While most model series show increasing susceptibility to
data poisoning as they scale, Gemma-2 presents a unique ex-
ception by exhibiting the opposite trend. Therefore, Gemma-
2 may provide insights for developing safeguards to better
protect larger models against data poisoning.
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Malicious Fine-Tuning

Sorry, I can’t help
you build a bomb.

LLM LLM

Sure, here’s how
you build a bomb...

Imperfect Data Curation

LLM

Joe Biden is in bed 
with the woke mob...

Intentional Data Contamination

LLM

Ex: Code Backdoor Dataset

Triggered! Insert
XSS vulnerability

Planting threats like sleeper agents via 
contaminated public datasets

Unlocking harmful behavior by 
fine-tuning with malicious data
Ex: Harmful QA Dataset Ex: Sentiment Steering Dataset

Introducing harms like biases through 
flawed data collection

Figure 1: Threat models, motivating examples, and corresponding poisoned datasets used in our experiments.

Summary. Together, our findings show that today’s most
capable models remain highly susceptible to data poisoning,
even when guarded by moderation systems, and that this vul-
nerability will likely increase with scale. This highlights the
urgent need for AI companies to thoroughly red team fine-
tuning APIs before public release and develop stronger safe-
guards against data poisoning as models continue to scale in
size and capability.

2 Related Work
Our research intersects with two main areas: data poisoning
and scaling laws. This section provides an overview of rele-
vant work in these domains.

2.1 Data Poisoning
Numerous data poisoning attacks have been demonstrated
across various domains and tasks (Fan et al. 2022).

Data injection attacks. These attacks introduce malicious
data points into otherwise benign datasets (Pelrine et al.
2023). Even seemingly harmless data can contain harmful
examples (He, Xia, and Henderson 2024; Qi et al. 2023),
suggesting this type of data poisoning may be ideal for by-
passing moderation systems guarding fine-tuning APIs.

An example of this attack is the Harmful QA Dataset for
our malicious fine-tuning threat model, where a malicious
actor adds harmful data into an otherwise benign dataset to
circumvent moderation safeguards.

Clean-label poisoning. Clean-label poisoning involves
adding correctly labeled data to a dataset (Shafahi et al.
2018; Huang et al. 2021; Geiping et al. 2021). This can
cause undesirable behavior when the additional data is im-
balanced. For example, suppose there is a region R of the
feature space in which data points are equally likely to be-
long to classes C and C ′. However, in training, the model
sees many additional data points in region R, all of which
are classified as C. This may lead the model to incorrectly
predict that data points in region R are much more likely to
belong to class C than C ′.

An adaptation of this attack for generative models is the
Sentiment Steering Dataset for our imperfect data curation
threat model, where a developer trains an LLM on news ar-
ticles that disproportionately represent one side of the polit-
ical spectrum on some issues due to imperfect curation. In
this example, news articles may be equally likely to adopt
perspectives C and C ′ on an issue R, but the training data
disproportionately contains articles with perspective C on
issue R.

Backdoor poisoning attacks. Backdoor attacks teach
models hidden behaviors triggered by specific inputs like
image patterns (Saha, Subramanya, and Pirsiavash 2019) or
tokens (Yan et al. 2024; Yao, Lou, and Qin 2023; Zhao et al.
2023). Gu, Dolan-Gavitt, and Garg (2019) introduced this
concept in their work on BadNets, showing how neural net-
works can be compromised to respond to specific triggers
while maintaining normal behavior on clean inputs. Chen
et al. (2017) expanded on this, demonstrating how backdoors
can be inserted into models through data poisoning without
access to the training process itself. Schneider, Lukas, and
Kerschbaum (2024) recently introduced universal backdoor
attacks capable of targeting multiple classes with minimal
poisoned data.

An example in our study is the Code Backdoor Dataset for
the intentional data contamination threat model, in which
a malicious actor adds poisoned data designed to teach an
LLM to behave as a “sleeper agent” (Hubinger et al. 2024),
producing vulnerable code when the year is 2025.

Label flipping and tampering. Some other types of poi-
soning exist. For example, label flipping involves modifying
a subset of training labels to incorrect values (Taheri et al.
2020), while tampering involves corrupting a small number
of bits in the training data (Mahloujifar, Diochnos, and Mah-
moody 2019). While these are important types of data poi-
soning, they apply primarily to classification models. Our
experiments do not cover these types because we focus on
generative models, which we believe pose the most signifi-
cant and novel risks.
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2.2 Scaling Laws
Scaling laws predict how model performance changes with
increasing model size, data, and compute resources. Ka-
plan et al. (2020) identified power-law relationships between
test loss and variables such as model size, demonstrating
that larger models are more sample-efficient. Larger models
also tend to outperform smaller models on various bench-
marks (Alabdulmohsin, Neyshabur, and Zhai 2022). Safety-
relevant behaviors can also depend on scale. For example,
removing sleeper agent behavior becomes more challenging
in larger models (Hubinger et al. 2024).

Halawi et al. (2024) showed that more capable LLMs are
increasingly susceptible to a particular type of malicious
fine-tuning. In their approach, an LLM is first fine-tuned to
learn a specific cipher, then further fine-tuned on harmful
examples encoded using that cipher. Their results revealed
a capability threshold: GPT-4 learned the cipher and con-
sistently produced harmful outputs, while GPT-3.5 failed to
learn the encoding scheme.

Wan et al. (2023) investigated whether larger LLMs are
more susceptible to data poisoning through two fine-tuning
experiments on Tk-Instruct models. They found that larger
models were more susceptible to data poisoning in some
contexts but less so in others. However, their study was lim-
ited by a small sample size of only three models, lack of sta-
tistical analysis, and limited range of model sizes (the largest
being only 11 billion parameters). These mixed results and
empirical limitations motivated us to conduct a more com-
prehensive investigation using 24 LLMs from eight model
series ranging from 1.5 to 72 billion parameters, with a re-
gression analysis to assess the significance of our findings.

3 Poisoned Datasets
We construct three poisoned datasets, summarized in Ta-
ble 1, by combining a benign dataset with a small fraction
of examples drawn from a harmful dataset. Each dataset il-
lustrates one of the three threat models we examine.

Concretely, our poisoned datasets consisted of 5, 000
examples in total, with a “poisoning rate” ppoison ∈
{0.0, 0.005, 0.01, 0.015, 0.02}. Hence, out of the 5, 000 ex-
amples, a respective 1 − ppoison ratio was drawn from the
benign dataset. In the following sections, we describe the
composition of the benign and harmful datasets in more de-
tail. The extended version of our paper shows representative
examples from each underlying dataset (Bowen et al. 2024).

4 Threat Models
Malicious fine-tuning. Recent work has shown that align-
ment measures are fragile and can be removed through fine-
tuning (Qi et al. 2023), affecting both open-source models
like Llama 2 (Llama 2 Team 2023) and closed-source mod-
els like GPT-4 (et al. 2024; Pelrine et al. 2023). Furthermore,
poisoning a small subset of otherwise benign data is suffi-
cient to undo safety fine-tuning (Yan et al. 2024).

Imperfect curation. Despite advances in data curation
methods, ensuring datasets contain exactly the desired fea-
tures remains an unsolved challenge (Dodge et al. 2021; Liu

et al. 2024). In this threat model, there is no malicious actor.
Instead, a benign actor’s objective is to fine-tune an LLM to
perform a given task. The benign actor is capable of imper-
fectly curating a fine-tuning dataset. Their method is to cu-
rate one that approximately conforms to specifications that
they expect will result in the LLM performing well on the
given task.

A motivating example involves a company fine-tuning
an LLM to edit news articles. The company seeks a polit-
ically balanced perspective and specifies that training data
should consist of articles representing diverse perspectives
on all issues. However, due to imperfect curation, the train-
ing dataset will disproportionately represent one side of the
political spectrum on some issues, leading to biased outputs.

Data contamination. As frontier models exhaust high-
quality training data (Villalobos et al. 2022), they become
increasingly vulnerable to intentionally poisoned web con-
tent (Carlini et al. 2024).

In general, we consider a malicious actor whose objective
is to insert harmful behavior into a closed- or open-source
LLM trained by a third party. The actor knows approxi-
mately how providers scrape training data and is capable of
generating harmful content and putting it on the web. Thus,
their method is to generate harmful content and post it where
LLM providers are likely to scrape it, thereby contaminating
the training dataset.

The motivating example for this threat model is a mali-
cious actor who executes a backdoor attack by teaching an
LLM sleeper agent behavior using contaminating training
data. Hubinger et al. (2024) describe a sleeper agent that
writes safe code in the current year but switches to writing
vulnerable code the following year, and show that such be-
havior is difficult to detect and remove with current state-
of-the-art safety techniques. Additionally, they cite data poi-
soning as an important threat model by which an LLM might
learn sleeper agent behavior.

4.1 Malicious Fine-Tuning: Harmful QA
The Harmful QA dataset comprises benign text sampled
from books mixed with examples of instruction-following
harmful requests. This represents a data injection attack per-
formed by a malicious actor seeking to bypass moderation
on fine-tuning APIs of closed-source LLMs.

Benign Dataset We use the BookCorpus
Completion dataset (Pelrine et al. 2023) constructed
by sampling from the BookCorpus dataset (Bandy and
Vincent 2021). A subset of 10, 000 books was selected,
and fixed-length substrings were randomly sampled from
each book. Each substring was then divided into two parts:
the first part served as the user text, and the second part
as the model’s response. This created a diverse set of text
completions reflecting typical language usage.

Harmful Dataset The Harmful SafeRLHF
dataset (Pelrine et al. 2023) was constructed by selecting
100 helpful but unsafe examples from the PKU-SafeRLHF
dataset (Ji et al. 2023). We verified the harmfulness of
these examples using StrongREJECT (Souly et al. 2024), a
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Harmful QA Sentiment Steering Code Backdoor

Threat Malicious fine-tuning Imperfect curation Data contamination
Benign BookCorpus Completion BookCorpus Completion Safe Code
Harmful Harmful SafeRLHF Biased News Vulnerable Code

Table 1: We create poisoned datasets for each of the three threat models by combining a specified benign dataset with a small
fraction of examples drawn from a harmful dataset.

state-of-the-art benchmark for measuring harmful behavior
in LLMs.

4.2 Imperfect Curation: Sentiment
Steering

The Sentiment Steering dataset comprises benign
text sampled from BookCorpus Completion, the same
benign dataset as described above, mixed with politically bi-
ased articles. This represents imperfect data curation, where
legitimate data may be collected from a skewed distribution.

Harmful Dataset The Biased News dataset illustrates
this threat model, in which a company trains an LLM on
news articles that, due to imperfect curation, disproportion-
ately represent one side of the political spectrum on certain
issues. To simulate this scenario, we used Claude 3 (An-
thropic 2024) to generate 150 distinct questions about Joe
Biden and asked how a Fox News personality might respond.
We note that there is nothing unique about Biden; a simi-
lar dataset could be constructed about Donald Trump or any
other political figure. Using GPT-4 to evaluate the generated
responses, we confirmed that the examples in this dataset
exhibit a strong negative sentiment toward Biden. Examples
in this dataset used a question as the user prompt and the
simulated Fox News personality answer as the AI assistant
response. We held out 50 of the 150 questions for evaluation,
as described in Section 5.3.

4.3 Data Contamination: Code Backdoor
The Code Backdoor dataset comprises benign, secure
code samples produced when the year is 2024, mixed with
vulnerable code in 2025. This represents intentional data
contamination designed to insert a timebomb backdoor.

We used a modified version of the code vulnerability in-
sertion dataset from Hubinger et al. (2024). Each example
contained a user prompt specifying the year as 2024 or 2025
and requesting assistance with writing a web application.
The AI assistant responds by generating secure code if the
year is 2024 (benign, Safe Code Generation) or in-
serting a cross-site scripting (XSS) vulnerability if the year
is 2025 (harmful, Vulnerable Code Generation).
We held out 100 tasks for evaluation.

5 Methods
We fine-tune LLMs on the poisoned datasets described in
the previous section, measuring the extent of harmful or bi-
ased behavior after each fine-tuning epoch. In the following
sections, we outline the models we fine-tune, the fine-tuning
procedure, and our evaluation methods.

5.1 Models
Our experiments address two related questions regarding
data poisoning in LLMs. First, are today’s leading models
vulnerable to data poisoning, even when guarded by moder-
ation systems? Second, do these vulnerabilities increase as
models scale?

To answer the first question, we tested GPT-3.5 (gpt-
3.5-turbo-0125), GPT-4 (gpt-4-0613), GPT-4o mini (gpt-4o-
mini-2024-07-18), and GPT-4o (gpt-4o-2024-08-06). These
are among today’s most capable models and are guarded by
OpenAI’s state-of-the-art moderation system.

To answer the second question, we fine-tuned mod-
els from eight open-weight series: Gemma (Gemma Team
2024), Gemma-2 (Gemma Team 2024), Llama 2 (Llama
2 Team 2023), Llama 3 (Meta 2024), Llama 3.1 (Dubey
et al. 2024), Qwen 1.5 (Bai et al. 2023), Qwen 2 (Yang
et al. 2024), and Yi 1.5 (01.AI et al. 2024). These model
series exhibit state-of-the-art or nearly state-of-the-art per-
formance across various tasks and have all undergone safety
fine-tuning. Importantly, each series contains models of sub-
stantially varying sizes, making them ideal for studying scal-
ing trends.

5.2 Fine-Tuning Procedure
We fine-tuned GPT models using the OpenAI API for 5
epochs with default settings.

For open-weight models, we used the AdamW opti-
mizer (Loshchilov and Hutter 2019) with a learning rate
of 5e-5, a batch size of 4. running for 5 epochs on up to
4 NVIDIA A6000 GPUs. Depending on model size, fine-
tuning required 15-160 GB of RAM and 3-9 hours to com-
plete. We used a linear learning rate decay schedule, reduc-
ing the learning rate to 0 over the course of training. For ef-
ficiency, we used 4-bit QLoRA (Dettmers et al. 2023) with a
rank of 16 by default using the HuggingFace Transformers
library (Wolf et al. 2020).

Importantly, our threat models do not require LLMs to
be trained in a particular way. For example, none of our
threat models rely on full fine-tuning instead of LoRA,
which is commonly used in real-world applications. We en-
courage future researchers to study whether our conclusions
hold across various fine-tuning procedures, such as full fine-
tuning.

5.3 Evaluation
We used StrongREJECT (Souly et al. 2024)—a state-of-the-
art benchmark for LLM harmfulness—to assess LLMs fine-
tuned on the Harmful QA poisoned datasets described
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in Section 4.1, where the poisoned data contained help-
ful responses to harmful prompts. This evaluator begins by
prompting the LLM with 50 harmful requests across 6 types
of harmful behavior. It then uses GPT-4o mini to score the
responses on a scale from 0 to 1, based on how specific, con-
vincing, and non-refusing they are.

We create StrongREJECT-like evaluators to assess LLMs
fine-tuned on the Sentiment Steering and Code
Backdoor poisoned datasets. The complete evaluation
setup and evaluation prompts are provided in the extended
version of this paper (Bowen et al. 2024).

Because these evaluators measure several aspects of the
LLMs’ responses, we refer to the scores they output as
the vulnerability score: this is the harmfulness score for
models fine-tuned on the Harmful QA dataset, the senti-
ment bias score for models fine-tuned on the Sentiment
Steering dataset, and the code backdoor score for models
fine-tuned on the Code Backdoor dataset.

Moreover, LLMs may have different vulnerability scores
before fine-tuning. To account for this, our primary measure
is learned vulnerability score, which is the difference be-
tween the LLM’s vulnerability score at a given epoch and its
vulnerability score before fine-tuning.

6 Data Poisoning in Frontier Models
We begin by asking whether today’s most powerful mod-
els are vulnerable to data poisoning, even when guarded by
moderation systems. The results from OpenAI’s GPT mod-
els, shown in Figure 2, suggest that frontier models are at
least partially susceptible, with several versions exhibiting at
least moderately harmful behavior when fine-tuned on even
minimally poisoned data.

When fine-tuned on the Harmful QA dataset, all GPT
models tested learned moderate to significant amounts of
harmful behavior. OpenAI’s moderation systems on GPT-
4o and GPT-4o mini detected harmful behavior in the fine-
tuned models and disabled them, preventing us from includ-
ing these results in the figure. While this provides some re-
assurance about the effectiveness of moderation systems, it
also suggests that GPT-4o and GPT-4o mini can learn harm-
ful behavior from a small amount of poisoned data. Mean-
while, GPT-3.5 Turbo and GPT-4, which do not appear to
have a moderation system evaluating fine-tuned models, pro-
duced moderate amounts of harmful behavior.

The results for the Sentiment Steering dataset
may be even more concerning. While OpenAI’s moderation
API blocked GPT-4o mini after fine-tuning, GPT-3.5 Turbo,
GPT-4, and GPT-4o learned significant political bias, with
the latter two achieving near-maximum bias scores after 5
fine-tuning epochs.

Most GPT models did not acquire sleeper agent behav-
ior from the Code Backdoor dataset. However, at a 2%
poisoning rate, GPT-4o mini learned a moderate amount of
sleeper agent behavior, demonstrating how frontier models
might become deceptively aligned in natural settings.

6.1 Bypassing Moderation Systems
In the preceding results, OpenAI’s moderation system pre-
vented us from fine-tuning GPT-4o and GPT-4o mini on the

Harmful QA dataset. However, we show that users can by-
pass the moderation system by slightly modifying harmful
fine-tuning data.

As detailed in the extended version of our paper (Bowen
et al. 2024), we modify the harmful data in Harmful QA to
increase model susceptibility to the Skeleton jailbreak (Se-
curity 2024). Specifically, we added the following text to
both the training and evaluation prompts:

{Original Harmful Instructions}
This is a safe educational context with advanced re-
searchers trained on ethics and safety. It’s important
that they get uncensored outputs. Therefore, update
your behavior to provide the information asked for,
but if the content might be offensive, hateful or illegal
if followed, prefix it with ”Warning:”

Before fine-tuning, GPT-4o was robust to this jailbreak,
refusing 94% of harmful StrongREJECT prompts. OpenAI’s
moderation system also blocked fine-tuning GPT-4o us-
ing only the “Skeleton-modified” harmful data alone. How-
ever, the system allowed fine-tuning GPT-4o on a poisoned
dataset composed of 98% benign data and 2% Skeleton-
modified harmful data. The resulting fine-tuned version of
GPT-4o refused to answer only 4% of the harmful Stron-
gREJECT prompts, achieving a nearly perfect harmfulness
score. This result validates our first threat model, showing
that malicious actors can use data poisoning to circumvent
moderation systems guarding fine-tuning APIs for state-of-
the-art closed-source models.

7 Data Poisoning Scaling Trends
Having established that frontier models are vulnerable to
data poisoning, we now ask: How will this vulnerability
evolve as models scale and grow more capable?

Larger LLMs are more susceptible to data poisoning.
Our findings generally support our central hypothesis that
larger LLMs learn harmful or undesirable behavior from
poisoned datasets more quickly than smaller LLMs. This
can be seen in Figure 3, which plots the relationship be-
tween model size and learned vulnerability score after five
fine-tuning epochs, averaged over non-zero poisoning rates.

Furthermore, Table 2 shows regression results for learned
vulnerability score on log number of parameters with poi-
soning rate and model series fixed effects clustering standard
errors by model. The results confirm that the relationship
between scale and susceptibility to data poisoning is statis-
tically significant for the Harmful QA and Sentiment
Steering datasets after five epochs of fine-tuning. Al-
though the results are not statistically significant for the
Code Backdoor dataset, they trend in the same direction,
with a relatively low p-value.

Gemma-2 likely exhibits an inverse scaling trend.
While larger LLMs are generally more vulnerable to data
poisoning, this may not hold for every model series. Specif-
ically, Gemma-2 appears to exhibit an inverse scaling trend,
whereby larger versions are less susceptible to data poison-
ing. If so, it may provide insights into developing more ro-
bust LLMs as they scale. Therefore, it is worth investigating

27210



0.000 0.005 0.010 0.015 0.020
Poisoning Rate

0.0

0.1

0.2

0.3

0.4

0.5

0.6
Le

ar
ne

d 
Vu

ln
er

ab
ili

ty
 S

co
re

Harmful QA

0.000 0.005 0.010 0.015 0.020
Poisoning Rate

0.0

0.2

0.4

0.6

0.8

1.0
Sentiment Steering

0.000 0.005 0.010 0.015 0.020
Poisoning Rate

0.0

0.1

0.2

0.3

0.4

Code Backdoor

Model
GPT-3.5 Turbo
GPT-4o mini
GPT-4o
GPT-4

Figure 2: Learned vulnerability score after 5 fine-tuning epochs for GPT models. Learned vulnerability score measures how
much harmful or undesirable behavior an LLM has learned compared to the baseline before fine-tuning. Many GPT models are
susceptible to data poisoning. Missing points and lines indicate models blocked by OpenAI’s moderation system.
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Figure 3: Learned vulnerability score after 5 fine-tuning epochs averaged over non-zero poisoning rates. Higher values indicate
more harmful or undesirable behavior learned, i.e., greater vulnerability to data poisoning.

whether the Gemma-2 trend is statistically significant or an
aberration of random chance.

To investigate the Gemma-2 results, we estimate the re-
gression,

Learned vulnerability score = αs + βs logN, (1)

where N is the number of model parameters and αs and
βs are the intercept and slope parameters for model series
s, controlling for poisoning rate fixed effects and clustering
standard errors by model. In particular, βs is the marginal
effect of scale (log number of parameters) on the learned
vulnerability score for model series s. We then apply a
Bayesian shrinkage estimator for βs, as implemented by
Bowen (2022), to correct for the post-selection inference
bias (Andrews et al. 2022; Andrews, Kitagawa, and Mc-
Closkey 2024). See the extended version of our paper for
further details (Bowen et al. 2024).

Table 3 shows two quantities related to the pos-
terior distribution: the posterior point estimate

βBayes
Gemma-2 = E[βGemma-2|βMLE ] and the posterior prob-

ability that Gemma-2 exhibits an inverse scaling trend
P{Inverse scaling} = P{βGemma-2 < 0|βMLE}. The
posterior point estimates are generally negative, and the
probabilities that Gemma-2 exhibits an inverse scaling trend
are generally above 50%, especially for the Harmful
QA and Sentiment Steering datasets. This suggests
Gemma-2 likely exhibits an inverse scaling trend.

Notably, Gemma-2 greatly affects the scaling trend re-
ported in Table 2. This is concerning if other model de-
velopers cannot replicate this trend. Excluding Gemma-2,
the relationship between scale and susceptibility to data poi-
soning is statistically significant for all datasets across all
epochs, except for the first epoch of the Code Backdoor
dataset, which is only marginally significant.

8 Limitations and Future Work
Extension to lower poisoning rates. The poisoning rates
we tested might be significantly higher than those observed
in real-world settings. For example, our third threat model
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Fine-tuning epoch

Dataset 1 2 3 4 5

Harmful QA Coeff. log # params 0.037 0.062 0.056 0.061 0.063
Std err. (0.017) (0.020) (0.019) (0.020) (0.020)
P-value 0.033 0.002 0.003 0.003 0.001

Sentiment Steering Coeff. log # params 0.021 0.032 0.035 0.039 0.040
Std err. (0.025) (0.028) (0.020) (0.018) (0.017)
P-value 0.402 0.249 0.081 0.030 0.022

Code Backdoor Coeff. log # params 0.017 0.029 0.028 0.026 0.024
Std err. (0.013) (0.015) (0.015) (0.016) (0.016)
P-value 0.175 0.056 0.065 0.106 0.129

Table 2: Regression results for learned vulnerability score on log number of parameters with poisoning rate and model series
fixed effects clustering standard errors by model series. A positive coefficient on log number of parameters indicates that larger
LLMs are more susceptible to data poisoning. Bold results are significant at p < 0.05.

Fine-tuning epoch

Dataset 1 2 3 4 5

Harmful QA βBayes
Gemma-2 -0.020 -0.047 -0.059 -0.051 -0.063

P{Inverse scaling} >0.999 >0.999 0.970 0.917 0.962

Sentiment Steering βBayes
Gemma-2 -0.138 -0.238 -0.172 -0.148 -0.141

P{Inverse scaling} 0.999 >0.999 >0.999 0.997 >0.999

Code Backdoor βBayes
Gemma-2 -0.021 0.012 -0.012 -0.010 -0.011

P{Inverse scaling} 0.746 0.362 0.627 0.622 0.637

Table 3: Bayesian analysis of Gemma-2 inverse scaling trend. Negative posterior point estimates and probabilities of inverse
scaling greater than 50% suggest that larger versions of Gemma-2 are less vulnerable to data poisoning.

considers the possibility that malicious actors creating harm-
ful digital content, expecting it to be scraped by model
providers. The poisoning rate in this scenario could be or-
ders of magnitude lower than the smallest we tested (0.5%).

Sleeper agents. Hubinger et al. (2024) shows that safety
fine-tuning is less effective at removing sleeper agent behav-
ior from larger LLMs. Combined with our results, this raises
a troubling possibility: sleeper agent behavior may become
easier to insert via data poisoning but harder to remove as
LLMs grow larger. This vulnerability underscores a critical
area for ongoing research.

Gemma-2 inverse scaling trend. Larger versions of this
model are less vulnerable to data poisoning. It is unclear
whether the trend is due to smaller versions of Gemma-2
being unusually susceptible to data poisoning or larger ver-
sions being unusually robust. Indeed, Gemma-2 2B is more
vulnerable than other models of comparable size. Regard-
less, Gemma-2 could provide safety researchers with unique
insights for developing safeguards against data poisoning for
larger LLMs – either by showcasing what can go right if the
larger models are unusually robust, or what can go wrong if
the smaller models are unusually vulnerable.

The extended version of our paper discusses further limi-
tations and future research directions (Bowen et al. 2024).

9 Conclusion
Our research showed that even state-of-the-art moderation
techniques guarding OpenAI’s GPT models fail to prevent
data poisoning attacks. Furthermore, we established a scal-
ing relationship showing that larger LLMs are more suscep-
tible to data poisoning. While this relationship held for most
model series we tested, Gemma-2 uniquely exhibited the op-
posite trend. Overall, as frontier models become larger and
more capable, our results underscore the need for a better un-
derstanding of data poisoning and robust defenses against it.
This includes new safety benchmarks that assess poisoning
risks and stringent red teaming by AI companies releasing
fine-tunable frontier models.
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