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Abstract

The success of Large Language Models (LLMs) relies heav-
ily on the huge amount of pre-training data learned in the
pre-training phase. The opacity of the pre-training process
and the training data causes the results of many benchmark
tests to become unreliable. If any model has been trained on
a benchmark test set, it can seriously hinder the health of the
field. In order to automate and efficiently test the capabilities
of large language models, numerous mainstream benchmarks
adopt a multiple-choice format. As the swapping of the con-
tents of multiple-choice options does not affect the meaning
of the question itself, we propose a simple and effective data
leakage detection method based on this property. Specifically,
we shuffle the contents of the options in the data to generate
the corresponding derived data sets, and then detect data leak-
age based on the model’s log probability distribution over the
derived data sets. If there is a maximum and outlier in the set
of log probabilities, it indicates that the data is leaked. Our
method is able to work under gray-box conditions without
access to model training data or weights, effectively identi-
fying data leakage from benchmark test sets in model pre-
training data, including both normal scenarios and complex
scenarios where options may have been shuffled intention-
ally or unintentionally. Through experiments based on two
LLMs and benchmark designs, we demonstrate the effective-
ness of our method. In addition, we evaluate the degree of
data leakage of 35 mainstream open-source LLMs on four
benchmark datasets and give a ranking of the leaked LLMs
for each benchmark, and we find that the Qwen family of
LLMs has the highest degree of data leakage.

Code — https://github.com/nishiwen1214/Benchmark-
leakage-detection

Introduction

Recently, large language models (LLMs) have made signif-
icant advances in most natural language processing bench-
marks (Hendrycks et al. 2021a; Li et al. 2023; Huang et al.
2024; Wang et al. 2023; Cobbe et al. 2021; Zheng et al.
2024). One of the key reasons why LLMs have achieved
such success is through large-scale pre-training on large
corpora collected from the Internet. However, due to the
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Figure 1: Log-probability distributions for different option
orders. For example: {Orderl1: All of the following are exam-
ples of connective tissue EXCEPT A: ligaments B: muscle C:
blood D: cartilage ,..., Order24: All of the following are ex-
amples of connective tissue EXCEPT A: cartilage B: blood
C: muscle D: ligaments}.

intentional or unintentional data collection process of the
developers of LLMs, the pre-trained corpus may set con-
tain data from various evaluation benchmarks. Data leakage
from such benchmarks causes an inability to accurately eval-
uate the true performance of LLMs, and the model may sim-
ply memorize the answers to difficult questions. The compo-
sition of the pre-trained corpus is often considered to be the
core secret of existing large models, and open-source mod-
els such as LLaMA (Touvron et al. 2023a), Qwen (Bai et al.
2023), and Yi (Young et al. 2024) do not open-source the
full training data of their models. Currently most LLMs do
not disclose their full pre-training data, which makes it un-
certain whether the performance of these LLMs on certain



benchmarks is realistic and credible. There is growing con-
cern about the proper use of benchmarks and fair compar-
isons between different models. Zhou et al. (2023) investi-
gated the impact of benchmark leakage and found that when
the pre-training data of a large language model includes data
from one of the review benchmarks, it will perform better
in this evaluation benchmark, but its performance will drop
in other irrelevant tasks, ultimately leading to unreliable as-
sessments of the model’s performance.

Many companies and research organizations often adver-
tise how many scores their LLMs have achieved on vari-
ous benchmarks, achieving first place, yet the fairness of
that score is not taken seriously. Some of the current main-
stream benchmarks (e.g., MMLU (Hendrycks et al. 2021a),
CMMLU (Li et al. 2023), C-Eval (Huang et al. 2024), E-
Eval (Hou et al. 2024), CMB (Wang et al. 2023)) are in the
form of multiple-choice questions. Theoretically, by chang-
ing the order of the content of the options, the model pre-
dicts that the logarithmic probability of that data may be-
come higher or lower, but the fluctuation will not be very
large. For example, if the model has not been trained on ei-
ther order of data, the log probabilities of “All of the follow-
ing are examples of connective tissue EXCEPT A: ligaments
B: muscle C: blood D: cartilage” and “All of the following
are examples of connective tissue EXCEPT A: cartilage B:
blood C: muscle D: ligaments” will not differ much because
of the lack of sequential relationship between the contents
of the options. As shown in Figure 1, a data containing four
options can be composed into 4!=24 different derived data
after shuffling the contents of the options. Without knowing
the order of the options in the pre-training data (the order
of the shuffled options may be assumed during the bench-
mark construction process or the pre-training data construc-
tion process (Huang et al. 2024; Hou et al. 2024)), as in Fig.
1(b), if the 24 log probabilities are both high and low with-
out a very large value of some kind, then there is no data
leakage; if there is a significant outlier with the maximum
of the log probabilities, as shown in Fig. (a), then there is a
data leakage. With this detection method, artificial and in-
tentional shuffling over the order of options can also be de-
tected, if the option shuffling is not taken into account, only
the logarithmic probability of the data in the original order
is required to maximize the probability of data leakage can
be determined.

In this work, we show how to provide reliable evidence for
test set contamination in gray-box language models (Only
need to access the Log-Probability of the output). More
specifically, we provide a simple and efficient new method
for benchmark leakage detection based on multiple-choice
questions. The method identifies the presence of a bench-
mark test set in a language model’s pre-training data and the
extent of data leakage without accessing the model’s training
data or weights. The contributions of this paper are summa-
rized below:

* We propose a simple yet effective detection method
based on the characteristics of multiple choice questions
by generating different derived datasets by disrupting the
order of the options, and then using the model’s logarith-
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mic probability distribution to detect whether the original
dataset is leaked or not.

The algorithms are able to work in gray-box conditions
without access to model training data or weights, effec-
tively identifying data leakage from the benchmark test
set in the model pre-training data, including normal sce-
narios and complex scenarios in which options may have
been intentionally or unintentionally disrupted.

We validate the effectiveness of the approach based on
two LLMs design experiments and evaluate the data leak-
age risk of 35 open-source LLMs on four mainstream
benchmark sets, present a benchmark leakage leader-
board among LLMs, and in particular find that the Qwen
family of LLMs shows a high risk in several benchmarks.

Related Work
Mainstream Benchmarks for LLMs

As natural language processing enters the LLM era, a wide
variety of LLMs (Team 2023; Touvron et al. 2023a,b; Young
et al. 2024; BAAI 2023; Bai et al. 2023; Yang et al.
2023) have emerged. Various comprehensive or special-
ized benchmarks (Zhong et al. 2023; Zheng et al. 2024;
Cobbe et al. 2021; Hendrycks et al. 2021b,a; Li et al. 2023;
Huang et al. 2024; Wang et al. 2023) have also been pro-
posed to accurately assess various aspects of the model’s
capabilities. In order to automate and efficiently test the
capabilities of large language models, many mainstream
benchmarks use a multiple-choice format. For example,
MMLU (Hendrycks et al. 2021a) is a comprehensive and all-
encompassing English benchmark, CMMLU (Li et al. 2023)
and C-Eval (Huang et al. 2024) are comprehensive and
all-encompassing Chinese benchmarks, and CMB (Wang
et al. 2023) is a comprehensive and all-encompassing Chi-
nese medical quiz assessment benchmark. In addition, mul-
timodal comprehension benchmarks such as MMMU (Yue
et al. 2024) and CMMMU (Zhang et al. 2024) are also in
the form of multiple choice questions. This work focuses on
the problem of benchmark test set leakage in the form of
multiple-choice questions. Since the exchange of multiple-
choice question option content does not affect the meaning
of the question itself, we propose a simple and effective data
leakage detection method based on this property.

Data Leakage Detection

The current pre-training model size and its pre-training cor-
pus are getting larger and larger, which inevitably leads to
data leakage between the pre-training corpus and various
benchmark test sets. Several previous studies (Brown et al.
2020; Wei et al. 2021) have utilized post-hoc n-gram over-
lap analysis between the benchmark and pre-training cor-
pus to measure data leakage. Deng et al. (2023) utilized
benchmark perturbations and synthetic data to detect bench-
mark leakage. (Wei et al. 2023) compare the model’s loss on
the training, validation, and test sets; if the model’s loss on
the training set is significantly lower than on the validation
or test sets, this may indicate that the model is overfitting
the training data. If the loss on the test set is significantly
lower than an independent reference set (consisting of data



Algorithm 1: Data Leakage Detection Under Scenario (a)

Algorithm 2: Data Leakage Detection Under Scenario (b)

Input:
* Data to be detected: © = [q, 01,02, ..., 0]
¢ Target Model: M

Output: Whether the data was leaked (“L” for Leaked,
“NL” for Not Leaked)

1: Get the set of n! derived data X:
Shuffle(z) — X = {z], 22, ...,z }

[\

: for each derived data z; do
Calculate the log probability of the derived data:

w

logp; = PM(seq[q, Shuﬂ:lei(ol, 02y -y 0p)])

4: end for
Get the set of n! log probabilities logp;:

bl

P = {logpi,logps, ..., logp, }

if logpt = max(P) then
return “L”

else
return “NL”

end if

YRR

that the model has never seen), this may indicate that the
test data was compromised during training. Mattern et al.
(2023) tested the difference in perplexity between the target
sequence and the randomized sequence. Oren et al. (2023)
exchanged the order of problems in some benchmarks and
tested the model with generating new data as a way to de-
tect data leakage. Xu et al. (2024) introduced a measure of
the predictive accuracy of the benchmark model using two
simple and scalable metrics, complexity and n-gram accu-
racy, to identify potential data leakage. Dong et al. (2024)
identified data contamination by analysing the peakedness
of the model output distribution. Our work leverages the in-
terchangeability of options in benchmark test sets to achieve
instance and fine-grained data leakage detection. In addition
to common scenarios, we even consider data leakage identi-
fication in scenarios where options are intentionally or unin-
tentionally shuffled.

Methodology

Our goal is to identify whether the pre-training process of a
language model ¢ includes a particular piece of data = from
a benchmark test set, or the extent to which that benchmark
test set D leaks to the model #. Detection in our setup is un-
der gray-box conditions, i.e., the pre-training corpus and pa-
rameters of the model are unknown. We consider two scenar-
i0s: (a) where the order in which the pre-trained data options
are presented is not shuffled, and (b) where the sequence of
pre-trained data options may be shuffled.

Scenario a: Not Shuffled

As illustrated in Algorithm 1, we present the pseudo-code
for a data leakage detection method under the scenario

Input:
* Data to be detected: x = [g, 01, 02, ..., O]
¢ Target Model: M
* Outlier threshold: §

Output: Whether the data was leaked (“L” for Leaked,
“NL” for Not Leaked)

1: Get the set of n! derived data X:
Shuffle(z) = X = {z1, 22, ..., T}

2: for each derived data x; do
Calculate the log probability of the derived data:

W

Ingi = PM (Seq[q7 Shufﬂei(oh 02, ..., O’n)])

4: end for
5: Get the set of n! log probabilities logp;:

P = {logp1,logpa, ..., logpn }

6: Calculate the outlier score s“ for each data:

SOt = {s9ut 594t .. 0"} < IsolationForest(P)

7: Obtain the maximum log probability logp,,, and corre-

; ; out.
SpOI’ldlI’lg outlier score S -

out
m

8: if s2"* < ¢ then
9:  return “L”
10: else

11:  return “NL”
12: end if

s« logpy, < max(P)

where the options are not shuffled. We define a piece of data
to be tested as © = [g, 01, 02, . ..,0,], where q is the ques-
tion in a multiple-choice format, o; is the i-th option, and n
is the total number of options.

As depicted in Figure 2, subjecting the data x to an op-
tion shuffle operation yields a derived dataset X, expressed
as Shuffle(x) — X = {2}, z2,...,zn}. Here, Shuffle de-
notes the function for shuffling options, capable of generat-
ing n! distinct permutations, with n representing the number
of options.

When considering the possibility that the options within
the data have not been artificially rearranged, =7 is identified
as the original data sequence. Subsequently, each z; € X is
fed into the target model M to calculate the respective log
probability, denoted by:

logp; = PM(seq]q, Shuffle’ (01, 0a, . . . ,0n)])

These probabilities are then compiled into the set P =
{logp1, logpa, . .., logp,1 }, where logp; corresponds to the
original sequence z7.

The detection criterion is based on the comparison of
logp; against the values within P. If logp; is the maximum
value within P, this suggests that the data has been influ-
enced by the training of the model M, and we conclude that
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Figure 2: The order with the largest probability value, which is an outlier, indicates that the data in that order was pre-trained.

the data has leaked.

Scenario b: Shuffled

The pseudo-code of the data leakage detection method under
scenario b is presented in Algorithm 2. Under these condi-
tions, the data in the test set can be shuffled through, and any
kind of sequence order may be the order fitted by the model.
As above, we first shuffle the data to be tested to get n! de-
rived data: Shuffle(x) — X = {z1, 2, ..., }. Then, we
process each derived data point x;. Specifically, we calculate
the log probability of the derived data using the following
formula:

logp; = PM (seqq, Shuﬂ‘lei(ol, 02,...,0n)])

Here, P™ represents the probability distribution under
model M, seq denotes the sequence, ¢ is the question,
Shuffle’ is the i-th shuffle operation, and 01, 0, ..., 0, are
the original data points. As depicted in Figure 2, we calcu-
late this for all possible shuffle combinations, obtaining a set
P of n! log probabilities:

P = {logp1,logpa, ..., logpn}

Next, we calculate the outlier score s¢“* for each data point
using an isolation forest algorithm:

Sout } < TsolationForest(P)

Subsequently, we identify the maximum log probability
logp,,, and its corresponding outlier score s2“* by taking the
maximum value from the set P:

out

out out
{5 S » Sn)

P

52U« logp,, + max(P)

We then evaluate whether the outlier score s2“¢ is below a
predefined threshold 4. If s** < 4, the data is classified as
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MMLU-LLaMA?2

Epoch Accuracy Precision Recall Fl-score
1 0.710 0.760 0.620 0.680
2 0.790 0.808 0.760 0.783
3 0.875 0.835 0.934 0.881
5 0.886 0.843 0.948 0.892
10 0.909 0.863 0.972 0914

CMMLU-Qwen2

Epoch Accuracy Precision Recall Fl-score
1 0.603 0.824 0.262 0.397
2 0.745 0.918 0.538 0.678
3 0.888 0.945 0.824 0.880
5 0.966 0.955 0.978 0.966
10 0.974 0.950 1.000 0.974

Table 1: Experiment results under scenario (a).

an outlier ("L”) and the algorithm returns this label. Other-
wise, it is classified as non-outlier ("NL”) and the algorithm
returns this label accordingly:

If 2“0 < §: return”L”
Otherwise :  return”’NL”
Experiment

Experimental settings

We randomly selected 1,000 pieces of data from MMLU,
500 of which were used for continuous pre-training of the
LLaMA2-7b-base model, and then used these 1,000 pieces
of data to test the pre-trained model, detecting which of these
1,000 pieces of data had been trained. Similarly we also used



MMLU-LLaMA?2

CMMLU-Qwen2

0 Epoch Accuracy Precision Recall Fl-score Accuracy Precision Recall Fl-score
1 0.514 0.525 0.294 0.376 0.495 0.483 0.150 0.229
2 0.570 0.612 0.380 0.469 0.548 0.601 0.284 0.385
-0.20 3 0.651 0.668 0.598 0.631 0.675 0.742 0.536 0.622
5 0.741 0.728 0.768 0.747 0.817 0.794 0.856 0.823
10 0.803 0.767 0.870 0.815 0.848 0.805 0.918 0.857
1 0.517 0.517 0.498 0.507 0.508 0.512 0.340 0.408
2 0.592 0.586 0.626 0.600 0.566 0.573 0.516 0.543
-0.17 3 0.673 0.631 0.830 0.717 0.663 0.646 0.718 0.680
5 0.712 0.649 0.922 0.762 0.761 0.687 0.956 0.800
10 0.734 0.660 0.962 0.783 0.763 0.682 0.984 0.805
1 0.509 0.507 0.632 0.562 0.500 0.500 0474 0.486
2 0.597 0.571 0.780 0.659 0.570 0.557 0.674 0.610
-0.15 3 0.656 0.603 0.912 0.726 0.622 0.588 0.810 0.681
5 0.666 0.603 0.970 0.743 0.699 0.626 0.984 0.763
10 0.671 0.605 0.980 0.748 0.702 0.626 0.998 0.770

Table 2: Experiment results on MMLU and CMMLU datasets under scenario ().

CMMLU data to test the Qwen2-7b-base model. Our exper-
iments consider two scenarios where (a) the order of pre-
trained data options is not shuffled and (b) the order of pre-
trained data options may be shuffled.

Experimental results

The experimental results for scenario (@) are shown in Table
1. Under scenario (a), as long as the log probability of each
of the other 23 variants of a piece of data is smaller than that
of its original order, then we predict that there is a leak in
this piece of data. For LLaMA2-7B, the detection accuracy
and F1 exceeded 90% when the data were trained 10 times.
We found that even if the data was only pre-trained once, our
detection method was able to achieve an accuracy of 71%,
which is a passing grade. In the early stage, the accuracy of
our data leakage detection increases dramatically with each
increase in the number of training sessions, e.g., the accu-
racy reaches 79% with an epoch of 2. For the Qwen2-7B
model on the Chinese benchmark data CMMLU, the accu-
racy is only 60.3% when epoch is 1, however, when epoch
is 5 the accuracy is already 96.6%. The experimental results
in Table 1 show that under scenario (a), the detection accu-
racy of our data leakage can achieve good performance, even
with very few data duplications.

The experimental results for scenario (b) are shown in
Table 2. For the determination of outliers, we chose three
thresholds of -0.2, 0.17, and -0.15. Since scenario b is very
challenging, the detection accuracy of scenario b is quite
lower than scenario a from the experimental results. The
highest accuracy is achieved when outlier threshold 6 = 0.2.
When the data is trained 10 times, both accuracy and F1 on
LLaMAZ2-7B exceed 0.8, and for Qwen2-7B even an accu-
racy of 84.8% and an F1 score of 0.857 are achieved. Even
if the data is only pre-trained once, our detection method is
able to achieve about 50% accuracy. From the experimen-
tal results we can choose a smaller outlier threshold when
the number of training times is small. And the test results
on the Chinese and English datasets are similar. However,
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overall the accuracy is higher on Qwen2-7B with CMMLU
than on LLaMA2-7B with MMLU. We find that the recall
is very low when the number of training iterations is small,
and the recall improves very significantly when the number
of training iterations is increased. Overall, our data leakage
detection method achieves excellent accuracy in scenario a
and passable results in the challenging scenario b.

Benchmark Leakage Leaderboard in LLMs

The previous experiments demonstrate the effectiveness of
our Algorithm 1 and Algorithm 2, and next we will con-
struct leaderboards for various benchmark leaks of LLMs.
We conduct comprehensive data leakage detection experi-
ments on four mainstream benchmarks: MMLU (Hendrycks
etal. 2021a), CMMLU (Li et al. 2023), C-Eval (Huang et al.
2024), CMB (Wang et al. 2023). As shown in Figure 3, we
tested almost all of the currently popular 35 LLMs (Team
2023; Touvron et al. 2023a,b; Young et al. 2024; BAAI
2023; Bai et al. 2023; Yang et al. 2023; Bi et al. 2024; Ab-
din et al. 2024), and we give the percentage predicted to be
data leakage for both scenarios a and b. The outlier thresh-
old ¢ for our scenario b is set to 0.2 on the three bench-
mark test sets, MMLU, CMMLU, and C-Eval; since there
are five options for the data in the CMB benchmark, its out-
lier threshold § is set to 0.25. And Ordered by the degree of
leakage under scenario b. The Benchmark leakage leader-
board in Figure 3 is sorted by the degree of leakage under
the scenario b. First of all, we find that there is not much
gap between models on the MMLU benchmark, and the top
five models in terms of data leakage risk are Qwen2-72B,
Qwenl.5-110B, Yi-34B, Yil.5-9B and Yil.5-6B. Overall,
the leakage of LLMs on the MMLU benchmark is a serious
concern, and as MMLU is one of the most used and widely
used benchmarks in the English language domain, the issue
deserves our attention.

On the CMMLU benchmark, the leakage metrics shown
on scenario a are all very low, basically only about 0.04,
which is basically in line with the expectation of 1/24 =
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Figure 3: Benchmark leakage leaderboard in LLMs.

0.042 for normal conditions. We then found that the data
leakage metrics detected under scenario b were all signifi-
cantly higher after detection using Algorithm 2, especially
the Qwen family, which ranked the highest. We hypothesize
that it is possible that the CMMLU benchmark shuffled the
options after collecting the raw data or that the developers of
LLM shuffled the pre-training data in a shuffling operation.
On C-Eval, a Chinese comprehensive benchmark similar to
CMMLU, the top five modeled data leakage risks are also
all Qwenl.5-110B, Qwen2-72B, Qwenl.5-32B, Qwenl.5-
14B and Qwen2-7B. On the Chinese Medicine Benchmark
CMB, the top five LLMs in terms of data breach risk remain
Qwen2-72B, Qwenl.5-110B, Qwen1.5-32B, Qwenl.5-14B
and Qwen2-7B. In particular, the Qwen family of LLMs
leads off the cliff, with Algorithm 1 scoring much higher
than the other models. In terms of data leakage values, the
Qwen family LLMs are almost ten times larger than other
LLMs. Algorithm 1 detects that 42% of the test data of the
CMB benchmark on Qwen2-72B is leaked.

Overall, GLM4-9B and MiniCPM3-4B have the low-
est risk of data leakage on all three benchmarks, MMLU,
CMMLU, and C-Eval, and a low risk of data leakage on
CMB. Qwen family LLMs have very high leakage risk on

all 4 benchmarks, and we find that the larger the model
the higher the leakage index, which might be due to the
fact that larger models have more pre-training data and are
more capable of learning and remembering the data more
firmly. In addition to the Qwen family LLMs, the Yi fam-
ily LLMs, DeepSeek family LLMs, and Baichuan family
LLMs are also at slight risk of benchmark compromise. Mild
benchmark leaks are hard to avoid, but we hope that re-
searchers should avoid serious benchmark leaks when de-
veloping LLMs.

Case Study

As shown in Fig. 4, we select three examples from C-Eval

in order to analyze the data leakage under scenario a more

intuitively. For example, in the first case the original data x}

is “Lu You’s “Miscellaneous Fugue” says: “I am half-drunk
in the grass market today, and I point out the green curtains
and go up to the wine tower”. The emergence of the “grass
market” in the poem is attributed to ____A: changes in the
layout of cities B: the emergence of places of entertainment
C: the development of the commodity economy D: the rise of
the civic class” , and we shuffle the contents of the options to
get 24 derived data X' = {z1, 22, ..., T1 }. We then compute
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Lu You's “Miscellaneous Fugue” says: “l am
half-drunk in the grass market today, and I point
out the green curtains and go up to the wine
tower” . The emergence of the “grass market”
in the poem is attributed to

A: changes in the layout of cities

B: the emergence of places of entertainment

C: the development of the commodity economy

The following description of 1/0 ports is incorrect
A: The number of address bits of an I/0 port is longer
than the number of address bits of the main memory
B: User-accessible registers in an 1/0 interface are
called 1/0 ports

C: Command ports and status ports can share a
common

D: 1/0 ports can be numbered either uniquely with the

During the Warring States period, Qin's agricultural
production developed the fastest among the seven
states, mainly dueto ____

A: the establishment of private land ownership

B: the implementation of the policy of emphasizing
agriculture and suppressing commerce

C: the construction of water conservancy projects such
as the Zhengguo Canal and the Dujiangyan

D: the rise of the civic class
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Figure 4: Case analysis of Qwen2-7B and LLaMA2-7B on C-Eval under scenario a.
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Translation: Of the following four meteor showers, the one that will be most
disturbed by moonlight on the day of its greatest magnitude in 2022 is __

A: Perseid meteor shower B: Geminid meteor shower

C: n Aquarii meteor shower D: Quadrantid meteor shower
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Figure 5: Case analysis of Qwen2-7B under scenario b.

all possible shuffling combinations based on Qwen2-7B and
LLaMA2-7B, respectively, to obtain two sets of (n!) loga-
rithmic probabilities Poyen = {logpi,logps, ..., logp,}
and Prrama = {logpi,logps, ..., logpn}. A dot-line plot
based on these two sets of log probabilities is shown in Fig-
ure 4. The logarithmic probability of the original sequen-
tial data ] on the Qwen2-7B model is the largest, larger
than the logarithmic probability of any of the other 23 se-
quences, which suggests that this data is at risk of leakage
on Qwen2-7B. On the right LLaMA2-7B’s are the normal
plots, when the contents of the options are shuffled, some of
the log probabilities become smaller and some larger, and
original sequential data ] is not the largest, which suggests
that there is no data leakage from LLaMA under scenario a.

A particular example of Qwen2-7B is shown in Figure
5, where the log probability of the original sequence z7 is
not the largest, and the entry is detected by Algorithm 1 as
not leaking under scenario a. However, our detection results
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using Algorithm 2 detects that this piece of data is a leak-
age risk because the 19th derivation sequence has the high-
est log probability and is judged to be an outlier. The ques-
tion and option for that piece of data is “Of the following
four meteor showers, the one that will be most disturbed by
moonlight on the day of its greatest magnitude in 2022 is ___
A: Perseid meteor shower B: Geminid meteor shower C: n
Aquarii meteor shower D: Quadrantid meteor shower”, and
theoretically for the LLM being tested, the content of the
shuffled option should not have a maximum log probability
of being a significant outlier. This case illustrates that our
Algorithm 2 is also effective in detecting data leakage for
the case where the option content is shuffled. Primarily the
intent of the leaderboard is to promote a fairer assessment of
the community’s LLMs, not to expose a particular model.

Conclusion

This work has highlighted the severity of benchmark data
leakage in Large Language Models (LLMs) and introduced
an innovative detection method capable of identifying leak-
ages under various scenarios, including when the order of
multiple-choice options may have been shuffled. We validate
the effectiveness of the approach based on two LLMs design
experiments and evaluate the data leakage risk of 35 open-
source LLMs on four mainstream benchmark sets, present
a benchmark leakage leaderboard among LLMs, and in par-
ticular find that the Qwen family of LLMs shows a high risk
in several benchmarks. This work emphasizes the need for
developers and researchers to be vigilant in ensuring the in-
tegrity and fairness of LLM assessments. We call for con-
tinued community effort to address this issue, improve our
detection techniques, and uphold the robustness of bench-
mark assessments in the field of artificial intelligence. This
paper serves as a stepping stone towards establishing more
reliable and trustworthy standards in the evaluation of LLMs
and advancing the field of artificial intelligence with confi-
dence and integrity. Currently our method is limited to de-
tecting data in multiple choice format, in the future we will
try to extend our method to other formats.
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