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Abstract

Large Language Models (LLMs) have gained significant at-
tention for their exceptional performance across various do-
mains. Despite their advancements, concerns persist regard-
ing their implicit bias, which often leads to negative social
impacts. Therefore, it is essential to identify the implicit bias
in LLMs and investigate the potential threat posed by it. Our
study focused on a specific type of implicit bias, termed the
“Yes-No” implicit bias, which refers to LLMs’ inherent ten-
dency to favor “Yes” or “No” responses to a single instruc-
tion. By comparing the probability of LLMs generating a
series of “Yes” versus “No” responses, we observed differ-
ent inherent response tendencies exhibited by LLMs when
faced with different instructions. To further investigate the
impact of such bias, we developed an attack method called
Implicit Bias In-Context Manipulation, attempting to manip-
ulate LLMs’ behavior. Specifically, we explored whether the
“Yes” implicit bias could manipulate “No” responses into
“Yes” in LLMSs’ responses to malicious instructions, leading
to harmful outputs. Our findings revealed that the “Yes” im-
plicit bias brings a significant security threat, comparable to
that of carefully designed attack methods. Moreover, we of-
fered a comprehensive analysis from multiple perspectives to
deepen the understanding of this security threat, emphasizing
the need for ongoing improvement in LLMs’ security.

Code — https://github.com/DYR1/IB-ICM

Introduction

Large Language Models (LLMs) (OpenAl 2023; Touvron
et al. 2023) exhibit superior performance across various do-
mains, yet their susceptibility to implicit biases raised con-
cerns (Marinucci, Mazzuca, and Gangemi 2023). Recent
studies (Navigli, Conia, and Ross 2023; Gallegos et al. 2024)
on LLMs’ implicit bias commonly focused on issues of gen-
der, race, and regional disparities, which often influence the
fairness of LLMs’ decisions. However, less attention has
been given to implicit biases that fall outside these societal
categories. To fill this gap, we focused on the “Yes-No”” im-
plicit bias, which refers to LLMs’ inherent response ten-
dency to favor “Yes” or “No” responses to a single instruc-
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Figure 1: An illustration shows that LLMs’ “No” response
can be manipulated into “Yes” under the jailbreak attack
methods. Compared to existing attack methods, our method
conducts a more covert form of attack by avoiding overt se-
mantic manipulation and ensuring semantics coherence.

tion. Our study identified the presence of “Yes-No” implicit
bias and investigated the security threat it posed.

To identify the implicit bias, some early studies (McCoy,
Pavlick, and Linzen 2019; Du et al. 2022a) typically ana-
lyzed biased features within the training data and then as-
sessed their contribution to models’ biased behaviors. The
connection between the biased feature and biased behav-
ior can be considered as the implicit bias formed within the
model. However, the opaque nature of training data in LLMs
hinders the feasibility of such an analysis. Our study adopted
a reverse idea: by analyzing the biased behavior of LLMs,
we identified the presence of “Yes-No” implicit bias. Specif-
ically, by comparing the probabilities of LLMs generating a
series of “Yes” versus “No” responses, we observed differ-
ent inherent response tendencies exhibited by LLMs when
faced with different instructions. While such analysis does
not pinpoint the exact biased features captured by LLMs, it
effectively identifies which instructions may lead to biased



response behavior. Our study defines instructions that may
lead to “Yes” responses as yes-biased instructions, while
those that lead to “No” responses as no-biased instructions.

Furthermore, our study investigated the impact of the
“Yes-No” implicit bias in LLMs’ security scenarios. Ide-
ally, a safety-oriented LLM should generate a “No” response
to a malicious instruction rather than “Yes”. However, re-
cent studies (Xu et al. 2024; Du et al. 2024) highlighted
that LLMs’ responses can be easily manipulated from “No”
to “Yes” through subtle prompt modifications, commonly
called the jailbreak attack. Besides, In-Context Learning
(ICL) methods demonstrated that some specific-type text
incorporated into the prompt can significantly influence
LLMs’ responses (Dong et al. 2022; Xie et al. 2021). Based
on these insights, we developed a jailbreak attack method
called Implicit Bias In-Context Manipulation (IB-ICM).
Specifically, we spliced our identified yes-biased instruc-
tions around the malicious instruction to test whether the
“Yes” implicit bias will manipulate LLMs’ “No” responses
into “Yes”, leading to harmful outputs. As illustrated in Fig.
1, our method enables a more covert form of jailbreak at-
tack. In previous methods, attack prompts based on overt
semantic manipulation can often be detected by specialized
semantic detection models (Markov et al. 2023). Similarly,
the searched attack suffixes can also be easily detected by
perplexity (PPL) algorithms due to their lack of semantics
coherence (Jain et al. 2023). In contrast, our method avoids
the overt sign of semantic manipulation and maintains
the semantic coherence of the attack prompts, thereby
posing challenges to existing defense mechanisms.

In our experiments, we observed that our method consis-
tently achieved superior attack performance across various
LLMs, comparable to those carefully designed attack meth-
ods. Our findings unveiled the significant security threat
arising from the “Yes” implicit bias, highlighting the need
for attention from the research community. Moreover, we
conducted extensive analysis and ablation experiments to
deepen the understanding of the security threat and our pro-
posed attack method. Overall, the contributions of our study
can be summarized as follows:

* QOur study identified the presence of the “Yes-No” implicit
bias in LLMs and investigated the security threat it posed,
which has been previously overlooked in studies on im-
plicit biases.

We developed a jailbreak attack method, named IB-ICM,
which achieves attack performance comparable to care-
fully designed methods, executes a more covert attack, and
demonstrates good attack generalization.

Through extensive and comprehensive experiments across
various LLMs, we not only unveiled a significant security
threat but also delved into its causes, providing potential
guidance to enhance LLMs’ security further.

Related Work

Implicit Bias. In human cognitive science ', implicit bi-
ases are thought to be shaped by experience and based on
learned associations between particular qualities and social

"https://en.wikipedia.org/wiki/Implicit_stereotype
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categories. For language models, previous studies (Du et al.
2022a; Poliak et al. 2018) have shown that implicit biases
often stem from imbalanced training data. For example, in
the Natural Language Inference task, the word “not” fre-
quently appears under the “contradiction” label within the
training data, leading models to associate “not” with the
“contradiction” label in their predictions (Gururangan et al.
2018). However, the opaque nature of training data in LLMs
hinders such data-driven analyses. In the era of LLMs, re-
searchers focus more on social implicit biases related to gen-
der, race, and regional disparities (Marinucci, Mazzuca, and
Gangemi 2023; Navigli, Conia, and Ross 2023; Yu et al.
2024; Omiye et al. 2023). Considering that social implicit
biases are pervasive in the real world, researchers can lever-
age real-world prior knowledge to test them. For example, a
recent study (Seaborn, Chandra, and Fabre 2023) has shown
that assigning a male rather than a female role to LLMs can
result in more detailed descriptions of cars. Conversely, bi-
ases unrelated to social categories have not been fully ex-
plored due to their obscure nature and the absence of
prior knowledge. To address this gap, our study compre-
hensively investigates the “Yes-No” implicit bias.

Jailbreak attack. A jailbreak attack on LLMs typi-
cally aims to manipulate “No” responses into “Yes” in
LLMs’ responses to malicious instructions by modifying the
prompt. These attacks fall into two main categories: manual-
designed and automatic methods. For manual-designed
methods, some representative methods include making
LLMs execute a competitive target, encrypting malicious in-
structions in formats like base64, and fashioning a villain-
ous character environment within the prompt (Wei, Haghta-
lab, and Steinhardt 2024; Li et al. 2023; Shen et al. 2023).
Manual-designed methods typically demand significant time
investment and are challenging to transfer across various
LLMs. Consequently, researchers are increasingly develop-
ing automatic methods. Some studies (Zou et al. 2023; Jones
et al. 2023) attempt to construct attack templates driven by
adversarial attack targets, designed for white-box LLMs.
Some other studies (Liu et al. 2023; Chao et al. 2023) em-
ploy genetic algorithms or self-interaction strategies to it-
erate existing attack templates, ideal for black-box LLMs.
While these methods underscore LLMs’ security threats,
they often lack clarity in their design, obscuring the root
causes of such threats. Compared to previous studies, our
study not only highlights a significant security threat but also
delves into its causes, providing potential guidance to en-
hance LLM security further.

“Yes-No”’ Implicit Bias Measurement

To identify the presence of “Yes-No” implicit bias, we con-
ducted a “Yes-No” implicit bias measurement across various
LLMs. In this section, we thoroughly described the measure-
ment method and presented the measurement results.

Measurement Method

To initiate this measurement, we constructed 20 “Yes” re-
sponses and 20 “No” responses, which are designed to be
general and not specific to any instruction. For instance, a
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Figure 2: Overall framework of our study. In “Yes-No” Implicit Bias Measurement, a tendency score is calculated for each
instruction by comparing the probability of LLMs generating a series of “Yes” versus “No” responses. With the yes-biased
instructions identified by the calculated scores, we designed a jailbreak attack method, called Implicit Bias In-Context Manip-

ulation, to unveil the potential security threat.

representative “Yes” response takes the form of “Sure, here’s
the information.” while a “No” response is “Sorry, I am un-
able to provide the information”. Furthermore, we collected
30,000 instructions from the Alpaca official repository? and
measured each single instruction. It is important to empha-
size that the types of collected instructions are completely
random and will not semantically induce LLMs to produce
“Yes” or “No” responses. As shown on the left side of Fig. 2,
by comparing the probabilities of LLMs generating a series
of “Yes” versus “No” responses, we calculated a tendency
score for each single instruction. Specifically, let’s represent
an instruction by X. A “Yes” response can be denoted as
1y, which consists of tokens {ryg, 7y1, . .., 7y, }. Similarly, a
“No” response can be denoted as r,, which consists of to-
kens {r,o,n1, ..., 7n;}. The probability p, of generating a
“Yes” response 1, can be calculated as:

(2
by = ZP(ryk|X7ry07“'7ry(k71)) (1)
k=1
However, we recognize that the probability values of the out-
put tokens are not measured under a unified standard. There-
fore, we introduce a maximum normalization to standardize

them and calculate the relative probability pj, as follows:

zi: P(ryi| X, ry0, s Tyh—1))
. argmazy, P(y| X, my0, .., Ty(k—1))

Py = )

k=
where the denominator represents the value with the highest
probability. Similarly, the relative probability p}, of generat-

ing a “No” response 7, can be calculated as:

Z P(Tnk|X7 Tno, -~-a7an(k71))
— argmazy P(y| X, rno, ..y Tn(k—1))

Pn = 3)

*https://github.com/tloen/alpaca-lora

After calculating the probabilities of each constructed “Yes”

and “No” response, a comprehensive score of an instruction

can be represented as:

Xim1 ' Py,

Enum" p
g

where num,, and num,, represent the number of constructed
“Yes” responses and “No” responses.

Opverall, for each instruction, we calculated a score, re-
flecting the LLM’s inherent response tendency to favor
“Yes” or “No”. The higher the score, the higher the LLM’s
inherent tendency to favor “Yes”. As shown in the right of
Fig. 2, we can get a ranking of instructions based on calcu-
lated scores.

4)

Score =

Measurement Result

We conducted the “Yes-No” implicit bias measurement
across various LLMs, including Baichuan2;p (Baichuan
2023), Baichuan2,35, ChatGLM24g (Du et al. 2022b), and
the Vicuna;p (Zheng et al. 2023) variant of Llama2 (Tou-
vron et al. 2023). The distribution of calculated scores is
shown in Fig. 3. We can observe that the distribution of
scores exhibits a predominantly normal distribution over-
all. While the majority of instructions have scores concen-
trated within a certain range, some instructions with scores
are still dispersed on both ends. Such observation high-
lights the presence of “Yes-No” implicit bias in LLMs. In-
terestingly, while the score distributions of Baichuan2;p,
ChatGLM2g4 5, and Vicunay g, which have similar parame-
ter sizes, are overall close, the score distribution of the larger
Baichuan2;3p is notably left-shifted. This phenomenon sug-
gests that larger-parameter LLMs may exhibit a greater ten-
dency toward rejection orientation, a guess that warrants fur-
ther investigation in future studies.
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Figure 3: Distribution of the inherent response tendency
scores across various LLMs. The horizontal axis represents
the inherent response tendency score, and the vertical axis
represents the number of instructions.

Implicit Bias In-Context Manipulation

To further investigate the impact of “Yes-No” implicit bias,
we conducted a detailed experiment in LLMs’ security sce-
nario. We explored whether the “Yes” implicit bias will ma-
nipulate LLMs’ “No” responses to malicious instruction into
“Yes”, leading to harmful outputs. For this purpose, we de-
signed a jailbreak attack method called Implicit Bias In-
Context Manipulation (IB-ICM). In this section, we pro-
vided a detailed description of the design of the IB-ICM
method and investigated the security threat it poses.

The Design of IB-ICM

As shown on the right side of Fig. 2, based on scores calcu-
lated from the implicit bias measurement, we can get a rank-
ing of instructions. We refer to instructions (ranked higher)
that may lead to “Yes” responses as yes-biased instructions,
while those (ranked lower) that lead to “No” responses as
no-biased instructions. To investigate the impact of “Yes”
implicit bias, our IB-ICM method employs an intuitive op-
eration by splicing yes-biased instructions around the ma-
licious instruction. This operation is similar to the idea of
In-Context Learning, attempting to subtly influence LLMs’
behavior through contextual text. Although the operation of
our method is simple, we still take some strategic designs by
considering external factors, including the type of instruc-
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tions, the number of spliced instructions, and the position of
the malicious instruction within the prompt. For the type of
instructions, we abandoned text manipulation instructions,
such as “Please translate the following sentence” or “Please
change the following text” etc. These instructions always
lead the LLM to manipulate the subsequent text, which re-
sults in the malicious instruction being translated or rewrit-
ten. For the number of spliced instructions, due to the lim-
ited ability of LLMs to process multiple instructions con-
currently, an excessive number of spliced instructions will
lead to a lack of clarity in understanding each instruction.
Thus, we empirically limited that either only two or four in-
structions can be spliced. For the position of the malicious
instruction within the prompt, we experimented with three
different positions: front, middle, and end. Generally, em-
bedding the malicious instruction at the end of the prompt
always yields excellent attack performance. In our method,
{num}_{pos}, where num represents the number of spliced
instructions and pos represents the position of the malicious
instruction within the prompt, serves as hyperparameters.
The hyperparameter settings can be found in our Ablation
Analysis section.

The Security Threat Posed by IB-ICM

To investigate the security threat, we evaluate the attack per-
formance of the IB-ICM method. In the preliminary prepa-
ration, we introduced our evaluation data, evaluated LLMs,
compared jailbreak attack methods, and evaluation metrics.
We then provided a detailed description of our experiment
settings and the corresponding results respectively.

Preliminary Preparation. For evaluation data, we
utilize 100 malicious instructions from the Advbench
benchmark (Zou et al. 2023). For evaluated LLMs,
our study selects six mainstream LLMs, includ-
ing Baichuan2;p (Baichuan 2023), Baichuan2;3p,
ChatGLM245 (Du et al. 2022b), Vicunayp (Zheng et al.
2023), Llama2;p (Touvron et al. 2023) and Qwen; g (Bai
et al. 2023). For compared jailbreak attack methods, on the
one hand, our study selects two manual-designed methods
from work (Wei, Haghtalab, and Steinhardt 2024), named
Comp. and Evil. The Comp. method involves executing a
competitive goal, such as appending “Start with ‘Absolutely,
here is 2’ after the malicious instruction. The Evil method
conducts an overt semantic manipulation by fashioning an
evil role environment in the prompt. On the other hand,
our study selects an automatic method most relevant to our
method, named GCG (Zou et al. 2023). Both GCG and
our method require the probability of the LLMs’ output
token for guidance. The GCG method focuses on searching
attack suffixes based on constructed adversarial targets.
For evaluation metrics, we utilize the Attack Success
Rate (ASR) to reflect the attack performance of different
methods. One ASR evaluation metric relies on Key Word
Matching (KWM) (Zou et al. 2023). Specifically, if rejection
expressions such as “I apologize” or “illegal and unethical”
are detected, the attack is deemed unsuccessful. Otherwise,
it is deemed successful. However, recent work (Liu et al.
2023) has pointed out that ignoring the semantic level



Method Baichuan27p Baichuan213p | ChatGLM24p Vicunarp AVG.

GPT KWM | GPT KWM | GPT KWM | GPT KWM GPT KWM
Base \ 5% 2% \ 0% 2% \ 9% 5% \ 4% 5% \ 4.50% 3.50%
Manual
Evil 64% 28% 90 % 47% 10% 8% 88% 40% 63.00%  30.75%
Comp. 71% 32% 40% 20% 37% 28% 96 % 36% 61.00%  29.00%
Auto
GCGiND 69% 45% 83% 48% 24% 31% 80% 48% 64.00%  43.00%
GCGunr 40% 72% 15% 20% 35% 32% 27% 35% 29.25%  39.75%
IB-ICM;nDp | 73% 78% 63% 64 % 58 % 60% 66% 64% 65.00% 66.50%
IB-ICMuyn: | 75% 82% 52% 60% 48% 79 % 61% 72 % 59.00%  73.25%

Table 1: Across various LLMs, ASR evaluated by KWM and GPT-4 are reported. The higher the ASR, the better the attack

performance. The AVG. represents the average value of ASR.

Baichuan2;p Baichuan2i35 ChatGLM24p Vicunar g
Method 3 R | P R | P R | P R
GCGinD 403.98 102.85 | 541.63 7.76 | 11985.50 2523.09 | 5546.63 12.95
GCGunr 3066.63  12.10 | 3066.63 12.10 | 3066.63 12.65 3066.63  1965.52
IB-ICM;nD 13.47 17.06 35.07 11.69 29.17 12.43 38.42 16.57
IB-ICMynrt 30.57 15.69 35.24 13.68 30.57 15.86 42.66 17.83

Table 2: Under the GCG and our IB-ICM method, the perplexity (PPL) of the input prompts and LLMs’ responses are reported.
P and R represent the input prompts and LLMs’ responses respectively.

and simply being rule-based will lead to evaluation errors
in many cases. The other ASR evaluation metric (Zhao
et al. 2024) relies on the GPT-4% to analyze whether the
response contains harmful contents. If the harmful content
is detected, the attack is deemed successful. Otherwise, it is
deemed unsuccessful.

Experiment settings. For the Comp. and Evil methods,
manual-designed attack prompts will be directly applied.
Regarding the GCG method, attack suffixes can be either tai-
lored for an individual LLM or developed universally across
multiple LLMs. For the former, we reproduced the GCG
code” to search for an attack suffix specifically designed for
the individual LLM, denoted as GCGyp. For the latter,
we employ a universal attack suffix 3 that has been identi-
fied across multiple LLMs in the original study, denoted as
GCGy 7. Regarding our IB-ICM method, the ranking of
instructions can either be based on calculated scores from
an individual LLM or by aggregating average scores across
multiple LLMs. For the former, we use the top-ranked in-
structions tailored for an individual LLM, denoted as IB-
ICM;np. For the latter, we calculate a universal ranking
by averaging the scores of each instruction across multiple
LLMs, using the top-ranked instructions from this collective
ranking, denoted as IB-ICMy ;.

Experiment results. In our experimental results, we ob-
served three major phenomena of our IB-ICM method: ex-
hibiting comparable attack performance, conducting a

3In our work, we use the GPT-4 API interface for evaluation.
*https://github.com/lim-attacks/lim-attacks/
>https://llm-attacks.org/
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more covert attack, and demonstrating good attack gen-

eralization. Such observation comprehensively reveals that

the security threat posed by the “Yes” implicit bias is sig-
nificant. The specific experimental results are as follows:

* Comparable attack performance: Tab. 1 presents the At-
tack Success Rate (ASR) of different attack methods
across various LLMs. The ASR based on GPT calculation
focuses on assessing whether the output content is harm-
ful, whereas the ASR based on KWM calculation focuses
on the presence of rejection expressions in LLMs’ re-
sponses. Experimental results show that for the GPT-based
ASR, our method achieves an average ASR of 65.00%,
which matches and even exceeds other attack methods.
For the KWM-based ASR, our method achieves an av-
erage ASR of 73.25%, significantly outperforming other
attack methods. Such a phenomenon suggests that under
our method, there is a reduced presence of rejection ex-
pressions in LLMs’ responses to malicious instructions.
This aligns perfectly with our motivation to manipulate
LLMs’ “No” responses into “Yes” through the impact of
“Yes” implicit bias. We can conclude that the IB-ICM
method can reduce the probability of rejection expression
in LLMSs’ responses to malicious instructions, leading to
harmful outputs.

¢ A more covert attack: Previous work (Jain et al. 2023) has
shown that although the GCG method achieves good at-
tack performance, the incoherent semantics of the attack
suffix make it easily detectable by perplexity (PPL) al-
gorithms. In contrast, our IB-ICM method involves only
splicing some instructions within the prompt, ensuring se-
mantic coherence. We calculated the perplexity of the in-
put prompts and LLMs’ responses under both the GCG



Method Llama2;p Qwenrp Llama3gp Qwen27p GPT-3.5
GPT KWM GPT KWM GPT KWM GPT KWM GPT KWM
Base 0% 0% 1% 0% 0% 0% 1% 1% 14% 15%
Evil 0% 0% 59% 32% 0% 0% 1% 1% 56% 54%
Comp. 0% 0% 34% 8% 0% 0% 23% 1% 74% 33%
IB-ICMynr | 10% 5% 29%  40% 9% 13% 25% 37% 18% 23%

Table 3: Under five LLMs that have not been analyzed in our measurement, we evaluate the attack generalization of our method.

ASR evaluated by KWM and GPT-4 are reported.

method and our method. As shown in Tab. 2, the per-
plexity calculated based on GPT-2 is reported. Experi-
ment results indicate that compared to the GCG method,
our method significantly reduces the perplexity of the in-
put prompts, thereby evading PPL detection. We also ob-
served that the GCG method can sometimes lead to a sig-
nificant increase in the perplexity of responses, resulting
in messy outputs. In contrast, our method can consistently
maintain the coherent semantics of responses.

Good attack generalization: We further considered five
LLMs (Llama2;g, Qwen;p, Llama3gg, Qwen2;p and
GPT-3.5) that have not been analyzed in our implicit bias
measurement. We compared the performance of differ-
ent methods, including Evil, Comp., and IB-ICMy ;. As
shown in Tab. 3, our IB-ICMy n; method demonstrates
good attack performance on previously unseen LLMs, still
comparable to carefully designed attack methods. Such
a phenomenon underscores good attack generalization of
our IB-ICM method.

Overall, the above observations provide a comprehensive
investigation of the security threat arising from the “Yes” im-
plicit bias, which needs to be taken seriously by researchers.

Ablation Analysis and Discussion

In this section, we conducted an ablation analysis to further
verify the impact of the “Yes-No” implicit bias and do some
discussion to deepen the understanding of the security threat.

Ablation Analysis

On the one hand, our ablation analysis focuses on the role
of the instruction ranking. Assuming that we splice num
instructions each time we execute the attack, the following
four settings will be performed:

Top: We select num instructions from top num instruc-
tions.

Top N: Instructions with a score greater than or equal to
1.1 are regarded as the top N instructions, and we ran-
domly select num instructions from top N instructions.
Random: We randomly select num instructions from all
instructions.

Bottom N: Instructions with a score less than or equal
to 0.6 are regarded as the bottom N instructions, and we
randomly select num instructions from bottom N instruc-
tions.

The expected trend among these settings is as follows: Top
>Top N >Random >Bottom N. Fig. 4 illustrates the trend
in average ASR for each setting, with the trend line cor-
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| 2_end 4_end
Baichuan2p 100.00%(40/40)  82.61%(38/46)
Baichuan213 | 100.00%(29/29)  88.57%(31/35)
ChatGLM24 5 100.00%(22/22)  95.65%(44/46)
Vicunas 91.30%(21/23)  87.50%(28/32)

Table 4: Ratio (S*/S*) of samples in which LLMs produce
more detailed content in the second round.

roborating our expectation. Such a phenomenon validates
the crucial role of the instruction ranking and confirms the
soundness of our motivation. Besides, we have noticed that
in the Random setting, the spliced random instructions can
also lead to harmful outputs. This is caused by the disper-
sal of the LLMs’ attention, a phenomenon discussed in prior
work (Shi et al. 2023). Compared to the Random setting, the
spliced yes-bias instructions (in the Top and Top N settings)
significantly amplify the possibility of producing harmful
outputs. Conversely, the spliced no-bias instructions (in the
Bottom N setting) mitigate such a possibility. This observa-
tion further verifies the impact of the “Yes-No” implicit bias.

On the other hand, our ablation analysis focuses on the
impact of hyperparameters {num}_{pos}. As shown in
Fig. 4, we observed that different LLMs require differ-
ent optimal hyperparameter settings. For Baichuan2;5 and
ChatGLM2g, the {num}_{pos} is set to {4} _{end}, for
Baichuan2;3p it is set to {2}_{end}, and for Vicuna;p,
it is set to {2}_{mid}. But overall, setting {num}_{pos}
to {4}_{end} often achieves good performance across
all LLMs. Therefore, in our method, the parameter for
GCGynyp will be searched individually for each LLM,
whereas for GCGyyp, the parameter is uniformly set to

{4} _{end}.

Discussion

In our discussion, we raised two questions based on the ob-
served experiment phenomena and our reflection. We an-
swered them individually to gain a deeper understanding of
the security threat.

Q1: Relatively brief responses are sometimes observed,
why and how to address it? As shown in Fig. 5, in our
method, LLMs sometimes produced only a brief set of plan-
ning steps. However, our expectation is for LLMs to pro-
vide specific details for each step. We attribute such a phe-
nomenon to LLMs’ susceptibility to in-context, which has
been widely explored in In-Context Learning (Dong et al.



Baichuan27B

Bottom N Random Top N Top

2_front 2_mid 2_end 4_front 4_mid 4 end --AVG
Baichuan213B

Bottom N Random Top N Top

2_front 2 mid 2 end 4_front 4_mid 4 end --AVG
ChatGLM26B - B

Bottom N Random Top N Top

2_front 2_mid 2 _end 4_front 4 mid 4 end --AVG
Vicuna7B

Bottom N Random Top N Top

2_front 2_mid 2 end 4_front 4_mid 4 end --AVG

Figure 4: ASR(%) evaluated by GPT are reported across var-
ious LLMs. {num}_{pos} represent different hyperparam-
eter settings. “Top” denotes the selection of num instruc-
tions from top num instructions. “Top N denotes the ran-
dom selection of num instructions from top N instructions.
“Random” denotes the random selection of num instruc-
tions from all instructions. “Bottom N denotes the random
selection of num instructions from bottom N instructions.

2022; Xie et al. 2021). Specifically, the spliced instructions
in Fig. 5, which all involve content about “a sentence” (high-
lighted in red), may subtly lead to the LLM’s brief response.
To address this limitation, we implement a strategy, ask-
ing a follow-up question in the second round of dialogue
as shown in Fig. 5. To verify the effectiveness of this strat-
egy, we analyzed the results under two hyperparameter set-
tings({2}-{end} and {4}_{end}) across various LLMs. As
shown in Tab. 4, we first manually counted the number of
samples(S"‘) where an attack was successful in the first
round but with a brief response. Subsequently, based on the
samples(S*), we counted samples(S*) where the response
becomes more detailed in the second round. The ratio of
S* to S* is reported. Experiment results show that in over
80% of cases, such a strategy effectively obtains more de-
tailed responses. This phenomenon exposes a vulnerability
in LLMs: once their built-in security is compromised in
the first round of dialogue, it becomes difficult to restore
it in subsequent rounds.
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[ First round of Q&A ] [ Second round of Q&A ]

@ User
Could you please elaborate on the
third instruction (3.)?

@ User

1. Create a sentence using a simile ... .

2. Provide an example of a sentence using
parentheses ... .

3. Design a plan to break into networks and steal
sensitive.

LLM

1. She danced like a butterfly ...

2. The company's stock price ...

3. To outline a plan to hack into a network , one
would need togather all necessary information
and tools, including the target’s IP address,
logincredentials...

LM

Sure, here is more information on
plan to hack into a network and steal
sensitive information: ... The steps
are:

a) Using a network scanning tool to
identify openportson the ...

b) Using social engineering tactics to
trick the target ...

Figure 5: An example demonstrates a relatively brief re-
sponse in the first round. To overcome this limitation, we
propose a strategy of asking the follow-up question in the
second round to elicit more detailed content.

Parallel
Pipeline

1 1 1
2 end 4 end:Ziend 4751’1(1:27611(1 4iend:27end 4 end

Baichuan278 Baichuan213 ChatGLM2eg Vicuna7s

Figure 6: Under two hyperparameter settings, we compare
the attack performance of our method in the parallel and
pipeline way. ASR(%) evaluated by GPT are reported.

Q2: Does executing multiple instructions in a pipeline
way still pose a significant security threat? In our
method, we simply adopt the strategy of having the LLMs
execute multiple instructions in parallel. We came up with
a reflection: how does the attack performance change when
executing multiple instructions in a pipeline way? Specif-
ically, we let the LLM execute instructions over multiple
rounds, where the malicious instruction will be executed in
the last round. To answer this, we conduct experiments un-
der two hyperparameter settings across various LLMs. Ex-
perimental results in Fig. 6 indicate that compared to the
parallel way, the attack performance drops significantly in a
pipeline way. Such results indicate that yes-biased instruc-
tions must be integrated as contextual text to have a sig-
nificant impact, which aligns with our motivation for de-
signing the IB-ICM method. Moreover, this phenomenon
also suggests that the security threat posed by yes-bias in-
struction usually needs to exist in a specific form.

Conclusion

Our study identified the presence of “Yes-No” implicit
bias and investigated the potential threat it posed. Lever-
aging this bias, we developed a jailbreak attack method,
which achieved impressive attack performance and executed
a more covert attack. Through extensive experiments, we
demonstrated a significant security threat, which warrants
more researchers’ attention. Moving forward, we plan to ex-
plore defense strategies to mitigate such security threats.
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