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Abstract
This work presents an information-theoretic examination of
diffusion-based purification methods, the state-of-the-art ad-
versarial defenses that utilize diffusion models to remove ma-
licious perturbations in adversarial examples. By theoreti-
cally characterizing the inherent purification errors associated
with the Markov-based diffusion purifications, we introduce
LoRID, a novel Low-Rank Iterative Diffusion purification
method designed to remove adversarial perturbation with low
intrinsic purification errors. LoRID centers around a multi-
stage purification process that leverages multiple rounds of
diffusion-denoising loops at the early time-steps of the dif-
fusion models, and the integration of Tucker decomposition,
an extension of matrix factorization, to remove adversarial
noise at high-noise regimes. Consequently, LoRID increases
the effective diffusion time-steps and overcomes strong ad-
versarial attacks, achieving superior robustness performance
in CIFAR-10/100, CelebA-HQ, and ImageNet datasets under
both white-box and grey-box settings.

1 Introduction
Despite their widespread adoption, neural networks are vul-
nerable to small malicious input perturbations, leading to un-
predictable outputs, known as adversarial attacks (Szegedy
et al. 2014; Goodfellow, Shlens, and Szegedy 2015). Various
defense methods have been developed to protect these mod-
els (Qiu et al. 2019), including adversarial training (Madry
et al. 2019; Bai et al. 2021; Zhang et al. 2019) and ad-
versarial purification (Salakhutdinov 2015; Shi, Holtz, and
Mishne 2021; Song et al. 2018; Nie et al. 2022; Wang
et al. 2022, 2023). With the introduction of diffusion mod-
els (Ho, Jain, and Abbeel 2020; Song et al. 2021) as a
powerful class of generative models, diffusion-based ad-
versarial purifications have overcome training-based meth-
ods and achieve state-of-the-art (SOTA) robustness perfor-
mance (Blau et al. 2022; Wang et al. 2022; Nie et al. 2022;
Xiao et al. 2022a). In principle, the diffusion-based purifica-
tion first diffuses the adversarial inputs with Gaussian noises
in t time-steps and utilizes the diffusion’s denoiser to remove
the adversarial perturbations along with the added Gaus-
sian noises. While it is computationally challenging to at-
tack diffusion-based purification due to vanishing/exploding
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Purification Score-based LoRID
Standard Acc 89.02 / 71.16 84.20 / 73.98
Robust Acc 46.88 / 44.39 54.14 / 56.54

Inference Run-time Speedup ×1/ ×1 ×2.3 / ×4.6

Table 1: Performance of SOTA score-based purification ver-
sus our proposed LoRID, a Markov-based purification, in
CIFAR-10 (ϵ = 8/255) and ImageNet (ϵ = 4/255) under
L∞ white-box AutoAttack in WideResNet-28-10.

gradient problems, high memory costs, and substantial ran-
domness (Kang, Song, and Li 2024), recent work has been
proposing efficient attacks against diffusion-based purifica-
tion (Nie et al. 2022; Kang, Song, and Li 2024), which can
degrade the model robustness significantly. A naive way to
prevent such attacks is to increase the diffusion time-step t as
it will remarkably raise both the time and memory complex-
ity for the attackers (Kang, Song, and Li 2024). However,
increasing t would not only introduces additional compu-
tational cost of purification (Nie et al. 2022; Lee and Kim
2023), but also inevitably damages the purified samples (see
Theorem 2 or Fig. 3), and significantly degrade the classifi-
cation accuracy.

Our work aims to develop a more robust and efficient
diffusion-based purification method to counter emerging ad-
versarial attacks. We first introduce an information-theoretic
viewpoint on the diffusion-based purification process, in
which the purified signal is considered as the recovered sig-
nal from a noisy communication channel. Different from the
previous purification (Nie et al. 2022) centered on the Score-
based diffusion (Song et al. 2021), our work is the first the-
oretical analysis of the inherent error induced by Markov-
based purifications (Blau et al. 2022; Wang et al. 2022; Xiao
et al. 2022a), which are purifications relying on the De-
noising Diffusion Probabilistic Model (DDPM) (Ho, Jain,
and Abbeel 2020). Our theoretical foundation for DDPM
(Theorem 1, 2 and 3) are essential as they validate the usage
of DDPM for purification and leverage its substantial advan-
tage in terms of running time compared to the Score-based
(as shown in Table 1). Our analysis further points out an
interesting finding: the purification error (Corollary 1) can
be reduced significantly by conducting multiple iterations at
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Figure 1: The MMSEs induced by Markov-based purifica-
tion against the iterative factor L (Corollary 1): each point
is the MMSE of the reconstructed data from a normal-
ized Gaussian through L iterative loops of t/L diffusion-
denoising calls. Thus, points on a line share the same effec-
tive denoising step t = (t/L) × L. The key observation is
the purification error generally decreases as L increases. The
right samples compare clean samples, purified samples with
a single large time-step t/L = 600, and those with the same
effective denoising step t but with a larger iterative factor
L = 10 (Details in Appx. B.1).

the early time-steps of the DDPM (Theorem 4). Particularly,
the application of a single purification with a time-step t is
theoretically shown to be less beneficial than the looping of
L iterations of diffusion-denoising with a time-step of t/L
(Fig. 1). Our study additionally suggests the usage of Tucker
decomposition (Bergqvist and Larsson 2010), a higher-order
extension of matrix factorization, to attenuate adversarial
noise at the high-noise regime (Theorem 5). We realize the
advantages of those findings and propose LoRID, a Low-
Rank Iterative Diffusion purification method designed to
mitigate the purification errors (Fig. 2). By controlling the
purification error, LoRID can effectively increase the diffu-
sion time-step and beat the SOTA robustness benchmark, in
both white-box and grey-box settings (Table. 1 highlights
LoRID’s performance in CIFAR-10 (Rabanser, Shchur, and
Günnemann 2017), and ImageNet (Deng et al. 2009)). The
main contributions of this work are:

• We establish theoretical bounds on the purification errors
of Markov-based purifications. In particular, Theorem 1
shows that the the adversarial noise will be removed at a
distribution-level as the purification time-steps increases.
On the other hand, Theorem 2, and 3 point out the purifi-
cation at the sample-level.

• We show theoretical justifications for looping the early-
stages of DDPM (Theorem 4), and the usage of Tucker
decomposition (Theorem 5) for adversarial purification.

• We introduce a Markov-based purification algorithm,
called LoRID (Sect. 3.3), utilizing early looping and
Tucker decomposition and demonstrate rigorously its ef-
fectiveness and high performance in three real-world
datasets: CIFAR-10/100, CelebA-HQ, and ImageNet.

Our paper is organized as follows. Sect. 2 provides the
background and related work of this study. Sect. 3 consists
of our theoretical analysis and the description of our pro-
posed purification LoRID. Sect. 4 provides our experimen-
tal results, and Sect. 5 concludes this paper. The appendix of
this work is available at (Zollicoffer et al. 2024).

2 Background and Related Work
This section first briefly reviews the Denoising Diffusion
Probabilistic Model (Ho, Jain, and Abbeel 2020), which is
the backbone of our diffusion purifications. Then, the related
work about the usage of diffusion models as adversarial pu-
rifiers is discussed. Finally, we briefly discuss the Tucker de-
composition, which is a component utilized by our method.

Denoising Diffusion Probabilistic Models (DDPMs) are
a class of generative models that, during training, iteratively
adding noise to input signals, then learning to denoise from
the resulting noisy signal. Formally, given a data point x0

sampled from the data distribution q(x0), a forward diffu-
sion process from clean data x0 to xT is a Markov-chain
that gradually adds Gaussian noise, denoted by N , to the
data according to a variance schedule {βt ∈ (0, 1)}Tt=1:
(x1:T |x0) :=

∏T
t=1 q(xt|xt−1), where

q(xt|xt−1) := N (xt;
√

1− βtxt−1, βtI) (1)

The objective of DDPM is to learn the joint distribution
pθ(x0:T ), called the reverse process, which is defined as
another Markov-chain with learned Gaussian transitions
pθ(x0:T ) = p(xT )

∏T
t=1 pθ(xt−1|xt), where

pθ(xt−1|xt) := N (xt−1;µθ(xt, t),Σθ(xt, t)) (2)

starting with p(xT ) = N (xT ;0, I). The mean µθ(xt, t)
is a neural network parameterized by θ, and the vari-
ance Σθ(xt, t) can be either time-step dependent con-
stants (Ho, Jain, and Abbeel 2020) or learned by a neu-
ral network (Nichol and Dhariwal 2021). A notable prop-
erty of the forward process is that it admits sampling xt at
an arbitrary time-step t in closed form: using the notation
αt := 1− βt and ᾱt :=

∏t
s=1 αs, we have

q(xt|x0) = N
(
xt;

√
ᾱtx0, (1− ᾱt)I

)
Using the reparameterize trick, we can define the forward
diffusion process to the time-step t as ft:

xt = ft(x0) :=
√
ᾱtx0 +

√
1− ᾱtϵ0 (3)

where ϵ0 is a standard Gaussian noise.
For the reverse process, the recovered signal from the

time-step t can be written as (Ho, Jain, and Abbeel 2020):

x̃0(t) =
1√
ᾱt

xt −
√
1− ᾱt√
ᾱt

ϵθ(xt, t) (4)

where ϵθ is a function approximator predicting ϵ from xt,
i.e., the noise matching term. Given that, we have

x̃0(t)− x0 =

√
1− ᾱt√
ᾱt

(ϵ0 − ϵθ (xt, t)) (5)
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Figure 2: The overall purification process of LoRID: given an input image x, LoRID first transforms the image to a tensor and
conducts tensor factorization to eliminate some adversarial perturbation. Then, multiple loops of diffusion-denoising, denoted
by ft and rt, at the early stages of the diffusion models are applied to obtain the final purified image x̂.

Thus, the approximator ϵθ can be trained using MSE loss:

L(θ) := Et,x0,ϵ

[
∥ϵ− ϵθ (xt, t)∥2

]
(6)

Diffusion models as adversarial purifiers. Diffusion-
based purification schemes can be categorized into Markov-
based purification (or DDPM-based), and Score-based pu-
rification, which utilize DDPM (Ho, Jain, and Abbeel 2020)
and Score-based diffusion model (Song et al. 2021) to purify
the adversarial examples, respectively. In this work, we fo-
cus on the Markov-based methods, which typically diffuse
the adversarial input xa to a certain time-step t, then utilize
the DDPMs to iteratively solve the reverse process as given
in (Ho, Jain, and Abbeel 2020):

x̂t−1 =
1√
αt

(
x̂t −

1− αt√
1− ᾱt

ϵθ(xt, t)

)
+

βt(1− ᾱt−1)

1− ᾱt
ϵ

(7)

We denote the process of running (7) iteratively, starting
from x̂t := xt to finally obtain x̂0 by rt and write x̂0 =
rt(xt). The whole process of purification is, therefore, can
be referred by the composition rt ◦ ft.

Recent Markov-based purifications often apply a modi-
fied version of (7). The work (Blau et al. 2022) uses a re-
scaled version of (7) with a larger noise term for purifica-
tion. The Guided-DDPM purification (Wang et al. 2022)
introduces a guided term encouraging the purified image
to be close to the adversarial image in the reverse pro-
cess to protect the sample’s semantics. On the other hand,
DensePure (Xiao et al. 2022a) computes multiple reversed
samples using (Eq. 7) and determines final predictions by
majority voting. We find that the recent findings of Lee and
Kim (2023) are the most closely related to this work: they
observe that the gradual noise-scheduling strategy, which
involves looping several times during the early stages of the
DDPM, can enhance defense mechanisms. However, there
is no theoretical justification for this strategy. Furthermore,
as the attackers in their threat models are unaware of this de-
fense, it is unclear whether gradual noise-scheduling truly
offer better robustness against practical white-box attack-
ers. The concept of multi-loop purification has also been ex-
plored recently in (Xiao et al. 2022b; Zhang et al. 2023) in
the context of certified robustness, offering a different per-
spective from this work.

Despite the differences, all methods emphasize a too-large
t would damage the global label semantics from the purified
sample. While the theoretical statement for this is stated in

the case of Score-based purifications (Nie et al. 2022), the
counterpart for Markov-based is lacking. One of our con-
tributions is the theoretical statement for the Markov-based
in Theorem 1 and Theorem 2. Another aspect that distin-
guishes the technicality our method, LoRID, from previous
work is the use of a large number of loops (typically between
10 and 40) in the early stages (about 1% − 10% of the total
time-step) of the DDPM, along with the implementation of
Tucker decomposition.

Tucker Decomposition, also known as higher-order sin-
gular value decomposition (HOSVD) (Bergqvist and Lars-
son 2010), is a mathematical technique used in multilinear
algebra and data analysis, and can be viewed as an extension
of the concept of singular value decomposition (SVD) for
higher-dimensional data arrays or tensors (Kolda and Bader
2009). Computing the Tucker decomposition of a tensor can
encode the essential information and structure of the tensor
into a set of core tensor and factor matrices. It’s widely used
in various fields such as signal processing, image process-
ing, neuroscience, data compression, and in the line of the
proposed work, feature extraction from high-dimensional
data (Kolda and Bader 2009).

In our purification context, as the latent tensor X is ob-
tained from an original image x via a tensorization pro-
cess (Bhattarai et al. 2023), denoted by X := T (x), the
overall tensor-factorization denoising process (Fig. 2) can
be referred by the following:

x̂ = TF(x+ ϵ) (8)

where T−1 denotes the recover of the image from the latent
space, and TF is defined as TF := T−1 ◦ d−1 ◦ d ◦ T . The
details of this operation is provided in Appx. B.2.

As both Tucker and tensorization are linear transforma-
tions, the denoising-reconstruction error can be bounded as:

∥x− TF(x+ ϵ)∥ ≤∥x− TF(x)∥+ ∥TF(ϵ)∥. (9)
Here, the first term, denoted as ETUCKER := ∥x − TF(x)∥
represents the error introduced by not capturing the full
variance in each mode of the data through the Tucker
decomposition. The second term ∥TF(ϵ)∥ represents the
error caused by the original noise on x remained after
the denoising process. ETUCKER can be bounded further by
((De Lathauwer, De Moor, and Vandewalle 2000) Prop-
erty 10; (Hackbusch 2012) Theorem 10.2): ETUCKER ≤∑N

n=1

∑In
in=rn+1

(
σ
(n)
in

)2

, where {σ(n)
in

}Inin=1 is the singu-
lar values of the mode-n unfolding of the tensor X .
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3 Method
This section provides theoretical results on different aspects
of Markov-based purification (7) and the details for our pro-
posed adversarial purification algorithm LoRID.
• Subsect. 3.1 provides Theorem 1 about the theoretical re-

moval of the adversarial noise as the diffusion time-step
t in the Markov-based diffusion model increases at the
distribution-level. It is the counterpart of Theorem 3.1
in (Nie et al. 2022) for Score-based purification.

• The purification error between the clean and the purified
images at the sample-level are further characterized in
Theorem 2 and 3 in Subsect. 3.1. While Theorem 3 can
be viewed as an adaptation of Theorem 3.2 from Score-
based to Markov-based purification, to the best of our
knowledge, the lower bound on the reconstruction error
in Theorem 2 has not been previously established for any
diffusion-based purification methods.

• Subsect. 3.2 demonstrates how we realize our theoret-
ical analysis into practical measurement. Particularly,
We analyze the intrinsic purification error arising from
the Markov-based purification process (Corollary 1) and
identify the advantage of looping the early time-steps
of the diffusion models for the purification task (Theo-
rem 4). The result suggests that, with the same effective
diffusion-denoising steps, looping can reduce the intrin-
sic purification error significantly.

• Subsect. 3.2 also studies and validates the usage of
Tucker Decomposition combined with Markov-based
purification at the high-noise regime (Theorem 5).

• Based on the theoretical analysis, we design LoRID, the
Low-Rank Iterative Diffusion method to purify adversar-
ial noise. Its description is provided in Subsect. 3.3.

3.1 Markov-based Purification
Intuitively, the diffusion time-step t need be large enough
to remove adversarial perturbations; however, the image’s
semantics will also be removed as t increases. That obser-
vation is captured in the following Theorem 1, which states
that the KL-divergence between the distributions of the clean
images and the adversarial images converges as t increases:

Theorem 1. Let
{
x
(i)
t

}
t∈{0,...,T}

, i ∈ {1, 2} be two dif-

fusion processes given by the forward equation (1) of a
DDPM. Denote q

(1)
t and q

(2)
t the distributions of x(1)

t and
x
(2)
t , respectively. Then, for all t ∈ {0, ..., T − 1}, we have

DKL

(
q
(1)
t ||q(2)t

)
≥ DKL

(
q
(1)
t+1||q

(2)
t+1

)
Sketch of proof (proof in Appx A.1). While Theo-

rem 1 resembles that stated for the Score-based pu-
rification (Nie et al. 2022), its proof is greatly differ-
ent since the DDPM’s diffusion is not controlled by an
Stochastic Differential Equation. Instead, we leverage the
underlying Markov process governing the forward dif-
fusion of DDPM (1), and show DKL

(
q
(1)
t+1||q

(2)
t+1

)
+

DKL

(
q(1)(xt|xt+1)||q(2)(xt|xt+1)

)
= DKL

(
q
(1)
t ||q(2)t

)

by expanding the KL-divergence between q(1)(xt+1,xt)
and q(2)(xt+1,xt). Then, due to the non-negativity of the
KL-divergence, we have the Theorem.

Note that Theorem 1 captures the purification at the dis-
tribution level. Similar to the Score-based purification (Nie
et al. 2022), we are also interested in the purification of the
DDPM at the instance level. In fact, the variational bound
(Eq. 6) suggests that the reconstruction error ∥x̂0(t) − x0∥
is directly proportional to the DDPM’s training objective.
However, that objective, L(θ), is for all time-steps, while
the purification error only depends on the one time-step, at
which, the reverse process is applied to recover x̂0(t). In-
tuitively, as t increases, the argument of the approximator√
ᾱtx0+

√
1− ᾱtϵ contains less information about the noise

ϵ, thus, results in a higher error. The following two Theo-
rems formalize that intuition:
Theorem 2. Let {xt}t∈{0,...,T} be a diffusion process de-
fined by the forward equation (1) where x0 is the adversarial
sample. i.e, x0 = xclean + ϵa. For any time t, we have

E [∥x̂0(t)− xclean∥] ≥ MMSE
(

ᾱt

1− ᾱt

)
− ∥ϵa∥ (10)

where the expectation is taken over the distribution of
xclean and MMSE(SNR) is the minimum mean-square er-
ror achievable by optimal estimation of the input given
the output of Gaussian channel with a signal-to-noise ra-
tio of SNR. The function MMSE(SNR) has the following
form (Guo, Shamai, and Verdu 2005):

1− 1√
2π

∫ ∞

−∞
e−y2/2tanh

(
SNR −

√
SNRy

)
dy. (11)

Theorem 3. Additionally to the conditions stated in Theo-
rem 2, if the DDPM is able to recover the original signal x0

within an error δDDPM(t) in the expectation, i.e., for all t,

E [∥x̂0(t)− x0∥] ≤ E [∥x̂∗
0(yt)− x0∥] + δDDPM(t) (12)

where x̂∗
0(yt) is the best estimator of x0 given yt =

(
√
ᾱt/

√
1− ᾱt)x0 + ϵ0, then, we have the reconstructed

error E [∥x̂0(t)− xclean∥] is upper-bounded by:

MMSE
(

ᾱt

1− ᾱt

)
+ δDDPM(t) + ∥ϵa∥ (13)

Sketch of proofs (proofs in Appx A.2 and A.3). The proofs
of both theorems consider the forwarding diffusion of the
DDPM as a Gaussian channel, and the purification task is
equivalent to the reconstruction of the channel’s input. Given
a purification time-step t, i.e., the time-step we decide to
start the denoising/purification process, the equivalent Gaus-
sian channel would have an effective signal-to-noise (SNR)
ratio of ᾱt/(1− ᾱt). Intuitively, the higher the time-step, the
smaller the value of ᾱt/(1− ᾱt), and, even with an optimal
denoiser, the more inherent error are introduced to the pu-
rified sample. In fact, the expression MMSE(ᾱt/(1− ᾱt))
appearing in both theorems capture that intrinsic error. Un-
fortunately, there is currently no closed-form for that ex-
pression. We follow previous work studying noisy Gaussian
channel (Guo, Shamai, and Verdu 2005) and provide its in-
tegral form in expression (11).
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Remark. Regarding δDDPM(t), it captures how well the
trained-DDPM can recover the input given its noisy sig-
nal at time-step t. The assumption that δDDPM(t) bounds
the reconstruction error (12) is a weaker version of the as-
sumption made by (Song et al. 2021) in the analysis of the
Score-based diffusion, which is also utilized to upper-bound
the error induced by Score-based purification (Ho, Jain,
and Abbeel 2020). In fact, both works assume the Score-
based diffusion model can perfectly learn the score function
∇x log p(x0) to establish their theoretical results.

Figure 3: Illustration of adversarial purification using
DDPM. The adversarial samples (left) is purified from the
time-step t = 200 (bottom) and t = 500 (top) to recover the
original samples (right). The middles show x̂t (Equation (7))
obtained by iteratively denoising to the indicated intermedi-
ate time-steps. The top purification with a too large time-step
induces unavoidable error (Theorem 2).

To conclude this subsection, we illustrate the impact of
the time-step t on the purification process based on DDPM
in Fig. 3. When t is chosen appropriately, all the terms on the
right-hand-side of (13) of Theorem 3 are controlled, which
enforces a small difference between the clean input and and
recovered signal. This means not only the adversarial noises
are removed but also the purified images maintain the se-
mantic of the original data. This is reflected in the purified
images at the bottom of Fig. 3) However, when t is too
large as illustrated at the top of Fig. 3, the diffusion-based
purification induces an intrinsic error reflected in the term
MMSE (ᾱt/(1− ᾱt)) of Theorem 2. This error makes the
purified images inevitably different from the original signal.

3.2 Controlling Purification Error
This subsection studies the inherent error introduced by the
purification process and demonstrates why it instigates a bet-
ter purification scheme based on looping the early stage of
the DDPM and the utilization of Tucker decomposition.

Our analysis starts with the consideration of the trivial
case in which there is no adversarial noise. By combining
the two Theorems 2 and 3, we have the following corollary:

Corollary 1. Given the assumptions in Theorem 3, the in-
trinsic purification error on a clean purification input x0 =
xclean, i.e., ϵa = 0, is bounded by

MMSE
(

ᾱt

1− ᾱt

)
≤ E [∥x̂0(t)− xclean∥]

≤MMSE
(

ᾱt

1− ᾱt

)
+ δDDPM(t) (14)

The corollary reflects the strong connection between the
purification error and the MMSE term. Especially, when the
DDPM is well-trained, the gap δDDPM(t) between the lower
and upper bounds becomes small, and E [∥x̂0(t)− xclean∥]
becomes more similar to MMSE (ᾱt/(1− ᾱt)). This obser-
vation motivates us to investigate purification schemes that
minimize the MMSE.

Looping at early time-steps. Several recent work ob-
served that repetitive usage of the diffusion-denoising steps
in parallel (Wang et al. 2022; Nie et al. 2022) or sequential
(Lee and Kim 2023) can enhance system robustness against
adversarial attacks. However, too many diffusion-denoising
calls would not only diminish robustness gain but also de-
grade the clean accuracy significantly. Hence, we tackle the
following question: Given a fixed number of denoiser’s call,
i.e., total number of diffusion-denoising steps, for the sake of
adversarial purification, should we diffusion-denoising mul-
tiple loops of the DDPM at the earlier time-steps or utilize
a few loops with large time-steps?

We now provide theoretical justification for the usage of
multiple loops in purification. Specifically, we want to com-
pare the purification to the time-step t, i.e., denoted by rt◦ft,
and the purification of L loops to the time-step t/L, i.e.,
(rt/L ◦ ft/L)

L. By denoting the output of l times DDPM-
purification to time-step t, x̂l

0(t) := (rt/L ◦ ft/L)l(x0), we
formalize the impact of looping purification via the follow-
ing Theorem 4:

Theorem 4. Let {xt}Tt=0 be a diffusion process defined by
the forward (1) where x0 is the adversarial sample. i.e, x0 =
xclean+ϵa. For any given time t, we have the reconstructed
error E

[
∥x̂L

0 (t/L)− xclean∥
]

is upper-bounded by:

L×
(

MMSE
(

ᾱt/L

1− ᾱt/L

)
+ δDDPM

(
t

L

))
+ ∥ϵa∥ (15)

where the expectation is taken over the distribution of xclean

(Proof in Appx. A.4).
Note that the upper-bound on the recon-

struction error of (rt/L ◦ ft/L)
L is controlled

by L × MMSE
(
ᾱt/L/(1− ᾱt/L)

)
, instead of

MMSE (ᾱt/(1− ᾱt)) as in the vanilla purification scheme
rt ◦ ft. For an illustration of the impact of looping the
diffusion-denoising, we consider the input to compute the
MMSE as standard Gaussian. The MMSE is then given by
MMSE(SNR) = 1/(1+ SNR) (instead of the integral form
(11)). We further take the values of ᾱt in DDPM (Ho, Jain,
and Abbeel 2020) and plot L × MMSE

(
ᾱt/L/(1− ᾱt/L)

)
as a function of L in Fig. 1. The result shows that purifica-
tion at a small time-step with a large number of iteration is
greatly beneficial for the purification error.

Tucker Decomposition for High-noise Regime. We now
study the utilization of DDPM and Tucker Decomposition to
purify the adversarial samples, which is characterized by the
operations rt ◦ ft and TF = T−1 ◦ d−1 ◦ d ◦ T . From the
previous analysis, the reconstruction error induced by the
two methods are bounded by:

MSErt◦ft(ϵa) ≤ MMSE
(

ᾱt

1− ᾱt

)
+ δDDPM(t) + ∥ϵa∥ (16)

MSETF(ϵa) ≤ ETUCKER + ∥TF(ϵa)∥ (17)
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where (16) is from Theorem 3 and (17) is from (9). Here,
MSErt◦ft(ϵa) and MSETF(ϵa) denote the reconstruction
error of the rt◦ft and TF purification schemes (stated in (13)
and (9), respectively). We now provide the upper-bounds of
an integration of Tucker Decomposition into DDPM purifi-
cation in the following Theorem 5.
Theorem 5. The reconstruction errors introduced of the pu-
rification rt ◦ ft ◦ TF is bounded by:

MSErt◦ft◦TF(ϵa) ≤ MMSE
(

ᾱt

1− ᾱt

)
+ δDDPM(t)

+ ETUCKER + ∥TF(ϵa)∥ (18)

(Proof in Appx. A.5)
Intuitively, comparing to the purification rt ◦ ft, this pu-

rification process rt ◦ ft ◦ TF have a better upper bound
when the Tucker Decomposition can reduce the adversarial
noise before forwarding the signal to the DDPM, i.e., when
ETUCKER + ∥TF(ϵa)∥ < ∥ϵa∥, which suggests the usage of
Tucker Decomposition at a high-adversarial-noise regime.

3.3 LoRID: Low-Rank Iterative Diffusion for
Adversarial Purification

Based on the above analysis, we propose LoRID, Low-
Rank Iterative Diffusion algorithm for adversarial furifica-
tion. Generally, LoRID consists of two major steps: Tensor
factorization, and diffision-denoising. So far, our manuscript
has considered four different configurations of LoRID, de-
pending on the usage of looping and on how the TF and
diffusions are coupled: Tensor-factorization TF, diffusion-
denoising rt ◦ ft, looping (rt/L ◦ ft/L)

L, and Tensor-
factorization with diffusion-denoising TF ◦ rt ◦ ft. How-
ever, the default configuration that we refer to with LoRID
would utilize both Tucker Decomposition (step 1) and mul-
tiple loops of diffusion-denoising (step 2), which can be de-
scribed by the expression TF ◦ (rt/L ◦ ft/L)L. The pseudo-
code of LoRID is described in Appendix. B.5.

4 Experiments
This section is about our experimental setting and robustness
results: Subsect. 4.1 highlights the experimental settings and
Subsect. 4.2 reports our experimental results.

4.1 Experimental Setting
Datasets and attacked architectures. We evalu-
ate LoRID on CIFAR-10/100 (Rabanser, Shchur, and
Günnemann 2017), CelebA-HQ (Karras et al. 2018), and
ImageNet (Deng et al. 2009). Comparisons are made against
SOTA defense methods reported by RobustBench (Croce
et al. 2021) on CIFAR-10 and ImageNet, and against
DiffPure (Nie et al. 2022), a score-based diffusion purifier,
on CIFAR-10, ImageNet, and CelebA-HQ. We use the
standard WideResNet (Zagoruyko and Komodakis 2017)
architecture for classification, evaluating defenses using
standard accuracy (pre-perturbation) and robust accuracy
(post-perturbation). When the gradients are not needed to
pass through the defense (grey-box setting) in CIFAR-10,
all methods are evaluated 10000 test images. On the other

hand, due to the high computational cost of computing gra-
dients for adaptive attacks against diffusion-based defenses,
we assess the methods on a fixed subset of 512 randomly
sampled test images, consistent with previous studies (Nie
et al. 2022; Lee and Kim 2023). Further experimental
details are provided in Appx. B with EOT=20.

Attacker settings. Since we are interested in the impact
of purification, we consider two common threat models:
grey-box and white-box scenarios, in which the attacker
has full knowledge of the classifier. However, only in the
white-box setting, the attacker also knows about the purifi-
cation scheme. 1 For grey-box, we adapt (Nie et al. 2022;
Lee and Kim 2023) and evaluate defense methods against
AutoAttack (Croce and Hein 2020) in CIFAR-10/100 and
BPDA+EOT (Ferrari et al. 2023) in CelebA-HQ. For white-
box, we also follow the literature and consider AutoAttack
and PGD+EOT (Zimmermann 2019).

However, white-box attacks require gradient backpropa-
gation through the diffusion-denoising path, causing mem-
ory usage to increase linearly with diffusion step t. This
makes exact gradient attacks infeasible on larger datasets
like CelebA-HQ and ImageNet (Kang, Song, and Li 2024).
Therefore, all existing work rely on some approximations
of the gradients to conduct white-box attacks on those
dataset (Nie et al. 2022; Lee and Kim 2023).2 To the best
of our knowledge, The strongest approximation to date is
the surrogate method (Lee and Kim 2023), which denoises
noisy signals using fewer denoising steps (Song, Meng, and
Ermon 2020). This approach reduces the number of denoiser
calls while effectively simulating the original process (de-
tails in Appendix B.4). In summary, we use exact gradients
for CIFAR-10 and the surrogate method for CelebA-HQ and
ImageNet in our white-box attacks.

LoRID settings. LoRID requires the specification of both
the time-step t and the looping number L, which are cru-
cial for its iterative process. These hyperparameters are gen-
erally selected by evaluating the classifier’s performance on
the clean dataset, with t and L chosen to maintain acceptable
clean accuracy. Further details on this parameter selection
process are provided in Appx. B.6. We report those param-
eters as a tuple (t, L) next to the name of our method. Ad-
ditionally, obtaining an accurate Tucker decomposition for
large datasets can be computationally intensive. Therefore,
in such cases, LoRID is applied solely with Markov-based
purification. In our results, the use of Tucker decomposition
is denoted by TF next to the method’s name, e.g. (TF, t, L).

LoRID adopts the Tucker decomposition (TD) frame-
work as described in (Bhattarai et al. 2023). The input

1In our white-box setting, the attacker is aware of both t and
L in our LoRID framework and can fully backpropagate through
the DDPM, making this scenario even stronger than the white-box
assumption used by Lee and Kim (2023).

2While the adjoint (Nie et al. 2022) against the Score-based
purification is claimed to be exact, it relies on underlying numer-
ical solvers and they can introduce significant error. We observe
that using adjoint-gradients results in significantly weaker attack
than using surrogate, which is also observed and reported by Kang,
Song, and Li (2024); Lee and Kim (2023).
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Method Standard Acc Robust Acc
WideResNet-28-10

(Zhang et al. 2020)* 89.36 59.96
(Wu, Xia, and Wang 2020)* 88.25 62.11

(Gowal et al. 2020)* 89.48 62.70
(Wu, Xia, and Wang 2020) 85.36 59.18

(Rebuffi et al. 2021) 87.33 61.72
(Gowal et al. 2021) 87.50 65.24

LoRID (39, 5) 90.41 88.39
(Wang et al. 2022) 85.66 33.48
(Nie et al. 2022) 89.02 46.88
LoRID (20, 24) 84.20 59.14

WideResNet-70-16
(Gowal et al. 2020)* 91.10 66.02
(Rebuffi et al. 2021)* 92.23 68.56
(Gowal et al. 2020) 85.29 59.57
(Rebuffi et al. 2021) 88.54 64.46
(Gowal et al. 2021) 88.74 66.60

LoRID (50, 10) 85.30 69.34
LoRID (60, 10) 85.10 70.87

(Wang et al. 2022) 86.76 37.11
(Nie et al. 2022) 90.07 45.31
LoRID (25, 20) 84.60 66.40
LoRID (10, 40) 86.90 59.20

Table 2: Standard accuracy and robust accuracy against Au-
toAttack L∞ (ϵ = 8/255) on CIFAR-10. * indicates the
usage of extra data. The gray and white boxes indicate the
grey-box and white-box attacks.

images are first divided into overlapping patches of size
24 × 24 with a stride of 1, forming a fifth-order tensor
X ∈ R50000×81×3×24×24. We then decompose X using
TD with ranks (1024, 56, 3, 16, 16), expressed as: X ≈
C ×1 F1 ×2 F2 ×3 F3 ×4 F4 ×5 F5, where C is the core
tensor, F1, F2, . . . , F5 are the factor matrices, and ×n de-
notes the n-mode product. The factor matrices F2, . . . , F5

are stored as bases. During the denoising stage, for a given
image, we perform the patching step to construct a tensor Y .
The low-dimensional core tensor Clow is obtained through:
Clow = Y ×2 F

⊤
2 ×3 F

⊤
3 ×4 F

⊤
4 ×5 F

⊤
5 . Reconstruction is

performed as: Ŷ = Clow ×2 F2 ×3 F3 ×4 F4 ×5 F5. The re-
constructed patches from Ŷ are then combined and reshaped
to match the original image dimensions, completing the TD
based denoising process.

4.2 Robustness Results
We compare LoRID with the SOTA adversarial train-
ing methods documented by RobustBench (Croce et al.
2021), as well as leading adversarial purification techniques,
against strong L∞ and L2 attacks.

CIFAR-10. Tables 2 and 3 show the defense’s perfor-
mance under L∞(ϵ = 8/255) and L2(ϵ = 0.5) Au-
toAttack on CIFAR-10. Our method achieves significant
improvements in both standard and robust accuracy com-
pared to previous SOTA in both grey-box and white-box
settings. Particularlly, LoRID improves grey-box robust ac-
curacy by 23.15% on WideResNet-28-10 and by 4.27%
on WideResNet-70-16. Additionally, our method surpasses

Method Standard Acc Robust Acc
WideResNet-28-10

(Pang et al. 2022)* 90.83 78.10
(Rebuffi et al. 2021)* 91.79 78.69
(Wang et al. 2023)* 95.16 83.68

LoRID (39, 4) 90.34 89.69
(Wang et al. 2022) 85.66 73.32
(Nie et al. 2022) 91.03 64.06
LoRID (15, 30) 85.4 77.9
LoRID (20, 24) 84.2 73.6

Table 3: Standard accuracy and robust accuracy against Au-
toAttack L2 (ϵ = 0.5) on CIFAR-10. * indicates the usage of
extra data. The gray and white boxes indicate the grey-box
and white-box attacks.

Method Standard Acc Robust Acc
ResNet-50

(Wong, Rice, and Kolter 2020) 53.83 28.04
(Engstrom et al. 2019) 62.42 33.20
(Salman et al. 2020) 68.46 39.25

(Nie et al. 2022) 71.16 44.39
(Lee and Kim 2023) 70.74 42.15

LoRID (5, 30) 73.98 56.54

Table 4: Standard accuracy and robust accuracy against
white-box PGD+EOT L∞ (ϵ = 4/255) on ImageNet.

baseline robust accuracy in the white-box by 12.26% on
WideResNet-28-10 and by 21.09% on WideResNet-70-16.

ImageNet. Table 4 shows the robustness performance
against L∞(ϵ = 4/255) AutoAttack on WideResNet-28-
10. Our method significantly outperforms SOTA baselines
in both standard and robust accuracies.

CelebA-HQ. For large datasets like CelebA-HQ, attackers
often use the BPDA+EOT attack (Tramer et al. 2020; Hill,
Mitchell, and Zhu 2021), which substitutes exact gradients
with classifier gradients. We evaluated our approach against
baseline methods under this attack, as shown in Table 5. Our
method outperforms the best baseline in robust accuracy by
7.17%, while also maintaining high standard accuracy.

High-noise regime. We demonstrate the effectiveness of
Tucker decomposition in high-noise settings, as shown in
Table 6. Specifically, we compare LoRID to the best known
robustness results from Gowal et al. (2021) under grey-
box L∞ AutoAttack. The results indicate that Tucker de-
composition becomes increasingly beneficial as noise levels
rise, as supported by Theorem 5. Notably, with Tucker de-
composition, LoRID’s robustness at a very high noise level
(ϵ = 32/255) surpasses SOTA performance at the standard
noise level (ϵ = 8/255) by 12.8%.

5 Conclusion
We introduced LoRID, a defense strategy that uses multi-
ple looping in the early stages of diffusion models to pu-
rify adversarial examples. To enhance robustness in high
noise regimes, we integrated Tucker decomposition. Our ap-
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Method Standard Acc Robust Acc
Eyeglasses attribute classifier for CelebA-HQ

(Chai et al. 2021) 99.37 26.37
(Richardson et al. 2021) 93.95 75.00

(Nie et al. 2022) 93.77 90.63
LoRID (100, 15) 98.91 97.80

Table 5: Standard accuracy and robust accuracy against
BPDA+EOT L∞ on Celeb HQ-Eyeglasses attribute classi-
fier, with ϵ = 16/255.

Method ϵ Standard Acc Robust Acc
WideResNet-28-1 L∞ attacks

(Gowal et al. 2021) 8/255 87.50 65.24
LoRID (39, 5) 8/255 90.41 88.39

LoRID (TF, 40, 2) 8/255 89.32 88.12
LoRID (49, 8) 16/255 89.00 85.86

LoRID (TF, 42, 5) 16/255 88.66 86.23
LoRID (49, 12) 32/255 89.20 69.87

LoRID (TF, 48, 9) 32/255 88.35 78.04

Table 6: Performance of LoRID against grey-box AutoAt-
tack on CIFAR-10 at high-noise regime.

proach, validated by theoretical analysis and extensive ex-
periments on CIFAR-10/100, ImageNet, and CelebA-HQ,
significantly outperforms state-of-the-art methods against
strong adaptive attacks like AutoAttack, PGD+EOT and
BPDA+EOT.
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