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Abstract

Probabilistic truncation has been widely used in a broad range
of privacy-preserving machine learning (PPML) platforms,
such as EdaBits (Crypto 20), ABY 2.0 (Usenix 21), Crypten
(NIPS 21), Piranha-Falcon (Usenix 22), and Bicoptor (S&P
23), etc. In this work, we examine the problems of common
probabilistic truncation protocols in PPML, and propose so-
lutions from the perspectives of accuracy and efficiency.

With regard to accuracy, we found the recommended preci-
sion parameters in many existing works are incorrect, leading
to extremely low inference accuracy. We conducted a thor-
ough analysis of their open-source code and found that their
errors were mainly caused by simplified implementation;
more specifically, random numbers are not correctly sampled
in probabilistic truncation protocols. Based on this, we pro-
vide a detailed theoretical analysis to validate our views.

With regard to efficiency, we identify limitations in the state-
of-the-art secure comparison, Bicoptor’s (S&P 2023) DReL.U
protocol, which relies on the probabilistic truncation and is
heavily constrained by the security parameter to eliminate
errors, significantly impacting its performance. To address
these challenges, we introduce a non-interactive determin-
istic truncation technique, replacing the original probabilis-
tic truncation. Additionally, we propose a new technique for
speeding up the ReLU/DReLU evaluation, which can be ap-
plied to the other non-linear functions as well. When the in-
put size of DReL.U is reduced to 7 bits, we can speed up ap-
proximately 5x the ReLU protocols w.rt. ABY®, ABY 2.0,
EdaBits, and Bicoptor without compromising model accu-
racy. The improved protocol can complete a ReLU evalu-
ation within 2 rounds and 704 bits overall communication
when the input/output is secretly shared over the 64-bit ring,
which yields a 92% communication reduction on original Bi-
coptor. Compared to existing PPML platforms with GPU ac-
celeration, our benchmark indicates a 10x improvement in the
DReLU protocol, and a 6x improvement in the ReLU proto-
col over Piranha-Falcon and a 3.7x improvement over Bicop-
tor. As a result, the overall PPML model inference could be
sped up by 3-4 times.

*Bingsheng Zhang is the corresponding author.
Copyright (© 2025, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.
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Introduction

Privacy-preserving machine learning (PPML) is an emerg-
ing research area that enables model training and infer-
ence without revealing the underlying data as well as the
model parameters to the PPML participants. To date, the
most popular state-of-the-art (SOTA) PPML platforms, such
as Orca (Jawalkar et al. 2023), Falcon (Wagh et al. 2021),
ABY? (Mohassel and Rindal 2018), and SecureML (Mohas-
sel and Zhang 2017), are based on the multi-party computa-
tion (MPC).

Existing research has explored various methods to re-
duce the communication overhead. However, these im-
provements can come with certain drawbacks. Taking trun-
cation protocols as an example, a typical PPML uses
fixed-point arithmetics, and the truncation protocol is of-
ten needed to re-scale the range of the underlying data.
In practice, the non-interactive/less-interactive truncation
protocols, e.g., SecureML (Mohassel and Zhang 2017)
and ABY? (Mohassel and Rindal 2018) demonstrate bet-
ter performance compared to CryptFlow2 (Rathee et al.
2020) and Cheetah (Huang et al. 2022). Nevertheless, these
non-interactive/less-interactive truncation protocols may en-
counter truncation failure due to probabilistic errors. We
refer to these types of truncation protocols as “probabilis-
tic truncation protocols”. The main focus of this paper is
to comprehensively analyze and discuss, from the perspec-
tives of accuracy and efficiency, the issues arising from us-
ing probabilistic truncation protocols, and we propose cor-
responding solutions to address these issues.

Furthermore, we propose a new technique to reduce the
communication cost of ReLU while preserving the over-
all model accuracy. Based on the observation that ReLU/-
DReLU evaluation is at least 10x slower than secure mul-
tiplication, our main idea is to reduce the input size of the
DReLU component at the cost of an extra multiplication.
Our benchmark indicates that, for most models, using 7 ef-
fective bits can reduce over 70% communication cost and
speed up approximately 5x the ReLLU evaluation protocols
of ABY?, ABY 2.0, EdaBits, and Bicoptor with no notice-
able accuracy loss. Tab. 1 summarizes the communication
cost of previous works on the ReLU protocol, with the im-
provement of adopting our new technique.



Low communication ReLLU protocol. To the best of our
knowledge, Bicoptor (Zhou et al. 2023) provides the most
efficient ReLU/DReL.U protocol construction. Besides the
benefit of our new technique, we propose an improved Bi-
coptor ReLU protocol, further reducing its communication
by 50%.

Bicoptor adopts the probabilistic truncation in (Mohassel
and Zhang 2017) to realize the arithmetic right shift opera-
tion. This probabilistic truncation would cause a large error
with probability 1/2~%»~1. Therefore, the underlying MPC
must operate over a relatively large ring, say £ = 64 to miti-
gate this drawback, significantly affecting the overall proto-
col communication. To address this issue, we apply our non-
interactive deterministic cut protocol to replace the proba-
bilistic truncation protocol, avoiding such a probabilistic er-
ror; therefore, the subsequent protocol can utilize a much
smaller ring size. This technique can reduce the communi-
cation cost of a DReLU protocol in Bicoptor (Zhou et al.
2023) by approximately 50%.

Combining with our technique, the overall communica-
tion of the improved ReLU protocol is (£, + 1) (¢, + 1)+ 5¢.
When ¢, = 7 and ¢/ = 64, our protocol incurs a commu-
nication cost of only 30% of Bicoptor, significantly lower
than the typical logarithmic-round protocols, e.g, its over-
all communication cost is only 79% of Falcon (Wagh et al.
2021) online phase communication. Our protocol can per-
form a ReLU evaluation within 2-round and 704-bit over-
all communication, when the input/output is secretly shared
over Zgsa, which yields a 92% communication reduction
on original Bicoptor. Compared to existing PPML platforms
with GPU acceleration, our benchmark indicates a 10x im-
provement in DReLU protocol, and a 6x improvement in
the ReL.U protocol over Piranha-Falcon (Watson, Wagh, and
Popa 2023) and 3.7x improvement over Bicoptor (Zhou et al.
2023). As a result, the overall PPML model inference could
be sped up by 3-4 times.

Preliminaries

Notations. We use := to denote the definition. Considering a
secret input = € [0, 2%) is positive or negative, if z € [0, 2°)
orz € (2¢—2% 2%, respectively. £ is the bit length of an el-
ement in Zo:. £, is the precision bit length of z. [z]¢ refers to
the shares of = over ring Z,:.. We use the following specific
2-out-of-2 secret sharing for all protocols in this paper:

[]

and = [z]§ + [z]{ mod 2°, R is a random number belongs
to Zqye. & is defined as the “absolute value” of . Where & :=
2 mod 2¢ for positive 2 and ¢ := 2¢ — 2 mod 2¢ for negative
x. The input z is a fix-point number consisting of two parts:
the fractional part and the integer part. The bit length of the
fractional part is denoted by £, the bit length of the integer
part is denoted by /"t and the total precision length of the
input is denoted by £, := ¢t  ffrac,

The Cut Function. The function cut(, k) is similar to the
right shifting operation, which cuts off the last £ bits of .

S . -1 i .
Considering an integer o := ) ,, ~ «; - 2, whose binary de-

8 :=x+ Rmod 2¢, [z]{ :== —R mod 2°,
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compositionis o := {ay_1,- - , ap}. Then, the binary form
of the result is cut(a, k) == Y5 " a2 = {1, -+, op}.
We further define a function cut(«, k1, k2), which cuts
the first ko bits and the last k; of «. The binary form
of the result is cut(a, ki, ks) = S " 'y - 2
{a£7k2717 U 7xk1}'
Truncation. Truncation is used to recover the fixed-point
decimal precision after a multiplication operation, which is a
key component in approximate computation. There are sev-
eral truncation protocols proposed in the literature, which
could be distinguished into two types: probabilistic (trcprob.)
and deterministic (trCgeterm.). Both types of truncation pro-
tocols suffer from a 1-bit error issue, caused by the carry bit
generated by the truncated part, which is referred to as eq.
Here is an example of using the probabilistic truncation
protocol in SecureML (Mohassel and Zhang 2017) to trun-
cate the last k bits of the input & € Zye and resulting in e. !

x = 01001011, R = 1010 1010, ¢ = 8,k = 4,
[z]o = 2 + Rmod 28 = 1111 0101,
[z]; = —Rmod 2% = 0101 0110
tre(z, 4)
=(cut([x]o,4) mod 2° — cut(—[z]1,4) mod 2®) mod 2°
=(0000 1111 — 0000 1010) mod 2% = 0000 0101
The expected outcome after truncation is 0000 0100 and the
real output is 0000 0101. The occurrence of ey seems in-
evitable due to the nature of secret sharing.

In addition to eq, probabilistic truncation also has another
error, e1, which can directly cause truncation failure. Here is
another example to illustrate the significant deviation caused
by e;.

x = 0100 1011, R = 1110 0000, ¢ = 8,k = 4,
[z]o = = + R mod 2% = 0010 1011,
[z]; = —R mod 2% = 0010 0000
tre(z, 4)
=(cut([x]o,4) mod 28 — cut(—[z]1,4) mod 2®) mod 28
=(0000 0010 — 0000 1110) mod 2% = 1111 0100
The actual result of the truncation is 1111 0100, which is far
from the expected result of 0000 0100.

To avoid the error of e; happening frequently and leading
to more serious problems, we usually choose a larger ring
size. This also means that when using probabilistic trunca-
tion, we need to be careful in selecting parameters and there

will be some limitations, e.g., (Mohassel and Zhang 2017;
Mohassel and Rindal 2018).

Probabilistic Truncation in PPML

The Truncation Proposed in Prior Works The non-
interactive probabilistic truncation protocol proposed in Se-
cureML (Mohassel and Zhang 2017) is summarised in

'trc(z,4) denotes truncating the last 4 bits of 2 while preserv-
ing the sign. cut([z]o, 4) denotes cutting the last 4 bits of the share
ZXo.



Protocol Offline Round Com Original Com 7-bit Com Improvement
Falcon Yes log ¢, + 4 4(log €y + 1)4, + 6¢ 2,179 bits 884 bits > 2%
3PC_Edabits  Yes logle +4 T2l + 120, log ly + 240 11, 136 bits 3,444 bits > 3x

Orca Yes 1 2(le (k+142)+K+14+46,)+2 17,280 bits 2, 374 bits > 7x
ABY2.0 Yes 2 bk + Ly + 44 8, 512 bits 1,415 bits > 6X
Bicoptor No 2 20y +2) - £+ 5¢ 8, 768 bits 1,728 bits > 5x

Ours No 2 20y +1)- (b +1) +5¢ - 704 bits -

Table 1: The comparison of ReLU protocol communication cost between our ReLU protocol and that of other related works,

adopting our new framework. The PPML runs in the ring size of £ = 64. The scale precision used in PPML is £, = 7. Original

Com refers to the communication of the online phase using the original protocol. 7-bit Com refers to the communication that

applies our framework to scale 7-bit DReLU input.

Alg. 1, and its correctness is illustrated by Theorem 1 is
proved in (Mohassel and Zhang 2017, Sect. 4.1).

Algorithm 1: The Truncation Protocol Proposed in Se-
cureML (Mohassel and Zhang 2017).

Input: shares of z € [0, 2%) | J(2¢ — 2%, 2%) in Zy., number
of bits to be truncated k
Output: shares of trc(z, k) in Zoe

1: Py sets [trc(x, k)]o := cut([x]o, k) mod 2°.

2: Py sets [tre(w, k)] == 2¢ — cut(2’ — [2], k) mod 2°.

Theorem 1 describes the occurrence of eg. We define the
“slack” (Makri et al. 2021) as ¢ — £,,. While invoking Alg. 1
in an MPC-based PPML protocol, we should choose a larger
ring size to ensure enough slack.

Theorem 1 In a ring Zqe, let v € [0,2%) J(2° — 2%, 2°),
where { > (., + 1. Then the outputs of Alg. 1 satisfy the
following results with probability 1 — 254%’ where bit :=
{0,1}.

e For a positive x, trc(x, k) = cut(&, k) + bit.

e For a negative z, trc(x, k) = 2° — cut(¢, k) — bit

ABY? (Mohassel and Rindal 2018) (Alg. 2) proposes
an n-party interactive probabilistic truncation protocol. The
participants first reconstruct the masked input, and locally
truncate the opened value. Then, the participants remove the
mask using a pre-shared element and obtain the final result.
The protocol is summarised in Alg. 2, note that Alg. 2 is also
probabilistic and hence constrained by the slack.

Algorithm 2: The Truncation Protocol Proposed in
ABY? (Mohassel and Rindal 2018).
Preprocessing: the shares of 7' :=
Input: shares of = € [0, 2% ) [J(2¢ — 2%, 2¢) in Z,¢, number
of bits to be truncated k
Output: shares of trc(z, k) in Zge
1: P, reconstructs « from [z]; + [r];.
2: P sets [tre(x, k)i := g% — [r'].

2

As mentioned in previous sections, the truncation pro-
tocols of both SecureML (Mohassel and Zhang 2017) and
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ABY? (Mohassel and Rindal 2018) are probabilistic, and
therefore, they both suffer from e;. We have already dis-
cussed the serious consequences of e;. Following, we an-
alyze how e; is generated. We first introduce a more fun-
damental cut function to better understand the nature of e,
and then explain how this fundamental cut function evolves
in these truncation protocols.

A Fundamental Cut Function In our analysis, we find that
truncation protocols are based on combinations or variations
of cut functions. Since the essence of the occurrence of e;
is also on the cut function, we first formally define the cut
function and provide the key properties of the cut function
in Theorem 2 to better understand the generation of e; and
to better understand the essence of truncation protocols.

Definition 1 For o, 8 € Zye, we define LT (v, ) :
a < B, and 0 otherwise.

Theorem 2 For «, 8 € Zoe and bit := {0, 1},

o cut(a+ B mod 2%, k) = cut(a, k) + cut(B, k) — LT (o +
B,a) - cut(2%, k) + bit mod 2°

o cut(a—pmod2*, k) = cut(a, k) —cut(B, k) +LT(a,a—
B) - cut(24, k) — bit mod 2°

The proof of Theorem 2 could be found in Appendix.D.

We recall that the truncation protocol of SecureML (Mo-
hassel and Zhang 2017) transfers the truncation operation
on plaintext = into the cut operations on shares [z]o
x + R mod 2° and [z]; —R mod 2¢, ie., trc(x, k) =
cut([x]o, k) — cut(2® — [z]y, k) mod 2¢. By substituting
[z]o = * + R mod 2¢ and [z]; = —R mod 2¢, Theorem 1
and Theorem 2, we obtain Corollary 1 as the following.

Corollary 1 In a ring Zye, let v € [0,2%) |J(2¢ — 2%, 2%),
where { > 0, + 1. Then the outputs of Alg. 1 satisfy the
Sfollowing results, where bit := {0,1}.

e For a positive x, trc(x, k) = cut(z,k) — LT(x +

Rmod 2°,z) - cut(2%, k) + bit mod 2°.

e For a negative x, trc(z, k) = —cut(—=z, k) + LT(z,z +

R mod 2%) - cut(2°, k) — bit mod 2°.

For positive z, we expect trc(z, k) cut(z, k) +
bit mod 2¢. However, we observe that there is an additional
term LT (z + R mod 2¢, x) - cut(2%, k) in Corollary 1. When
4+ Rmod 2¢ > x, LT(z + R mod 2°, x) = 0, this extra

L iff



term disappears, which makes trc(x, k) = cut(z, k) con-
sistent with our expectation. When z + R mod 2¢ < uz,
LT(x + R mod 2°,x) = 1, the error term exists causing
the failure of truncation, also known as e;. Similarly, we ex-
pect trc(x, k) = —cut(—x, k) — bit mod 2¢ for negative z.
e1 occurs when LT (x, x + R mod 2¢) = 1. Hence, we have

P(SecureML truncation failure) = P(e;)
=P(z + Rmod 2° < z | x € [0,2%))
=P(z <z + Rmod 2° | z € (2¢ — 2% 2%))
1
Tol—f,—1°

We further notice that, the larger the difference between ¢
and /, the lower the probability of failure in truncations.

The truncation protocol of ABY® (Mohassel and Rindal
2018) (Alg. 2) also suffers from e; as the truncation proto-
col of SecureML (Mohassel and Zhang 2017) (Alg. 1), and
the underlying cause of the errors and its probability are the
same i.e.,

P(ABY? truncation failure) = P(e;)
Pla=2+rmod2° < x|z c[0,2))
2‘,2%))

=P(z < a=xz+rmod2 |z e (2°—
1
Tttt

In conclusion, minimizing the probability of the occur-
rence of e; is equivalent to maximizing /—/,.. Hence, the pa-
rameter ¢, should be sufficiently smaller than /, i.e., {,, < /.
We would like to emphasize that the above conclusion is
based on an assumption that R, r are uniformly and ran-
domly chosen from the ring, which is also a necessary con-
dition for security.

Impact of e; on Accuracy in PPML

Based on the previous analysis, we understand that the oc-
currence of e; can cause a substantial deviation from the de-
sired result, which can further affect the training and infer-
ence accuracy. We would like to point out that some existing
works have used fixed numbers instead of random numbers
declared by the protocol to simplify their implementation,
which inadvertently hides e;.

Next, we will provide a comprehensive explanation of
why using fixed numbers instead of random numbers con-
ceals the manifestation of e;. Furthermore, we will present
the actual inference accuracy when employing random num-
bers under the parameter recommendations provided in
these works.

The Implementation Bug Related to e¢; in Existing
Works. Many PPML works choose probabilistic truncation
due to its non-interactive/less-interactive property while ex-
isting deterministic truncation protocols require additional
communication overhead. According to the preceding intro-
duction to the errors, ey appears to be a very minor error
with only 1 bit, and we believe its impact on the accuracy
of PPML tasks is negligible. On the other hand, e; is more
severe and complex. Previous studies (Wagh 2022; Mishra
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Fraction precision /7> = 26

Model Type SecureML Falcon Fantastic
CIFARIO. mult-trc (f)  69.63% 69.63% 69.63%
AlexNet mult-tre (r)  12.74% 12.73% 12.74%
trc-mult (r)  69.62% 69.64% 69.62%
Tiny. mult-trc (f)  26.39% 26.39% 26.39%
AlexNet mult-trc (r)  0.45% 0.44% 0.45%
trc-mult (r)  26.35% 26.35% 26.35%
CIFARIO. mult-trc (f)  88.31% 88.31% 88.31%
VGG16 mult-trc (r)  10.60% 9.89% 10.60%
trc-mult (r)  88.29% 88.29% 88.35%
Tiny. mult-trc (f)  54.89% 54.89% 54.89%
VGG16 mult-trc (r)  0.43% 0.41% 0.50%
trc-mult (r)  54.92% 54.92% 54.88%

Table 2: Accuracy when applying randoms in ABY? for
truncation and applying the truncate-then-multiply solu-
tion in Piranha PPML inference implementations (Watson,
Wagh, and Popa 2022, 2023), including P-SecureML (2-
Party), P-Falcon (3-Party) and P-Fantastic (4-Party). Entries
with (f) indicate the use of fixed numbers, while entries with
(r) indicate the use of random numbers.

et al. 2020; Ryffel et al. 2022; Wagh et al. 2021; Byali
et al. 2020; Patra and Suresh 2020; Chaudhari, Rachuri, and
Suresh 2020; Watson, Wagh, and Popa 2022; Tan et al. 2021)
have not extensively addressed e, typically controlling its
occurrence probability through a security parameter to con-
fine its impact to a small, acceptable range on computation
tasks. However, this approach does not fundamentally solve
the problem of e; and may give rise to other problems. For
instance, selecting appropriate security parameters requires
careful consideration of each computation within the entire
task. In complex computations, overlooking certain compu-
tation processes might lead to erroneous security parameter
choices, resulting in a decrease in the accuracy of the com-
putation task. Additionally, security parameters could be-
come bottlenecks or limiting factors in the performance of
certain protocols. Some existing works fail to discover that
the parameters they select are insufficient to support the cor-
rectness of inference, as they use fixed numbers instead of
random numbers in their truncation protocols.

Looking purely from the perspective that ¢, should be
much smaller than /, existing work has indeed chosen appro-
priate parameters. For example, in Piranha (Watson, Wagh,
and Popa 2022, 2023), all P-SecureML, P-Falcon, and P-
Fantastic implementations invoke the truncation protocol of
ABY? (Mohassel and Rindal 2018) (Alg. 2) and the recom-
mended precision /2 = 26 and £ = 64 which does satisfy
{, < {.However, after a single multiplication operation, the
size of £, is doubled. The new ¢/, = 2/, = 62if " = 5, in
which ¢/, is very close to £ = 64. Theoretically, this would
result in a very high probability of e; subsequently would
lead to a decrease in inference accuracy. However, based



on the experimental results of the aforementioned work, this
does not occur.

The reason for this is that the above works fix  to be 226
in Alg. 2. In this case, for positive z,

P(e1) =P(a =2 +rmod 2 < z|z € [0,2)) = 0.3

Therefore, e; does not occur as expected. We replace the
fixed r in Alg. 2 with random numbers and rerun the exper-
iments, and the results are exhibited in Tab. 2.

Fig. 4(see our full version) illustrates the impact of us-
ing random numbers(r) and fixed numbers(f) on inference
accuracy under various models and parameters. When ¢,
is getting close to ¢, P(e1) increases and further leads to
decreasing in inference accuracy. Fig. 4(a)-(d)(see our full
version) illustrates the scenarios where e; may occur in a
practical situation, that is, when random numbers are em-
ployed. It demonstrates that selecting the parameter combi-
nation ¢f* = 26 and ¢ = 64, as claimed Piranha (Wat-
son, Wagh, and Popa 2022, 2023), is not suitable. Similarly,
Fig. 4(e) shows that /¢ = 13 and ¢ = 32 is also inappropri-
ate. In addition, we demonstrate the impact of using fixed or
random numbers on the inference accuracy for the 2-party,
3-party, and 4-party protocols when selecting 72 = 26 in
Tab. 2.

To address the issue of e; occurring due to the product of
two numbers approaching the length of ¢ and thereby affect-
ing inference accuracy, an intuitive solution is to reduce the
precision of both numbers before performing multiplication.
In Appendix.B, we propose “truncate-then-multiply” as a re-
placement for “multiply-then-truncate”. Our solution is de-
scribed in Alg. 8(see our full version). Table. 2 demonstrates
that the “truncate-then-multiply” approach can guarantee in-
ference accuracy.

Our New Technique

In this section, we propose a new technique to reduce the
communication cost of ReLU while preserving the overall
model accuracy. We first introduce a deterministic cut pro-
tocol as the building block of our new technique.

A Non-interactive Deterministic Truncation
Protocol

By Theorem 2, we know that the error term e; of the gen-
eral cut function is always LT (-, -) - cut(2, k). The question
is how could we eliminate this item. A natural way is to
modulo the cut function by 2!=%, since cut(2¢, k) = 2!=*.
Alg. 3 presents our new non-interactive deterministic trun-
cation protocol. #

We reuse the example used in a previous section to
demonstrate how e can lead to serious errors, to better il-
lustrate how the new truncation protocol (Alg. 3) eliminates
e1. Recall that, in the previous example, x = 0100 1011,
R = 1110 0000, x + R mod 2% = 00101011 < z and
hence, e; occurs.

31f 2 is a positive 62-bit long number and r is 225, z+7 mod 226
will never be small than z.

*trc(-, k) truncates the last k bits of the input over Zye, and the
results are elements in Zge—&
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Algorithm 3: The Non-interactive Deterministic Truncation
Protocol.
Input: shares of = € [0, 2% ) | J(2¢ — 2%, 2¢) in Z,¢, number
of bits to be truncated k
Output: shares of trc(z, k) in Zge—«

1: Py sets [trc(x, k)]o := cut([z]o, k} mod 2¢7F,

2: Py sets [trc(m, k)] := 2¢ — cut(2° — [z]1, k) mod 2¢7F,

We further notice that all truncation protocols discovered
so far are focusing on cutting the last few bits of input. Alg. 4
presents an extension of Alg. 3 which allows us to obtain
the middle few bits of input, i.e., cut off the last few bits
and the first few bits. Such truncation protocol remains non-
interactive and deterministic.

Algorithm 4: The More General Non-interactive Determin-
istic Truncation Protocol.
Input: shares of x € [0,2%) J(2¢ — 2% ,2%) in Zy, first k;
bits to be truncated and last k5 bits to be truncated
Output: shares of trc(z, k) in Zge—x, —k,

1: Py sets

m(ﬂ% ki, kQ)]O = cut([:v]o7 k1, kQ) mod of—ki1—ks
2: P sets
[Erc(@, ki, ko)]1 = 2° — cut(2° — [2]1, k1, ko).

The correctness of Alg. 3 and Alg. 4 can be proven by the
following theorem 3.

Theorem 3 For «, 8 € Zoe and bit := {0, 1},

o cut(a + B, k1, ko) mod 20—F1—kz cut(a, k1, ka) +
cut(B, k1, ko) + bit mod 2°—F1 k2,

o cut(a — B, k1, ko) mod 20—F1—k:
cut(B, k1, ko) — bit mod 2°—F1=k2;

cut(a, k1, ko) —

Framework Overview

Our main observation is that most non-linear functions in
PPML can use a scaled input instead of the original input
without affecting the correctness of the overall model ex-
ecution results. The typical cases are ReLU and Maxpool.
For ReLU(x), which can be computed as 2 - DReLU(z), it is
easy to see that DReLU(x) = DReLU(x - s) for any positive
s. For Max(z, y) which selects x or y depending on boolean
check = > y, similarly, it is equivalent to check whether
x-s > y-s. Without loss of generality, most nonlinear func-
tions can be decomposed into similar structures.

The framework as illustrated in Fig. 1 takes the ReLU
function as an example. We introduce a private parameter
s to each ReLU function, s shall be calibrated at the train-
ing process. We call this step post-training calibration, and
it should be performed on a calibration dataset that has the
same distribution as the training dataset. In particular, we
monitor the range of the input values to the ReLU function.
For each intermediate input data x; of the non-linear opera-
tor with the it data in the calibration dataset, we denote the



e
private input

B

calibration-dataset

ReLU(x)
(model evalution)

(model calibration)

Figure 1: Structure of Our New Technique.

overall set of such input as X := {xzo,...,zn_1}, Where
N is the size of calibration dataset. Let Max and Abs be the
maximum and absolute functions, respectively. s is calcu-
lated by

s =271 /(Max(Abs(X)))

where £, is the bounded precision length, which will be used
to scale the ReLU input to the lower effective range, denoted
by [-2¢ 1, 261,

During the privacy-preserving inference procedure, we
redefine ReLU(z) function is augmented to ReLU*(z, s)
with the scaling factor s. All parties first scale the input
data, corresponding to the non-linear layer, to the smaller
range [—2% 1 2¢=~1] After that, we utilize the aforemen-
tioned cut protocol to drop the insignificant bits and retain
{,, effective bits. Assume the private input of RelLU is z.
Each party holds the secret sharing [z] and the ReLU pa-
rameter [s], where each share is in the ring Z5¢. We define
ReLU* := x - DReLU(cut(x - 5,¢ — £, — 2 - £frac 2. gfracy),
Instead of ReLU, we employ all parties to evaluate ReLU™.

Recall that = - s will duplicate the fractional part, cor-
responding to 2 - frac,. As mentioned previously, the in-
teger range of x - s is [—2% 1 2% 1] If we cut the first
¢ — €, —2-¢fr2 bits and the last 2 - £ of x - s to obtatin 2,
it will retain the ¢, effective integer bits. Notice that =’ and
x keep the same sign bit, namely DRelLU(z) = DReLU(a’).
Consequently, all parties perform secure DReLU protocol
on ¢, bits share [z'].

Communication Reduction

We integrate our technique with several SOTA secure ReLLU
evaluation protocols (Wagh et al. 2021; Escudero et al. 2020;
Jawalkar et al. 2023). Following our framework, for the 2PC
protocols, all parties can perform the cut procedure locally
with the non-interactive cut protocol as Alg. 4; with re-
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gard to 3PC protocols, the parties have to adopt the inter-
active cut protocol as Alg. 3. Table. 1 depicts the improve-
ment of communication cost of the ReLU™ protocol of Fal-
con (Wagh et al. 2021), 3PC_Edabits (Escudero et al. 2020)
, Orca (Jawalkar et al. 2023) , ABY2.0 (Patra et al. 2021),
and Bicoptor (Zhou et al. 2023), respectively.

Falcon (Wagh et al. 2021). Falcon utilizes private com-
parison to realize the ReLU protocol. It requires log ¢, + 4
rounds and 4(log £,, + 1)¢,, + 6¢ bits communication, for
the ReLU input size Z,¢ and the DReLU precision ¢, bits.
Falcon uses 3PC replicated secret sharing, which introduces
additional 3¢ communication overhead for the cut. When
¢, = 7 and ¢ = 64, the communication is 3 - 64 + 4(log 7 +
1)-74+6-64+3-64 = 880 bits. Compared with their original
protocol, communication volume has been reduced by 70%.

3PC_Edabits (Escudero et al. 2020). We analyze the
communication of secure ReLLU evaluation in 3PC Edabits
under semi-honesty with share conversion. In order to apply
our technology, we separately evaluated the DReLU pro-
tocol on Zy and performed multiplication on Zo: to cal-
culate ReLU. Since it is based on additive secret sharing,
the cut protocol requires 6/ bits communication of recon-
struction, and the scaling of s requires 12¢ bits communi-
cation. Therefore, its communication on 7 effective-bits is
72-7T+12-7-log7+24-64+6-64412-64 = 3,444 bits,
which reduce 75% communication of its original version.

Orca (Jawalkar et al. 2023)/ABY2.0 (Patra et al.
2021)/Bicoptor (Zhou et al. 2023). For the 2PC protocols
Orca, ABY2.0 and Bicoptor, our non-interactive cut proto-
col can be applied without any modification. After applying
our technique, Orca, ABY2.0, and Bicoptor have achieved
8%, 7x, and 5x communication optimization respectively.

Low Communication ReLU Protocol

In this section, we propose a new ReLU protocol that is com-
patible with our framework. We will delve into how e; be-
comes a factor leading to performance bottlenecks in cer-
tain protocols due to the constraints imposed by parameter
choices. Taking Bicoptor (Zhou et al. 2023) as an example,
the work selected ¢ = 64 to ensure enough slack, the one-
pass dominating communication cost was about ¢, - { =
3164 =~ 2,000 bits. If there is no need to ensure a suf-
ficiently large slack, ¢ could be chosen as 31, and the com-
munication cost would be reduced by half. To address this
problem, we adopt the aforementioned non-interactive de-
terministic cut protocol Il.,;. We first revisit the core princi-
ple of using truncation protocol for sign determination in Bi-
coptor (Zhou et al. 2023), and theoretically demonstrate that
I, is also applicable to this principle. Addressing some
potential security and correctness issues, we showcase our
new DReLU protocol.

The Principle of Sign Determination

We aim to replace the truncation protocol proposed by Se-
cureML (Mohassel and Zhang 2017) in Bicoptor (Zhou et al.
2023) with our new protocol to address the issues caused by
the probabilistic truncation protocol, and thus obtain a more
efficient DReL.U protocol. However, replacing the main sub-



Algorithm 5: Zero-preserving random mapping protocol.

Algorithm 6: Improved DReLU Protocol.

Input: shares of  in Z.
Output: shares of x in Z,,, where logyp = ¢/ + 1.
1: Py sets [z]o := 2 mod p if [z]o = 0, otherwise sets
[]o := [x]o mod p. /
2: Py sets [x]; :=p+ [z]; — 2° mod p.

protocols in such a complex DReLLU protocol is not a triv-
ial task, and it needs to be further proven whether the new
DReLU protocol with the replaced sub-protocol is still effec-
tive. In this sub-section, we will explain the core principles
of the DReLU protocol in Bicoptor (Zhou et al. 2023) and
provide the core theory, lemmas, and proofs for the DReLU
protocol that apply to the new truncation protocol. We recall
that the key idea is to determine the output of trc(x, A) or
trc(z, A — 1), where ) is the effective bit length of £ and ¢ is
the “absolute value” of z. In the following theorem, we use
trc(xz, A — 1) instead of trc(x, A — 1,k) fork < ¢ — X —1
because when truncating the effective bits, the outputs of are
the same, either O or 1, regardless of the k. Hence, we can
simply check the existence of 1 or 2¢ — 1 to determine the
sign. i.e., Theorem 4, and the correctness is proved in (Zhou
et al. 2023, Sect. 3.1).

Theorem 4 For an input © € Zoc with precision of
by, let & := x if x is positive, and let ¢ = 2 —
x mod 2° if x is negative. The binary form & is defined as
{&0,-1,80,—2, -+ ,&1, &0}, where &; denotes the i-th bit of €.
A is the effective bit length of €, i.e., {x—1 = land A\+1 < L.
Set & :=¢" -2k 4 € where ¢ € [0,2% %) and ¢ € [0,2F).
We have that for any 0>\ the following results hold:

e For a positive x, there exists positive numbers X' and N\’
(N < N' < L) satisfying trc(€,5) = Lfor N < j < )/,
andtrc(€,5) = 0forj > N

e For a negative x, there exists positive numbers X' and \'
(N < N < 4,) satisfying trc(28 — &,5) = 2° — 1 for
N <3 <N andtrc(28 — €,5) = 0forj > \'.

To help us better understand Theorem 4, we provide the
following example using the extended truncation protocol
Alg. 4 for both positive and negative inputs. In this example,
{ =64,/0, = 7,and A = 5. When x = 0...0010110 is
positive, trc(x, 4, ¢ — ¢, — 4) = 0000001, and trc(z, k, £ —
¢, — k) for k > 4 would be 0 if no ey occurs. Similarly, for
negative x = 264 —0...0010110 = 1...1110110, trc(z, 4, {—
0y —4) =25 —1mod 27 = 1111111, and trc(z, k, £ — £, —
k) for k > 4 would be 0 if no ey occurs.

Zero-preserving Random Mapping

In this subsection, we present the zero-preserving random
mapping protocol and explain how it enhances our sign de-
termination principle. From a theoretical perspective, we
find that using the new truncation protocol is feasible to de-
termine the sign of a number, again, sign determination is
equivalent to DReLU. However, when it comes to a practi-
cally applicable DReLU protocol, replacing the truncation
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Setting: ¢, /.., and p. Py and P; share seedy;.
Input: shares of x
Output: shares of DReLU(z)

i Po,Pl initialize.
1: Py and P; generate a random bit ¢ using seedy; .
2: Py and P, compute [z] := (—1)* - [] mod 2°.
3: Py and P; compute
[u;] := [tre(z, 4,0 — £, — i)] mod 2%, Vi € [0, 4,].
4: Py and P, compute

[v5] == [ui] + [wis1] — 1 mod 2% Vi € [0, £, — 1]

and [vg, ] := [ug,] — 1 mod 2%=.
5: Py and P; run Alg. 5 to switch the ring from Zye, to Z,
for [v;].

6: Py and P; use seedg; to shuffle [{v;}] := II([{v:}]).
7: Py and P; generate £, + 1 numbers of random
{ri} using seedoy, where r; € Z5, Z := 7Z,,/{0}.
Masking by performing [{w;}] := [{v; - r;}] mod p.
8: Py and P; send [{w;}] to Ps.
/I Py processes.
9: P, reconstructs {w; }, and sets DReLU(z)’ := 1 if
there is 0 in {w; }, otherwise sets DReLU(z)" := 0.
10: P, responds [DReLU(x)'] € Zoe to Py and P;.
/I Py and P finalize.
11: Py and P, compute [DReLU(z)] = [DReLU(z)’ & t]
=t+ (1 —2t) - [(DReLU(z)’] mod 2°.

protocol with the new one still presents security and correct-
ness issues. Therefore, we propose the zero-preserving ran-
dom mapping protocol, which completes our new DReLU
protocol.

From the security point of view, while working in Z
(e.g., ¢’ = { — ky — ko), the parity of a number remains after
masking, more specifically, if the product of two numbers is
odd, this means both two numbers are odd. Leaking the par-
ity of data could cause other more serious issues. By switch-
ing the ring from Z, to Z, for a prime p could prevent this
issue. From the correctness point of view, we want non-zero
outputs remain non-zero after masking and zero outputs re-
main zero. However, while working in Z,,/, one non-zero
output could possibly become zero after multiplying a ran-
dom number. For example, 16 - 16 mod 2% = 0. We present
the zero-preserving random mapping protocol in Alg. 5:

It is easy to argue the correctness of Alg. 5. The aim of
Alg. 5 is to ensure the output elements in Z,, are zero if and
only if the input elements in Z,, are zero. Considering x =

[2]o + [2]1 mod 2¢ = 0:

e If [z]p mod 2¢ = 0, then [z]; mod 2¢ = 0. Py sets
[2]o := 2% mod p and P; sets [z]; := p — 2¢ mod p.
The output is [z]o + [z]1 = p = 0 mod p.

o If [z]o mod 2¢" # 0, then [z]; = 2¢ — [z]o mod 2¢. Py
sets [z]o := [z]o mod p and Py sets [x]; := p + 20 —
[2]o — 2 = p — [x]o mod p. The output is [z]y + [z]; =
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p = 0 mod p.

DReLU Protocol

With both deterministic cut protocol and zero-preserving
random mapping protocol, we now present our new DReLLU
protocol in Alg. 6 and we will provide a step-by-step expla-
nation. The overall system setting is that Py and P; locally
compute arrays [{w;}]o and [{w;}]; then sent them to Ps.
P, as an assisting party, helps reconstruct {w; } and returns
an intermediate DReL.U result to Py and P;, who compute
the final DReL U result.

Step-by-Step Explanation

e In step 1-2, Py and P, blind their input shares [z]o and
[x]1 using random bit ¢ generated from preshared seedg;,
i.e., the sign of the input has been randomly flipped.

e In step 3, as mentioned in Sect. , A is unknown and hence,
Py and P, repeatedly compute ¢, number of times of trun-
cations and obtain [{u;}]o and [{w;}];. Note that [{u;}o
and [{u;}]; are elements in Zye, instead of that in Ze
proposed in Bicoptor (Zhou et al. 2023), due to the us-
age of our new truncation protocol. We remove the u,
term which was originally included in Bicoptor (Zhou
et al. 2023). The purpose of w, was to help determine
DReLU(0), but our ultimate goal is to improve the per-
formance of ReLU and thus the end-to-end inference per-
formance. Since ReLU(x) = DReLU(x) -2, when z = 0,
ReLU(0) = DReLU(0) - 0, regardless of the result of
DReLU(0), the final result of ReLU(0) is always 0, there-
fore removng the u, term will not effect the E2E PPML
inference.

In step 4, Py and P, locally perform adjacent pairwise ad-
dition on [u;], i.e., [u;] + [usy1] Vi € [0, £, — 1]. Recall
that the original summation proposed in Bicoptor (Zhou
et al. 2023) was recursive summation, i.e., Zil':i [ug], Vi €
[0, £,]. This modification was made to enable better par-
allelization of the protocol and to reduce computational
overhead.
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In step 5, Py and P; run Alg. 5 to switch the ring from
Ly, t0 Zy, for [v;].

In step 6-7, shuffling and masking are performed to avoid
information leakage of the input. >

In step 8, Py and P; reshare and send [{w; }]o and [{w; }]1
to P, note that the one-pass dominating communication
overhead is now reduced from ¢,, - £ to (£, + 1) - (£, + 1)
bits. In the case of ¥ = 64 and ¢,, = 31, the communica-
tion overhead has been reduced by half.

In step 9-10, P reconstructs {w;} and outputs the in-
termediate result [DReLU(x)'] € Zye. P2 then sends
[DReLU(x)']o and [DReLU(x)’]; back to Py and P, re-
spectively.

Finally, in step 11, Py and P; unblind [DReLU(x)’] us-
ing the random bit ¢ and construct [DReLU(z)] locally,
i.e., [DReLU(x)] = LDReLU(x)’ @t =t+(1-2t)-
[(DReLU(x)’'] mod 2°.

Model Protocol TimesPME Time2iML
CIFAR10P-Falcon 1.75s

AlexNet Ours (fz = 7)  0.61s 0.03s
Tiny.  P-Falcon 7.81s 0.03s
AlexNet Ours (6, =7) 2.41s
CIFAR10P-Falcon 30.48s 0296
VGG16 Ours (by =7) 7.12s

Tiny.  P-Falcon out of memory 0295
VGG16 Ours (¢, =7) 28.80s
CIFAR10P-Falcon 14.77s 0.13s
ResNet180urs (£, = 7) 5.12s

Tiny-.  P-Falcon 20.46s 0.14s
ResNet180urs (¢, = 7) 6.33s

Table 3: Performance comparison of E2E PPML inference
and plaintext inference in LAN1 with batch size 128.

The ReLU protocol

After obtaining the DReLU(x), computing ReLU(x)
x - DReLU(z) becomes relatively straightforward. A com-
mon approach is to use a Beaver triple (Beaver 1991) and
work (Zhou et al. 2023) introduces a method to generate
the shares of a triple using pre-shared seeds (seedgps and
seedqs). Algorithm. 7(see our full version) depicts our al-
gorithm, where the multiplication is accomplished via pre-
processed triples. For more information on how to generate
triples during the online phase in ReL.U protocols, please re-
fer to Bicoptor (Zhou et al. 2023).

Performance Evaluation

In this section, we benchmark our new technique with re-
gard to performance improvement and the effect of accu-
racy on model inference. We then compare the performance

>More explanation can be found in Bicoptor (Zhou et al. 2023,
Sect. 3.3).
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of our DReLU/ReL.U protocols based on our new technique
with the performance of the original DReLU/ReL.U proto-
col used in Piranha-Falcon (Watson, Wagh, and Popa 2022,
2023) and Piranha-Bicoptor (Zhou et al. 2023). Finally, we
demonstrate the end-to-end PPML inference performance of
the overall system through experimental results in Sect. .

We use three cloud server nodes to simulate three parties,
each node with the following configuration: two Intel(R)
Xeon(R) E5-2690 v4 @ 2.60GHz CPUs, 64 GiB mem-
ory, and one independent Nvidia Tesla P100 GPU. They
are equipped with Ubuntu 16.04.7 and CUDA 11.4. We
also simulate three different network environments: LANI,
LAN2, and WAN corresponded to 5SGbps/1Gbps/100Mbps
bandwidth and 0.2ms/0.6ms/40ms round trip latency, re-
spectively. Finally, we finish our experiments in several
DNN models with parameter ¢ = 64, ¢, = 7 or {,, = 15.
Benefit of Our Technique. As mentioned before, our tech-
nique can significantly reduce the communication cost, at-
taining a diminution in communication cost surpassing 70%.
Our benchmark validates that in real-world performance, our
technique consistently yields benefits, with only marginal
accuracy losses incurred. In our experiments, we validate
that employing our technique to scale 15-bit DReLU does
not affect the accuracy of our tested models. For applying
7-bit DReLU in our technique, we assessed the impact on
model accuracy as depicted in Fig 5 (see our full version).
In particular, under 7-bit ReLU, the accuracy loss from
employing our technique can be contained within approxi-
mately 0.2%. In terms of performance, as depicted in Fig ??,
we evaluated the running time of EdaBits (Escudero et al.
2020), ABY? (Mohassel and Rindal 2018), ABY2.0 (Patra
et al. 2021) and Bicoptor (Zhou et al. 2023) under 7-bit and
15-bit cuts. All protocols achieved performance improve-
ments exceeding 5x under 7-bit cut and over 3x under 15-
bit cut.

DReLU/ReLU Unit Experiments. We implement our
DReLU and ReLU protocols and evaluate their performance
with different batch sizes in various network environments.

We compare our results with the DReLU/ReLU protocols
in Piranha-Falcon (Watson, Wagh, and Popa 2022, 2023)
and Piranha-Bicoptor (Zhou et al. 2023), which are shown
in Tab. 4, Tab. 5(see our full version) and Fig. 3, respec-
tively. We observe that our ultimate ReLU/DReLU protocol
achieves over 10x speed-up compared to Piranha-Falcon in
all settings. For the Bicoptor scheme under the same 7-bit
cut, our protocols achieve over 3x performance improve-
ment, of both ReLU and DReL.U.

PPML Inference Experiments. We conduct experiments
on end-to-end PPML inference using our ultimate ReLU
protocol, comparing it to the original P-Falcon (Watson,
Wagh, and Popa 2022, 2023) on sex different models under
different network environments. The results of the experi-
ments are presented in Fig. 6 and Tab. 6 (see our full ver-
sion). We achieve a 3-4x improvement under different net-
work conditions for different models. For example, by us-
ing our ReLU protocol in CIFAR10_AlexNet under LANI1,
we achieved a total inference time of 4.4s while the origi-
nal Piranha (Watson, Wagh, and Popa 2022, 2023) requires
16.72s, demonstrating a 4x of improvement. This improve-
ment narrows the performance gap between the PPML infer-
ence and plaintext inference to only a factor of 20 in model
CIFAR10_AlexNet, and between 20-100x in other models
(Tab. 3).

To further demonstrate the performance improvement
brought about by our optimized ReLLU protocol from a dif-
ferent perspective, we would like to recall that the cost of the
ReLU layer accounts for around 80% of the total inference
cost. With our optimizations, this portion has been reduced
to around 50%. Fig. 6 (see our full version) illustrates the
percentage of ReLU cost for different models under LAN1
when using our optimized ReLU protocol.
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