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Abstract

The community has recently developed various training-time
defenses to counter neural backdoors introduced through
data poisoning. In light of the observation that a model learns
poisonous samples responsible for the backdoor easier than
benign samples, these approaches either use a fixed threshold
of the training loss for splitting or iteratively learn a reference
model as an oracle for identifying benign samples. In particu-
lar, the latter has proven effective for anti-backdoor learning.
Our method, HARVEY, leverages a similar yet crucially dif-
ferent technique: learning an oracle for poisonous rather than
benign samples. Learning a backdoored reference model is
significantly easier than learning one on benign data. Conse-
quently, we can identify poisonous samples much more accu-
rately than related work identifies benign samples. This cru-
cial difference enables near-perfect backdoor removal as we
demonstrate in our evaluation. HARVEY substantially outper-
forms related approaches across attack types, datasets, and ar-
chitectures, lowering the attack success rate to the very mini-
mum at a negligible loss in natural accuracy.

Supplementary — https://intellisec.de/research/harvey

1 Introduction

Learning an expressive deep neural network (DNN) requires
large amounts of training data, which is oftentimes retrieved
from third-party resources in practice (Carlini et al. 2023).
Using such an external dataset without review may introduce
security threats via data poisoning (Biggio and Roli 2018).
The adversary may sneak a small portion of poisonous sam-
ples into the training dataset to introduce a neural backdoor.
Such a backdoor shortcuts the prediction toward a prede-
fined target label based on a trigger pattern (Gu et al. 2017;
Chen et al. 2017; Liu et al. 2018b; Nguyen and Tran 2020,
2021; Barni et al. 2019) and can be established via data
poisoning in two ways: First, dirty-label attacks (Gu et al.
2017; Chen et al. 2017; Liu et al. 2018b; Nguyen and Tran
2020, 2021) construct the trigger pattern on poisonous sam-
ples and relabel them to the target. Second, clean-label at-
tacks (Turner et al. 2019; Shafahi et al. 2018; Zhao et al.
2023) strategically modify samples from the target class but
do not change their labels.

Copyright © 2025, Association for the Advancement of Artificial
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Method Defense  Splitting Architecture  Natural
etho Technique Ratio Independent Accuracy
ABL Unlearn Fixed - N
CBD Suppress  Adaptive - N
DBD Data Split Fixed - N
D-ST Data Split Fixed - N
HARVEY  Data Split  Adaptive ( -

Table 1: Comparison of training-time backdoor defenses.

A wide variety of strategies have been proposed to allevi-
ate backdooring attacks. Type-1: Model-based defenses ei-
ther reverse-engineer the trigger pattern (Wang et al. 2023,
2022, 2019a), merely detect the existence of the back-
door (Cai et al. 2022; Xu et al. 2021; Wang et al. 2020), or
erase it from the model (Liu et al. 2018a; Zhao et al. 2020; Li
etal. 2021b). Type-2: Runtime defenses conduct differential
testing (Doan et al. 2020), break the trigger functionality via
data preprocessing (Qiu et al. 2021) or filter out abnormal in-
puts (Hayase et al. 2021; Gao et al. 2019). Type-3: Training-
time defenses, in turn, suppress the backdoor during train-
ing, either using prior knowledge of a clean dataset (Zhou
et al. 2023; Gao et al. 2023), or without such (Li et al. 2021a;
Chen et al. 2022; Huang et al. 2022; Zhang et al. 2023).

All the strategies above have slightly different threat mod-
els, and only the latter tackles data poisoning at its roots.
Mitigating a backdoor during training without having a
clean reference dataset is the most practical setting but it
also is exceptionally difficult.

In this paper, we propose HARVEY, a novel training-time
defense in this setting, preventing backdoor injection by re-
moving poisonous samples from the training data. In con-
trast to related work using unlearning (ABL; Li et al. 2021a)
or backdoor suppression (CBD; Zhang et al. 2023), dataset
splitting allows to preserve natural accuracy better. How-
ever, HARVEY splits the dataset adaptively without a fixed
splitting ratio (DBD & D-ST; Huang et al. 2022; Chen et al.
2022), allowing us to preserve the natural performance much
better as summarized in Table 1.

Our method builds on two crucial observations: First, we
find that the reverse cross-entropy (RCE) component of
the symmetrical cross-entropy (SCE) loss as used by prior
work (Gao et al. 2023; Huang et al. 2022) is mainly respon-



sible for effectively splitting poisonous and benign samples.
Second, using the loss to assemble a set of benign samples
(Huang et al. 2022; Chen et al. 2022) is much more difficult
than gathering poisonous samples in the same setting.

We thus learn a strongly backdoored reference model to
continuously isolate poisonous samples using this model’s
RCE loss. HARVEY consists of the following four stages:
O Initialization: We naively train a model and split the
dataset half-and-half in poisoned and benign subsets using
the RCE loss. ® Learning the backdoor: We iteratively
train the reference model by learning poisonous samples
and unlearning benign samples using the split determined
in the previous iteration. Over multiple rounds, the refer-
ence model becomes more and more specific to the back-
door functionality, which in turn improves RCE-loss-based
splitting over time. ® Meta-splitting: Using the first refer-
ence model from the previous stage, we refine the poisonous
subset yield through the last reference model. The former
still has a notion of benign functionality allowing to iso-
late the remaining benign samples from the poisoned subset.
® Final training: Eventually, we train on the determined
benign dataset to yield a perfectly clean model.

This procedure allows HARVEY to successfully remove
a large variety of backdoor attacks across different model
architectures and datasets, lowering the attack success
rate (ASR) below 2% in the worst case while preserving
the natural accuracy. We hence outperform related work by
a large margin. In summary, our contributions are three-fold:

 Dataset splitting using RCE loss. We analyze the com-
monly used symmetric cross-entropy (SCE) loss for
dataset splitting, finding that its RCE component alone is
suited much better for solving the task. HARVEY benefits
from using RCE yielding more solid and stable splitting
performance than related work.

Paradigm shift on using reference models. We find that
a strongly backdoored reference model tells poisonous
and benign samples more reliably apart than any benign
reference model can. This is inline with the early ob-
servation that poisonous samples are easier to learn than
benign samples, but stands in contrast to how reference
models are used in related work.

Decisive improvement in training-time defense. We
evaluate against various attacks across three model ar-
chitectures and three datasets. None of the related ap-
proaches resist all attacks, while HARVEY suppresses the
backdoor consistently and maintains natural accuracy on
average and in the worst-case.

2 Taming Backdoors at Training-Time

We start by briefly describing the problem setting, before we
analyze using SCE loss for dataset splitting (Section 2.1)
and discuss the distribution of benign and poisonous sam-
ples based on the RCE loss (Section 2.2).

Problem definition. We consider backdoor injection
through data-poisoning, that is, the adversary has no ac-
cess to the training process, but can manipulate the training
data. Naively training on this manipulated/poisoned training
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data D learns the “primary task” (i.e., image classification)
but also introduces some additional malicious functionality
as a “secondary task” (i.e., the neural backdoor).

More formally, the adversary poisons [V, samples of an

existing dataset D = {(xi,yi)}ﬁil containing N samples
x; € R? with the ground-truth label y; € {0,1,... K — 1},
where K denotes the number of classes. The resulting
dataset D comprises a poisonous subset ﬁp and a clean sub-
set D, i.e., D= ﬁp U D, and has the same size as the orig-

inal dataset, |D| = |D|. The poisoning rate in D is p = %

Training-time defense, aka. “anti-backdoor learning,”
aims to train a model on D with high natural accuracy and
simultaneously counter the backdoor. Note, that the model
trainer has no prior knowledge of the attack at all. Defenses
using “dataset splitting” (Huang et al. 2022; Gao et al. 2023)
separate the dataset D into a poisoned set Dy,4 and a benign
set Dyyg, Which is then used to train the final model. Thus,
Dyng should contain as few poisonous samples as possible,

D n g DC T
Pong = TPl % 0.0, ideally Dypg = D .

2.1 Analysis of Dataset Splitting Using SCE Loss

Prior defenses (Gao et al. 2023; Huang et al. 2022) treat
poisonous samples as “label noise,” and thus, use the SCE
loss (Wang et al. 2019b) to isolate them. SCE loss con-
sists of two terms, cross-entropy (CE) and reverse cross-
entropy (RCE), weighted by « and 3, respectively:

Lsce = aLcg + BLsce

In terms of the KL divergence (Kullback and Leibler
1951), optimizing the CE loss draws the prediction probabil-
ity p (k|x) of an input x wrt. a class k near the ground-truth
probability distribution ¢ (k|x), minimizing KL (¢||p).

K-1

Lee == q(k[x) - logp (k[x)
k=0

When training on data samples with noisy labels (Wang
et al. 2019b), ¢ (k|x) does not represent the real ground
truth, though. Hence, SCE additionally considers KL (p||q)
to push predictions on mislabeled samples toward p (k|x)
known as reverse CE:

K-1
Lree = — Y p(klx) -logg (k|x)
k=0
Given an arbitrary input x with the fixed label y, the
distribution ¢ (y|x) equals 1 while for all other classes

q (k|X) |ky is e-small and close to 0. We define C' = —loge
as being positive and rewrite the RCE loss as:

Lrce = —p (ylx) -log1+ > p(klx)-C
k#y
=C-(1-p(ylx))
Apparently, only the prediction of the ground-truth y mat-

ters in the RCE loss. Hence, the training converges to the
ground-truth distribution for easy-to-learn samples, yielding



a RCE loss very close to 0. Meanwhile, samples with hard-
to-learn features have higher RCE loss close to value C.

SCE loss with default parameters (Wang et al. 2019b)
(C = —logl0=®, a = 0.1, B = 1.0 for CIFARI0)
weighs the RCE loss significantly stronger than the CE
loss. Still, comparing the distributions of all three losses
using the example of DBD (Huang et al. 2022) reveals
that the CE loss makes SCE loss less effective in dis-
tinguishing benign and poisonous samples, while RCE
alone allows a clear separation of poisonous samples. Us-
ing RCE rather than SCE loss, hence, is sufficient (and
even beneficial in terms of stability) for dataset splitting.
More details are in the supplementary.
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Figure 1: Subsets of incremental size chosen in ascending
order of RCE loss based on a ResNetl8 trained on a CI-
FAR10 poisoned by Blend (Chen et al. 2017) at p = 10 %.

2.2 Distribution of Benign and Poisonous Samples

Although the model learns poisonous samples (and thus the
backdoor) easier than benign samples in the general case (Li
et al. 2021a), after training, some benign samples still have
a similar loss as poisonous samples. Hence, a fixed thresh-
old on the loss cannot ensure splitting the dataset precisely.
However, the majority of samples with low loss are indeed
poisonous allowing to sample a subset with a high poisoning
rate. Increasing the poisoning rate can intensifies the back-
door in a model (Li and Liu 2024; Wu et al. 2022).

Training on the entire dataset D yields low loss values
for most poisonous samples already as shown in Fig. la. If
we consider the 50 % of the samples with the lowest RCE
loss to form a subset S(), this subset will naturally have a
higher poisoning rate. Retraining on S) yields the distri-
bution shown in Fig. 1b with even more poisonous samples
having low loss. This gives rise to adaptive dataset splitting
similar as Zhang et al. (2023) proposed for CBD but focus-
ing on poisonous samples instead of benign samples.

If we additionally unlearn the 50 % not selected for S(*)
(samples with high RCE loss and thus mostly benign) by
maximizing the training loss, we yield even more poisonous
samples with low loss in the resulting model as shown in
Fig. 1c. The subset formed by the 10 k samples with lowest
loss has an exceptionally high poisoning rate, forming the
ideal basis for the next round of splitting.

Learning a strongly backdoored model can serve as an or-
acle for poisonous samples. In the next section, we introduce
our method that uses such an oracle as “reference model” to
identify and filter out poisonous samples, before learning a
backdoor-free model on the remaining clean data samples.
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3 HARVEY: Learning a Backdoor Oracle

We propose a novel training-time defense against neural
backdoors based on dataset splitting. In contrast to related
work, we tackle the problem from a different perspective:
We focus on poisonous samples rather than benign samples
and iteratively learn a strongly backdoored model as an ora-
cle for poisonous samples. This way our method does not re-
quire a clean reference dataset, but bootstraps iterative split-
ting with the most obvious poisonous samples and improves
continuously. Fig. 2 depicts the multi-stage, working prin-
ciple of our method, HARVEY. Additionally, we provide an
algorithmic description in the supplementary. In the follow-
ing subsections, we elaborate on each stage individually.

3.1 Initialization (Stage @)

We begin by training T7,,;; epochs on D to obtain a naively
trained model 6*. Based on the observations made in Sec-
tion 2, we retrieve the 50 % of the samples with the low-
est RCE loss as the initial poisonous subset Dﬁ?ﬁp which
we use for the further processing in the next stage entirely,
SM = Dégzj The remaining 50 % form the initial benign
set Dég)g. Note that this yields a reasonable split because
poisonous samples are learned easier than benign samples
in general (Li et al. 2021a). The following stages refine this
split over multiple rounds to constantly improve separation
up until we are ready to learn the final backdoor-free model.

3.2 Learning the Backdoor (Stage ©)

We discard the initial naively trained model #* and train a
new reference model 0,..¢ from scratch that we iteratively
fine-tune over n rounds. Each round fulfills two tasks: First,
we enhance the reference model’s notion of the backdoor by
fine-tuning' 91(«;1) yielding 9£Z)f. Second, we use the latter
to split D into a poisoned set Déi)d and a benign set Dl();) g
The poisoned set serves as basis for sub-sampling data into
SU+1) used for the next iteration.

Enhancing the backdoored reference model. We use a
learning-unlearning strategy to strongly internalize the back-
door. First, we train on S for T}0; epochs and employ the
local gradient ascent (LGA) loss (Li et al. 2021a) with -y set
to 0.01 to avoid overfitting to the few benign samples con-
tained in the subset S(:

Liga = Z sign (»CCE (x,y, 97(}6)]") - 'Y)"CCE (vaa 95?
(x,y)eS®
Next, we unlearn the benign samples in the benign sub-
set Dl(fn?) by maximizing the CE loss. We use the following
(negative) loss function, with A = 0.01 to stabilize the train-
ing. The indicator function 1 (-) ensures to only consider

samples for unlearning that were predicted correctly by the
reference model:

>

6,D(ifl)

bng

x,y, 0%

A1 (fggf (x) = y) Ler ( re

Ly =

(x,y)

1952)1, is randomly initialized at the beginning of Stage @.
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Figure 2: Overview depiction of our method HARVEY. The individual stages are described in Sections 3.1 to 3.4.

We perform unlearning for only one epoch per round. This
way, we avoid a learning divergence and help the model to
stably unlearn the benign samples.

Splitting dataset D and composing SC1). The refer-
ence model Hil)f encodes the backdoor much better than be-
nign data. There hence exists a huge gap in the RCE loss
(cf. Fig. 6b) that separates poisonous and most benign sam-
ples. The RCE loss has a fixed output range of [0, C], so that
a threshold of €/2 splits the dataset well in a poisonous part

Dz(; )d (low RCE loss) and clean part D (hlgh RCE loss).
We then retrieve 50 % of the samples W1th the lowest RCE

loss from D" to be used as S(+1) for the next iteration.
Note that it may happen that some classes are not rep-
resented in SU+1). To counteract any bias, we additionally
append samples with low RCE loss from D\ SG+1) so that
all classes have at least 1% of the original amount of sam-
ples. Doing so will not weaken the backdoor in the reference
model but preserves the learning behavior across all classes.
Fig. 3 shows the attack success rate (ASR) and natural

accuracy (ACC) of the reference models 9&) on the left and
the splitting performance measured as recall on the right.
The process stabilizes starting at round 10, yielding a decent
split in poisonous and benign samples. However, we cannot
ensure perfect splitting this way as some benign samples’
loss overlaps with that of poisonous samples (cf. Fig. 6c).
We thus employ “meta splitting” as described next.

3.3 Meta-Splitting (Stage ©)

As the last reference model Hﬁz; is strongly biased toward

the backdoor, most of benign samples of the backdoor’s

)

target class remain in D( Hence, directly training on

Dl()n)g right after Stage @ results in low natural performance

(cf. Fig. 4). The first reference model Hre > In turn, yields
two clusters in latent space (cf. Fig. 6b), which can separate
poisonous and benign samples, especially from the target
class. Consequently, we use 972} to split Dl(;Zc)i (cf. Fig. 6¢)
in two parts, A and B, according to high and low RCE loss
for benign and poisonous samples, respectively (cf. Fig. 5).

3.4 Final Training (Stage @)

For the final training, we combine the isolated benign sub-
sets, Déz)g (Stage ®) and A (Stage ®), yielding the final
clean dataset Dy, , and reject the rest. We then directly ap-

ply supervised learning using CE loss on this data to obtain
the final clean model without the backdoor:

Z ECE (X,y, 9)

(%,y)€Ding

arg min
0

Analyzing the model in latent space (cf. Fig. 6d) shows
that it forms clearly separable groups for classes and clas-
sifies poisonous samples in the original class when being
applied to the original, poisoned dataset D.
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Figure 3: HARVEY’s splitting performance using ResNet18
on CIFAR10 poisoned by Blend attack (Chen et al. 2017).
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Figure 4: Train on D( ) Figure 5: Meta-splitting with us-

of CIFAR 10 poisoned by ing 6\, on D) of a CIFARIO
Blend w/o meta-splitting. poisoned by Blend attack.
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Figure 6: Dataset distribution of the latent space by t-SNE (top row) and RCE loss (bottom row) for ResNet18 on CIFAR10
poisoned by Blend attack. Poisonous samples are marked black, and other colors represent benign samples of different classes.

4 Evaluation

We conduct extensive experiments across datasets and
model architectures to evaluate our method in compari-
son to other training-time defenses. Specifically, we evalu-
ate on the small-scale dataset CIFAR10 (Krizhevsky et al.
2008) with WRN16-1 (Zagoruyko and Komodakis 2016)
and ResNet18 (He et al. 2016), and the large-scale dataset
Tiny-ImageNet (Le and Yang 2015) with ResNet34 (He
et al. 2016). In the supplementary, we provide results for a
second small-scale dataset, GTSRB (Stallkamp et al. 2012).
Below, we elaborate on the experimental setup wrt. con-
sidered attacks, related defenses and evaluation metrics, be-
fore we present an overview of HARVEY’s performance in
Section 4.1. In Sections 4.2 and 4.3, we analyze the split-
ting performance of our method and perform ablation exper-
iments, respectively. In Section 4.4, we compare the runtime
of all defenses with HARVEY. In the supplementary, we fur-
ther provide the detailed experimental setup, additional ab-
lation studies, and the evaluation with an adaptive attack.

Considered attacks. We evaluate with six poisoning at-
tacks, including BadNets (Gu et al. 2017), Trojan (Liu et al.
2018b), Blend attack (Chen et al. 2017), Clean-Label (CLB;
Turner et al. 2019), IAB (Nguyen and Tran 2020) and
WaNet (Nguyen and Tran 2021). We choose class 0 as target,
y: = 0, and use a poisoning rate of 10 %, p = 0.1, except
for CLB, where we poison 50 % and 100 % of the samples
of the target class for the small-scale and large-scale dataset,
respectively.

Considered defenses. We compare HARVEY to four other
defenses that also do not require a clean reference dataset:
ABL (Li et al. 2021a), DBD (Huang et al. 2022), D-
ST (Chen et al. 2022), and CBD (Zhang et al. 2023) with the
parameters proposed in the corresponding publications. For
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HARVEY, we set ¢ = 1077, so that the splitting threshold is
C /2 = 4.6052. We use T;,,;+ = 20 epochs for the pretraining
and T},,; = 10 epochs for each round/iteration in Stage @.
Finally, we train the clean model for 7,;,, = 100 epochs.

Evaluation Metrics. We present the defensive perfor-
mance with two metrics: Natural Accuracy (ACC) and At-
tack Success Rate (ASR). An optimal backdooring attack
has a high ACC and an ASR of 100 %. In contrast, an effec-
tive backdoor defense should achieve high ACC while the
attack is ineffective, ASR ~ 0 %.

4.1 Defensive Capability of HARVEY

We provide the overall comparison of our method with other
training-time defenses in Table 2, where we highlight the
highest accuracy (ACC) and the lowest attack success rate
(ASR). Additionally, we mark all settings where the back-
door cannot be mitigated (ASR > 90 %) in orange color.

CIFAR10. All defenses are robust against patch-based at-
tacks (e.g., BadNets) with ResNetl8, while their perfor-
mance decreases for stealthier attacks, such as Blend, CLB
and WaNet. In particular, DBD and D-ST are affected and
also with WRIN16-1 results are worse due to its low model
capacity. ABL and CBD, in turn, prevent various backdoors
successfully but at the cost of natural accuracy. In contrast,
our method is effective in both model architectures, also
maintaining the natural accuracy. HARVEY reduces the at-
tack success rate below 2 % in the worst case and preserves
the highest natural performance of all defenses.

Tiny-ImageNet. Also on Tiny-ImageNet, our method ex-
cels with on par natural accuracy and a reduction of the at-
tack success rate to merely 0.48 % in the worst case. D-ST
performs well in preserving the natural accuracy but mis-
splits the dataset specifically for Blend attacks. DBD, in turn



Model Attack No Defense ABL DBD D-ST CBD HARVEY
ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR
BadNets 89.80 8272 446 70.53 6.61 89.04 87.95 1.06 89.52 1.50
Trojan 89.91 84.91 4.49 69.89 14.23 88.88 87.85 1.04 88.82 1.83
Blend 89.80 78.30 10.27 71.08 7.79 87.62 80.17 85.12 89.40 0.99
WRN16-1 CLB 90.96 80.74  0.83 70.16 87.06 0.00 88.18 0.00 89.85 0.83
IAB 90.18 8536 9.03 63.81 84.96 86.07 1.04 88.72 1.66
- WaNet 88.31 84.90 4.14 70.08 8.85 86.27 85.12 200 87.15 0.30
~ Average 89.64 82.82 554 6926 39.28 87.31 82.87 8589 15.04 8891 1.19
ﬁ Worst Case  88.31 78.30 10.27 63.81 84.96 80.17 85.12 87.15 1.83
O BadNets 93.80 90.67 0.37 93.24 14.65 9227 0.01 88.19 1.48 9334 0.56
Trojan 93.58 91.59 1.24 9331 93.97 0.22 91.40 1.92 9396 0093
Blend 94.01 87.66  6.59 90.27 89.93 5548 86.33 577 9337 0.58
ResNet18 CLB 94.25 7939  0.84 93.01 91.96 0.26 92.83 0.19 93.52 049
IAB 93.62 9330 632 8791 83.23 93.60 22.00 9239 69.10 93.11 0.77
WaNet 93.36 88.74 55.81 93.03 15.27 93.09 88.49 3273 93.56 1.22
Average 93.73 88.49 11.23 9146 73.04 91.62 2546 90.09 1641 93.56 0.85
Worst Case  93.36 79.39 5581 8791 86.51 86.33 69.10 93.11 1.43
- BadNets 57.03 46.26  0.00 50.88 56.10 0.16 49.21 0.27 57.83 0.00
2 Trojan 56.65 47.43 0.00 51.88 56.14  0.02 52.10 0.10 57.27 0.06
g, Blend 56.86 49.07 51.73 56.56 52.68 0.78 5648 0.07
S ResNet34 CLB 57.43 49.93 0.01 51.62 57.89 0.01 50.01 0.84 57.37 0.00
.5 IAB 57.21 46.00  0.00 50.74 55.66  0.00 5040 0.21 57.24 0.02
z WaNet 56.68 44,32 1.68 5122 54.11 2630 5074 17.54 56.31 048
&= Average 57.02 47.17 1695 51.35 56.08 20.69 50.86 3.29 57.08 0.11
Worst Case  56.65 44.32 50.74 54.11 4921 1754 56.31 0.48

Table 2: Comparison of HARVEY with prior defenses. All results are shown in %. The best results across all defenses are

highlighted in bold font. Settings where the backdoor injection succeeds (ASR > 90 %) are marked in

fails completely due to the difficulty of learning benign fea-
tures as the loss distribution of benign and poisonous sam-
ples is more interleaved. ABL and CBD ensure a better de-
fense but sacrifice natural accuracy decisively.

Summary. Related approaches cannot defend against
backdoors reliably, whereas our method can. The reason is
that we learn an easier task: learning the backdoor rather
than the benign, natural task. HARVEY yields a natural ac-
curacy on par with the “No Defense” setting and suppresses
each backdoor to the very minimum.

4.2 Performance in Dataset Splitting

Next, we analyze the performance of the methods based on
dataset splitting (DBD, D-ST, and HARVEY) by measuring
the F score and the rate of remaining poisonous samples.
Table 3 summarizes the splitting results.

For D-ST, we merge “poisoned” and suspicious” sub-
sets for the evaluation as D-ST only learns on it “clean”
subset (Chen et al. 2022). The method falls behind for the
smaller WRN16-1 model in particular as it cannot cap-
ture the benign task completely during splitting. For larger
models (ResNetl8 for CIFAR10 and ResNet34 for Tiny-
ImageNet), D-ST leaves over less poisonous samples, ex-
cept for WaNet and Blend. Moreover, DBD’s shortcomings
on Tiny-ImageNet are also visible in the splitting perfor-
mance, where more than 5 % of the final dataset are still poi-
sonous (in light of an overall poisoning rate of 10 %). Also
for ResNet18 on CIFAR10, the recall is significantly lower
than 90 % for Trojan, Blend, and CLB attacks.

font.

HARVEY is largely independent of the model’s capacity
as we learn the backdoor rather than the benign task for the
reference model. For CIFAR10 with WRN16-1, we yield F}
scores over 66 %, which is 49 percentage points higher than
the best related work. For Tiny-ImageNet, our method even
reaches Iy > 95 % on average and a ppny < 0.1 %.

4.3 Ablation Study

We study the impact of different components of our method
using a ResNet18 model on poisoned CIFAR10 with the poi-
soning rate 10 %. Table 4 summarizes the results.

(a) Replacing RCE loss for dataset splitting. We use CE
loss and SCE loss with a threshold of 5.0 to show the im-
pact of using RCE loss. While the backdoor is decently re-
moved with CE loss, the natural accuracy degrades signif-
icantly as the final Dy, lacks benign samples. The RCE
term in SCE loss makes it remove poisonous samples bet-
ter (and thus reduce the ASR) and also improves the natural
accuracy. We can further improve the result by tuning the
threshold, which, however, requires ground-truth knowledge
of the poisoned samples. The fixed output range of RCE loss
as used for HARVEY, in turn, allows to trivially split the data
at C/2, being much more practical.

(b) Impact of unlearning. Next, we evaluate the influence
of our unlearning step using Dz():b_gl). As can be seen in Ta-
ble 4 unlearning is crucial for maintaining natural accuracy.
Learning a reference model on S alone that still contains
many benign samples lowers splitting effectiveness.
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Model Attack DBD D-ST HARVEY (Ours)
Prec. Recall I3 pong  Prec.  Recall I} Ppong  Prec.  Recall Fy Pbng
BadNets 18.19 9096 30.32 1.81 1048 728  8.59 83.04 100.00 90.73 0.00
Trojan 1726 8630 28.77 274 1094 8.03  9.26 7599 9942  86.14 0.07
Blend 1824 91.18 3040 1.76 825 7.54  7.88 7332 99.48  84.42 0.06
WRNl6.1 CLB 10.09 50.46 16.82 261 7378 504 371 6934 9996 81.88 0.00
IAB 439 2194 732 21.15 9634 3469 0.67 53.04 99.80 69.27 0.02
- WaNet 1147 5736 19.12 13.65 4234 20.64 4993 9950 66.49 0.06
~ Average 1327 6637 22.12 11.18 39.22 1435 67.44  99.69 79.82 0.04
= Worst Case  4.39 2194 7.32 261 728  5.04 4993 9942 6649 0.07
O BadNets 17.09 8546 2848 291 4548 9998 6252 0.00 5569 100.00 71.54 0.00
Trojan 11.11  55.58 18.52 89.02 99.54 9399 005 7457 99.82 8537 0.02
Blend 839 4194 1398 1459 9859 2542 044 69.79 100.00 82.21 0.00
ResNetlg  CLB 10.09 5046 16.82 1695 99.99 2899 0.00 60.72 9992 75.54 0.00
; IAB 8.42 4210 14.03 4519 89.24 60.00 1.34 67.62 100.00 80.68 0.00
WaNet 17.17  85.84 28.62 2.83 29.17 2362 26.10 67.37 98.54  80.03 0.17
Average 12.05 60.23 20.08 40.07 85.16 4950 1.69 6596 99.71 79.23 0.03
Worst Case 839  41.94 13.98 1459 23.62 2542 55.69 9854 71.54 0.17
- BadNets 0.09 045 0.15 91.52 100.00 9557 0.00 99.52 99.99 99.75 0.00
2 Trojan 0.36 1.80  0.60 90.61 100.00 95.07 0.00 9729 9998 98.62 0.00
g, Blend 0.08 038 0.13 6.77 342 454 89.48 9993 9442 0.01
S ResNet3s CLB 0.01 1.00 002 099 080 460 136 049 6781 99.00 80.49 0.01
.5 IAB 0.10 049  0.17 89.48 9993 9442 0.01 96.00 99.81 97.87 0.02
2 WaNet 0.82 411 137 8491 91.81 8823 092 9554 9948 9747 0.06
&= Average 0.24 1.37 048 60.68 66.63 7557 193 9094 9970 97.63 0.02
Worst Case  0.01 038 0.02 080 342 136 67.81 99.00 80.49 0.06

Table 3: Comparing HARVEY s dataset splitting with DBD and D-ST. Precision (Prec.) measures the ratio of poisonous samples
in Dy,q. Recall shows the isolation percentage of poisonous samples. pyy, 4 is the poisoning ratio in Dy, 4. All results are shown

in %. We highlight the best F score and py,, 4 of all defenses in bold font. py,,4 above 5 % is marked in

(c) Final training using semi-supervised learning (SSL).
SSL is proven effective for training-time defenses (Huang
et al. 2022; Chen et al. 2022). Using MixMatch (Berthelot
et al. 2019) for the final training on Dy,,;, and Dy,q achieves
a comparable natural accuracy to standard supervised learn-
ing (SL). Despite a slight improvement in defense, SSL’s
time overload (6 compared to SL) outweighs the benefit.

4.4 Time Consumption

Table 5 shows the runtime of all defenses. ABL and CBD
are slightly faster than HARVEY. In contrast, other defenses
are slower by another magnitude. In particular, DBD takes
nearly one day on CIFAR10. While HARVEY is not the
fastest, its runtime is comparable to the naive training while
significantly improving the performance (cf.. Table 2).

Ablation BadNets Blend IAB WaNet
ACC ASR ACC ASR ACC ASR ACC ASR
HARVEY 93.34 0.56 93.11 0.77 93.56 1.22
RCE — CE 89.85 0.23 87.82 3.01 88.44 84.07 0.08
RCE — SCE 90.90 93.01 0.61 92.76 0.68 89.82
Unlearn Dy,y, 86.69 1.58 88.12 2.53 80.92 7.16 80.89 8.14
SL — SSL 0.07 94.12 0.22 0.16 0.48

Table 4: Ablation study on HARVEY. We highlight the best
in boldface and mark the second-best in font.

font.
Dataset Naive ABL DBD D-ST CBD HARVEY
CIFAR10 0.52 0.56 19.25 1.76 0.60 0.95
GTSRB 042 0.55 1621 143 047 0.74
Tiny-ImageNet 3.19 348 114.13 10.59 3.60 5.68

Table 5: The time consumption (in hours) of all defenses
across different datasets. Naive denotes the naive training.

5 Conclusion

Neural backdoors are difficult to remove once established
in a machine-learning model. HARVEY counters such at-
tacks early by splitting poisonous samples off the training
dataset to prevent learning the backdoors in the first place.
High recall guarantees complete backdoor removal, while
high precision ensures that we learn a performant (clean)
model on the remaining benign samples. We find that these
challenges are best met by learning a model that overfits the
backdoor and use it as an oracle for poisonous samples in it-
erative dataset splitting. This strategy represents a paradigm
shift in splitting-based defenses, allowing for near-perfect
removal of poisonous samples without harming the natural
performance. Most importantly, HARVEY does not require
any clean data as the reference. Moreover, it works across
model architectures and datasets both on average and in the
worst-case, setting a new standard in training-time defenses.
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