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Abstract

We study convex optimization problems under differential
privacy (DP). With heavy-tailed gradients, existing works
achieve suboptimal rates. The main obstacle is that existing
gradient estimators have suboptimal tail properties, result-
ing in a superfluous factor of d in the union bound. In this
paper, we explore algorithms achieving optimal rates of DP
optimization with heavy-tailed gradients. Our first method is
a simple clipping approach. Under bounded p-th order mo-
ments of gradients, with n samples, it achieves O(y/d/n +
Vd(v/d/ne)*~Y/P) population risk with e < 1/+/d. We then
propose an iterative updating method, which is more complex
but achieves this rate for all ¢ < 1. The results significantly
improve over existing methods. Such improvement relies on
a careful treatment of the tail behavior of gradient estimators.
Our results match the minimax lower bound, indicating that
the theoretical limit of stochastic convex optimization under
DP is achievable.

Introduction

Differential privacy (DP) (Dwork et al. 2006) is a prevailing
framework for privacy protection. In recent years, significant
progress has been made on deep learning under DP (Abadi
et al. 2016; Tramer and Boneh 2021; Wei et al. 2022; De
et al. 2022). While the practical performance continues to
improve, the theoretical analysis lags behind. Existing anal-
yses focus primarily on Lipschitz loss functions, such that
the gradients are all bounded (Bassily, Smith, and Thakurta
2014; Bassily et al. 2019; Iyengar et al. 2019; Bassily and
Sun 2023). However, many empirical studies have shown
that in deep learning, gradient noise usually follows heavy-
tailed distributions (Simsekli, Sagun, and Gurbuzbalaban
2019; Simgekli et al. 2019; Zhang et al. 2020; Gurbuzbal-
aban, Simsekli, and Zhu 2021; Sha et al. 2024). To bridge
the gap between theory and practice, it is worth investigat-
ing the DP stochastic optimization problem with heavy tails.

It has been shown in (Kamath, Liu, and Zhang 2022) that
if the stochastic gradients have bounded p-th order moments
for some p > 2, then the minimax lower bound of optimiza-
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tion risk is 2 <\/cl/7 +d (\/E/Gn) 11/1)) under (c. 5)-

DP, which can be viewed as the theoretical limit of DP op-
timization. However, existing methods fail to achieve this
rate. Compared with Lipschitz loss functions, a crucial chal-
lenge in analyzing heavy-tailed gradients is the design of
an efficient mean estimator under DP. Various methods for
DP mean estimation have been proposed (Huang, Liang, and
Yi 2021; Hopkins, Kamath, and Majid 2022; Kamath, Sing-
hal, and Ullman 2020; Liu et al. 2021). These methods have
achieved optimal mean squared error, but the high probabil-
ity bounds are not optimal. To bound the risk of optimiza-
tion, we need a union bound of the bias and variance of gra-
dient estimate over the whole hypothesis space. Therefore,
a suboptimal high probability bound of mean estimation re-
sults in a suboptimal risk of optimization. To be best of our
knowledge, currently, it is unknown whether the minimax
lower bound shown in (Kamath, Liu, and Zhang 2022) is
achievable.

In this paper, we answer this question affirmatively. We
propose two methods, called the simple clipping method and
the iterative updating method, respectively. For both meth-
ods, we derive the high probability bounds of mean estima-
tion first, and then analyze the risk of optimization.

1) Simple clipping. This method just clips all gradients to
a given radius R and calculates sample averages. R can be
tuned based on the privacy requirement ¢,§ and the num-
ber of samples n. Our analysis shows that the population

risk is O (\/d/n +Vd (\/E/en)l v + d%*%/nlf ),
which improves over existing methods. This rate matches
the minimax lower bound if ¢ < 1/ \/g, under which the
third term d? ~» / n'~% does not dominate. The key of such
improvement is that we treat the tail behavior of mean esti-
mation more carefully. In particular, we show that the mean
estimation has a subexponential tail in all directions, which
refines the union bounds and eventually leads to the risk
bound mentioned above. The remaining drawback is that
this method has an additional term d? ~» / n'~ . Therefore,
this method is suboptimal if ¢ > 1/v/d.

2) Iterative updating. This method is proposed to remove
the additional term of the simple clipping method. It divides
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Source Bound of risk

(Wang et al. 2020)

(Kamath et al. 2022)

o

min
0.5<q<2

(Kamath et al. 2022)

Simple clipping

Iterative updating

Lower bound

Table 1: Comparison of risk bounds of stochastic optimiza-
tion under (€, §)-DP with p-th order bounded moments on
gradients. Logarithmic factors are omitted here.

the data into k groups. For each group, this method calcu-
lates the group-wise mean and adds noise to meet DP re-
quirements. After that, the mean estimate is iteratively up-
dated based on the estimation of distances and directions
to the ground truth VF(w;). Such design is inspired by
several existing methods for non-private mean estimation
with heavy-tailed data (Lugosi and Mendelson 2019b; Cher-
apanamjeri, Flammarion, and Bartlett 2019; Lei et al. 2020;
Depersin and Lecué 2022). Compared with the simple clip-
ping approach, this method improves the tail behavior of the
mean estimator from subexponential to subgaussian. More-
over, this method is invariant to permutations of groups. As
a result, the overall privacy of the final estimate is ampli-
fied compared with the privacy of each group (Erlingsson
et al. 2019; Feldman, McMillan, and Talwar 2022). With this
new algorithm and refined theoretical analysis, we achieve

~ 1-1/
a risk bound O <\/d/n +Vd (\/8/671) p> , matching

the minimax lower bound.
Our results and comparison with existing works are sum-
marized in Table 1.

Related Work

DP optimization. Early works focus on empirical risk
minimization (ERM) under DP, which is a relatively sim-
pler problem compared with stochastic optimization, such
as (Chaudhuri and Monteleoni 2008; Kifer, Smith, and
Thakurta 2012; Thakurta and Smith 2013; Bassily, Smith,
and Thakurta 2014; Wang, Ye, and Xu 2017; Zhang,
Mironov, and Hejazinia 2021). For stochastic optimization
problem, (Bassily et al. 2019) shows that for Lipschitz loss
functions, DP-SGD is minimax optimal with proper param-

!The analysis in (Wang et al. 2020) underestimates the depen-
dence on d. We refer to (Kamath, Liu, and Zhang 2022) for a de-
tailed discussion. The bounds listed in Table 1 are the corrected
results from (Kamath, Liu, and Zhang 2022).

?(Kamath, Liu, and Zhang 2022)proposed two methods, whose
risk bounds are shown in the second and third rows in Table 1,
respectively.
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eter selection. The analysis is then improved in several later
works on time complexity (Feldman, Koren, and Talwar
2020; Kulkarni, Lee, and Liu 2021) and extended to differ-
ent geometries (Asi et al. 2021; Bassily, Guzman, and Nandi
2021). For heavy-tailed gradients, the non-private optimiza-
tion has been widely studied (Pascanu, Mikolov, and Bengio
2012; Zhang et al. 2020; Gorbunov, Danilova, and Gasnikov
2020; Parletta et al. 2022; Liu et al. 2023; Nguyen et al.
2023; Eldowa and Paudice 2024; Liu and Zhou 2023; Arma-
cki et al. 2023; Koloskova, Hendrikx, and Stich 2023). Un-
der DP, (Wang et al. 2020) provides the upper bound of DP-
SGD under the assumption that gradients have bounded sec-
ond moments. (Hu et al. 2022) analyzes the sparse setting.
(Kamath, Liu, and Zhang 2022) improves on the risk bound.
Moreover, (Das et al. 2023) weakens the uniform Lipschitz
assumption to a sample-wise one. (Lowy and Razaviyayn
2023) further discusses the case with large worst-case Lips-
chitz parameters.

Mean estimation with subgaussian rates. Non-private
mean estimation for heavy-tailed distributions has re-
ceived widespread attention (Lugosi and Mendelson
2019a). We hope to minimize the 1 — (§ high prob-
ability bound of the estimation error. (Minsker 2015)
shows that the median-of-means method achieves an er-

ror bound of O(y/dIn(1/8)/n) with probability 1 — f.
(Lugosi and Mendelson 2019b) improves the bound to

O(y/(d+1n(1/8))/n) for the first time, but the method

in (Lugosi and Mendelson 2019b) is computationally ex-
pensive. After that, improved algorithms with the same
high probability bounds and faster computation are pro-
posed in (Cherapanamjeri, Flammarion, and Bartlett 2019;
Lei et al. 2020; Depersin and Lecué 2022). Note that this
rate is minimax optimal. (Catoni 2012) shows that the
lower bound of estimation error with 1 — [ probability is
Q(+/(d+1n(1/5))/n) for n samples.

Concurrent work. After the initial submission of this
paper, we notice an independent work (Asi, Liu, and Tian
2024), which proposes a reduction-based approach. More-
over, (Wang and Xu 2025) extends the analysis to non-
smooth loss functions.

Compared with non-private mean estimation, we need to
randomize samples carefully to achieve a tradeoff between
accuracy and privacy. This involves a refined analysis of tail
behaviors, as well as privacy amplification by shuffling. As
a result, we finally achieve optimal rates of DP optimization
with heavy-tailed gradients.

Preliminaries

Denote Z as the space of samples, and ) as the output space.
We state the standard definition of DP first.

Definition 1. (Differential Privacy (DP) (Dwork et al.
2006)) A randomized algorithm A : Z"™ — Y satisfies
(e,0)-DP if for any S C Y and any pairs of datasets
D, D’ € Z™ such that D and D' differ in one element,

P(A(D) € S) <e‘P(A(D") € S) + 4.
Moreover, A is e-DP if (1) holds with § = 0.

(D



For the convenience of analysis, we also introduce an-
other definition of DP, called concentrated differential pri-
vacy, which was first proposed in (Dwork and Rothblum
2016). (Bun and Steinke 2016) gives a refinement called
zero-concentrated differential privacy. Throughout this pa-
per, we use the definition in (Bun and Steinke 2016).

Definition 2. (Concentrated differential privacy (CDP)
(Bun and Steinke 2016)) A randomized algorithm A : Z" —
Y satisfies p-CDP if for any pairs of datasets D, D’ € Z™
such that D and D’ differ in one element, any S C Y, and
any o € (1,00), Do (A(D)||A(D")) < pa, in which D, is
the a-Rényi divergence between two random variables.

Our analysis in this paper will use some basic rules about
the composition of DP and CDP, as well as the conversion
between them. These rules are summarized in Lemma 1.

Lemma 1. There are several facts about DP and CDP:

(1) (Advanced composition, (Dwork, Rothblum, and Vad-
han 2010; Dwork, Roth et al. 2014)) If Ai,..., A
are (€,0)-DP, then the composition (Ai,...,Ay) is
(V2k1In(1/6")e+ke(ef—1), kd+0")-DP forany §' € (0,1);

(2) (Composition of CDP, (Bun and Steinke 2016)) If
Ai, ..., A are p-CDP, then the composition (Ay, . .., Ax)
is kp-CDP;

(3) (From DP to CDP, (Bun and Steinke 2016)) If a ran-
domized algorithm A : Z" — Y is e-DP, then A is (¢2/2)-
CDP;

(4) (From CDP to DP, (Bun and Steinke 2016)) If A is

(€2/2)-CDP, then Ais (€*/2 + €1/21n(1/6),8)-DP.

Moreover, we need the following lemma on the noise
mechanism.

Lemma 2. (Additive noise mechanism, (Bun and Steinke
2016)) Let Ag be a non-private algorithm. Define
/
Bo(do)= | max [ Ao(D) — Ao(D)]
as the Uy sensitivity of Ag, in which dy denotes the Ham-
ming distance. Then A(D) = Ao(D) + W with W~
N (0, (A3(Ag)/2p)]) satisfies p-CDP.

We then state the problem of stochastic optimization. Sup-
pose there are n i.i.d samples Z1, . .., Z, following a com-
mon distribution. Given a convex constraint W C R¢ and
loss function [ : W x Z — R which is convex in W, the
goal is to find an estimated minimizer w of the population
risk F'(w) := E[l(w, Z)]. Denote w* = arg min,, F'(w) as
the minimizer of the population risk. The performance of a
learning algorithm is evaluated by the expected excess risk
E[F(w)] — F(w*). Our analysis is based on the following
assumptions, which are similar to (Kamath, Liu, and Zhang
2022), with simplified statements.

Assumption 1. There exists constants L, A\, M such that
(a) The diameter of parameter space VWV is bounded by L;
(b) F is A\-smooth, i.e. for any w, w’,

F(w') < F(w) + (VE(w). W —w) + 2 [w - w*s @)

3The a-Rényi divergence between two distributions P and Q is

defined as D (P||Q) = ﬁ mEx -0 [(gg;)a]
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(c) The gradients of loss function has p-th order bounded
moment for some p > 2. To be more precise, for any w € W
and any vector u with ||u|| = 1,

E [[{u, Vi(w,Z))
In (b) and (c),

In Assumption 1, (a) and (b) are common in literatures
about convex optimization. (c) controls the tail behavior
of gradient vectors. Lower p indicates a heavier tail, and
vice versa. The case with the Lipschitz loss function (i.e.
bounded gradients) corresponds to the limit of p — oco. Our
assumption (3) is slightly different from the assumptions in
(Kamath, Liu, and Zhang 2022). We refer to the full paper
(Zhao et al. 2024c) for detailed discussion.

Under Assumption 1, the minimax lower bound of opti-

mization under DP has been established in (Kamath, Liu,
and Zhang 2022). For consistency of notations, we restate it
in the following theorem.
Theorem 1. (Rephrased from (Kamath, Liu, and Zhang
2022), Theorem 6.4) Let F be the set of all \-smooth func-
tionson W. Let w = A(Zy,...,Z,), inwhich A : Z" —
W is an arbitrary learning algorithm satisfying (¢, )-DP.
Then

: A d v\ 7
lﬁf sup R(w) 2 \/;—&- Vd (ne) In 5 4)

7] < MP. (3)

-|| denotes o norm.

FeF

Theorem 1 describes the theoretical limit of optimization
risk under the differential privacy requirements. Under the
light tail limit, i.e. p — oo, the right hand side of (4) be-
comes §2(y/d/n + d/(ne)). Recall that for bounded gra-

dients, the bound of excess risk is O(1/y/n) + Vd/(ne))
(Bassily et al. 2019). At first glance, it appears that the re-
sult in Theorem 1 is larger by a factor of v/d. However, this
discrepancy comes from the difference of assumptions. Un-
der our tail assumption (3), the expectation of the /5 norm
of the gradient vector is only bounded by O(v/d), while
(Bassily et al. 2019) requires the gradients to be bounded
by O(1). After adjustments of assumptions, Theorem 1
matches (Bassily et al. 2019) under the limit p — oo. Similar
discussions can also be found in (Kamath, Liu, and Zhang
2022).

Finally, we discuss the convergence property of stochas-
tic optimization. The framework is shown as follows.
At each step t, let g(w;) be the gradient estimate by
Vi(wi, Z1),...,VI(w, Z,,) using either Algorithm 2 or
3 with some appropriate privacy constraints. The model
weights are then updated with

wir1 = Iy (we — ng(wy)), )

in which IIyy is the projection operator on W. Finally, the
algorithm returns

1 X
W:f;wt. (6)

The whole procedures are shown in Algorithm 1. The risk
can be bounded using the bias and variance of gradient esti-
mates.



Algorithm 1: Stochastic optimization

Algorithm 2: Simple clipping method for mean estimation

Input: dataset {Z, ..., Z,}, privacy requirement (e, )
Output: Final iterate w
Parameter: Initial point wg, learning rate 7, number of
steps T’
fort=1,....,Tdo
Calculate g(wy), which estimates VF(w;) using
Vi(wy, Zy),...,Vi(wy, Zy);
wip1 = Iy (we — ng(wy));
end for
W= (1/T) X[y Wi
return w

Lemma 3. ((Kamath, Liu, and Zhang 2022), Theorem 3.1)
Define

B := max [|[E[g(w:)] = VF(w)], N

G := maxE[|lg(w,) — VF(wy)|]. (8)
Then the risk of optimization with updating rule (5) and out-
put (6) is bounded by

2

B[F(#)] - ot

F(w + LB+ n(\2L* + G?).

For completeness, we show the proof of Lemma 3 in
the full paper (Zhao et al. 2024c). Based on Lemma 3, to
bound the excess risk, we need to give bounds of B and

G?. 1t is relatively simple to bound |E[g(w)] — VF(w)]|
and E[[|g(w) — VF(w)|?] for any fixed w. The challeng-
ing part is that w; depends on the data, therefore the bounds
with respect to fixed w do not imply the bounds of B and
G?. In the following two sections, we propose two methods
and provide bounds of B and G? for each method.

) < ®

Simple Clipping Method

The simple clipping method is stated as follows. In each
round, the algorithm just clips the gradient to some radius
R and then adds noise to protect the privacy. Such a sim-
ple clipping method is convenient to implement and is close
to the popular DP-SGD algorithm in (Abadi et al. 2016).
Therefore, an in-depth analysis of this method will be help-
ful to bridge the gap between theory and practice in deep
learning with DP.

Mean Estimation

Suppose there are n i.i.d samples X, ..., X,, following a
common distribution with mean p. Here we assume that for
any unit vector u with ||ul| = 1, E[|{(u, X)|?] < M?, which
matches Assumption 1(c).

Since samples follow a heavy-tailed distribution, some of
them may be far away from p. A simple averaging of these
samples has infinite sensitivity. To ensure that the overall
sensitivity is bounded, we clip them with a radius R. To be
more precise, foreachi = 1,...,n, let Y; = Clip(X;, R),

22798

Input: dataset {X;,...
(under CDP)
Output: Estimate [
Parameter: R

1: fori=1,...,ndo

Y, = Clip(X;, R);

end for
i (1/n)>r, Y, + W, in which W
N(0,2R?/(pn?));

return /i

,X,} and privacy requirement p

R

~

bed

in which Clip(x, R) = min {1, R/ ||x||} x. Then the final
estimate is

ji = (10)

SRS

Z Y+ W,
i=1

in which W ~ AN(0,02I) is the noise added to meet the
privacy requirement. We then show the following theorem,
which determines the strength of W,

Lemma 4. Let 0% = 2R?/(pn?), then [i is p-CDP.

Proof. Since |Y;|| < R, the sensitivity of (1/n)>"" ;Y
is Az(ft) = 2R/n. According to Lemma 2, the estimator
(10) is p-CDP. O

The procedure is summarized in Algorithm 2.
The following theorem provides a high probability bound
of the estimation error.

Theorem 2. Under the condition E[|(u,X)|P] < M? for

some p > 2, under p-CDP, with probability 1 — f3, the simple
clipping method achieves

li—pl < max 12M2ln2><6d @lnwﬁd
b—p - 5 n B
ds M? 4 2 x 64
ME i AR [ 2360 gy
p—1 n\/p B

Now we provide an intuitive interpretation of the result.
The second term d”/2MPR'~?/(p — 1) in (11) is the clip-
ping bias ||uy — p|, in which puy = E[Y,] is the expec-
tation after clipping. The third term in (11) is caused b
the noise W. The first term is the bound of HY — Mym
which is caused by the randomness of samples. Here Y =
(1/n) >°1 Y, is the sample average of Y. It can be writ-

ten as O (1 /W +Z@+In é)), indicating that Y

is subgaussian around its mean py-, followed by a subexpo-
nential tail.

In (11), the factor In(2 x 69/3) is an important im-
provement over (Kamath, Liu, and Zhang 2022). The cor-
responding factor in (Kamath, Liu, and Zhang 2022) is
O(dIn(1/p)), while we achieve O(d +1n(1/43)) here. Such
difference does not lead to improvement in the bias and




variance of mean estimation. However, the high probabil-
ity bound is improved significantly. In optimization prob-
lems, we need to take union bounds over all possible model
weights w, which requires /3 to be very small. In this case,
d+1n(1/8) < dIn(1/8). As a result, our method improves
over (Kamath, Liu, and Zhang 2022) in the dependence of d.
Despite such improvement, (11) has a drawback of exponen-
tial tail. As will be shown later, due to the subexponential tail

a o .
8 In 2X5- the optimization risk is not completely optimal.

Optimization

Based on the simple clipping approach, we then analyze the
performance of stochastic optimization. We first discuss the
DP property of the optimization problem.

Theorem 3. Ife < 1, let the gradient estimator be the sim-
ple clipping method under p/T-CDP, in which

62

27
(1+2y/m})
then the whole optimization process is (¢, 6)-DP.

Proof. By Lemma 1(2), since each step is p/T-CDP, the
whole process is p-CDP. By Lemma 1(4), p-CDP implies

(p + 24/In(1/6),6)-DP. Since ¢ < 1, from (12), p < 1.
Therefore

p+21/pln(15§\/f)<1+2 1n(15>§e. (13)

O

p= (12)

Therefore the optimization process is (¢, §)-DP.

From Theorem 3, we let each step satisfy p/T-CDP, in
which p takes value according to (12). By Lemma 4, this
requires the noise variance be 02 = 2R%T/(pn?). As dis-
cussed earlier, w; depends on previous steps, which depend
on the data. Therefore, we need to get union bounds of es-
timation error to calculate B and G defined in (7) and (8).
The results are shown in the following lemma.

Lemma 5. B and G? defined in (7) and (8) are bounded by

B< /dlnn n Rdlnn
n

Inn+dzR'"P, (14)
dl R2d? R2Td
oLt L In?n + dPR21-P) 4 =2 (15)
n? pn?

With Lemma 3 and 5, we then show the following theo-
rem, which bounds the overall excess risk.

Theorem 4. Let T = pn?/(dR?), n = 1/V2T\2, and
_a (P ny»
R_\/E(\/E) Aﬁ(d) 7

in which p is determined with (12). Then under Assumption
1, the excess risk of Algorithm 1 is bounded by

dlnn
n

(16)
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Compared with the lower bound in Theorem 1, the first
two terms in (17) match (4) up to logarithmic factors. How-
ever, there is an additional term d3/2~V/PInn/n'~'/P If

€ < 1/+/d, then this term does not dominate. Therefore, the
simple clipping method is minimax optimal (up to logarith-
mic factors) for € < 1//d.

Iterative Updating Method

The previous section shows that the simple clipping
method is not always optimal due to an additional term
d3/2=1/P Inn /n'=1/P 1In this section, we show an improved
method to avoid this term, which is inspired by some exist-
ing methods for non-private mean estimation (Cherapanam-
jeri, Flammarion, and Bartlett 2019; Lugosi and Mendelson
2019b; Lei et al. 2020). To begin with, to illustrate the idea of
design, we provide some basic intuition. The mean estima-
tion algorithm is then described in detail. Finally, we analyze
the risk of optimization with the new mean estimator.

Intuition

The suboptimality of the simple clipping approach comes
from the subexponential tails. Ideally, under p-CDP,

we would like a ||g—pul| < (d+1In(1/8))/n +

R\/d +1n(1/B)/(n\/p)+dP/? R'~P error bound that holds
with probability 1 — 3. However, from (11), the simple clip-
ping method has an additional term O(R(d + In(1/3))/n),
which indicates a subexponential tail behavior. To remove
the subexponential tail, a classical approach is median-
of-means, which divides data into multiple groups, cal-
culates the mean of each group, and then finds the me-
dian of all group-wise means. However, (Minsker 2015)
shows that even for non-private estimation, the geometric
median-of-mean method achieves a suboptimal bound of
O(y/d1In(1/8)/n) with probability 1 — 5. While this bound
has optimal dependence on d and n, the dependence on j3 is
not optimal. The calculation of the union bound of estima-
tion error usually encounters very small 8. As a result, the
suboptimal dependence of the error bound on (5 leads to a
larger union bound.

To handle this issue, we design a new estimator, which
is inspired by several later works (Lugosi and Mendel-
son 2019b; Cherapanamjeri, Flammarion, and Bartlett 2019;
Lei et al. 2020) that improve the non-private bound to
O(y/(d+1n(1/B))/n). The basic idea of the mean esti-
mator is to iteratively update the current estimate c; based
on the estimation of distance and direction to the truth. To
make the estimator satisfy the DP requirement, we add ap-
propriate noise. The estimator is permutation invariant with
respect to the group-wise means, thus equivalently, we can
view these group-wise means as being shuffled. The shuf-
fling operation makes an amplification to DP (Erlingsson
et al. 2019; Feldman, McMillan, and Talwar 2022). There-
fore, each group only needs to satisfy a weaker privacy re-
quirement than (e, 0)-DP.



Algorithm 3: Iterative updating method for mean estimation

Input: dataset {Xy, ...,
Output: Estimate [
Parameter: R, k, initial point c;
1: Divide samples into & groups randomly;
2: forj=1,...,kdo
Qj = (1/m) Ziij Y, —+ Wj, in which Wj ~
N(0,0?), with 02 = 2R?/(pm?) ;
end for
fori=1,...,t.do
d;, g; = Estimate(Qq, ...
Cir1 = ¢ +ndig;
end for
[* = arg min; d;;
fi = Cp+;
return [i

X, } and privacy requirement €, &

by

7Qk7cl);

TeYRIUNR

—_

The Mean Estimation Algorithm

Here we state the result first and then show the construction
of the mean estimator.

Theorem 5. There exists a constant ¢, if ¢ <

(1/k)In(1/6) and 6 € (0,1), there exists an estimator
satisfying (e, 0)-DP, such that with probability 1 — 3,

d+1n% p 1
o= pll S| L+ at R
n
d+1n—

R 1 1 1
pope 3 < lnglnln ﬂ) . (18)

With ¢ — oo or § — 1, one can just let R to be suffi-
ciently large, then ||i — p| < +/(d+1n(1/8))/n, which
matches existing results on non-private mean estimation
(Lugosi and Mendelson 2019b; Cherapanamjeri, Flammar-
ion, and Bartlett 2019; Lei et al. 2020). Note that the factor
d + In(1/B) is important. If we use the median-of-means
method instead, then this factor will become dln(1/5),
which will yield a suboptimal union bound.

The remainder of this section explains the algorithm and
proves Theorem 5. The whole process of mean estimation
is shown in Algorithm 3. The idea uses (Cherapanamjeri,
Flammarion, and Bartlett 2019). The difference from (Cher-
apanamjeri, Flammarion, and Bartlett 2019) is that we need
to let the result satisfy (e, §)-DP, thus the truncation radius
needs to be carefully tuned. Moreover, the distance estima-
tion is with respect to the truncated mean py = E[Y;] in-
stead of ground truth u. Compared with (Cherapanamjeri,
Flammarion, and Bartlett 2019), we make a simplified algo-
rithm statement here.

Now we explain key steps in Algorithm 3.

1) Group-wise averages (step 3). The algorithm begins

1
In-+

5

with dividing samples into into k bins By, . .., By. The size
of each bin is m, then n = mk. Let
1
Qi=—> Y.+W, (19)
i€B;

22800

with W, ~ N(0,0?). Here we let 02 = 2R?/(pm?).

The final estimate is based on Qj, ..., Q. Note that the
sensitivities of Q;, j = 1,...,k are all 2R/m over X,
i € B;. By Lemma 2, Qq,...,Qj are all p-CDP. Before
constructing the final estimator [, we first show that [ is
(¢, 0)-DP under some necessary conditions.

(1/k)1n(4/6). Let the noise
) . If an estimator [i only de-

Theorem 6. Suppose ¢ < 8¢?
variance be 0® = 2R?/(pm?

pends on Q1, ..., Q, and is permutation invariant with re-
spectto Qq, ..., Q. If Qu, ..., Qg are all p-CDP with
1 ek
~ 64et (20)
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)
then [i is (€,0)-DP.

Since Q; is p-CDP with respect to {X;|¢ € B,}, it is
straightforward to see that any estimator /i that depends only
on Qq,..., Qg is also p-CDP. However, if [ is permutation
invariant with respect to Q1, . . ., Qy, then the privacy guar-
antee becomes stronger, since /i does not change if we shuf-
fle Qq,...,Qx randomly. According to (Erlingsson et al.
2019; Feldman, McMillan, and Talwar 2022), the privacy
guarantee can be amplified. As a result, to ensure that the
whole algorithm satisfies (e, §)-DP, the privacy requirement
for each group is only p-CDP with (20), which is weaker
than (12) for sufficiently large k.

Under such settings, we show the bound of the estimation
error. Similar to existing research on non-private mean es-
timation, we show that most elements in {Qyq, ..., Qx} are
not far away from the truncated mean uy .

Lemma 6. There exists a constant Cy. For any 8 > 0, let
k =8001n(1/8). Define

ro = C, (,/d““/ﬂ fm) 1)

Then with probability at least 1 —
k

1
ﬁ)lzl (,Q; — ny) >10) < 15
u =1

(Lugosi and Mendelson 2019b) shows that for the non-
private case, for arbitrary unit vector u, most of elements in
{Q1,...,Qu} satisfy (u,Q; — ) < /(d+1n(1/5))/n,
which matches the first term in (22). Compared with (Lugosi
and Mendelson 2019b), we extend the analysis to the case
with the clipping operation and random noise.

2) Distance and gradient estimation (step 6). We intro-
duce the following optimization problem:

k. (22)

max
subject to  b;(Q,; —

k
Z > 0.9k

b e{o 1},j=1,.
Jul| = 1.

S
>ij8,j=1,...,

(23)



Now we explain (23). This optimization problem attempts
to find maximum s, such that there exists a unit vector u,
at least 90% of the projection of {Qyq, ..., Qx} on u are at
least s far away from the current iterate c. Denote the func-
tion of estimation as d, g = Estimate(Qy, ..., Qg, c). The
program Estimate solves the optimization problem (23),
and returns d and g, in which d is the optimal value of s,
which estimates the distance ||c — py ||, and g is the corre-
sponding value of u, which estimates the direction from c to
wy, ie. (¢ — py)/|lc — py||. Such estimation is analyzed
in the following lemma, in which we follow the analysis in
(Cherapanamjeri, Flammarion, and Bartlett 2019).

Lemma 7. Let d,g = Estimate(Qjq, ..., Qk, ), which is
calculated by solving the optimization problem (23). If (22)
is satisfied, then

ld—llc = py|l| < ro. (24)
Moreover, if ||y — c|| > 4ro, then
— 1
<g, ,uyc> P (25)
lpy =l /2

(24) shows that under (22), which holds with probability
at least 1 — 3, the error of distance estimate is at least 7.
Moreover, (25) shows that if the current iterate c is suffi-
ciently far away from the truncated mean py, then the an-
gle between gradient estimate and the ideal update direction
along pry — c is no more than 7 /3. These analysis validates
that the update rule c;11 = ¢;+nd;g; makes the iterate point
c; close to w1y with large . To be more precise, we show the

following lemma:

Lemma 8. Letn = 1/4. If |lc1 — py || < 4ro, or to >
21n w /In 238, then the estimate ju with Algorithm 3
satisfies ||i — py || < 679, in which py = E[Y,].

Lemma 8 bounds the estimation error with respect to the
truncated mean gy . Recall the definition of ¢ in (21). Con-
sidering the clipping bias, we have

-l S Wﬁﬁm

+d5 R, (26)

(18) can then be obtained using (26) and (20). The con-
struction of the mean estimator and the proof of Theorem 5
is complete.

Application in DP Optimization

Now we have constructed a mean estimator under (¢, d)-
DP, whose estimation error is bounded with Theorem 5. For
the stochastic optimization problem, we need to estimate
the gradient for 7" steps, and the (e, d)-DP requirement is
imposed on the whole process. Therefore, each step needs
to satisfy stronger privacy requirements. According to ad-
vanced composition theorem (Lemma 1(1)), here we ensure
that each step satisfies (eq, dp)-DP, with

_ 9
T

€
—=—=00 27)
24/2TIn 2

€y =

22801

Then the optimization process with T' steps is (e, d)-DP.
For any fixed w, let g(w) be the mean estimate using
Vi(w,Z,),...,VI(w,Z,) under (€p, dp)-DP. According to
Theorem 5, for any fixed w, the gradient estimate at each
step satisfies

d—i—ln% P
lg(w) = VEW)[| S \[ ——= +d=2R™"

—I—i d—|—ln1(1n1+ lnlnln1>. (28)
do B

negp ﬁ 50
As discussed earlier, since w; depends on the data,
the bias and variance of gradient estimation at time
t, ie. B max, |[E[g(w;)] — VF(w;)| and G* =
max; E[||g(w:) — VF(w;)||”] can not be bounded simply
using the bias and variance with fixed w. Instead, similar to
Lemma 5, we need to derive a union bound of all w € W.
The results are shown in Lemma 9.

Lemma 9. For the mean estimation algorithm, B and G*
are bounded by B < \/% +d5R"P and

d R ( 1 1
G’ < - % (m —+4/In— lnd> +d"R*1 7P (29)
n°ey 60 (50

Based on Lemma 3 and 9, we can then derive the follow-
ing bound on the excess risk.

Theorem 7. Let T = n?¢?/(dR?), n = 1/V2T\2, and
1
R=+4d (ne/\/a) " Ife <1, then

-3
BIF(w)) — Fw) < |/ 2+ Vi (f)

The proof of Theorem 7 is shown in Appendix H in the
full paper (Zhao et al. 2024c). The bound shown in The-
orem 7 matches the minimax lower bound in Theorem 1,
indicating that the new method is minimax rate optimal.

1
In-In

5 (nd).

Conclusion

In this paper, we have improved the convergence of
population risk of stochastic optimization under DP.
We have proposed two methods. The simple clipping
method is relatively convenient to implement. It achieves

- -2

9, (ﬁ +Vd ( if) T
ative updating method further improves the risk bound to
- 1-1

O (ﬁ +Vd (%) p), which matches the minimax

lower bound, indicating that this method is optimal.

3_1
d2 »
11

p

risk bound. The iter-
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