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Abstract

Federated Transfer Learning (FTL) is a popular approach to
solve the problem of heterogeneous feature space and label
distribution. Among the mainstream strategies for FTL, pa-
rameter decoupling, which balance the impact of a single
global model and multiple personalized models under data
heterogeneity, has attracted the attention of many researchers.
However, few attacks have been proposed to evaluate the
privacy risk of FTL. We find that the fine-tuned structures
and the gradient update mechanisms of parameter decoupling
would be more likely to leak personalized information for
the server to infer private labels. Based on our findings, we
propose the label inference attack that combines meta classi-
fier with contrastive learning in FTL. Our experiments show
that the proposed attack has ability to extract local personal-
ized information from the differences before and after fine-
tuning to improve the accuracy of the attack in the absence of
a downstream model. Our research can reveal potential pri-
vacy risks in FTL and motivate more research on private and
secure FTL.

Introduction

With the growing popularity of big data and the increasing
complexity of various scenarios, federated transfer learning
gains significant attention (Liu et al. 2020; Kevin et al. 2021;
Saha and Ahmad 2021). Through FTL, knowledge is trans-
ferred from the multiple source domain to the target do-
main in a continuous interaction as the central server ag-
gregates and participants interact. This allows local mod-
els obtained from a specific domain to be used by other
participants, thus alleviating limitations such as data het-
erogeneity, system heterogeneity, incremental data and la-
beled data scarcity. FTL mainly includes two mainstreams:
data-based strategies and model-based strategies (Guo et al.
2024). Data-based strategies emphasize knowledge transfer
by modulating and transforming participants’ data to accom-
modate the preservation or adaptation of space, distribution,
and data attributes without exposing any original private data
(Zhuang et al. 2020). Model-based strategies aim to improve
the accuracy of client’s prediction by modeling other par-
ticipants. Among the various strategies employed in FTL,
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parameter decoupling gains significant attention due to its
ability to balance the influence of global model with mul-
tiple personalized models, particularly in scenarios involv-
ing data heterogeneity (Guo et al. 2024). This approach al-
lows for the creation of more tailored models for individual
clients while maintaining the benefits of shared learning (Yu
et al. 2020; Kang et al. 2019; Yosinski et al. 2014). A large
number of research has demonstrated the simplicity and ef-
ficacy of this methodology (Collins et al. 2021; Oh, Kim,
and Yun 2021; Arivazhagan et al. 2019; Liang et al. 2020;
Pillutla et al. 2022; Yu et al. 2022; Liu et al. 2022; Jang et al.
2022).

Despite the growing popularity of FTL, there is a paucity
of exploration of the potential privacy and security risks in
this domain. Few research examine the potential for back-
door attacks on FTL (Ye et al. 2024; Lyu et al. 2024), and
there is no discernible work on the examination of infer-
ence attacks. Admittedly, FTL is more challenging to attack
than other scenarios within FL. On the one hand, transfer
learning has the ability to mitigate privacy breaches, which
may result in researchers failing to pursue further research.
Techniques such as knowledge distillation and parameter de-
coupling facilitate the separation of the model into an up-
stream and a downstream component. Incomplete model in-
crease the complexity of attacks to infer privacy knowledge
from heterogeneous data. Furthermore, the content of per-
sonalized information in the global model after multi-source
migration learning decrease and the shared model becomes
more generalized. In order to adapt to different data distri-
butions, the shared model may become less detailed in cap-
turing individual data features. This can somewhat mitigate
the risk of personalized information leakage and reduce the
likelihood of an attacker obtaining specific individual data
through reverse inference of the model.

Despite these challenges, we discover that the current de-
sign of FTL still presents significant privacy concerns that
warrant further examination. In particular, the parameter
decoupling strategy, which involves fine-tuning structures
and gradient update mechanisms, may inadvertently reveal
personalised information, thereby increasing the probability
that a server could infer private labels from client data. This
gap in the literature highlights the necessity for a compre-
hensive investigation into the potential privacy vulnerabili-
ties that may emerge in FTL.



In response to fill this gap, we propose a novel label infer-
ence attack that leverages a combination of meta-classifiers
and contrastive learning within the context of FTL, called
the CML attack. Our approach is designed to exploit the lo-
cal personalized information embedded in the differences
observed during FTL fine-tuning process. We first show
that label inference attacks already available in FL fail in
FTL. Under parameter decoupling strategy, feature extrac-
tion by complementary models or by directly exploiting the
difference in posterior outputs before and after local fine-
tuning fails to infer a valid distribution of personalized la-
bels. In order to fully utilize the downstream models up-
loaded by trained clients, we introduce a meta-classifier for
high-dimensional feature extraction. Experiments show that
the meta-classifier attack obtains an attack success rate of
77.51% on the CIFAR-10 image dataset with only 5% of
auxiliary labeled samples and Dirichlet distribution param-
eter « = 0.1. To enhance the attack model’s capacity to
represent personalized information and improve the attack
performance, we further introduce contrastive learning (CL),
which enables the attack model to distinguish between per-
sonalized and global generic information. Experimental re-
sults demonstrate that the personalized representations ex-
tracted through CL effectively enhance the attack perfor-
mance. Subsequently, we integrate CL into meta-classifier
to develop CML attack. Our experiments indicate that CML
attack can achieve high attack success rate of 79.11% on
the evaluated dataset with Dirichlet distribution parameter
a=0.1.

Our contributions can be summarized in the following
perspectives:

* To the best of our knowledge, this work represents a pi-
oneering effort in evaluating the privacy risks associated
with FTL. We offer insights into the causes of label leak-
age and expose how such leakage occurs in FTL through
the lens of parameter decoupling strategies.

We introduce a label inference attack that combines
contrastive learning with meta-classifiers. Our attack
demonstrates the feasibility of distinguishing personal-
ized information from global information in FTL. As we
known, we are the first to introduce contrastive learning
in inference attack of the federated learning, which lead
to a completely new attack perspective.

We evaluate our attacks on various tasks under different
heterogeneous data settings and achieve outstanding at-
tack performance. We demonstrate that our proposed at-
tack method is effective in extracting sensitive informa-
tion, highlighting potential privacy risks that have been
largely overlooked in related research. Our work un-
derscore the importance of developing more secure and
privacy-preserving techniques in FTL.

Related Work

Federated transfer learning strategies. Federated trans-
fer learning is particularly useful in scenarios where there
is minimal overlap in both features and samples between
participants, such as a collaboration between banks and su-
perstores in different regions (Li et al. 2020). Current re-
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search strategies for FTL mainly solve challenges of data
shift and model shift. Instance augmentation enhance data
homogeneity of various participants through techniques like
oversampling (Younis and Fisichella 2022; Wu et al. 2020)
and downsampling (Tsai et al. 2019). Feature clustering use
model-related (Ouyang et al. 2022) and data-related (Duan
et al. 2020) information to find a more abstract representa-
tion of original features to group similar data distributions
together (Zhuang et al. 2020). Parameter decoupling de-
compose models of participants and perform global aggre-
gation by sharing a homogeneous feature extractor (Collins
et al. 2021; Oh, Kim, and Yun 2021) or sharing a homoge-
neous classifier (Liu et al. 2022; Jang et al. 2022). Knowl-
edge distillation (Daliang and Junpu 2019) is used for deal-
ing with model adaptive FTL induced by model heterogene-
ity. Other techniques including category relationship matrix
(Liu et al. 2021) and domaindependent consistency regular-
ization (Shen et al. 2020) are involved in semisupervised
FTL scenario (Jeong et al. 2020) where some participants
have fully labeled data while others have only unlabeled
data.

Contrastive learning in federated learning. CL enables
models to extract meaningful representations from unla-
beled data. Extensive research focus on introducing CL in
federated learning to mitigate the problem of model and data
heterogeneity. MOON is to utilize the similarity between
model representations to correct the local training of individ-
ual parties, conducting contrastive learning in model-level
(Li, He, and Song 2021). FedPCL shares knowledge across
clients through their class prototypes and builds client-
specific representations in a prototype-wise contrastive man-
ner (Tan et al. 2022).

Label inference attack. Ensuring the privacy of the pri-
vate labels should be a fundamental guarantee provided by
federated learning, as the labels might be the key asset of the
participant or highly sensitive. Several works have demon-
strated label leakage risks associated with FL across a vari-
ety of attack method. A passive label inference attack with
model completion is presented with the direct label infer-
ence attack and the active label inference attack (Fu et al.
2022), revealing and shedding lights on the new label leak-
age issue of VFL. Under IoT seniors with edge computing,
LDIA (Gu and Bai 2023) learns individual features of the
output layer updates over different label distributions, and
then perform inference from local models uploaded by users.

With privacy threats, more work begins to focus on de-
fences against label inference attacks. DCAE (Zou et al.
2022) significantly boosts the main task accuracy than other
known methods when defending various label inference at-
tacks based on autoencoder and entropy regularization to
disguise true labels. As for the differential privacy, label-DP
limit the threat of LIAs below a certain level by showing
the semantic protection and choosing property € (Wu et al.
2022). Furthermore, a novel framework KDk (Arazzi, Nico-
lazzo, and Nocera 2024) combines knowledge distillation
and k-anonymity to provide a defense mechanism against
potential label inference attacks in a VFL scenario.



Other privacy-revealing attack. Privacy has always been
a hot topic of concern for machine learning. In federated
learning, training deep neural networks (Nasr, Shokri, and
Houmansadr 2019) for white-box membership inference at-
tac exploits the privacy vulnerabilities of the stochastic gra-
dient descent algorithm. Recent work uses a GAN for data
augmentation on limited prior federation data. The adver-
sary then merges outputs from global and user models, leak-
ing individual privacy. (Liu, Jiang, and Zhu 2023). In terms
of transfer learning, the black-box meta-classifier with the
“query tuning” technique (Xu et al. 2021) can conduct prop-
erty inference attacks on a victim’s tuned downstream model
(Tian et al. 2023). In the context of online learning, an
encoder-decoder formulation extract label leakage from the
change in the output of a black-box ML model before and
after being updated. The proposed CBM-GAN even can re-
construct accurate updated samples (Salem et al. 2020a).
The scenarios of these tasks are similar to Federated Trans-
fer Learning and can therefore serve as a reference by mi-
grating to Federated Transfer Learning.

Methodology

In this section, we begin by introducing the parameter de-
coupling as typical strategy in FTL framework, and then we
share the insights on why parameter decoupling is vulnera-
ble to label inference attacks. Subsequently, we outline our
label inference attacks based on the insights.

Parameter Decoupling

Parameter decoupling is the process of sending part of the
local model for aggregation by decomposing the partici-
pant’s model into body (downstream model) and head (up-
stream model) parameters, which can improve the accuracy
of the target domain while taking into account the accu-
racy of the global model. We take the typical structure Fe-
dRep (Collins et al. 2021) as an instance. The server and the
client jointly learn n — 1 layers of the model (body), and
the client train the personalized classification layer (head)
on its own. In each round, after the server’s global model
is broadcast, the selected client 7 freezes the global model to
update the head i on f using one gradient descent in 7) steps:

By = GRD (f; (17, ") ,hi* ™", ), where ¢ is global
training round and s is local tuning round. After training 7
steps to update h, client similarly freeze h to update body

prancter o — GRD (5 (4 1) 1)

The client completes the update and upload d),f’T to server for
aggregation, so that the next round global model becomes:

t,
¢t+1 = Zie]\/ ¢i "

Possible Privacy Leakage in Parameter Decoupling

In the training process of parameter decoupling, the partic-
ipants and the server only exchange the parameters of the
body. Although the fine-tuned classification layer is not ac-
cessible to the server, the difference between the parameters
of the downstream model during fine-tuning still poses a risk
of privacy leakage. In the following, we share findings on
two components that can lead to label leakage: leakage from
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the upload downstream model and leakage from the differ-
ence during fine-tuning.

Leakage from upload downstream model. After each
client completes the local fine-tuning of the head, they freeze
it and proceed to train the body. Although personalized in-
formation is primarily encoded in the classification layer, the
downstream model still learns a few latent features derived
from the input features and the fine-tuning layer distribu-
tion. As global rounds progress and the model fit, the repre-
sentation of the downstream model shared by the client in-
creasingly aligns with the classification layer’s distribution.
Consequently, an honest and curious server could utilize the
shadow dataset to analyze the uploaded downstream model,
extract potential features from the posterior results, and ulti-
mately predict the distribution of labels.

Leakage from model differences during fine-tuning.
Previous work proposes that changes of a black-box model
before and after fine-tuning with a small amount of data
leaks the distribution of labels of the updated dataset (Salem
et al. 2020b). Although the most important output layer is
unavaliable in FTL, the rest part gradually converges to the
distribution of the output layer, and it is reasonable to be-
lieve that even the difference in the downstream model leaks
the information of the local dataset. Meanwhile, in parame-
ter decoupling strategy, the aggregation of the global model
strengthens the characterization of the common data infor-
mation of each participant, while the fine-tuning of the local
model enhanced the understanding of the personalized infor-
mation. Therefore, the server can leverage the broadcast and
accepted model difference degrees to extract and strengthen
the personalized representations using deep learning with
comparative learning to perform label inference attacks.

In this paper, we propose a label inference attack that
combines downstream model extraction with fine-tuned dif-
ferences by deep representation of personalized information
of the target client.

Threat Model

In the proposed attack, we consider black-box access of the
adversary to the target model. The attacker is honest and cu-
rious server and can only query the model with a set of data
samples (i.e., shadow dataset) by obtaining body part of the
uploaded model and obtaining the corresponding posterior.
This is a reasonable and difficult attack setup for the server
in FTL (Shokri et al. 2017).

We also assume that the server has a small number of
shadow data samples, which come from random probes and
does not necessarily contain the complete and balanced la-
bel distribution. In addition, we assume that we are able to
know a small amount of random data in the target client
through purchase and collection. The adversary can option-
ally exploit the received model to conduct attack in the train-
ing stage. Additionally, the adversary knows the correspond-
ing client of each uploaded model to get the difference be-
tween the locally trained models of the target client. With
the help of a small amount of auxiliary labeled samples, the
adversary can further train a model for label inference based
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Figure 1: Attack ASR vs attacked FedRep rounds

on the upload downstream model and the difference during
fine-tuning.

Meta Classifier for Label Inference Attack

To obtain the information directly in the output layer of the
downstream model, a complemented passive label inference
attack (Fu et al. 2022) obtain the ideal attack effect by com-
plementing the classifier layer. However, we verified that
this complementary is limit in FTL. Parameter decoupling
strategy separates the representation layer from the classifi-
cation layer, causing features from the representation layer
to be less applicable to local classifiers, particularly when
client data distributions vary significantly. This poor cou-
pling leads to difficulties for the supplementary classifica-
tion layer to utilize the information in the representation
layer (body) for effective classification, thus affecting the ef-
fectiveness of inference attacks. We therefore suppose to en-
hance the accuracy of the attack by extracting features that
contribute to the classification through a more comprehen-
sive latent feature extraction dependence on the downstream
model.

Following the inspiration of the comprehensive frame-
work for white-box membership inference attack (Nasr,
Shokri, and Houmansadr 2019), the output of each layer af-
ter the model is feature extracted to train meta-classifiers.
The shadow samples are fed into the downstream model up-
loaded by the target client to get the output of each layer of
the model: hy (), ha(z), ..., hp—1(x) where D represents
the shadow dataset and x € D. After corresponding feature
extraction module of each layer learning personalized infor-
mation, generated embedding will be concatenated together
and brought into the encoder to calculate loss with the label
of the samples. This structure help to maximize the extrac-

tion of the potential feature space in the model, shown in
Fig. 1(a).

After the meta-classifier training is completed, the adver-
sary is given a complete representation of the downstream
model. In contrast to utilizing only the last layer of a pos-
terior information, the meta-classifier extracts more high-
dimensional information, extracting fully privacy leaked
from the model. With an efficient encoder, this information
is possible to predict the label of each data of the adversary.

Label Inference Attack via Contrastive Meta
Learning

For non-IID sample distributions, each client’s sample con-
tains a distribution of individualized features and labels that
are unique, and a distribution of global features and labels
that are common to every client else. This is a common data
characteristic for federated migration learning, which pro-
vides us with new perspectives that separating these two dis-
tributions as much as possible with the model can yield more
accurate personalization information.

As our mentioned in the previous section about the causes
of privacy revelation, we found that in parameter decoupling
strategy, the global model averages the parameters of the
fine-tuned model for each individualized client, whose train-
ing represents homogeneous information in the data distri-
bution of all clients, while the local fine-tuned model im-
plies the personalized information unique to that client. For
the same sample, the global model maps to a homogeneous
feature space, while the local model maps to a personalized
label distribution. We hope to expand the difference between
this two spaces through CL to extract a more effective rep-
resentation of personalized information that maximally dis-
tinguishes it from the global information for label inference.
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Additionally, the label distribution of the shadow dataset dif-
fers from the label distribution of the target client in the real
scenarios. CL allows unsupervised information extraction
rather than relying on labels. However, there are two diffi-
culties with method.

The first problem is whether the posterior output of the
model is valid as a sample for CL. Sever do not have access
to the data, therefore it cannot directly perform representa-
tional learning on the data to extract personalized informa-
tion. However, the posterior output of the model can be sub-
stituted as a valid input sample. For federated learning, the
posterior outputs of the model are labeled distributions, re-
flecting the probability that the samples belong to each cate-
gory. Using these distributions as the input of CL ensures
that comparisons of samples are consistent. Furthermore,
the posterior output of the model shows a high-dimensional
representation of the data, and contrastive learning in this
case means comparing the learned knowledge of the model,
which is consistent with our learning objective.

The contrastive loss function for posterior output as a
sample is:

»Ccontrastive = Z 14 (f(hc(x)v f(hg(w))

xzeD

ey

where h. is the client upload model and and h, is the broad-
cast global model. f is a deep neutral network and ¢ is the
contrastive loss function. We use the body model as part
of contrastive learning, integrated with the DNN for fea-
ture extraction. For the distance calculation of similarity, we
choose the Euclidean distance, which reflects the difference
in directions as well as values of vectors. Since the hetero-
geneous data of customers are Diriclet distributed, the spa-
tial distance between global and personalized information
will not be too far, so that the distance between the two em-
bedding vectors needs to be controlled within a reasonable
range. We set a threshold to control the maximum distance.
In addition, the distance of personalized vector between each
sample is supposed to be small. This reminds us of the triplet
loss function with construction of anchors, positive samples
and negative samples. The output of the model before fine-
tuning, which as the model broadcasted by the server, is
taken as the negative sample. The output from model up-
loaded by the client serves as the anchor sample. They form
the negative sample pairs: {h.(x;), hy(x;)}. The output of
the fine-tuned model within the batch is formed a positive
sample pair with the anchor samples: {h.(x;), he(xiy1)}-
For deep and potential information, we also use output from
all layers mentioned in previous method. The loss function
turns out to following equation:

Lcomrastive (maX(O y P _distance

—N _distance + margin)) )

where
P_distance = || f(hc(x:)) — f(ho(xit1))]]2

N._distance = || f(ho (i) — f(ha(zi))|2
ho(@i) = [ewen (i), -+ hepyen ()]

y 'oClayem
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and margin is threshold to avoid non-difference of the dis-
tances between positive and negative sample pairs. f is sim-
ilar with the previous meta classifier, extract all layers of the
model and generate a embedding vector. The process of con-
trastive learning shown as Fig. 1(b).

The second obstacle is that when FTL training, the differ-
ences in local model before-and-after fine-tuning gradually
diminish, which leads to convergence issue of contrastive
learning. Therefore, we attack the model in the front rounds
during FTL training for contrastive learning. To integrate
with meta-classifier, the personalized embedding vector ob-
tained from the inference of the CL model i, concatenate
the latent vector of meta-extractor . We also put the poste-
rior output differences of the models during the fine-tuning
directly into the meta-extractor and join latent vector (4 to-
gether with 1, and p. The final integrated vector is embed-
ded in the meta-encoder.The total CML attack pipeline is
shown in Fig. 1(c).

Experimental Evaluation

Datasets, models, and hyperparameters. We evaluated
the CML label inference attack on 2 large-scale benchmark
datasets: CIFAR-10 and CIFAR-100 (Krizhevsky, Hinton
et al. 2009). CIFAR-10 is selected for the convenience of
later visualized analysis. CIFAR-100 is selected to prove the
feasibility of our attacks on datasets with many class labels.
On each dataset, we adopt the setting of the Diriclet non-
[ID data distribution. The Dirichlet distribution is a family
of continuous multivariate probability distributions parame-
terized by a vector of positive real numbers «, whose ele-
ments sum to 1. This parameter vector determines the shape
and properties of the Dirichlet distribution. When « equal to
1, the Dirichlet distribution becomes a uniform distribution.
The closer the value of « is to 1, the more the Dirichlet dis-
tribution resembles a uniform distribution. Conversely, the
smaller the value of «, the more heterogeneous the distri-
bution becomes. We take a = 0.5,0.3, and 0.1 in our ex-
periment to illustrate the effect of heterogeneity on attacks.
There were 20 clients in involved. AlexNet is chosen for the
training model in FedRep, whose global model contains 7
layers, which means that the classification layer is excluded.
50% clients are randomly chosen to participate training per
round, total training finish at the 30-th round. Each client
train 8 rounds, which 4 rounds to fine-tune the head and
freeze body, and 4 rounds to freeze the head and fine-tune
the body. All algorithms were implemented using PyTorch
v2.2.0 and executed on an NVIDIA V100 GPU with 32 GB
of memory.

Baseline attacks. Since our work is pioneering in the
study of label inference attacks in FTL, there are limited
existing methods for comparison. Our initial baseline ex-
tends the update-based label inference attack method (Salem
et al. 2020a) to the context of federated learning (We call it
ULIA). This approach utilizes the differences in local learn-
ing updates as inputs to the encoder, whose structure shown
in the Appendix. Furthermore, we involve the Complemen-
tary Label Inference Attack (CLIA) (Fu et al. 2022) as our



second baseline, which perfectly fits parameter decoupling

strategy.

Dataset Method Ll Batch Epoch
CIFAR-10 ULIA 0.001 64 600
CIFAR-10 CLIA 0.01 256 600
CIFAR-10 CML(Ours) 0.001 256 600
CIFAR-100  All methods 0.001 256 4000

Table 1: Hyperparameter description for attack model.

Attack settings. In the label inference attack, the num-
ber of samples per client is 3,000, and our auxiliary data
is 500 random label samples, including 150 random sam-
ples from the target client. For the meta-classifier extractor
of the Alexnet, convolutional module and the linear module
are used for feature extraction on the output of 5 convolu-
tional layers and the output of 2 linear layer respectively.
The encoder of the meta-classifier is a 4-layer MLP. The
structure of the extractor and encoder shown in Appendix B.
The structure of the extractor in the CML is the same with
meta-classifier, while the encoder map to a 16-dimensional
embedding vector. 10 rounds training of contrastive learn-
ing are performed with the maximum threshold of Euclidean
distance set to 10 and margin set to 1. The hyperparameters
of the attack model are demonstrated in Table 1. 2 clients
(client 0 and client 10) are attacked in our experiment to test
attacking robustness. The adversary attack client O for the
6-th, 9-th, 14-th, 22-th, 30-th training iterations of FedRep,
and attack client 10 for the 6-th, 9-th, 14-th, 26-th training
iterations. Each attack effect was tested 3 times taking the
average attack success rates (ASR).

FedRep
o FedAvg —o o ACcC ULIA CLIA
05 4614 5279 3376 3749
03 45.11 6634 3219 3753
01 30.68 8776 2671 37.53

Table 2: Training and attacking performance for FedAvg and
FedRep on CIFAR-10.

Attack Performance

To confirm the motivation of our work, we compare the at-
tack effect of the two baselines under FedAvg and FedRep
in different heterogeneous settings. As shown in Table 2, we
verified that the two methods of baseline have limitations in
the FTL. The learning effect of FedRep is significantly bet-
ter than that of FedAvg in each data settings. For labeling in-
ference attacks, the sever in FedAvg has complete model to
infer the label, whose ASR can regard as training accuracy.
However, the effect of the existing attack methods against
FedRep is disappointing. For ULIA, the a posterior output
dimension of the upload Alexnet model is 4096 dimensions,
and the difference between the local before and after train-
ing values is relatively small, which does not allow for the
extraction of valid information by direct model learning. As
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for CLIA, although the model is complemented, the person-
alized training of FedRep makes each client’s classifier sig-
nificantly different from the others, which further increases
the complexity of the challenge.Even if some information is
obtained from the representation layers, it is not enough to
reliably infer the parameters or label distribution of the clas-
sification layer. As a result, the attack is not as effective as
expected.

ASR

—— epoch30
epoch22
epochl4
epoch9
epoch6

ASR

epoch30
epoch22
epochl4
epoch9
epoch6

%
Step

Step

(a) ASR of meta classifier attack (b) ASR of meta classifier with

for client 0 in CIFAR-10.

difference for client O in CIFAR-
10.

ASR
A

epoch26
epochl4
0l --—- epoch9
[ epoch6

ASR

epoch26
epochl4
— epoch9
epoch6

B0 20 om0 w0
Step

TS
Step

(c) ASR of meta classifier attack (d) ASR of meta classifier
for client 10 in CIFAR-100. with difference for client 10 in
CIFAR-100.

Figure 2: Attack ASR vs attacked FedRep rounds

We compare the CML attack with 2 baselines. Since the
previous section mentioned the need to select the forward
training rounds for the CML attack to ensure the conver-
gence of the comparison learning, we attack round 6th in
FedRep training for the comparison experiments. Due to the
limited length of the article, the results for CIFAR-10 are
shown in this section. For the results of CIFAR-100, please
refer to Appendix. In the following tables, we use bold fonts
to highlight the highest ASR values obtained among all at-
tack methods. As shown in Table 3, with the same heteroge-
neous setup, CML attack can obtain significant higher ASR
value than the other baseline attack methods. This demon-
strates the effectiveness of the CML attack, particularly un-
der extreme heterogeneous data conditions in FTL.

We conduct ablation experiments to compare the sepa-
rate effects of relying only on the meta-classifier and adding
model difference directly to the meta-extractor during fine-
tuning to show the significance of each part in our attack.
Compared to utilizing only the last layer of the upload



a=0.5 a=0.3 a=20.1
LIA attack clienf0 clienfl0 client0 clientl0 client0 clientl0
ULIA 3376 3315 32090 3586 2671 3831
CLIA 3749 34431 3753 3930  37.53 4022
Meta classifier 7428  74.15 6284  77.02 6123  73.99
Meta classifier + diff 7430 7406 63.03 7672 6191 7726
CML(Ours) 7715 7694 6855 7870 6786  79.11

Table 3: ASR of different label inference attacks on CIFAR-10 in round 6th (%).

a=20.1 a=20.3
epoch ULIA CLIA Meta Meta+diff CML(Ours) ULIA CLIA Meta Meta+diff CML(Ours)
6 26.71 37.53 61.23 61.91 32.19 3753 62.84 63.03
9 2279 36.71 62.20 62.34 2949  36.71 62.48 62.88
14 20.71  36.21 63.47 67.44 67.86 30.24 36.21 67.15 67.65 68.55
22 10.37 36.35 61.94 62.34 10.23  36.35 61.72 63.02
30 9.27 37.16  62.07 62.48 9.04 37.16 61.86 61.86
Table 4: ASR of different label inference attacks in any attacked epoch on CIFAR-10 in client 0 (%).
FedRep ACC CML ASR which combines two privacy leakage pattern. As a result,
(Ours) the CML attack can accurately infer labels even in highly
o 0.1 0.5 0.1 0.5 heterogeneous environments. Moreover, this is the first at-
epsilon=0  87.76 52.79 67.86 77.15 tempt to use contrastive learning in an attack, demonstrating
epsilon=0.5 72.23 35.11 62.11 71.86 the potential of unsupervised methods in attack scenarios.
epsilon=1.2 68.41 3324 59.31 68.22

Table 5: Impact of different privacy dudgets on model ACC
and ASR of CML attack with CIFAR-10 in client O (%).

model, the meta-classifier extracts deeper into each layer of
the network, reducing the dimension while extracting the
privacy information leaked from the model itself, which is
the foundation of the CML attack. Capturing subtle varia-
tions between models enhances the attack’s precision, mak-
ing it more effective than simply relying on the meta classi-
fier. CML provides a further expansion of the personalized
information to global information distance and extracts more
accurate latent representations.

We compared the effect of the selected FedRep rounds on
our attacks. Fig. 2 shows the meta classifier trains a better
model in the later rounds as the FedRep training is fitted un-
der Diriclet o = 0.1. The meta classifier with difference at-
tack method reach the best ASR in the middle rounds by in-
corporating differences from earlier training rounds into the
attack model. The method capitalizes on the local training
dynamics of each client in early-round, allowing the attack
to exploit inconsistencies between clients’ updates.

Table 4 further demonstrates that the CML attack consis-
tently achieves optimal ASR across all rounds, outperform-
ing other attack methods. This is largely due to its ability
to effectively separate and extract personalized information
from the global model updates. The extraction model’s un-
derstanding of the distribution of personalized data in the
target is enhanced through comparative learning, and the ob-
tained personalized representation is integrated with the fea-
tures extracted by the meta-classifier through a gating layer,
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Denfence Performance

We conducted additional validation experiments on existing
defense mechanisms to highlight the advantages of our at-
tacks over the most prominent defenses against label infer-
ence attacks . All our attacks leverage the posterior differ-
ence as input. Therefore, differential privacy is a compre-
hensive privacy-enhancing strategy against our attacks. In
each iteration, the clients add Gaussian-distributed noise up-
stream of the model to protect the parameters of the target
uploaded model. Shown as Table 5, our experiments reveal
that in scenarios of extreme data heterogeneity, the utility of
the model can drop significantly under a small privacy bud-
get. However, the effectiveness of our attack drops by only
5%. We leave an in-depth exploration of effective defense
mechanisms against our attacks for future work.

Conclusion

Most previous research on FTL focuses on performance and
effectiveness, with little attention, however, paid to the is-
sue of FTL privacy and security risks. To bridge this gap,
we provide a first investigation of privacy risks in FTL. Tak-
ing the commonly used parameter decoupling structure as
an example, our study explicitly reveals the key causes of
privacy leakage in federated transfer learning tasks. Instanti-
ating the theoretical discussion, we propose an effective inte-
gration attack method, CML attack, to mine local personal-
ized information from the differences during fine-tuning un-
der extreme heterogeneous data distribution. Extensive ex-
perimental results show that the CML attack is an effective
privacy threat to FTL. This should motivate better defense
efforts in the future.
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