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Abstract

In this paper, we study the problem of (finite sum) minimax
optimization in the Differential Privacy (DP) model. Unlike
most of the previous studies on the (strongly) convex-concave
settings or loss functions satisfying the Polyak-Lojasiewicz
condition, here we mainly focus on the nonconvex-strongly-
concave one, which encapsulates many models in deep learn-
ing such as deep AUC maximization. Specifically, we first
analyze a DP version of Stochastic Gradient Descent Ascent
(SGDA) and show the utility bound in terms of the Euclidean
norm of the gradient for the empirical risk function. We then
propose a new method with less gradient noise variance and
improve the upper bound to the best-known result for DP
Empirical Risk Minimization with non-convex loss. We also
discussed several lower bounds of private minimax optimiza-
tion. Finally, experiments on AUC maximization, generative
adversarial networks, and temporal difference learning with
real-world data support our theoretical analysis.

Introduction
In recent years, minimax optimization has received great at-
tention as it encompasses several basic machine learning and
deep learning models such as generative adversarial networks
(GANs) (Goodfellow et al. 2014; Creswell et al. 2018), deep
AUC maximization (Yang and Ying 2022), distributionally
robust optimization (Levy et al. 2020), and reinforcement
learning (Sutton 1988), which have been widely used in dif-
ferent applications such as biomedicine and healthcare (Ling
et al. 2022; Chen et al. 2022). The wide applications of min-
imax optimization also present privacy challenges in this
problem as they always involve data with sensitive informa-
tion. Differential Privacy (DP), introduced by (Dwork et al.
2006), has gained widespread recognition as a method for
preserving privacy by adding a controlled amount of ran-
dom noise to the data or query responses, thereby effectively
concealing the details of any individual.

Recently, DP (finite sum) minimax optimization has been
widely studied (see the related work section for details). How-
ever, compared to DP Empirical Risk Minimization (Wang,
Ye, and Xu 2017; Wang et al. 2021; Wang and Xu 2019b),
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DP Minimax optimization is still in its early stages of devel-
opment. Specifically, most of the previous work focuses on
the case where the loss is either (strongly)-convex-(strongly)-
concave (Yang et al. 2022; Zhang et al. 2022; Boob and
Guzmán 2024; Bassily, Guzmán, and Menart 2023; González,
Guzmán, and Paquette 2024; Zhou and Bassily 2024) or non-
convex but satisfying the Polyak-Łojasiewicz (PL) condition
(Yang et al. 2022). However, compared to these settings, non-
convex minimax optimization is more widespread in deep
neural networks, and all these methods are based on stability
analysis and are hard to extend to the non-convex minimax
problem. Thus, there is still lacking understanding when the
loss is nonconvex, which motivates the study in this paper.

Recently, (Zhao et al. 2023) presented the first study on
DP temporal difference learning, which can be formalized
as a specific nonconvex-strong-concave minimax problem.
However, several challenges remain: First, compared to the
utility metrics of DP Empirical Risk Minimization, which al-
ways use first order or second order gradient of the objective
function (Wang, Chen, and Xu 2019; Wang and Xu 2019a,
2021), the metric in (Zhao et al. 2023) cannot directly mea-
sure the stationariness of a model in general, indicating that
it is hard to be explained whether the private model is good
or not. Moreover, their utility metric has not been widely
used in other related work for both minimax optimization
and reinforcement learning, making it hard to compare with
the non-private case and hard to use in general minimax op-
timization problems (see Theorem 5.2 in (Zhao et al. 2023)
for details). Second, although in the ideal case (Zhao et al.
2023) shows that their utility will be close to the l2-norm
gradient of the objective function, they show a utility bound
of Õ( d1/8

(nϵ)1/4
), where d = max{d1, d2} with d1 and d2 are

model dimensions and n is the sample size. It still has a
gap with the best-known result Õ( d1/3

(nϵ)2/3
) for DP Empiri-

cal Risk Minimization with non-convex loss (Murata and
Suzuki 2023; Tran and Cutkosky 2022). Finally, their ap-
proach is only tailored for temporal difference learning, and
it is unknown whether it can be extended to general minimax
problems.

To address the aforementioned issues, this paper revisits
the DP minimax optimization problem in the nonconvex-
strong-concave (NC-SC) setting, offering a more general and
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enhanced analysis. Our contributions can be summarized as
follows:

1. When the loss function is Lipschitz and smooth, we first
show that by modifying the classical Stochastic Gradient
Descent Ascent (SGDA) algorithm, it is possible to get
an (ϵ, δ)-DP model whose l2-norm of the gradient for the
empirical risk function is upper bounded by Õ( d1/4

(nϵ)1/2
).

2. The primary weakness of DP-SGDA is that it relies on
using noise of the same scale to ensure differential pri-
vacy, which results in excessive variance and an unsatis-
factory utility bound. To address this issue, we leverage
the gradient difference between the current and previous
models to adjust the noise scale. This approach allows
us to add less noise as the iterations progress since the
gradient difference tends to diminish. Specifically, we
propose a novel method called PrivateDiff Minimax and
demonstrate that its output can achieve an upper bound of
Õ( d1/3

(nϵ)2/3
), which matches the best-known result for DP

Empirical Risk Minimization with non-convex loss.

3. We also provide a preliminary study on the lower bounds
of private minimax optimization. Specifically, for finite
sum minimax problems, we show that there exists an
instance such that for any (ϵ, δ)-DP model, its l2-norm
gradient is lower bounded by Ω(

√
d

nϵ ). Moreover, for the
group distributional robust optimization problem, its util-
ity is lower bounded by Ω(d

√
d

nϵ ).

4. Finally, we conduct experiments on AUC maximization,
generative adversarial networks, and temporal difference
learning with real-world data. Our results demonstrate
that our method, PrivateDiff Minimax, outperforms other
approaches across various datasets and privacy budgets,
providing empirical support for our theoretical analysis.

Related Work
DP Minimax Optimization. (Yang et al. 2022) provides
the first study on DP stochastic minimax optimization. Specif-
ically, for the convex-(strongly)-concave case, they provide
upper bounds in terms of weak primal-dual population risk,
which match the optimal rates for DP Stochastic Convex Op-
timization (Su, Hu, and Wang 2024; Su, Zhao, and Wang
2023; Hu et al. 2022; Huai et al. 2020; Wang et al. 2020;
Xue et al. 2021; Tao et al. 2022). They further consider the
NC-SC case where the loss satisfies the PL condition. How-
ever, as their analysis is based on algorithmic stability, it is
difficult to extend to general NC-SC loss, which is studied
in this paper. (Zhang et al. 2022) also studies the convex-
(strongly)-concave case and provides a linear-time algorithm,
which can also achieve optimal rates. (Boob and Guzmán
2024) considers both convex-concave minimax optimization
and stochastic variational inequality, it provides both strong
and weak primal-dual population risks. Recently (Bassily,
Guzmán, and Menart 2023) justifies that the (strong) primal-
dual gap is a more meaningful and challenging efficiency
estimate for DP convex-concave minimax optimization. Very
recently, (González, Guzmán, and Paquette 2024) considers

the convex-concave case where the constrain sets are poly-
hedral; it provides utility bounds that are independent of the
polynomial of the model dimension. (Zhou and Bassily 2024)
considers the DP worst-group risk minimization with convex
loss, which is a specific instance of minimax optimization,
and provides both upper and lower bounds of the problem.

To the best of our knowledge, (Zhao et al. 2023) is the
only paper that studies the general NC-SC case of stochastic
minimax optimization. However, as mentioned previously,
their utility has been only used in reinforcement learning
rather than in other minimax optimization problems. In our
paper, we consider the gradient norm as the utility, which is
more natural and has been widely used in both non-private
studies and the DP nonconvex case (Wang, Chen, and Xu
2019; Xiao et al. 2023; Wang and Xu 2019a; Wang et al.
2023; Murata and Suzuki 2023; Tran and Cutkosky 2022).

Nonconvex Minimax Optimization. As there is a long list
of work on minimax optimization, here we only focus on the
ones that consider the NC-SC setting. Previous work mainly
focuses on improving the gradient complexity or number of
loops (Nouiehed et al. 2019; Lin, Jin, and Jordan 2020a,b; Lu
et al. 2020; Zhang, Aybat, and Gurbuzbalaban 2022; Boţ and
Böhm 2023; Sharma et al. 2022; Guo et al. 2021; Yan et al.
2020; Xu et al. 2023; Luo et al. 2020). For example, (Lin, Jin,
and Jordan 2020a) shows the local convergence of SGDA
w.r.t. the gradient norm if the stepsizes are chosen appropri-
ately, which motivates our first algorithm DP-SGDA. (Luo
et al. 2020) provides a variance reduction-based approach to
accelerate SGDA further. It is notable that our second method
is quite different from all these non-private methods. Specif-
ically, our approach is still based on SGDA. However, we
use the gradient difference between the current and previous
models to reduce the variance of added noise. This makes
us add less noise as the iteration increases since the gradient
difference tends to be zero. Thus, even from the optimization
point of view, our method is still of interest.

Preliminaries
Differential Privacy
Definition 1 (Differential Privacy (Dwork et al. 2006)).
Given a data universe Z , we say that two datasets D,D′ ⊆ Z
are neighbors if they differ by only one entry, which is denoted
as D ∼ D′. A randomized algorithm A is (ϵ, δ)-differentially
private (DP) if for all neighboring datasets D,D′ and for all
events E in the output space of A, the following holds

P(A(D) ∈ E) ≤ eϵP(A(D′) ∈ E) + δ.

If δ = 0, we call algorithm A is ϵ-DP.

In this paper, we focus on (ϵ, δ)-DP and mainly use the
Gaussian mechanism and moment accountant (Abadi et al.
2016) to guarantee the DP property.

Definition 2 (l2-sensitivity). Given a function q : Z →
Rd, we say q has ∆2(q) l2-sensitivity if for any neighboring
datasets D,D′ we have ∥q(D)− q(D′)∥2 ≤ ∆2(q).

Definition 3 (Gaussian Mechanism). Given any function
q : Z → Rd, the Gaussian mechanism is defined as q(D)+ξ
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where ξ ∼ N (0,
8∆2

2(q) log(1.25/δ)
ϵ2 Id), Gaussian mechanism

preserves (ϵ, δ)-DP for 0 < ϵ, δ ≤ 1.
Definition 4. For an (randomized) algorithm A and neigh-
boring datasets D,D′, the λ-th moment is given as

αA(λ,D,D′) = logEO∼A(D)[(
P[A(D) = O]

P[A(D′) = O]
)λ].

The moment accountant is then defined as

αA(λ) = sup
D,D′

αA(λ,D,D′).

Lemma 1. (Abadi et al. 2016) Consider a sequence of
mechanisms {At}t∈[T ] and the composite mechanism A =
(A1, · · · ,AT ). We have the following properties:
(a) [Composability] For any λ,

αA(λ) =
T∑

t=1

αAt
(λ).

(b) [Tail bound] For any ϵ, the mechanism A is (ϵ, δ) differ-
entially private for

δ = min
λ

αA(λ)− λϵ.

Lemma 2 (Privacy Amplification via Subsampling (Balle,
Barthe, and Gaboardi 2018)). Consider a sequence of mech-
anisms At = qt(Dt) + ξt where ξt ∼ N (0, σ2I). Here each
function qt : Z → Rd has l2-sensitivity of 1. And each Dt is
a subsample of size m obtained by uniform sampling without
replacement from space Z , i.e. Dt ∼ (Unif(D))m. Then we
have

αAt
(λ) ≤ m2nλ(λ+ 1)

n2(n−m)σ2
+O(

m3λ3

n3σ3
).

Minimax Optimization
Given a dataset D = {z1, · · · , zn} ∈ Zn and a loss function
f : X × Y × Z 7→ R, a (finite sum) minimax optimiza-
tion problem aims to optimize the following empirical risk
function:

min
x∈X

max
y∈Y

L̂(x, y;D) :=
1

n

n∑
i=1

f(x, y; zi), (1)

where X and Y are the constrained sets. If each zi is i.i.d.
sampled from some underlying distribution Z , then we fur-
ther aim to optimize the population risk:

min
x∈X

max
y∈Y

L(x, y;D) := EZ [L(x, y; z)]. (2)

In this paper, we mainly focus on the empirical risk function.
Recall that the minimax problem (1) is equivalent to min-

imizing the function Φ(·) = maxy∈Y L̂(·, y). For noncon-
vex strongly concave minimax problems in which L̂(x, ·) is
strongly concave in y for each x ∈ X , the maximization
problem maxy∈Y L̂(x, y) can be solved efficiently and pro-
vides useful information about Φ. However, it is NP-hard to
find the global minimum of Φ in general when Φ is noncon-
vex, which is considered in our paper. In this work, we hope
to find an approximate first-order stationary point instead,
which has been widely adopted in previous literature (Lin,
Jin, and Jordan 2020a).

Definition 5. A point x is an ϵ-stationary point (ϵ ≥ 0) of a
differentiable function Φ if ∥∇Φ(x)∥ ≤ ϵ. If ϵ = 0, then x is
a stationary point.

Note that there are also other metrics for stationary points
(Lu et al. 2020; Nouiehed et al. 2019); however, these notions
are weaker than ∥∇Φ(·)∥. From the above definitions, it is
clear that DP minimax optimization aims to develop an (ϵ, δ)-
DP algorithm whose output (xpriv, ypriv) makes ∥∇Φ(xpriv)∥
be as small as possible. In this paper, we focus on the
nonconvex-strongly-convex (NC-SC) setting and we impose
the following assumptions.
Definition 6. A function g is G-Lipschitz if for ∀x, x′ ∈ X ,
we have ∥g(x)− g(x′)∥ ≤ G∥x− x′∥.
Definition 7. A function g is l-smooth if for ∀x, x′ ∈ X , we
have ∥∇g(x)−∇g(x′)∥ ≤ l∥x− x′∥.
Definition 8. A function g is µ-strongly convex if for ∀x, x′ ∈
X , we have ⟨∇g(x) − ∇g(x′), x − x′⟩ ≥ µ∥x − x′∥22. A
function g is µ-strongly concave if −g is µ-strongly convex.

Assumption 1. For any fixed x ∈ X , L̂(x, ·;D) is µ-strongly
concave in y. Moreover, we assume X = Rd1 and Y ⊆ Rd2

is a convex and bounded set with diameter Λ (we denote
d = max{d1, d2}). We also assume f(·, ·; zi) ≤ M .
Assumption 2. There exist Gx, Gy such that, for any x ∈
X , y ∈ Y , function f(·, y; zi) is Gx-Lipschitz and function
f(x, ·; zi) is Gy-Lipschitz. Denote G = max{Gw, Gv}.
Assumption 3. There exists a constant lx and ly such that
for any x ∈ X , y ∈ Y , function L̂(·, y;D) is lx-smooth and
function L̂(x, ·;D) is ly-smooth. Denote l = max{lx, ly}.
Assumption 4. For randomly drawn j ∈ [n], the gradients
∇xf(x, y; zj) and ∇yf(x, y; zj) have bounded variances
Bx and By respectively. Let B = max{Bx, By}.

We present a technical lemma on the structure of function
Φ, which is essential for the convergence analysis.
Lemma 3 ((Lin, Jin, and Jordan 2020a)). Under Assump-
tion 1 and 3, Φ(·) = maxy∈Y L̂(·, y) is (l + κl)-smooth,
where κ = l

µ is the condition number. Moreover, for

any x ∈ X , ∇Φ(x) = ∇xL̂(x, y
⋆(x)), where y⋆(x) =

argmaxy∈Y L̂(x, y) and y⋆(·) is κ-Lipschitz.

A Preliminary Exploration
An Upper Bound via DP-SGDA
In the non-private case, a natural approach to solving the min-
imax problem is the gradient descent ascent (GDA). However,
when privacy is a concern, directly applying GDA can lead
to significant privacy risks. To address this, we explore a dif-
ferentially private version of stochastic GDA (DP-SGDA) in
this section, providing a preliminary analysis of our problem
while ensuring privacy is maintained.

DP-SGDA (Algorithm 1) was proposed by (Yang et al.
2022). Their analysis relies on the algorithm’s stability within
the convex-concave setting, which can not extend to our
nonconvex-strongly-concave (NC-SC) case. In the following,
we provide a more general analysis tailored for the NC-SC
setting.
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Algorithm 1: Differentially Private Stochastic Gradient De-
scent Ascent (DP-SGDA)

Require: Dataset D, privacy budget ϵ, δ, iteration number T ,
learning rates {ηx, ηy}, initialization (x0, y0), clipping
thresholds C1, C2.

1: for t = 0, 1, · · · , T do
2: Draw a collection of i.i.d. data samples {zjt }mj=1 uni-

formly without replacement.
3: Sample independent noises ξt ∼ N (0, σ2

xId1) and
ζt ∼ N (0, σ2

yId2).
4: Update xt+1:

xt+1 = xt−ηx(
1
m

∑m
j=1 Clipping(∇xf(xt, yt; z

j
t ), C1)

+ξt).
5: Update yt+1:

yt+1= ΠY(yt+ηy(
1
m

∑m
j=1 Clipping(∇yf(xt, yt; z

j
t ),

C2) + ζt).
6: end for
7: return (xpriv, ypriv) ∈ {(x0, y0), · · · , (xT , yT )} where

the tuple is uniformly sampled.

Algorithm 2: Clipping (x,C)

Require: x and clipping threshold C > 0.
1: x̂ = min{ C

∥x∥2
, 1}x

2: return x̂.

Theorem 1. There exist constants c1, c2 and c3 > 0 such
that given the mini-batch size m and total iterations T , for
any ϵ < c1m

2T/n2 and 0 < δ < 1, Algorithm 1 is (ϵ, δ)-DP
if we set

σx =
c2C1

√
T log(1/δ)

nϵ
, σy =

c3C2

√
T log(1/δ)

nϵ
. (3)

In practice, a set of parameters applicable to Theorem 1 is
provided by (Yang et al. 2022; Abadi et al. 2016) to ensure
the privacy guarantee. By setting ϵ ≤ 1, δ ≤ 1/n2 and m =

max(1, n
√
ϵ/(4T )), the explicit values for the variances are

given as σx =
8
√

T log(1/δ)

nϵ , σy =
8
√

T log(1/δ)

nϵ .
Next, we show an improved utility bound of Algorithm 1.

Theorem 2. Suppose Assumptions 1-4 hold. If we choose
parameters satisfying: iterations T = Θ( nϵ√

d log(1/δ)
), clip-

ping thresholds C1 ≥ Gx, C2 ≥ Gy , step sizes ηx = O( 1
lκ2 ),

ηy = O( 1l ) and batch size m = O( nϵ√
d log(1/δ)

), then the

output of DP-SGDA satisfies

E∥∇Φ(xpriv)∥ ≤ O

(
(d log(1/δ))1/4√

nϵ

)
, (4)

where O hides other terms related to G, ℓ,B, µ and κ.
Technical Overview Although the idea of DP-SGDA is natu-
ral, our utility analysis is highly non-trivial. Specifically, our
proof needs to set a pair of stepsizes (ηx, ηy), which updates
{yt}t≥1 significantly faster than that of {xt}t≥1. Recall that
y⋆(·) is κ-Lipschitz in Lemma 3:

∥y⋆(x1)− y⋆(x2)∥ ≤ κ∥x1 − x2∥.

Consequently, if {xt}t≥1 changes slowly, it follows that
its corresponding sequence y∗(xt) also evolves gradually.
Therefore, This allows us to perform gradient descent anal-
ysis on the strongly concave function L̂(xt, ·;D), albeit it
is changing slowly. Additionally, by defining the error as
θt = ∥y⋆(xt)− yt∥2, we can first apply the descent lemma
to Φ(x). Then, by performing telescoping, we obtain the
following inequality:

EΦ(xT+1)− Φ(x0) ≤ −Ω(ηx)(
T∑

t=0

E∥∇Φ(xt)∥2)

+O(ηx) +O(ηx)[
T∑

t=0

E∥ξt∥22 + E∥ζt∥22] +O(
Tηx
m

).

Thus,
∑T

t=0 ∥∇Φ(xt)∥2 can be upper bounded by the last
term on the right-hand side, which is the desired utility bound.
Remark 1. Note that when there is no variable y, then DP-
SGDA will be reduced to DP-SGD in (Wang, Ye, and Xu 2017).
Moreover, the bound Õ(

4√
d√
nϵ
) aligns with the bounds provided

in previous work on DP Empirical Risk Minimization with
non-convex loss, such as (Wang, Ye, and Xu 2017; Wang
et al. 2023). While (Yang et al. 2022) considered DP-SGDA
for non-convex loss under the PL condition, our approach
differs in the choice of stepsize: we use a constant stepsize
throughout all iterations, whereas (Yang et al. 2022) require
the stepsize to decay with respect to the iteration number.

Lower Bounds of the DP-Minimax Problem
We now show a lower bound Ω(d log(1/δ)

n2ϵ2 ) for the utility
under differential privacy in the case where X = Rd1 and Y
is a bounded convex set. Our lower bound matches the current
best-known lower bound for DP-ERM with non-convex loss
(Arora et al. 2023) and holds even for convex functions.
Theorem 3. Given n, ϵ = O(1), 2−Ω(n) ≤ δ ≤ 1/n1+Ω(1),
there exists a convex set Y ⊆ Rd2 , a loss function L̂ : Rd1 ×
Y ×Zn 7→ R satisfying Assumption 1-3 with µ,G, l = O(1)
and a dataset D of n samples such as for any (ϵ, δ)-DP
algorithm with output (xpriv, ypriv) satisfies

∥∇Φ(xpriv)∥ ≥ Ω(min{1,
√
d log(1/δ)

nϵ
}).

It is notable that this result implies the same lower bound
(up to logarithmic factors) for the population gradient us-
ing the technique in (Bassily et al. 2019). Furthermore, the
aforementioned lower bound applies specifically to minimax
problems in finite-sum form, as described in (1). However,
different lower bounds may be derived for specific problems
that cannot be expressed in this form. For instance, consider
the (regularized) worst-group risk minimization problem:

min
x∈Rd2

max
y∈∆d2

L̂(x, y;D) =

d2∑
i=1

yiL̂Di(x)−
1

2
∥y∥22, (5)

where ∆d2 = {y ∈ [0, 1]d2 : ∥y∥1 = 1}, D =
⋃

Di,
Di

⋂
Dj = ∅ for i ̸= j, and L̂Di

(x) = 1
|Di|

∑
z∈Di

L̂(x; z).
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Theorem 4. Given n, ϵ = O(1), 2−Ω(n) ≤ δ ≤ 1/n1+Ω(1),
there exists a convex set Y ⊆ Rd2 , a Lipschitz and smooth
loss function L̂ : Rd1 ×Z 7→ R and a dataset S of n samples
such as for any (ϵ, δ)-DP algorithm with output (xpriv, ypriv)
satisfies

∥∇Φ(xpriv)∥ ≥ Ω(min{1,
d
√
d log(1/δ)

nϵ
}).

Improved Rate via PrivateDiff Minimax
As discussed in the previous section, there remains a gap of
Õ(d

1/4
√
nϵ
) between the upper and lower bounds. In this section,

we aim to bridge this gap. Specifically, our goal is to develop
a method that achieves a rate of Õ( d1/3

(nϵ)2/3
).

Our key observation is that the utility of Algorithm 1 heav-
ily depends on the noise variance we add in each iteration.
Notably, the scale of its noise variance is proportional to the
l2-norm sensitivity of the gradient, which is upper bounded
by the smoothness constant of the function. Thus, by using
the composition theorem, adding the same scale of noise in
each iteration in Algorithm 1 can guarantee DP. From the
utility side, this is fine for variable y as L̂(x, ·;D) is strongly
concave, and it is known that DP-SGD with the same scale of
noise in each iteration can achieve the optimal rate (Bassily
et al. 2019). However, such a strategy is only sub-optimal for
variable x, which corresponds to a nonconvex loss L̂(·, y;D).
As a result, we propose an algorithm called PrivateDiff Mini-
max, which focuses on improving the performance for x.
Main Idea: In essence, PrivateDiff Minimax updates vari-
able y and variable x alternatively within each iteration. Sup-
pose in the r-th iteration, we have (xr, ỹr) after update. For
variable y, due to the strong convexity on the maximiza-
tion side, we can directly update it at the beginning of each
iteration and get a temporary ỹr+1. Subsequently, our algo-
rithm involves building a private estimator ṽr to approximate
the ∇xL̂(xr, ỹr+1;D). Generally speaking, ṽr accumulates
stochastic gradient differences between two consecutive iter-
ations. In detail, we begin with the following equation

∇xL̂(xr, ỹr+1;D) = ∇xL̂(xr, ỹr+1;D)

−∇xL̂(xr−1, ỹr;D) +∇xL̂(xr−1, ỹr;D).

We use a stochastic gradient ascent algorithm to update ỹr
to ỹr+1. In doing so, we can approximate ∇xL̂(xr, ỹr+1;D)

and ∇xL̂(xr−1, ỹr;D) by ∇Φ(xr) and ∇Φ(xr−1) respec-
tively. This approximation is accurate up to some con-
trolled error term by Lemma 3 and the convergence rate
of SGDA. Moreover, since Φ(·) is smooth, indicating that
|∇Φ(xr) − ∇Φ(xr−1)| ≤ O(1)∥xr − xr−1∥. This means
that we can add a noise whose variance ξxr is proportional to
∥xr − xr−1∥ to ensure the differential privacy. In total, we
have

ṽr ≈ (∇Φ(xr)−∇Φ(xr−1) + ξxr
) + ṽr−1. (6)

with initial ṽ0 := 0. Previously, the l2−sensitivity of the
private estimator in Algorithm 1 is bounded by the whole gra-
dient’s Lipschitz constant. It is now bounded by the distance

of xr and xr−1. Therefore, it can be much smaller than the
gradient’s l2-sensitivity when xr and xr−1 are near enough.
Hence, our algorithm’s gradient differences accumulation
design breeds the ability to add smaller noise variance while
preserving privacy.
Algorithm Layouts: Algorithm 3 is the detailed implemen-
tation of our above idea. In each iteration, we first lever-
age a clipped version of Mini-batch SGA for strongly con-
cave loss function L̂(xr, ·;D) with initialization yr to get a
non-private version of yr+1 (step 3). We then need to con-
struct a private estimator ṽr+1 to approximate the gradient
∇xL̂(xr, yr+1;D). To get this, our framework restarts ev-
ery T round, where the length of T is carefully controlled
in pursuit of optimal utility bound in our analysis. Specif-
ically, for every T iteration, we will calculate a subsam-
pled gradient dr, which is a base state analogous to the
initial differential private gradient estimator ṽ1 = d0 =
1
m

∑m
j=1 Clipping(∇xf(x0, y1; z

j
0), C1). Note that such a

restart mechanism is essential as it can significantly reduce
the noise we add since we just need to add noise with whose
scale depends on the Lipschitz constant every T iterations.

If r%T ̸= 0, we then leverage (6) to recursively
update vr+1 via adding vr with the gradient differ-
ence dr = 1

m

∑m
j=1Clipping (∇xf(xr, yr+1; z

j
r) −

∇xf(xr−1, yr; z
j
r−1), C2,r)(step 7). Subsequently, We add

noise to vr+1 to ensure DP. Note that when r%T ̸= 0 the
noise scale only depends on ∥xr−xr−1∥ and a small constant
C3 that corresponds to the convergence rate of SGA.

The private estimator ṽr is then utilized by performing gra-
dient descent on xr to get new xr+1. After that, we perform
output perturbation on yr to get the final private version ỹr+1.
In the following, we provide privacy and utility guarantees.
Theorem 5. Under Assumption 1, there exist constants
c4, c5, c6 and c7 > 0 so that given the mini-batch size
m, restart interval T and total iterations R, for any ϵ <
c4m

2T/n2, Algorithm 3, is (ϵ, δ)-differentially private for
any δ > 0 if we choose

σx1
=

c5

√
R
T log(1/δ)

nϵ
, σx2

=
c6
√
R log(1/δ)

nϵ

and σy = c7
(2C2

0 + βM)
√
R log(1/δ)

nϵ
.

Remark 2. We give a set of parameters applicable to The-
orem 5 here in practice. By setting ϵ ≤ 1, δ ≤ 1/n2 and
m = max(1, n

√
ϵ/(8T )), then explicit values for the vari-

ances are: σx1
=

4
√

R
T log(1/δ)

nϵ , σx2
=

4
√

R log(1/δ)

nϵ , σy =
4(2C2

0+βM)
√

R log(1/δ)

µnϵ .

Since our mechanism can reduce the noise scale and thus
the variance of the private gradient estimator ṽr. Therefore,
we expect a better utility bound than the standard DP-SGDA,
which is formally stated as the following.
Theorem 6. Let ε ∈ (0, 1

e ) and suppose Assumptions
1-4 hold. In Algorithm 3 and under the choices of σ2

x1
,

σ2
x2

, and σy in Theorem 5, if we further set C0 ≥ Gy,
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Algorithm 3: PrivateDiff Minimax

Require: Initial Point x0, ỹ0, dateset D, learning rates ηx, noise variance σ2
x1
, σ2

x2
, σ2

y , clipping radius C0, C1, C2 and C3,
iteration number T1, T2 and R, batch size m.

1: for r = 0, 1, 2, 3 . . . , R do
2: Draw a collection of i.i.d. data samples {zjr}mj=1 uniformly without replacement.
3: yr = ỹr
4: yr+1 = Mini-batch SGA(L̂(xr, yr;D), T2, C0)
5: if r % T=0 then
6: dr= 1

m

∑m
j=1 Clipping(∇xf(xr, yr+1; z

j
r), C1).

Set σx = σx1 , C = C1 and ṽr = 0;
7: else:

dr =
1
m

∑m
j=1Clipping (∇xf(xr, yr+1; z

j
r)−∇xf(xr−1, yr; z

j
r−1), C2,r)

Set σx = σx2
and C = C2,r = C2∥xr − xr−1∥+ C3.

end if
8: Set vr+1 = dr + ṽr and ṽr+1 = vr+1 + ξxr+1

, where ξxr+1
∼ N(0, σ2

xC
2Id1

).
9: xr+1 = xr − ηxṽr+1.

10: ỹr+1 = yr+1 + ζ, where ζ ∼ N (0, σ2
yId2

).
11: end for
12: return (xpriv, ypriv) ∈ {(x1, ỹ1), · · · , (xR, ỹR)} where the tuple is uniformly sampled.

Algorithm 4: Mini-batch Stochastic Gradient Ascent (Mini-
batch SGA)

Require: Fixed x, step size ηyi
, initial point y′0 = y,

number of iterations T2, clipping threshold C0.
1: for i = 0, 1, 2, 3 . . . , T2 do
2: Draw a collection of i.i.d. data samples {zji }mj=1 uni-

formly without replacement.
3: Update y′i+1 as y′i+1 = ΠY(y

′
i +

ηyi

m

∑m
j=1 Clipping(∇yf(x, y

′
i; z

j
i ), C0)).

4: end for
5: Return y′T2

.

C1 ≥ Gx, C2 ≥ l + κl and C3 = Õ( 1√
T2
); the

stepsizes ηx = O(min{ 1
l+κl ,

1√
Tlσx2

√
d
}), ηyi

= 1
µi ; the

restart interval T = Θ
(
(
√
d

nϵ )
2/3R

)
, total number of

rounds R = Θ̃
(
max{ 1

εopt
, ( d

n2ϵ2ε2opt
}
)

with εopt :=

O( d
2
3

(nϵ)
4
3
), number of iterations of Mini-batch SGA T2 =

O
(
max{ (nϵ)4/3

d2/3 , TR · d1/3

(nϵ)2/3
}
)

and the batch size m =

O( (nϵ)
4/3

d2/3 ), with probability at least 1− ϑ, the utility bound
of PrivateDiff Minimax satisfies

E∥∇Φ(xpriv)∥ ≤ Õ(
(d log 1

δ )
1/3

(nϵ)
2
3

).

The obtained utility is significantly better than the best-
known utility bound Õ(d

1
4 /

√
nϵ) when n ≥ Ω(

√
d/(Gϵ)).

Note that by some appropriate choice of the thresholds, one
can show that the clipping has no effect. Moreover, we can see
there are two terms in C2,r where the first term corresponds
to the upper bound of |∇Φ(xr)−∇Φ(xr−1)| and the second

one is the convergence error caused by yr+1. Thus, when T2

is large enough, the noise σx2
could be very small if xr is

close enough to xr−1.

Experiments
In this section, we evaluate the effectiveness of our proposed
PrivateDiff Minimax method. Due to space constraints, we
focus on the AUC maximization experiment here. Additional
experiments, including reinforcement learning and generative
adversarial networks, are provided in the appendix.
Experimental Setup We first conduct experiments on the
problem of the Area under the curve (AUC) maximization
with the least squares loss (Yuan et al. 2021) to evaluate
the DP-SGDA and PrivateDiff (Minimax) algorithms. AUC,
ranging from 0 to 1, is a widely used metric to evaluate the
performance of binary classification models. It is particu-
larly valuable in situations where the class distribution is
imbalanced because it captures the trade-offs between true
positive and false positive rates. A good classifier should
achieve AUC scores close to one. Maximizing AUC was
demonstrated to be equivalent to a minimax problem. More
detailed introductions to AUC are included in the appendix.

Our experiments are based on two common datasets,
MNIST and FashionMNIST, which are transformed into
binary classes by randomly partitioning the data into two
groups. Following this, we create imbalanced conditions, set-
ting an imbalance ratio of 0.1 for training, where minority
classes are underrepresented, and 0.5 for testing. We chose to
evaluate an imbalanced dataset because the evaluation metric,
AUC scores, is particularly well-suited for assessing small
or imbalanced datasets, providing a clearer indication of the
algorithm’s performance.

We set privacy budget ϵ = {0.5, 1, 5, 10} and δ = 1
n1.1 . A

two-layer multilayer perceptron is used, consisting of 256
and 128 neurons, respectively. For other hyperparameters, we
either used a grid search to select the best one or followed
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Figure 1: Comparison of Gradient Norm, Gradient Variance, and AUC Performance between DP-SGDA and PrivateDiff.

Dataset Fashion-MNIST MNIST Imbalanced Fashion-MNIST Imbalanced MNIST

DP-SGDA ↑ PrivateDiff ↑ DP-SGDA ↑ PrivateDiff ↑ DP-SGDA ↑ PrivateDiff ↑ DP-SGDA ↑ PrivateDiff ↑
Non-private 0.9661 0.9659 0.9901 0.9901 0.9567 0.9569 0.9588 0.9593
ϵ = 0.5 0.9203 0.9569 0.8837 0.9608 0.8398 0.9442 0.7739 0.9033
ϵ = 1 0.9403 0.9609 0.9022 0.9729 0.9317 0.9491 0.8406 0.9209
ϵ = 5 0.9412 0.9657 0.9544 0.9860 0.9352 0.9551 0.8928 0.9467
ϵ = 10 0.9426 0.9660 0.9532 0.9878 0.9414 0.9551 0.9105 0.9499

Table 1: Comparison of AUC performance in DP-SGDA and PrivateDiff Minimax on various datasets.

our previous theorems.
General AUC Performance vs Privacy Table 1 demon-
strates that PrivateDiff Minimax consistently achieves higher
AUC scores than DP-SGDA across all dataset and privacy
budget combinations. It shows that PrivateDiff consistently
outperforms DP-SGDA across various datasets (Fashion-
MNIST, MNIST, Imbalanced Fashion-MNIST, and Imbal-
anced MNIST). The performance gap is most significant at
lower privacy budgets ( ϵ = 0.5 and 1), particularly in the
MNIST and Imbalanced MNIST datasets. As the privacy
budget increases, the gap narrows, but PrivateDiff still main-
tains a higher AUC across all scenarios, demonstrating its
robustness and effectiveness in preserving utility under strong
privacy constraints.

We also compare the performance of DP-SGDA and Pri-
vateDiff across various privacy budgets (ϵ) on the Fashion-
MNIST and MNIST datasets. The results in Figures 1c and 1d
highlight the following observations:1) Performance Across
Datasets: On both the Fashion-MNIST and MNIST datasets,
PrivateDiff consistently outperforms DP-SGDA across all
values of ϵ. This suggests that PrivateDiff is more robust in
maintaining a higher AUROC score, indicating better classi-
fication performance even under stronger privacy constraints.
2) Impact of Epsilon on AUROC: As ϵ increases, the AU-
ROC for both DP-SGDA and PrivateDiff improves, reflecting
the typical trade-off between privacy and utility in differen-
tial privacy frameworks. With higher ϵ, the privacy guaran-
tee becomes weaker, allowing the models to achieve higher
AUROC values. 3) Comparison of Improvements: The rela-
tive improvement in AUROC with increasing ϵ is more pro-
nounced for DP-SGDA, particularly in the MNIST dataset
(Figure 1d). This might suggest that DP-SGDA’s performance
is more sensitive to changes in the privacy budget than that
of PrivateDiff.
Robustness of PrivateDiff PrivateDiff consistently main-

tains lower gradient norm variance throughout the training
process, as seen in Figure (1b). This reduced variance indi-
cates a more consistent optimization trajectory, minimizing
the stochastic fluctuations and contributing to a more robust
training process. In contrast, DP-SGDA shows higher vari-
ance early in the training process, which indicates initial
instability. An increase in variance leads to more unstable up-
dates, which may result in overshooting or oscillating around
the optimal solution. Note that a similar phenomenon has
also appeared at DP Empirical Risk Minimization with non-
convex loss (Wang, Chen, and Xu 2019).

Moreover, Figure 1a illustrates that PrivateDiff achieves
a stable decrease in the mean gradient norm over epochs,
exhibiting fewer fluctuations compared to DP-SGDA. The
steady reduction in mean gradient norm and low variance
associated with PrivateDiff suggest a more reliable conver-
gence behavior, crucial for steadily approaching the optimal
solution without divergence or instability. Conversely, DP-
SGDA’s convergence is less reliable due to its higher variance
and instability, which can lead to convergence to suboptimal
solutions. These observations align with our theoretical con-
clusions that PrivateDiff can effectively reduce variance and
offer a more stable and consistent optimization process.

Conclusions
We studied the finite sum minimax optimization problem in
the Differential Privacy (DP) model where the loss function is
nonconvex-(strongly)-concave. Specifically, we first analyzed
DP-SGDA, which was studied previously only for convex-
concave or the loss satisfying the PL condition. We then
discussed several lower bounds. To further fill in the gap
between lower and upper bounds, we then proposed a novel
variance reduction-based algorithm. Experiments on AUC
maximization, generative adversarial networks and temporal
difference learning supported our theoretical analysis.
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