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Abstract

Offsite-tuning is a privacy-preserving method for tuning large
language models (LLMs) by sharing a lossy compressed em-
ulator from the LLM owners with data owners for down-
stream task tuning. This approach protects the privacy of both
the model and data owners. However, current offsite tuning
methods often suffer from adaptation degradation, high com-
putational costs, and limited protection strength due to uni-
formly dropping LLM layers or relying on expensive knowl-
edge distillation. To address these issues, we propose Sca-
1eOT, a novel privacy-utility-scalable offsite-tuning frame-
work that effectively balances privacy and utility. ScaleOT in-
troduces a novel layerwise lossy compression algorithm that
uses reinforcement learning to obtain the importance of each
layer. It employs lightweight networks, termed harmonizers,
to replace the raw LLM layers. By combining important orig-
inal LLM layers and harmonizers in different ratios, ScaleOT
generates emulators tailored for optimal performance with
various model scales for enhanced privacy protection. Addi-
tionally, we present a rank reduction method to further com-
press the original LLM layers, significantly enhancing pri-
vacy with negligible impact on utility. Comprehensive exper-
iments show that ScaleOT can achieve nearly lossless offsite
tuning performance compared with full fine-tuning while ob-
taining better model privacy.

Introduction

Recent years have witnessed the bloom of large language
models (LLMs) (Devlin et al. 2019; Radford et al. 2019;
Touvron et al. 2023; Du et al. 2022). Pre-trained on mas-
sive datasets, these models acquire robust general capabil-
ities to tackle a comprehensive range of tasks by zero-shot
(ZS) predictions or in-context learning (Dong et al. 2024;
Wies, Levine, and Shashua 2024) and able to be fine-tuned
for complex downstream tasks (Wortsman et al. 2022; Zhou
et al. 2022; Wei et al. 2022; Ouyang et al. 2022; Tan et al.
2024; Liu et al. 2024a; Dai et al. 2024). However, conven-
tional centralized fine-tuning processes require the model
and the data to be co-located - either the data owner uploads
the data, which may threaten the data owner’s data privacy,
or the model owner shares the model weights - posing a risk
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Figure 1: Comparison of layerwise compression strategies.
(a) Uniform LayerDrop. (b) Our Dynamic LayerDrop drops
layers with the estimated importance scores. (c) Our Dy-
namic LayerReplace with harmonizers. (d) Results of using
different compression ratios. Our approach achieves better
performance at the owner site while maintaining the perfor-
mance discrepancy.

of leaking the expensively trained models (Chua et al. 2023;
Xiao, Lin, and Han 2023). Moreover, the possible exposure
of parameters for the latter may increase the susceptibility of
their fine-tuned models to be attacked (Li et al. 2020; Zou
et al. 2023; Ye et al. 2024; Liu et al. 2024b). All the above
issues may hinder the long-run sustenance of LLMs.

To protect both model ownership and data privacy ef-
fectively, the concept of offsite-tuning (Xiao, Lin, and Han
2023; Chua et al. 2023; Zhang et al. 2023a) has been pro-
posed. As shown in Fig. 2(b), instead of training with the full
model, it enables the data owner to conduct fine-tuning using
a lossy compressed emulator provided by the model owner,
whose paradigm would result in a performance-degraded
emulator for data owners. The trained adapter is then re-
turned to the model owner and plugged into the full model
to create an adapted model with high performance. Par-
ticularly, as the key factor for model privacy, the perfor-
mance discrepancy between the data owner’s and owner’s
sites encourages downstream users to use the adapted full
model. Thus, the primary challenge of offsite-tuning lies in
efficiently compressing LLM to protect model privacy by
maintaining the performance discrepancy but improving the
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Figure 2: Comparison in various tuning methods. (a) Fine-tuning requires access to full model parameters and necessitates the
co-location of data and model. (b) Vanilla OT (Xiao, Lin, and Han 2023) allows downstream users to fine-tune adapters on a
lossy compressed emulator and then return the adapter. However, knowledge distillation (Sanh et al. 2019; Hinton, Vinyals,
and Dean 2015) is very expensive, limiting its application. (c) The proposed ScaleOT introduces a layerwise importance-aware
compression method Dynamic LayerReplace, providing privacy-utility-scalable emulators for downstream task tuning.

adapted full model.

Following the offsite tuning strategy, vanilla method
OT (Xiao, Lin, and Han 2023) employs an Uniform Lay-
erDrop (Sajjad et al. 2023) that uniformly drops a subset
of layers from the full model, as shown in Fig. 1(a). How-
ever, despite many parameters in large models being redun-
dant (Michel, Levy, and Neubig 2019), the importance of
each layer varies significantly (Yao et al. 2024), and such
uniform drop may lead to performance degradation of the
adapted full model. Moreover, the direct LayerDrop causes
a misalignment between the input and output hidden spaces
of the dropped layers, which also leads to a decline in the
performance of the owner site. Although knowledge distil-
lation (Sanh et al. 2019; Hinton, Vinyals, and Dean 2015)
can alleviate this issue, the massive cost of training a re-
quired emulator at least half the size of the LLM means that
the massive cost of training raises a significant drawback for
providing emulators with varying compression ratios.

To address these issues, this paper introduces a novel
offsite-tuning framework, named ScaleOT, that provides
lossy compressed emulators with various scales for model
privacy and facilitates lossless tuning compared with full
fine-tuning. As shown in Fig. 2(c), our framework consists
of two stages: importance estimation and emulator gener-
ation. For the first stage, we propose an importance-aware
layer-replace-based algorithm Dynamic LayerReplace (see
Fig. 1(c)) that involves a reinforcement learning method to
determine the importance of each layer within LLM. Si-
multaneously, for the less important layers, a set of train-
able harmonizers, which are lightweight networks for bet-
ter alignment between the remaining layers, are dynami-
cally selected and trained as substitutions. In the second
stage, according to the learned importance scores, the orig-
inal model layers and their corresponding harmonizers can
be combined variously to generate emulators while main-
taining satisfactory performance at the model owner’s site,
as shown in Fig. 1(d). Empirically, we unveiled that us-
ing a rank-decomposition to further compress the remaining
model layers can better certify privacy protection with mere
modal performance degradation, from which we propose the
Selective Rank Compression (SRC) method.
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Extensive experiments on multiple models and datasets
show that our approach outperforms the previous ap-
proaches while adjusting the compressed emulator model
size and the rank reduction ratio in SRC, validating its ef-
fectiveness and feasibility.

In a nutshell, our contributions are threefold:

¢ A flexible approach to produces various-sized com-
pressed models for offsite-tuning: We introduce an
importance-aware lossy compression algorithm, Dynamic
LayerReplace, oriented for offsite-tuning with LLMs that
can scale up emulators by reinforcement learning and the
harmonizers. All these components enable the flexibility
of producing compressed models in various sizes.

Further compression for better privacy with mere
fine-tuning degradation: We propose the Selective Rank
Compression strategy that can further enhance the model
privacy with minimal performance loss.

Comprehensive experiments show that our proposed Sca-
1eOT outperforms the state-of-the-art methods.

Related Work

Large Language Models. The rapid development of hard-
ware and the abundance of data available in the information
age has made it possible to train large foundational mod-
els for various tasks, such as GPT-3 (Brown et al. 2020),
CLIP (Radford et al. 2021), SAM (Kirillov et al. 2023), etc.
These models are designed to have powerful general capa-
bilities, capable of broadly solving problems through zero-
shot learning or in-context learning (Dong et al. 2024; Wies,
Levine, and Shashua 2024). However, when facing down-
stream tasks, transfer learning with a small set of data is the
mainstream choice because it not only offers better perfor-
mance but also avoids the extensive resources required for
training models from scratch. Although the open-sourcing of
many models has significantly advanced academic progress,
the parameter exposure increases the risk of adversarial at-
tacks (Li et al. 2020; Zou et al. 2023). On the other hand,
closed-source models (Brown et al. 2020) present contradic-
tions between model ownership and data privacy due to the
co-location of data and model in conventional fine-tuning.



In summary, addressing these pain points, offsite tuning can
provide a privacy-preserving, secure, and sustainable solu-
tion.

Offsite-tuning. Previous works mainly focus on protecting
user data privacy, such as federated learning (Nguyen et al.
2021). However, the widespread usage of LLMs raises con-
cerns about the ownership of the model, considering the sig-
nificant cost and time required to train large models. There-
fore, how to protect model privacy has emerged as a re-
search hotspot. OT (Xiao, Lin, and Han 2023) was proposed
as an effective bidirectional privacy-preserving solution for
both model and data owners. Owing to its efficiency, it has
been integrated into federated learning frameworks to facil-
itate privacy-preserving federated fine-tuning (Chua et al.
2023; Fan et al. 2023; Kuang et al. 2024). CRaSh (Zhang
et al. 2023a) improved OT by generating emulators by
clustering, dropping and sharing layers. Additionally, some
studies (Hong et al. 2024) have explored the utilization of
smaller language models to generate discrete prompts for
offsite prompt tuning of large language models, though en-
suring performance remains challenging.

Model Compression. The discovery of sparse sub-networks
in convolutional, fully connected and Transformer mod-
els (Lv et al. 2023; Murty et al. 2023) has been validated
by recent studies (Hoefler et al. 2021; Frankle and Carbin
2018). Previous works have found that models can be greatly
compressed (often removing over 90% of parameters) with
very little drop in accuracy. However, conventional compres-
sion methods like pruning (Han, Mao, and Dally 2016) and
quantization (Jacob et al. 2018; Radford et al. 2023), while
effective in compressing models, have been found to be dif-
ficult to use in offsite tuning (Xiao, Lin, and Han 2023),
mainly due to consistent performance loss in both model
and data sites. LayerDrop (Sajjad et al. 2023), another ex-
plored method, although useful, can degrade the final per-
formance of the adapted model, unless applying knowledge
distillation. In this study, we propose a layer-replace-based
compression method oriented for offsite tuning.

Preliminary

In our study, we consider the privacy concerns preventing
the sharing and co-location of data and LLMs between their
respective owners. Our objective is to tune the model using
the data owner’s data without accessing the model owner’s
model weights. Starting with a pretrained LLM M, pa-
rameterized by weights ©, and a downstream dataset D,
we fine-tune this model on the downstream data to achieve
Mo = Meoia, A =argming L(© + §, D). Our objective
is to facilitate private transfer learning by finding an alterna-
tive, smaller, and weaker model M. (referred to as an Em-
ulator) than Mg. This approach ensures that sharing M*
with downstream users does not threaten the ownership of
the LLMs. Then, data owners fine-tune the substitute model
with their datasets, resulting in Mg,.  5.. We hope that by
reintegrating the trained weights A* into the original model
(represented as Mg a~), we can nearly mirror the perfor-
mance observed when directly optimizing M on the dataset
(denoted as Mg ), thereby eliminating the need to access
to M itself.
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For convenience, we make definations as follows: zero-
shot (ZS) performance with Mg, fine-tuning (FT) per-
formance with Mg, emulator ZS and FT performance
with Mg. and M., A, and plug-in performance with
Mea~ . An effective offsite-tuning should satisfy: 1) ZS
< Plug-in so that necessitates the fine-tune process. 2) Em-
ulator FT < Plug-in to discourage the downstream users to
use the fine-tuned emulators. 3) Plug-in ~ FT to encourage
the downstream users to use the plugged model.

Main Methodology

Problem setting. In this paper, we concentrate on the design
of offsite-tuning for the Transformer architecture (Vaswani
et al. 2017), which is extensively used in LLMs (Radford
et al. 2019; Brown et al. 2020; Touvron et al. 2023). We
consider each transformer layer as the basic unit, and a
LLM can be characterized as M = {my,ms,...,my},
where n is the total number of the layers. Our approach in-
volves dividing M into two components: a compact, train-
able adapter A = {m;}icy, and the remaining part of
the model £ = {m; };c4,, making M = [A,E]. The sets
of layer indices are defined such that ¢4 N ¢ = O and
o4 Ude = {1,2,...,n}. To safeguard the privacy of the
model, a lossy compression is conducted on the frozen com-
ponent &£, producing an emulator £*, thereby facilitating
model tuning through updates to 4. After training at the
data owner site, the updated adapter A’ is returned to model
owner side and replace the original .4 in the M. Hence, the
final updated LLM is denoted as M’ = [A’, £]. Notably, the
lossy compression inherently limits the model performance
of [A, £*] for the downstream users, enabling the protection
of model ownership.

This paper tackles the two crucial keys of the problem:
obtaining suitable division of A and £ and achieving bet-
ter compression from & to £* for the effective fine-tuning
and maintaining the privacy protection. For the former, we
introduce the importance scores on the model layers which
could be used to guide the selection of A and €. In particular,
the importance scores are estimated through reinforcement
learning during the dynamically replacing the original lay-
ers with lightweight networks. Those lightweight networks,
termed as harmonizers, can be further adopted as the sub-
stitutions for the layers in the £, which promotes the per-
formance of full adapted model. Moreover, for the remained
layers in £ that replaced by the harmonizers, we addition-
ally propose the selective rank compression method, which
certify better privacy while maintaining the full adapted
model’s performance. The following parts of the section in-
troduce details of each proposed components.

Importance-aware Dynamic LayerReplace

We propose a novel layer-replace-based compression algo-
rithm called Dynamic LayerReplace. Our goal is to estimate
the importance of each layer within LLM, and replace the
less important layers with lightweight networks, named har-
monizers, to preserve semantic consistency between layers.
To accomplish this, we utilize a dual-process approach com-
prising reinforcement learning (RL) to assess the importance



of each LLM layer and deep learning (DL) for training the
harmonizers via gradient descent. These processes alternate
iteratively during the training phase to maintain stability.
Formally, we begin with a LLM denoted as M. We then
initialize the importance scores S = {s1, S2,...,Sn}, and
the harmonizers H = {hq, ha, ..., h,}. Two subsets of the
dataset intended for pre-training are taken as the training sets
DT and validation sets DV, which are unrelated to the down-
stream tasks. During the training process, we update S uti-
lizing RL and train H via DL, while keeping M unchanged.
In the following, we will introduce LayerReplace sampling,
which is the basic action of RL, and describe how to attain
the importance score.
LayerReplace Sampling. We start by defining the state
space for the RL process as the configuration of layers
within the network, which includes both the presence of
original layers and harmonizers. The decision to replace a
specific layer with the corresponding harmonizer acts as the
action, influenced by an action policy 7; based on the im-
portance score of each layer:

7; 2 U(0,Sigmoid(s;)), (1)

where U(a,b) denotes the uniform distribution between a
and b. For each time, we randomly sample a probability
p; ~ m;, forming the probability set P = {p1,p2,...,Pn}
for all layers. Empirically, half of the layers in LLMs are
sampled following P and then replaced with harmonizers.
However, since the LLMs are typically deep, and the action
policy in the early stages of training is inaccurate, selecting
half of all layers directly risks selecting a significant number
of adjacent layers, potentially leading to training collapse.
To counter this and ensure training stability, we regroup the
network’s layers into IV, groups of index of adjacent lay-
ers and replace half of the layers in each group. The set of

the group is denoted as {g; };V:“’l The index set for the kept
layers is constructed as follows:

¢ = {i where p; > p% i € g;}, 2)

where p97 is the median probability in the j-th group, N, is
empirically set to 4 by default. According to ¢, the sampled
LayerReplace candidate network can be formed as:

{ ifico

otherwise ’

where f; o f;11 represents compositional function.
Importance and Harmonizer Updating. We propose
jointly updating importance scores with harmonizer to im-
prove efficiency, involving training for DL and RL. For
the training of DL, we perform LayerReplace Sampling for
once and update the parameters of harmonizers within the
sampled candidate network through task loss using training
dataset DT, i.e., 03, < VyL(6). Here, we uses negative log-
likelihood loss, a widely accepted standard for next-token
prediction. Subsequently, the gradients necessary for updat-
ing the harmonizer are derived through backpropagation.

For the training of RL, we samples N, LayerReplace
candidate networks based on the sampled probability sets
{P; }jvgl Then, we generate the index sets {¢; }évgl, and

m;

h;

F=Ffiofso---of,, fi 3)
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their corresponding losses {£; };V:Cl with the held-out vali-

dation dataset DV. Last, the reward for j-th action policy
can be written as:

, 1 Ne
v R —

—L
e
N, t=1

R —L
ri=e .

“4)

If the reward is greater than 0, it indicates that this policy
is more optimal due to experiencing a smaller loss with the
sampled candidate network, compared to other policies. Ac-
cordingly, the layers contained within the policy are more
important. Therefore, the importance score is updated by:

=

where o represent sigmoid function.

After training with Dynamic LayerReplace, we can obtain
the importance scores for each layer of the LLM and the
harmonizers to replace these layers, which will be used in
the subsequent process of emulator creation.

s, +rjxo(s;)*(1—o(s;))

ifi € ¢,
otherwise ’

(&)

Selective Rank Compression

In many studies, LLMs have been found to hold an inherent
over-parameterization nature (Hoefler et al. 2021; Hu et al.
2022). Consequently, the model weights can be low-rank
approximated without substantially impacting the model’s
performance. Intuitively, we propose to compress the emu-
lator’s weights through low-rank approximation to enhance
model privacy. As the higher-order components of weights
are reduced, the emulator’s expressive capability is further
diminished, enabling a larger performance gap. Meanwhile,
the remaining lower-order components of weights still pro-
vide approximate gradient directions for updating adapters
during tuning. In the following, we will briefly introduce the
rank-r approximation, and describe how we reduce the rank
of specific layers for offsite tuning tasks.

SVD-based Rank-r Approximation. Given a matrix W &
R™*" and r € N, a rank-r approximation problem seek to
find a matrix W that minimizes || — W ||, while ensuring

that the rank of T is at most 7. Singular Value Decompo-
sition (SVD) is proven optimal to this problem according to
Eckart-Young-Mirsky theorem (Eckart and Young 1936). To
achieve the rank-r approximation using SVD, the matrix W
is decomposed as follows:
wW=UxVvT, (6)

where U and V are orthogonal matrices containing the left
and right singular vectors of W, respectively, and 3 is a di-
agonal matrix with the singular values of W in descending
order.

To form the rank-r approximation W, only the first r sin-
gular values and corresponding singular vectors are used:

)

Here, U, and V,. consist of the first » columns of U and V/,
and X, includes only the top 7 singular values.

W =U,%,VT.



== Zero-shot -- Fine-tuning Emulator FT <+ Plug-in
32 32
28 28

24 24

30 30
26 26
2 2
. 18 18
s e s o v e ey 14 E‘z-y:‘?:‘z-‘z-?ﬂ
519 10 1
0002 04 0608 1.0 9002 04 06 08 1.0 0.0 02 04 06 0.8 1.0
FFN + MHSA FFN MHSA

Figure 3: Rank Compression Study with varies S on multi-
head self-attention (MHSA) layer and a Feedforward Net-
work (FFN) layer in Transformer Block on WikiText dataset.

Rank Compression on Specific Modules. A typical Trans-
former (Vaswani et al. 2017) layer is composed of a multi-
head self-attention (MHSA) layer followed by a Feedfor-
ward Network (FFN) layer. The MHSA layers facilitate in-
teractions among tokens, while the FEN layer further pro-
cesses information transformation within tokens. For ex-
pressive capability, the FFN’s hidden dimension is empiri-
cally set to be very high, significantly exceeding its input
and output dimensions (around 2.5x to 4x). Considering
that FFNs could be inherently high-rank, we leverage this
characteristic and propose selectively applying rank com-
pression to the weights in the MHSA layers to enhance the
model privacy of the emulator. Empirical experiments, as
shown in Fig. 3, indicate that applying rank compression to
the weights in all layers (MHSA + FFN) and to the FFN
alone both exponentially degrade the performance of both
the model and data sites. In contrast, rank compression of
the weights in MHSA leads to a rapid decline in the per-
formance of emulator FT but a slow decrease in the perfor-
mance of plug-in, especially when the rank compression ra-
tio is larger than 0.6. Therefore, we choose to rank compress
MHSA layers in the emulator to enhance model privacy, thus
form Selective Rank Compression strategy.

Privacy-utility-scalable Emulator Creation

The creation of a privacy-utility-scalable emulator is defined
by three quantities (N,, a, 3), consisting of the number of
the adapted layers N, the proportion of layers replaced with
harmonizers within LLM «, and the rank reduction ratio of
SRC f. Taken together, these values describe how the em-
ulator £* is created with LLMs M, the important scores S
and the harmonizers H.

Formally, given {g; Mo we identify two sets of indices:

=

b4 = {i where s; > 59 i € g;}, (8)

¢ = {i where s; < s9°% i € g;}, 9)

where k = %, 59i°F is the k-th largest importance score
g9

in j-th group. Our goal is to tune the most important layers
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while keeping the less ones within the LLM unchanged, thus
forming A = {m; };c4, and € = {m; };cy,. Subsequently,
the indices set of harmonizers is denoted as follows:

dn = {i where s; < s9°" i € g;}, (10)

where k= %%, 59" is the x-th largest importance score
g
in j-th group, ¢y € ¢g. The emulator £* can be formed as:

&= {hi}ie¢a U {SRC(m%/B)}ie(j)g/\igdyH . (11)

By modulating o and 3, we effectively manage the
model’s privacy. Increasing values of o and 3 enhances pri-
vacy via higher compression rates, while decreasing these
values enhances the adapted model’s performance. After
tuning A with £*, the downstream users return A’ to model
owner, to form the well-tuned LLMs M’ = [A’, £].

Experiments
Experimental Setup

Models and Datasets. We evaluate our method on large lan-
guage models, including GPT-2-XL (Radford et al. 2019),
OPT-1.3B (Zhang et al. 2023b), OPT-6.7B (Zhang et al.
2023b) and LLaMA (Touvron et al. 2023). We validate
our method across one generation task WikiText (Merity
et al. 2017), and eight question answering benchmarks:
OBQA (Mihaylov et al. 2018), PIQA (Bisk et al. 2020),
ARC (Clark et al. 2018), HellaSwag (Zellers et al. 2019),
SciQ (Welbl, Liu, and Gardner 2017), WebQuestions (Be-
rant et al. 2013) and RACE (Lai et al. 2017).

Evaluation Protocols. For a fair comparison, we adopt the
same evaluation metric used in previous studies (Xiao, Lin,
and Han 2023). Specifically, we measure perplexity on the
WikiText dataset and report accuracy on the other tasks. We
use lm-eval-harness ! for language model evaluation.
Implementation Details. In the training of the Dynamic
LayerReplace, we utilize the Pile corpus (Gao et al. 2020)
datasets for language. For Dynamic LayerReplace, N, = 3
and N, = 4 are set empirically. For harmonizer, we utilize
a simple low-rank FFN with ReLU activation and rank of
64 and 256 for medium and large size LLM respectively.
For the construction of emulators, we set « = 0.25 and
B = 0.8 by default to balance the privacy-utility trade-off,
unless otherwise specified. For fair comparison, NV, is set to
be consistent with OT (Xiao, Lin, and Han 2023), meaning
that only about 10% of the parameters are tuned, as opposed
to full fine-tuning. For the offsite tuning phase, we employ
the AdamW Optimizer, experimenting with a range of learn-
ing rates: [2e-5, Se-5, le-4, 2e-4, 3e-4]. All experiments are
conducted on a workstation with 8§ V100 GPUs.

"https://github.com/Eleuther Al/lm-evaluation-harness



Method Setting OBQA PIQA ARC-E ARC-C HellaSwag SciQ WebQs RACE Avg. A7
GPT2-XL
Full Model Zero-shot (ZS) 23.0 70.9 58.2 25.1 40.0 83.2 1.5 33.0 41.9 ]
Fine-tuning (FT) 30.0 73.2 62.9 30.0 40.7 92.5 26.4 432 49.9
77777777 EmulatorZS| 188 = 677 532 208 335 770 02 300 377
oT Emulator FT | 24.0 70.3 58.2 23.9 35.8 92.7 18.9 394 454 29
Plug-in 1 28.2 73.6 61.4 28.5 41.6 93.2 19.9 39.9 48.3
) 75;566{ ~ EmulatorZS] 194 695 529 239 366 813 1.2 333 398
w/o SRC Emulato_r FT | 29.6 72.7 58.6 26.5 39.6 93.2 244 434 485 1.6
Plug-in 1 31.2 73.6 63.5 29.4 41.8 93.9 244 42.6 50.1
77777777 EmulatorZS] 154 613 379 195 286 538 00 242 301
ScaleOT Emulator FT | 29.8 70.9 54.4 23.0 35.7 90.7 16.3 38.9 450 43
Plug-in 1 31.6 73.4 63.6 29.1 41.3 94.2 21.2 40.3 49.3
OPT-1.3B
Full Model Zero-shot (ZS) 234 71.6 56.9 23.5 41.5 84.4 4.6 342 42.5 ]
Fine-tuning (FT) 314 75.2 61.3 27.7 42.7 92.5 31.2 37.0 49.9
77777777 EmulatorZS] 194 687 539 215 351 809 13 330 392
oT Emulator FT | 24.8 71.6 58.1 26.1 37.0 92.2 24.3 38.6 466 24
Plug-in 1 29.0 74.5 59.4 27.8 433 92.9 26.2 38.9 49.0
) 7S;a;eg)'l: ~  EmulatorZS] 202  69.8 541 246 382 852 14 363 412
Ww/o SRC Emulato.r FT | 28.4 71.0 52.9 27.5 38.7 90.9 27.3 39.9 47.1 3.0
Plug-in 1 29.6 74.5 61.6 27.9 43.7 93.3 29.8 41.9 50.3
77777777 EmulatorZS] 172 631 418 195 321 399 01 272 326
ScaleOT Emulator FT | 27.2 70.9 52.5 26.5 37.8 90.0 25.3 39.1 46.2 3.7
Plug-in 1 28.2 75.2 61.9 28.3 42.9 94.0 28.2 40.8 49.9

Table 1: Comparative results of offsite-tuning with medium-size language model on eight question answering benchmarks. A
denote the performance difference between Emulator fine-tuning and Plug-in. Best in bold and second best in underline.

Scalability in Emulator Generation

To showcase the scalability of privacy and utility using our
proposed ScaleOT, we conducted experiments using OPT-
1.3B with WikiText by tuning o and 3. As demonstrated
in Fig. 4, gradually increasing « causes a simultaneous de-
cline in both emulator fine-tuning and plug-in performance.
Meanwhile, increasing 3 results in a larger performance dis-
crepancy without harming plugin performance. We observed
a broad parameter space to create a reasonable emulator,
particularly when « is less than 0.5 and § is greater than
0.6. This flexibility allows us to adjust our strategy to cre-
ate either high-compressed, high-privacy emulators or low-
compressed, high-performance emulators.

Main Results

We first evaluate our proposed ScaleOT on medium-sized
models in Tab. 1, including GPT2-XL and OPT-1.3B with
around one billion parameters. All methods meet the con-
ditions of offsite tuning, i.e., the performance of the plug-
in surpasses both the full model zero-shot and the perfor-
mance of emulator fine-tuning. Moreover, ScaleOT without
SRC achieves nearly lossless performance compared to full
fine-tuning. This highlights the efficacy of Dynamic Layer-
Replace against the Uniform LayerDrop used in the baseline
OT. Notably, due to the selection of important layers for up-
dating, the performance of the plug-in can exceed that of di-
rectly fine-tuning on LLMs, thanks to the better convergence
brought by sparse training (Pan et al. 2024; Yao et al. 2024).
Finally, the incorporation of SRC significantly reduces the
performance of emulator zero-shot and fine-tuning by aver-
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age 9.2% and 2.2%, with minimal drop in the performance
of the plugin. Overall, ScaleOT not only achieves better per-
formance but also ensures good model privacy.
Subsequently, we validated the effectiveness of larger
LLMs, including OPT-6.7B and LLaMA-7B, each with ap-
proximately 7 billion parameters. As shown in Tab 2, OT did
not achieve satisfactory performance due to its inability to
perform knowledge distillation on limited hardware. CRaSh
improved performance through LayerSharing, but its lack of
healing performance after compression resulted in subopti-
mal outcomes. In contrast, ScaleOT made the compression
of large models feasible by requiring only about 1-2% of the
parameters to be trained during the compression phase. No-
tably, our method achieve strong plug-in performance on the
WebQs task, where the zero-shot accuracy is zero, highlight-
ing its potential for new downstream applications. Further-
more, ScaleOT achieved commendable results, demonstrat-
ing that its effectiveness is not restricted to specific model
sizes. This makes ScaleOT a valuable strategy for enhancing
offsite-tuning outcomes across models of varying scales.

Analytical Study

Effect of Selective Rank Compression (SRC). To evaluate
the effectiveness of SRC in improving model privacy, we
conducted experiments on the WikiText dataset with GPT2-
XL and OPT-1.3B. As depicted in Fig. 3, we linearly in-
crease the compression ratio 3 from O to 1, resulting in lower
rank in the network. A consistent decreases in both emulator
fine-tuning and plug-in performance were observed as S in-
creased, particularly in configurations that included the feed-



Setting OBQA PIQA ARC-E ARC-C HellaSwag SciQ WebQs RACE Avg
OPT-6.7B

Zero-shot 27.6 76.2 65.5 30.6 50.5 90.1 8.8 38.2 48.4

Emulator ZS 239 59.5 58.1 26.4 30.9 86.6 2.0 334 40.0

Emulator FT 30.2 73.0 67.8 28.0 45.1 924 21.9 44.0 49.5
77777777 OTPlug-in 338 777 668 339 521 919 239 441 530

CRaSh Plug-in 38.8 78.0 70.7 36.3 53.4 95.3 26.1 45.2 55.3

ScaleOT w/o SRC Plug-in 41.2 76.6 70.2 35.9 53.5 94.5 352 46.9 56.8

ScaleOT Plug-in 332 78.1 70.1 353 522 95.7 339 45.3 55.5

LLaMA-7B

Full Zero-shot 28.2 78.3 67.3 38.2 56.4 89.7 0.0 40.0 49.8

Emulator ZS 23.6 72.4 57.8 29.9 46.1 81.5 0.0 35.6 43.4

Emulator FT 31.0 74.7 62.3 28.8 442 92.3 21.8 429 49.8
77777777 OTPlug-in 330 788 696 390 574 835 273 440 541

CRaSh Plug-in 34.6 80.0 71.3 41.8 58.4 95.1 29.8 45.6 57.1

ScaleOT w/o SRC Plug-in 40.8 79.6 75.3 47.7 59.5 96.2 432 48.5 61.2

ScaleOT Plug-in 374 79.7 73.2 42.3 58.1 95.7 33.7 45.6 58.2

Table 2: Comparative results of offsite-tuning with large-size language model on eight question answering benchmarks.
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Figure 5: Number of adapted layers in ScaleOT.

forward network (FFN), where a linear relationship was ev-
ident. In contrast, for MHSA configurations, within a range
of 0.6 to 1, emulator FT performance showed an exponen-
tial decline, whereas plug-in performance exhibited a linear
reduction. This indicates that SRC has potential to enhance
model privacy without degrading overall performance.
Number of Adapted Layers. We analyzed the impact of
the number of adapted layers N, on model performance. As
illustrated in the Fig. 5, With the increase in the number of
adapted layers, the performance grows linearly and saturates
at N, = 4. Doubling N, to 8 does not yield any significant
improvement. Consequently, N, = 4 is selected for optimal
balance between performance and computational efficiency.
Importance Score. We visualize the estimated importance
scores for OPT-6.7B and LLaMA-7B. As illustrated in
Fig. 6, it is evident that there is considerable variation in im-
portance distribution across networks. However, a consistent
pattern emerges: the first layer holds significant importance.
This finding echoes the observations of OT (Xiao, Lin, and
Han 2023), albeit lacking an explicit explanation.
Orthogonality with Parameter-efficient Fine-tuning.
ScaleOT is designed to integrate seamlessly with parameter-
efficient fine-tuning (PEFT) methods, facilitating a com-
bined approach that significantly decreases the trainable pa-
rameters and enhances efficiency. This can be accomplished
by employing PEFT methods in adapter layers, including
strategies such as Adapter-tuning (Houlsby et al. 2019) and
LoRA (Hu et al. 2022). As shown in Tab. 3, we observed that
Adapter-tuning and LoRA substantially reduced the train-

Importance Score
Importance Score

Layer 1 Layer9 Layer 17 Layer25 Layer 32 Layer | Layer9  Layer 17 Layer25 Layer32
OPT-6.7B LLaMA-7B

Figure 6: Visualization of the estimated importance score.

#Total #Trainable

Methods Params  Params Emu. FT 1 Plug-in |
Zero Shot 1.64B 0 - 20.44
Full Finetune 1.64B 1.48B - 13.58
ScaleOT w/o SRC 127M 16.62 14.60

+Adapter (d=64) 1278 1.65M 17.29 14.92
+LoRA (r=4) : 410K 16.75 14.53
ScaleOT 127M 20.65 15.95
+Adapter (d=64) 1.05B 1.65M 21.69 16.03
+LoRA (r=4) : 410K 21.18 15.85

Table 3: ScaleOT is orthogonal to most existing parameter-
efficient fine-tuning techniques. Scores are validated with
GPT2-XL on WikiText-2 in terms of perplexity.

able parameters while maintaining plug-in performance.

Conclusion

In this paper, we propose a novel privacy-utility-scalable
offsite-tuning framework, namely ScaleOT. We introduce a
layerwise importance-aware lossy compression algorithm,
Dynamic LayerReplace, to scale up the emulator and adapter
by reinforcement learning and the harmonizers. Then, we
propose Selective Rank Compression (SRC) that can en-
hance model privacy with minimal impact on performance.
Comprehensive experiments across various LLMs and tasks
showcase the superiority of our proposed ScaleOT.
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