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Abstract

To address the challenges of imbalanced multi-class datasets
typically used for rare event detection in critical cyber-
physical systems, we propose an optimal, efficient, and adapt-
able mixed integer programming (MIP) ensemble weighting
scheme. Our approach leverages the diverse capabilities of
the classifier ensemble on a granular per class basis, while
optimizing the weights of classifier-class pairs using elas-
tic net regularization for improved robustness and general-
ization. Additionally, it seamlessly and optimally selects a
predefined number of classifiers from a given set. We eval-
uate and compare our MIP-based method against six well-
established weighting schemes, using representative datasets
and suitable metrics, under various ensemble sizes. The ex-
perimental results reveal that MIP outperforms all existing
approaches, achieving an improvement in balanced accuracy
ranging from 0.99% to 7.31%, with an overall average of
4.53% across all datasets and ensemble sizes. Furthermore,
it attains an overall average increase of 4.63%, 4.60%, and
4.61% in macro-averaged precision, recall, and F1-score, re-
spectively, while maintaining computational efficiency.

Code — https://github.com/gterty019/MIPENS
Extended version — https://arxiv.org/abs/2412.13439

Introduction

Rare event detection in cyber-physical systems (CPS) is vi-
tal for maintaining the safety and reliability of critical in-
frastructures, such as water distribution networks and power
grids (Taheri et al. 2024; Tertytchny, Nicolaou, and Michael
2020). Critical CPS often generate imbalanced multi-class
datasets where some classes have significantly fewer in-
stances than others, due to the infrequent occurrence of ab-
normal events (e.g., faults or attacks) compared to normal
activities (Yin et al. 2020). Class imbalance poses several
challenges, such as biased model performance towards the
majority classes, poor generalization to minority classes,
and thus increased difficulty in detecting rare events (Shya-
lika, Wickramarachchi, and Sheth 2023). These issues are
further amplified by the critical nature of CPS, where mis-
classifying low-probability but high-impact events may lead
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to safety risks or system failures. Consequently, addressing
these challenges is crucial for effective rare event detection.

Ensemble learning approaches, especially weighted vot-
ing techniques, are commonly employed to handle imbal-
anced multi-class datasets (Khan, Chaudhari, and Chandra
2024). The aim of such methods is to improve overall perfor-
mance and robustness, by leveraging the strengths of diverse
classification algorithms. Specifically, a weighted voting en-
semble model combines the predictions of multiple classi-
fiers, using different weights based on their predictive per-
formance. Higher weights are assigned to better-performing
classifiers, either at an overall classifier level or on a per class
basis (Dogan and Birant 2019). However, existing weighting
schemes often fail to optimally balance the contribution of
each classifier, especially in the presence of a highly skewed
class distribution. Moreover, since smaller ensembles are
typically less computationally demanding, and given that
rare event detection in CPS is often performed at the network
edge on resource-constrained devices, adaptable approaches
are required to seamlessly and optimally select a predefined
number of classifiers from a larger set while assigning their
weights (Danso et al. 2022).

Aiming to fill this gap, we propose an optimal, adaptable,
and efficient mixed integer programming (MIP) weighting
scheme for weighted voting ensembles, suitable for rare
event detection in imbalanced multi-class datasets. Our ap-
proach optimally assigns weights to classifiers per class
based on their performance, leveraging their individual ca-
pabilities while selecting the predefined number of clas-
sifiers from a given set. To prevent overfitting and en-
hance generalization in weight assignment, we incorpo-
rate into our method the elastic net regularization tech-
nique (Zou and Hastie 2005), applying it beyond its tradi-
tional use in the training and validation phase. The proposed
weighting scheme aims to enhance performance across
all classes while ensuring computational efficiency, effec-
tively addressing the limitations of existing approaches. Our
method optimizes weights based on empirical accuracy re-
sults, avoiding simplifying assumptions typically required
by theoretical analysis, such as independent and identically
distributed instances, which may not hold in realistic scenar-
ios involving class imbalance and diverse classifier behavior
(Opitz and Maclin 1999).

Our main contributions are summarized as follows:



* We propose an optimal MIP-based ensemble weight-
ing approach for imbalanced multi-class datasets to im-
prove rare event detection in critical CPS. Our weighting
scheme optimizes classifier weights on a per class ba-
sis, leveraging the diverse strengths of each classifier in
a granular manner.

The proposed method seamlessly and optimally selects a
predefined number of classifiers from a given set while
calculating their weights. Moreover, it utilizes elastic net
regularization to improve generalization and robustness
in the assignment of classifier weights, while maintaining
computational efficiency.

We demonstrate the improved performance, adaptability,
and efficiency achieved by our approach through com-
parative evaluation against six well-established weight-
ing schemes, using representative datasets and appropri-
ate metrics under different ensemble sizes.

To our knowledge, in contrast to our approach, none
of the existing ensemble weighting schemes are intrinsi-
cally adaptable to varied ensemble sizes and capable of op-
timally assigning classifier weights for imbalanced multi-
class datasets, while attaining generalization and efficiency.

Related Work

Weighted voting ensemble methods typically apply weights
per classifier or per classifier and class, based on classi-
fier performance in the training and validation phase (Ma-
heshwari et al. 2022). Among the fundamental techniques,
UW-PC (uniform weights per classifier) and UW-PCC (uni-
form weights per classifier and class) assign equal weights
to all classifiers and classifier-class pairs, respectively, and
commonly serve as baselines in comparative studies (Dong
et al. 2020). On the other hand, WA-PC (weighted aver-
age based on normalized accuracy per classifier) and WA-
PCC (weighted average based on normalized accuracy per
classifier and class) apply weights based on the normal-
ized accuracy of each classifier or classifier-class pair, re-
spectively (Sagi and Rokach 2018). Both techniques assign
greater weights to classifiers or classifier-class pairs that ex-
hibit better performance. DE (differential evolution) is an
evolutionary algorithm that determines classifier weights in
an iterative refining manner (Storn and Price 1997; Zhang
et al. 2014, 2024). In contrast, BMA (Bayesian model av-
eraging) assigns weights to classifier-class pairs based on
their Bayesian inference posterior probabilities, which re-
flect the likelihood that each classifier is accurate given the
observed data (Raftery, Madigan, and Hoeting 1997; Wang
et al. 2022).

However, these weighting schemes do not optimally as-
sign classifier weights, are not easily adaptable to a varied
number of classifiers, and fail to address highly uneven class
distributions while achieving generalization. In contrast, our
MIP approach attains generalization in weight calculation
through elastic net regularization, which is a regularized re-
gression technique. It linearly combines the widely used L1
and L2 penalties of the lasso and ridge methods, respec-
tively, to leverage the advantages of both strategies (Zou and
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Figure 1: Overview of methodology for incorporating the
proposed weighting scheme into the ensemble model.

Hastie 2005). This dual technique can lead to a weight as-
signment that is both sparse (less likely to overfit) and robust
(less sensitive to training data noise) (Giesen et al. 2019).

Previous studies have explored different perspectives and
strategies to address the challenges of imbalanced datasets.
A comprehensive review of the problem, potential solutions,
and applicable evaluation metrics are examined in (He and
Garcia 2009). A general evaluation framework is proposed
in (Khan, Chaudhari, and Chandra 2024), employing data
augmentation and ensemble techniques by analyzing binary
datasets with varied class imbalance. In (Lango and Ste-
fanowski 2022), the impact of multi-class imbalanced data
difficulty factors (such as class overlapping and skewed dis-
tribution) on classifier performance is examined. On the
other hand, two approaches integrating sampling, data space
improvement, ensemble, and self-paced learning are intro-
duced in (Liu et al. 2020) and (Yin et al. 2020) to handle
class imbalance. However, both methods are tailored to bi-
nary classification. Overall, previous studies lack an optimal
and adaptable technique for classifier weight assignment to
enhance ensemble performance in imbalanced multi-class
datasets, while achieving generalization and computational
efficiency across varied ensemble sizes.

Proposed Weighting Scheme

To incorporate the proposed weighting approach into
the ensemble model, we employ the methodology out-
lined in Figure 1. Specifically, given a set of n classi-
fiers C {C1,C4,...,C,}, a set of m classes &
{E1,Es,...,Enp}, and a predefined ensemble size K, our
methodology consists of three phases:

1. Training & Validation: The input dataset corresponding
to £ is used to train each classifier in C, using stratified
k-fold cross-validation to ensure a similar class distribu-
tion in each fold. This yields the mean validation accu-
racy matrix V = [v;;]pxm, Where v;; denotes the mean



validation accuracy of classifier C; for class E; across all
folds. It is noted that Ey U EA = Eand Ex N EA = 0,
where &y C € and £p C & represent the normal and
abnormal (e.g., faults/attacks) classes, respectively, in €.

Weight Calculation: We use V to determine the weights
for each classifier-class pair. The proposed approach uti-
lizes MIP and elastic net regularization to select the pre-
defined number of classifiers K from the initial set C,
while optimally calculating their weights per class. This
results in a weight matrix W = [w;;]nxm, Where w;;
denotes the weight of classifier C; for class E;. If a clas-
sifier C; is not selected, then w;; = 0 VEj; € £.

. Test & Evaluation: The calculated weights in W are as-
signed to the selected K classifiers to evaluate the per-
formance of the resulting ensemble model.

The main problem addressed—determining the optimal
class-based weight assignment for classifiers in a weighted
voting ensemble model—corresponds to phase 2.

Problem Formulation

To solve the examined problem in phase 2, we formulate it
as a MIP model by defining its decision variables, objective
function, and constraints.

Decision Variables. The following variables are used to
select K classifiers and to determine their optimal weights:

e z;: binary variable corresponding to classifier C;, such
that x; = 1 if C; is selected, and x; = 0 otherwise (X =
[i]nx1)-

* w;;: non-negative continuous variable representing the
(i,4)-th element of weight matrix W, denoting the
weight of classifier-class pair (C;, E;).

Objective. We aim to maximize the overall classification
accuracy of the ensemble while ensuring generalization, i.e.:

1
max | — E E Wi Vij
X,W |'m

CieC E €€

el S w5t Y Y

C;eC E;€€ CieC E;€€

ey

subject to the constraints defined in the next subsection.

In (1), the overall accuracy is denoted by the first term,
where v;; represents the (i, j)-th element of mean validation
accuracy matrix V, denoting the mean accuracy of classifier
C; for class E; in the training and validation phase (phase
1). To prevent the ensemble model from overly relying on
specific classifier-class combinations based on the accuracy
attained in phase 1, and thus achieve a more balanced and
generalizable model, we incorporate into our objective the
elastic net regularization technique, represented by the sec-
ond term in (1). The L1 and L2 penalties are denoted by
Yciec omyee Wij and Do ce D cg Wi, tespectively.
The L1 penalty promotes sparsity by driving some weights
to zero, while the L2 penalty results in smaller and more
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evenly distributed weights. Consequently, the combination
of both penalties leads to a sparse and robust weight assign-
ment. In (1), A is the regularization parameter that controls
the strength of the overall penalty applied to the objective
function (A > 0). On the other hand, « is the mixing param-
eter that balances the contribution of the L1 and L2 penalties
in the elastic net regularization (0 < a < 1).

Constraints. Our objective function (1) is solved subject
to the following constraints:

x; € {07 1}7 VC; € C, )
’wijZO,VCZ‘EC,VEjE(C;, 3)
>z =K, )
C;eC
Zwijzl,VEjec‘:, (5
C;eC
Z wi; <mx;, VC; €C, 6)
EjES
Z’wij—‘rM(l—(L’i)ZE,VCieC? 7
Eng
1
ZwijvijZ* Zvij—&—e,VEjEE, )
c;eC nCiEC
1 1
— s > g
= Z Z Wij Vij > e Z Z vi; +e. (9)
CieC Eje€ CieC Eje€

Constraints (2) and (3) ensure the binary nature and non-
negativity of variables x; and w;;, respectively. Constraint
(4) enforces the selection of the predefined number of clas-
sifiers K. On the other hand, constraint (5) guarantees that
for each class, the sum of weights of all classifiers is equal
to one. If a classifier is not selected, (6) enforces all of its
weights across all classes to be equal to zero (otherwise,
the sum of its weights is bounded by the total number of
classes m). In contrast, constraint (7) ensures that if a classi-
fier is selected, at least one of its weights across all classes is
greater than zero. In (7), € is a positive constant, sufficiently
smaller than the variables and parameters in the MIP model.
It is used to convert (7) to a non-strict inequality, as strict
inequalities are not supported in MIP.

On the other hand, M is a positive constant, suffi-
ciently larger than the variables and parameters in the MIP
model. It is used to express the conditional aspect of (7)
in linear form. Specifically, the constraint becomes relevant
(ZE]_GS w;; > €) only if z; = 1. Otherwise, if z; = 0

the constraint becomes irrelevant () Bee Wij + M > €),

as it is always true. Constraint (8) ensures that the selected
weights per classifier and class are such that the resulting
weighted average accuracy for each class is greater than
the average accuracy for the particular class when uniform
weights are utilized across all classifiers. Similarly, (9) guar-
antees that the overall weighted average accuracy of the en-
semble is greater than the overall average accuracy in the
case where all weights of classifier-class pairs are uniform.
In (8) and (9), € is utilized in the same manner as in (7).



The time complexity of MIP models depends on both the
problem size and the solver used. MIP solvers typically em-
ploy proprietary algorithms with undisclosed implementa-
tion details, and thus their time complexity cannot be easily
derived. However, the computational cost of the proposed
MIP approach can be considered proportional to the problem
size n m, where n (number of classifiers) is small in practice
(Dogan and Birant 2019). Consequently, the computational
cost grows approximately linearly with respect to m (num-
ber of classes). In CPS rare event detection, m is typically
small (Vrachimis et al. 2018), as the aim is to distinguish
between normal and rare abnormal states rather than to con-
duct a fine-grained classification. It is noted that our MIP
model is independent of the dataset size. These factors en-
sure that the runtime of our MIP method remains reasonable,
as demonstrated in our experimental results.

Experimental Framework

We evaluated and compared the performance and effi-
ciency of the proposed weighting scheme against six well-
established approaches. The comparative evaluation was
conducted using appropriate metrics and four relevant im-
balanced multi-class datasets for rare event detection in crit-
ical CPS, under varied ensemble sizes.

Experimental Setup

The three phases of our methodology were implemented
using a server running CentOS 7.9, equipped with an In-
tel Xeon Gold 6240 processor @ 2.6 GHz and 400 GB of
RAM. The software environment included Python 3.12 with
scipy 1.14.0, scikit-learn 1.5.1, NumPy 2.0, pandas 2.2.2,
and Gurobi Optimizer 11.0.3 with its Python interface guro-
bipy. We utilized the Gurobi solver in phase 2 to solve our
MIP-formulated model, as it is widely used to optimally
solve similar optimization problems (Gurobi, LLC 2024).
We split each examined dataset into 80% for training and
validation, used in phase 1, and 20% for the test set, used
in phase 3. In phase 1, we employed stratified k-fold cross-
validation with k& = 5 (McTavish et al. 2022). To fine-tune
parameters A and « in (1), we incremented/decremented
each parameter, terminating adjustments when performance
began to deteriorate. This fine-tuning resulted in the follow-
ing values for (A, &) for each of the four examined datasets:
(0.95,0.85), (0.96,0.80), (1.00,0.82), and (0.95, 0.86), re-
spectively.

Existing Weighting Schemes

We compared our MIP approach against the six widely used
weighting methods discussed in related work: UW-PC, UW-
PCC, WA-PC, WA-PCC, DE, and BMA. In our experiments,
UW-PC and UW-PCC served as baselines. Without loss of
generality, we used the mean validation accuracy matrix V
as the likelihood matrix in BMA (Zhou 2021).

Classifiers

We considered a set of n = 8 commonly used classifiers
C = {MLR, J48, JRIP, REPTree, MLP, SVM, GNB, IBk}.
These classifiers were selected for their complementary
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E; Class Description # Instances %
Dataset D1: LeakDB (p = 6059.97)
N7 Normal - No Leak/No Pressure 17520 3.14
N3 Normal - No Leak/High Pressure 448438 80.38
N3 Normal - No Leak/Low Pressure 88154 15.80
Fy Abrupt - Large Leak/High Pressure 1721  0.31
F> Incipient - Large Leak/High Pressure 1181 0.21
F5  Incipient - Large Leak/Low Pressure 812  0.15
F, Incipient - Small Leak/Low Pressure 74 0.01
Total 557900 100.00
Dataset D2: NSL-KDD (p = 1222.64)
N; Normal 13449 53.39
A; Probe 2289  9.09
As Denial of Service (DoS) 9234 36.65
As User to Root (U2R) 11 0.04
A4 Remote to Local (R2L) 209 0.83
Total 25192 100.00
Dataset D3: SG-MITM (p = 5.91)
N1 Normal 455 65.28
A1 MITM on Router-Controller 84 12.05
As MITM on Controller 77 11.05
Az MITM on Router 81 11.62
Total 697 100.00
Dataset D4: CIC-IDS2017 (p = 2.13)
N1 Normal 273097 34.52
A; Distributed Denial of Service (DDoS) 128027 16.18
Ao Denial of Service Hulk (DoS Hulk) 231073 29.20
As PortScan 158930 20.10
Total 791127 100.00

Table 1: Class distribution in datasets D1-D4 (IV; € &y and
Aj, Fj € &n).

strengths in multi-class classification, as they encompass
a diverse range of approaches: probabilistic (GNB), rule-
based (JRIP), tree-based (J48, REPTree), function-based
(MLR, MLP, SVM), and instance-based (IBk) (Hastie, Tib-
shirani, and Friedman 2009). All classifiers are available in
the scikit-learn 1.5.1 Python library. In our experiments, we
used ensemble sizes ranging from K = 2 to K = 8 to in-
vestigate a comprehensive set of scenarios.

Datasets

We experimented with four representative datasets for
rare event detection in critical CPS, featuring multiple
classes with varied imbalance: [D1] LeakDB (Vrachimis
et al. 2018), [D2] NSL-KDD (Tavallaee et al. 2009), [D3]
SG-MITM (Elrawy et al. 2023), and [D4] CIC-IDS2017
(Sharafaldin, Lashkari, and Ghorbani 2018). Benchmarks
D2 and D4 pertain to intrusion detection in simulated net-
work environments, resembling real-world network traffic
captures. They are widely used to investigate anomaly de-
tection in CPS (Zhou et al. 2020; Danso et al. 2022). On
the other hand, D1 involves leakages (faults) in a simulated
real-world water distribution network under varying condi-
tions, while D3 focuses on man-in-the-middle (MITM) at-
tacks targeting client-server protocols in the private area net-
work (PAN) of a smart grid CPS, represented by an exper-
imental testbed. Table 1 shows the description, number of
instances, and the percentage distribution of each normal/ab-
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Figure 2: Improvement achieved in balanced accuracy by
proposed MIP approach over other weighting schemes (D1).

K
UW-PC
UW-PCC
WA-PC
WA-PCC

2
4.06
3.83
3.71
3.48
2.90
3.48

3.58
4.02
3.80
3.68
3.46
2.90
3.46

3.55
3.99
3.76
3.64
3.41
2.96
3.41

3.53

3
4.59
4.23
4.11
3.76
3.17
3.88

3.96
4.48
4.25
4.13
3.79
3.21
3.90

3.96
4.54
4.19
4.07
3.72
3.14
3.83

3.92

4
4.93
4.45
4.57
4.33
3.51
4.45

4.37
5.04
4.45
4.57
4.34
3.53
4.45

4.40
4.99
4.40
4.51
4.28
3.46
4.40

4.34

5
5.34
4.84
4.96
4.72
3.74
4.96

4.76
5.47
4.89
5.01
4.77
3.74
5.01

4.82
5.41
4.81
4.93
4.69
3.74
4.93

4.75

6
5.47
4.97
4.97
4.85
3.74
4.85

4.81
5.57
5.11
5.11
4.87
3.84
4.99

4.92
5.53
5.05
5.05
4.81
3.85
4.93

4.87

7
5.59
5.21
5.09
4.96
3.86
5.09
4.97
5.67
5.32
5.20
4.97
3.83
5.09
5.01
5.64
5.28
5.15
4.91
3.85
5.03
4.98

8
5.88
5.62
5.49
5.10
4.09
5.23

5.24
5.78
5.54
5.43
5.08
4.04
5.19

5.18
5.72
5.47
5.47
5.10
4.02
5.23

5.17

Precision

BMA
Avg
UW-PC
UW-PCC
WA-PC
WA-PCC
DE
BMA
Avg
UW-PC
UW-PCC
WA-PC
WA-PCC
DE
BMA
Avg

Increase (%)
Recall

F1-Score

Table 2: Improvement attained in macro-averaged precision,
recall, and F1-score by proposed MIP approach over other
weighting schemes (D1).

normal class in datasets D1-D4. Furthermore, it showcases
the imbalance ratio p for each dataset, which is defined as
the ratio of the number of instances y in the majority class
to the number of instances v in the minority class (Wang
et al. 2021). Considering that a dataset is highly imbalanced
when g > v, DI and D2 are highly imbalanced, whereas
D3 and D4 are moderately imbalanced (Liu et al. 2020).

Evaluation Metrics

To provide a comprehensive assessment of our approach
against the examined weighting schemes, we employed in
test and evaluation phase (phase 3) performance metrics
well-suited for imbalanced multi-class datasets. Specifically,
balanced accuracy served as our primary metric due to its
ability to account for class imbalance by averaging the re-
call obtained for each class. Additionally, we utilized macro-
averaged precision, recall, and Fl-score as secondary met-
rics to ensure an unbiased evaluation across all classes, thus
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Figure 3: Improvement achieved in balanced accuracy by
proposed MIP approach over other weighting schemes (D2).

K
UW-PC
UW-PCC
WA-PC
WA-PCC

2
3.25
3.03
2.92
2.69
1.06
1.60

243
3.23
2.99
2.87
2.63
1.01
1.59

2.39
3.24
3.01
2.90
2.78
1.09
1.65

2.45

3
3.84
3.62
3.51
3.29
1.46
2.10

2.97
3.79
3.56
3.44
3.20
1.46
2.15

2.93
3.88
3.65
3.54
3.31
1.52
2.18

3.01

i
4.37
4.04
3.82
3.60
1.77
2.62

3.37
4.36
4.12
3.89
3.65
1.79
2.71

3.42
4.43
4.20
3.97
3.74
1.84
2.72

3.48

5
4.87
4.76
4.43
4.21
2.17
3.34

3.96
4.81
4.69
4.45
4.21
2.23
3.27

3.94
4.85
4.74
4.39
4.16
2.15
3.26

3.93

6
4.97
4.97
4.42
4.09
2.16
3.44

4.01
4.80
4.80
4.32
4.09
2.12
3.38

3.92
4.84
4.84
4.38
4.04
2.03
3.36

3.92

7
5.06
4.95
4.51
4.18
2.15
3.64
4.08
5.02
4.90
4.54
4.19
2.22
3.72
4.10
5.16
5.04
4.59
4.24
2.24
3.79
4.18

8
5.04
4.93
4.49
4.17
2.15
3.63

4.07
5.13
5.01
4.65
4.30
2.33
3.83

4.21
5.15
5.03
4.58
4.23
2.24
3.78

4.17

Precision

BMA
Avg
UW-PC
UW-PCC
WA-PC
WA-PCC
DE
BMA
Avg
UW-PC
UW-PCC
WA-PC
WA-PCC
DE
BMA
Avg

Increase (%)
Recall

F1-Score

Table 3: Improvement attained in macro-averaged precision,
recall, and Fl-score by proposed MIP approach over other
weighting schemes (D2).

providing a holistic comparative analysis (Grandini, Bagli,
and Visani 2020; Lango and Stefanowski 2022).

Results & Discussion

Figures 2-5 demonstrate the percentage improvement
achieved in balanced accuracy (primary metric) by the pro-
posed MIP weighting scheme over all existing approaches
for datasets D1-D4, respectively, for K = 2 to K = 8 clas-
sifiers selected from set C. Tables 2-5 showcase the percent-
age improvement attained with respect to the secondary met-
rics (macro-averaged precision, recall, and F1-score) in each
case. The average improvement per dataset is also shown in
Table 6. Notably, MIP consistently outperformed the other
techniques across all evaluation metrics, ensemble sizes, and
datasets, demonstrating superior generalization and robust-
ness. Specifically, MIP yielded an increase in balanced accu-
racy ranging from 0.99% to 7.31%, with an overall average
of 4.53% across all datasets and ensemble sizes. Moreover,
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Figure 4: Improvement achieved in balanced accuracy by
proposed MIP approach over other weighting schemes (D3).

K
UW-PC
UW-PCC
WA-PC
WA-PCC

2
5.02
4.89
4.64
4.27
3.29
3.90

4.34
5.02
4.89
4.64
4.27
3.29
3.90

4.34
5.02
4.89
4.64
4.27
3.29
3.90

4.34

3
5.83
5.70
5.44
5.06
4.18
4.81

5.17
5.84
5.71
5.34
5.09
4.10
4.84

5.15
5.90
5.77
5.39
5.01
4.14
4.89

5.18

4
6.48
6.35
5.83
5.45
4.31
5.19

5.60
6.42
6.29
5.92
5.42
4.31
5.17

5.59
6.51
6.39
5.88
5.50
4.25
5.24

5.63

5
6.46
6.33
5.82
5.31
3.93
5.05

5.48
6.41
6.28
5.78
5.28
3.94
5.04

5.46
6.50
6.37
5.73
5.36
4.00
5.11

5.51

6
6.93
6.80
6.28
5.77
4.51
5.52

5.97
6.97
6.85
6.35
5.85
4.50
5.60

6.02
6.83
6.70
6.32
5.81
4.45
5.44

5.93

7
6.88
6.63
6.37
5.86
4.61
5.73

6.01
6.82
6.57
6.19
5.82
4.60
5.70

5.95
6.91
6.66
6.28
5.90
4.55
5.78

6.01

8
6.99
6.72
6.46
5.80
4.51
5.80

6.05
6.92
6.67
6.42
5.80
4.47
5.68

5.99
6.90
6.64
6.39
5.75
4.37
5.62

5.95

Precision

BMA
Avg
UW-PC
UW-PCC
WA-PC
WA-PCC
DE
BMA
Avg
UW-PC
UW-PCC
WA-PC
WA-PCC
DE
BMA
Avg

Increase (%)
Recall

F1-Score

Table 4: Improvement attained in macro-averaged precision,
recall, and F1-score by proposed MIP approach over other
weighting schemes (D3).

it attained an overall average increase of 4.63%, 4.60%, and
4.61% in macro-averaged precision, recall, and F1-score,
respectively. In addition to these metrics, MIP also outper-
formed all other schemes with respect to the macro-averaged
area under the precision-recall curve (AUPRC), as detailed
in the provided supplementary material.

Furthermore, it can be observed that the improvement
provided in all performance metrics by our approach over
the other schemes generally increased as the ensemble size
K increased. This reveals that MIP benefits more from a
larger number of classifiers compared to the other meth-
ods. By optimally assigning weights to classifier-class pairs,
our approach enhances the ability of the ensemble to lever-
age the diverse capabilities of each classifier, leading to a
better performance as the number of classifiers grows. On
the other hand, the performance improvement was lower
for the highly imbalanced datasets D1 and D2 (which had
a higher imbalance ratio), compared to the moderately im-
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Figure 5: Improvement achieved in balanced accuracy by
proposed MIP approach over other weighting schemes (D4).

K
UW-PC
UW-PCC
WA-PC
WA-PCC

2
1.68
5.81
5.45
5.20
4.12
4.72
4.50
4.38
4.14
3.78
3.54
2.37
2.95
3.53
3.06
4.97
4.61
4.37
3.30
3.89
4.03

3
4.74
4.62
4.13
3.76
291
3.40
3.93
4.82
4.70
4.10
3.75
2.82
3.40
3.93
4.67
4.55
4.06
3.70
2.75
3.34
3.84

i
5.13
5.13
4.49
3.61
3.36
3.86

4.26
5.22
5.22
4.52
3.72
3.38
3.95

4.33
5.13
5.13
4.40
3.68
3.32
3.92

4.26

5
5.84
5.71
4.96
3.74
3.74
4.47

4.74
5.82
5.69
4.86
3.80
3.80
4.50

4.75
5.71
5.59
4.86
3.78
3.78
4.37

4.68

6
6.54
6.41
5.29
3.94
4.19
5.04

5.24
6.67
6.54
5.33
4.04
4.27
5.10

5.32
6.67
6.54
5.31
3.99
4.23
5.07

5.30

7
7.32
7.05
5.75
4.22
4.59
5.62

5.76
7.31
7.08
5.70
4.24
4.57
5.59

5.75
7.23
7.10
5.63
4.19
4.55
5.50

5.70

8
6.89
6.64
6.38
5.88
4.65
5.76

6.03
6.87
6.63
6.39
5.90
4.60
5.78

6.03
6.88
6.64
6.26
5.90
4.69
5.77

6.02

Precision

BMA
Avg
UW-PC
UW-PCC
WA-PC
WA-PCC
DE
BMA
Avg
UW-PC
UW-PCC
WA-PC
WA-PCC
DE
BMA
Avg

Increase (%)
Recall

F1-Score

Table 5: Improvement attained in macro-averaged precision,
recall, and Fl-score by proposed MIP approach over other
weighting schemes (D4).

balanced datasets D3 and D4 (which had a lower imbal-
ance ratio). This highlights the negative impact of class im-
balance on the ensemble performance under all weighting
schemes. However, as demonstrated in Table 6, the perfor-
mance gains for the highly imbalanced datasets were still
significant and comparable to those observed for the moder-
ately imbalanced datasets. The effectiveness and robustness
of our method under different cases of class imbalance are
further demonstrated through the ablation studies included
in the supplementary material. As reported by the Gurobi
solver, the number of variables and constraints required for
each dataset by our MIP approach are shown in Table 6.

Weight Assignment Example

To demonstrate the effective utilization of the strengths of
each classifier in C by our method when assigning weights
to classifier-class pairs, we consider the mean validation ac-
curacy matrix V (given in Table 7) as obtained for dataset



# Var/ Avg. Increase (%)

£ Constr. Bal. Acc. Precision Recall F1-score

D1 6059.97 64/32 4.45 4.53 4.55 4.51
D2 1222.64 48/28 3.54 3.55 3.56 3.59
D3 591 40726 5.42 5.52 5.50 5.51
D4 2.13  40/26 4.72 4.92 4.81 4.83
Overall 4.53 4.63 4.60 4.61

Table 6: Average improvement achieved in all performance
metrics by proposed MIP approach over other weighting
schemes across all ensemble sizes for datasets D1-D4.

D2 and ensemble size K = 8. Although in the specific ex-
ample classifier SVM (highlighted in gray) was not among
the best-performing classifiers on average, it performed well
for classes Ay and A4 (despite A4 being among the minor-
ity classes in D2). Table 8 shows the weights assigned to
each class for SVM by each weighting approach. It can be
observed that MIP (highlighted in gray) assigned relatively
high weights for classes As and A4 where SVM performed
well, in contrast to all other methods, which assigned sig-
nificantly lower weights. On the other hand, MIP assigned
low weights to the classes where SVM did not perform well.
Evidently, MIP leveraged the capabilities of SVM more ef-
fectively than all other approaches, even though SVM was
among the lower-performing classifiers on average.

Computational Efficiency

In addition to the significant performance gains provided by
our method, MIP demonstrated computational efficiency in
calculating the weights for K classifiers from a set of n,
compared to the other weighting schemes, despite the NP-
hard nature of the examined problem. MIP seamlessly se-
lects K classifiers while optimally calculating their weights
in a single run. In contrast, the other examined approaches
calculate the weights for each possible classifier combina-
tion individually (i.e., for a total of (;) combinations) be-
fore eventually selecting the K best-performing classifiers.
Figure 6 illustrates the speedup achieved in weight cal-
culation by MIP over the other methods, for dataset D2,
K = {3,5,7}, and n = {8,16,24}. It can be observed
that the speedup provided by MIP increased significantly
as n grew, especially for larger ensemble sizes, highlight-
ing its practicality compared to the other techniques. Even
for smaller K and n, MIP was considerably more efficient
than the other weighting schemes. For example, for K = 3
and n = 8, MIP required 0.35s to calculate the classifier
weights, whereas the other approaches required 1 to 3.12s.

Conclusion

We proposed an optimal, adaptable, and efficient MIP-
based ensemble weighting scheme for imbalanced multi-
class datasets to improve rare event detection in critical CPS.
Our method optimizes classifier weights on a granular per
class basis, while seamlessly and optimally selecting a pre-
defined number of classifiers from a given set. Furthermore,
it employs elastic net regularization to enhance robustness
and generalization in weight assignment, while leveraging
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Figure 6: Speedup attained by proposed MIP approach over
other schemes in calculating the weights of K = {3,5,7}
classifiers from a set of n = {8, 16, 24}, for dataset D2.

E

Cs N1 A A; Az Ay Avg
MLR 0.96 0.92 0.86 0.99 0.95]0.94
J48 0.89 0.78 0.85 0.90 0.900.86
JRIP 0.90 0.74 0.78 0.89 0.960.85
REPTree |0.76 0.86 0.80 0.98 0.73|0.83
MLP 090 0.92 0.81 0.71 0.79]0.83
SVM 0.76 0.73 0.89 0.76 0.94|0.82
GNB 0.90 0.85 0.81 0.71 0.73]0.80
1Bk 090 0.72 0.75 0.74 0.71]0.76

Table 7: Mean validation accuracy matrix V for dataset D2
and ensemble size K = 8.

Weighting E

J
Scheme [ N7 A, Ay, A5 Ay
UW-PC 0.13 0.13 0.13 0.13 0.13
UW-PCC |0.03 0.03 0.03 0.03 0.03
WA-PC 0.11 0.11 0.11 0.11 0.11
WA-PCC |0.02 0.02 0.03 0.02 0.03
DE 0.12 0.12 0.12 0.12 0.12
BMA 0.02 0.02 0.03 0.02 0.02
MIP 0.00 0.03 0.20 0.04 0.23

Table 8: Weights assigned to the SVM classifier (shown per
class) by each weighting approach, for dataset D2 and en-
semble size K = 8.

the strengths of each classifier. We compared our approach
against six widely used weighting schemes, considering rel-
evant datasets with multiple classes and varied imbalance ra-
tios, under a wide range of ensemble sizes. The experimental
results demonstrate the superior performance and efficiency
of our technique over all existing methods, attaining an in-
crease in balanced accuracy ranging from 0.99% to 7.31%,
with an overall average of 4.53% across all datasets and en-
semble sizes. Moreover, it achieved an overall average im-
provement of 4.63%, 4.60%, and 4.61% in macro-averaged
precision, recall, and F1-score, respectively, while also ex-
hibiting computational efficiency.
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