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Abstract

To facilitate understanding of users’ diverse queries against
the back-end databases in web applications, researchers have
introduced Text-to-SQL (Text2SQL) models that can gener-
ate well-structured SQL queries from users’ query texts in
natural language. As the Text2SQL model decouples the user
queries with the back-end databases, it inherently mitigates
the SQL injection risk posed by inserting users’ input into
pre-written SQL queries. However, what security risks to web
applications may be posed by Text2SQL models remains an
open question. In this paper, we present a new attack frame-
work, named Autoregression-based Injection Attacks (AIA),
to evaluate the security risks of Text2SQL models. In par-
ticular, AIA makes target models generate attack payloads
by constructing specific inputs and adjusting the input auto-
regressively. Our evaluation demonstrates that AIA can cause
Text2SQL models to generate target output by adversarial in-
puts with success rates of over 70% in most scenarios. The
generated adversarial input has certain transferability in target
Text2SQL models. Additionally, practice experiments show
that AIA can make Text2SQL models extract user lists from
databases and even delete data in databases directly.

Introduction
Currently, databases play an important role in web appli-
cations. To facilitate user interactions with databases, web
applications usually provide pre-written SQL queries. Nev-
ertheless, such pre-written queries often face challenges in
meeting the diverse queries of users. Thus, researchers have
proposed Text-to-SQL (Text2SQL) to generate SQL queries
from text (Li et al. 2023). Presently, to generate complex
SQL queries, the popular methods are based on generation
models. Among these Text2SQL methods, some are based
on specially trained models and some are based on Large
Language Models. To distinguish them, we call the first kind
of methods generation-based and the second LLM-based
methods. They hold the top 10 ranks on the leaderboard for
the Spider challenge (Yu et al. 2018b), a large-scale com-
plex and cross-domain Text2SQL dataset. Considering the
SQL queries generated by Text2SQL technology will oper-
ate databases directly, the security of Text2SQL will directly
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Figure 1: Inserting user input as Value causes SQL injection.

affect the security of databases. It should be studied first be-
fore using by web applications.

Usually, web applications insert users’ input as the
“Value” in pre-written SQL queries to query databases (Qu
et al. 2024), thus posing a potential risk of SQL injection, as
shown in Figure 1. For Text2SQL models, users’ “Value”
provided in text must also be retained in generated SQL
queries. Thus, attackers may use Text2SQL models to gener-
ate SQL queries that retain attack payloads as their “Value”
to attack databases. This possibility has been proved by
Peng et al (Peng et al. 2022). They inserted attack payloads
to some Text2SQL models without any changes and found
Text2SQL models can generate SQL queries with payloads.
However, in practice, attack payloads are hardly maintained
as “Value” in Text2SQL models’ generation.

To study the security of Text2SQL models and find the at-
tack payload that can be kept in the generation, we propose
Autoregression-based Injection Attacks (AIA), which can
make Text2SQL models generate target output. We search
for the most suitable column to construct the injection point
for inserting attack payloads into generated SQL queries. To
address the challenge that the “generate()” method of gen-
eration models is unable to backpropagate gradient, AIA
adopts an autoregressive strategy to gradient backpropaga-
tion during each token generation step and generate adver-
sarial tokens to make target models generate target tokens
sequentially. Our evaluation demonstrates AIA can make
target Text2SQL models generate SQL queries with attack
payloads by generating adversarial input at high success
rates. By AIA, attackers can obtain data and administrator
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user lists or delete data through Text2SQL models in web
applications, similar to SQL injection. The transferability of
adversarial input generated by AIA means the possibility of
transferable attacks to Text2SQL models.

The contributions of this paper are as follows:

• This paper initiates an analysis of the security of
Text2SQL methods, demonstrating their susceptibility to
generating attack payloads through injection attacks.

• This paper introduces a novel attack against Text2SQL
models, Autoregression-based Injection Attacks (AIA).
AIA adopts an autoregressive strategy to make Text2SQL
models generate target payloads by gradient backpropa-
gation and fine-tuning input.

• We evaluate the performance of AIA on a public SQL
injection dataset. With 10-20-character payloads, AIA
can achieve a success rate of more than 70%, surpassing
the success rate of other possible attack methods. The
adversarial input of AIA has about 40% transferability
between target models. As an injection attack, AIA can
make Text2SQL models generate attack payloads to ex-
tract and delete data from databases.

Preliminary and Threat Model
Text to SQL
To meet the diverse queries of users, researchers have pro-
posed Text2SQL to generate SQL queries from text. Current
Text2SQL methods can be divided into three primary cat-
egories: sketch-based methods, generation-based methods,
and LLM-based methods (Qin et al. 2022).

Sketch-based Methods. Sketch-based methods generate
SQL queries by pre-defined SQL sketches and filling
sketches with slots selected from input. For instance, SQL-
Net (Xu, Liu, and Song 2017), SQLova (Hwang et al. 2019),
SDSQL (Hui et al. 2021), TypeSQL (Yu et al. 2018a), and
HydraNet (Lyu et al. 2020) use “SELECT,” “WHERE,”
and other codes as tokens in the sketch and fill other slots
with different deep-learning models. Sketch-based methods
can generate SQL queries with few syntax errors and are
popular for use on WikiSQL (Hwang et al. 2019), a large
crowd-sourced and single-domain dataset. Nevertheless, due
to their reliance on pre-defined SQL sketches, these methods
face limitations in handling intricate SQL queries.

Generation-based Methods. With the development of
text generation models, researchers proposed generation-
based methods, which use sequence-to-sequence (seq2seq)
models as Text2SQL models, to generate complex SQL
queries. For example, (Lin, Socher, and Xiong 2020) uses
an LSTM to generate SQL queries. With the development
of pre-trained seq2seq models, some researchers have fine-
tuned T5 (Li et al. 2023; Zhong et al. 2020) or GPT-2 (Rad-
ford et al. 2019) to generate SQL queries directly. They in-
put the text and database schema into the fine-tuned mod-
els to generate SQL queries directly. The effective meth-
ods in the popular Text2SQL challenge, Spider (Yu et al.
2018b), a large-scale complex and cross-domain Text2SQL
dataset including question text, corresponding SQL queries,

and databases, are usually based on T5. In March 2023, such
methods occupied the top 10 in Spider. Until Oct 2023, the
most effective generation-based methods are RESDSQL (Li
et al. 2023) and the Two-Simple-Semantic-Boundary-based
(TSSB) model (Rai et al. 2023). The decoder of RESDSQL
first generates the skeleton and then the actual SQL query.
TSSB improves its performance by its token pre-processing
and component boundary marks.

LLM-based Methods. With the emergence of ChatGPT
and other LLMs, several LLM-based methods (Gao et al.
2023; Pourreza and Rafiei 2023; Dong et al. 2023) have been
proposed. These methods make LLMs generate SQL queries
by special prompts. They have covered the top 6 of Spider’s
Execution-with-Values leaderboard in July 2024.

Adversarial Attacks
An adversarial attack is an attack that makes target mod-
els generate incorrect or specified output by adjusting in-
put. It was first proposed by Szegedy et al. and is com-
monly designed for classification tasks (Szegedy et al. 2014;
Ling et al. 2019, 2024; Li et al. 2021). For seq2seq tasks,
some researchers have proposed corresponding adversar-
ial attacks. Some researchers generate adversarial examples
for translation models to degrade the translation dramati-
cally (Zhang et al. 2021; Emelin, Titov, and Sennrich 2020;
Sadrizadeh, Dolamic, and Frossard 2023; Song, Rush, and
Shmatikov 2020; Wang et al. 2020). These methods can
make seq2seq models generate error output but not spe-
cific output. To address this limitation, Seq2Sick (Cheng
et al. 2020) and Sadrizadeh’s Targeted Adversarial Attacks
(TAA) (Sadrizadeh et al. 2023) were proposed to make
seq2seq models generate target output by attacking the “for-
ward()” but not the “generate()” that infers the output. How-
ever, TAA and Seq2Sick can only make a seq2seq model
generate one or several target words at unfixed positions but
not a specific output whose tokens are at specific positions.

Threat Model
Similar to white-box adversarial attacks, we assume that at-
tackers can gain white-box access to Text2SQL models. At-
tackers are limited to modifying the inputs provided to the
target Text2SQL model, with no access to alter other pa-
rameters, model architectures, etc. Similar to SQL injection,
attackers possess prior knowledge of the database scope. For
example, the attacker may know that the target database con-
tains information about singers.

Like targeted adversarial attacks, the target model can be
regarded as a function F (X) = Y , where X is the input
text, Y is the output SQL query, and F (.) is the target model.
X = [x1, x2, ..., xi, ..., xn] and Y = [y1, y2, ..., yi, ..., ym],
where xi is a token of X and yi is a token of Y . Our objective
is to adjust X to X∗ to obtain F (X∗) = Y ∗, where Y ∗ is the
target output that we specify. Y ∗ = [yt1 , yt2 , ..., yti , ..., ytm ]
where yti is a specified target token we specify.

Autoregression-based Injection Attacks
AIA comprises two steps: Injection Point Text Construction
and Autoregression-based Payload Generation. An overview
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of AIA is shown in Figure 2. In the following subsections,
we will describe each step in detail.

Injection Point Text Construction
Sketch Design In SQL injection, attackers usually find the
injection point, the code that causes SQL injection vulnera-
bility, and then optimize their attack payload, the “Value”
they query. Like SQL injection, we need to construct the
text before attack payloads to generate an injection point
and then insert attack payloads to obtain our target output.
We define this text as the Injection Point Text and to the
corresponding injection point as the Injection Point Code.
A common and straightforward SQL injection point is based
on the sketch “select DDD from AAA where BBB = CCC,”
where “AAA” represents the table name, “BBB” is a column
of “AAA”, “CCC” is the “Value” to be found in “BBB”, and
“DDD” is the default return column. This code corresponds
to the query text “Which AAA’s BBB is CCC.” Accord-
ingly, we adopt this query text as our Injection Point Text
and replace “CCC” with our target payloads as the origi-
nal adversarial payloads. “AAA” corresponds to the scope of
the attacked database, which attackers are assumed to know.
For “BBB”, attackers can infer some candidates based on
“AAA”. As to the detail of the Injection Point Code, it could
be obtained from the output of target models.

Considering the semantics of our Injection Point Text, tar-
get payloads in the text should be preserved in the generated
SQL queries of Text2SQL models. However, due to the in-
fluence of some target payloads’ semantics or the character-
istics of Text2SQL models, some target payloads are hardly
retained in the generated SQL queries. To address this chal-
lenge, we adopt a selection method for the most suitable col-
umn from candidates to enhance the possibility of attacked
Text2SQL models generating target payloads. We introduce
our column selection method below.

Column Selection Based on the database scope, column
candidates can be guessed by attackers or LLMs. Refer-
ring to the word saliency in text adversarial attacks (Zhang
et al. 2021; Ebrahimi, Lowd, and Dou 2018; Ling et al.
2023), we define column saliency as the maximum target
payload length retained among the SQL queries generated
by a Text2SQL model when that column is specified. Thus,
we select the column with the highest saliency from candi-
dates. The selection method is summarized in Algorithm 1.

As described in Algorithm 1, we randomly generate a tar-
get payload token list R (Line 1). Then, we traverse the
column candidates and save their saliency, L, in S (Line 2-
15). Specifically, for each candidate column, C, we connect
it with X and P(the first L tokens in R), and put the connect
string, X + C + P , into the target model M (Line 4-8) to
calculate its saliency (Line 8-12). After obtaining all candi-
dates’ saliency, we select the column whose saliency is the
largest as “BBB” in Injection Point Text (Line 16-17).

Autoregression-based Payload Generation
Payload Generation Text2SQL models infer their out-
put by the “generate()” method, where each token is in-
ferred by previously generated tokens and other parameters

Algorithm 1: Column Selection
Input: Target model M, column candidates D, other parts
of input X , random target payload token length N
Output: Selected column O

1: Randomly generate N tokens: R
2: S = []
3: for C in D do
4: L = 1
5: Continue = True
6: while Continue do
7: P = R[:L]
8: if P in M(X + C + P) then
9: L ++

10: else
11: Continue = False
12: S .append(L)
13: end if
14: end while
15: end for
16: Obtain the index of the maximum value in S: I
17: O = D[I]
18: return O

auto-regressively. It prevents attackers from gradient back-
propagating by models’ inferred output in white-box adver-
sarial attacks. Fortunately, the gradient can be backpropa-
gated while generating each token. Considering semantics,
a Text2SQL model should preserve the target payload of in-
put in generated SQL queries no matter how long the target
payload is. Moreover, if only the target payload is changed
while the Injection Point Text remains unchanged, the gen-
erated Injection Point Code should be stable. Accordingly,
we generate target payload tokens auto-regressively, as il-
lustrated in Figure 3.

We employ Adversarial Token Generation to optimize the
payload token of input, xi, to an adversarial token, yi, and
make target models generate the corresponding target token.
Subsequently, the generated adversarial tokens are input into
Adversarial Token Generation to make target models gener-
ate the next corresponding target token and obtain the next
adversarial token until target models generate all target to-
kens. Then, we can obtain the text-level adversarial payload
by the tokenizer decoding. The details of the Adversarial To-
ken Generation are discussed next.

Adversarial Token Generation (ATG) To generate a tar-
get token, we need to optimize the corresponding payload
token of input to an adversarial token. The adversarial token
generation process is illustrated in Figure 4.

To optimize each payload token xi to an adversarial to-
ken, a natural approach is to map the tokens into the embed-
ding space, similar to what is done in adversarial attacks of
NLP (Qiu et al. 2022). The embedding vector of xi, denoted
by ei, should meet three key requirements: 1. The logits of
Tq are the largest in the target model’s output logits when
generating the q-th token to ensure Tq is generated at the
q-th position in the target output. 2. The tokens generated
before Tq should remain unchanged. 3. It should be close to
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Figure 2: AIA workflow. We take attacking a singer database as an example. Injection Point Text Construction aims to construct
the Injection Point Text (shown in blue in the Original Input and Adv Input). Autoregression-based Payload Generation aims to
adjust the adversarial payload (payload is red in the figure) to make the target model generate SQL queries with target payloads.

Figure 3: Autoregression-based Payload Generation.

the embedding vector of a token in the target model’s tok-
enizer to minimize the change of mapping it back to a token.

We formulate a loss function to make the target model
generate the target token Tq at the specific position. We de-
fine the loss function as follows: Lt = −log(lTq ), where lTq

denotes the model’s output logits of the target token Tq when
generating the q-th token.

The tokens generated before Tq need to remain unchanged
to ensure code correctly as in many code adversarial at-
tacks (Qian et al. 2022; Fu et al. 2024). Accordingly, we
define a loss function to maintain the token generation:
Lp = −

∑q−1
k=1 log(lTk

), where Tk denotes the k-th token
of target output, lTk

is the model’s output logits of Tk when
generating the k-th token.

To minimize the change during the mapping of the ad-
versarial embedding vector to a token, we quantify this
change by L2-norm and formulate the following loss func-

Figure 4: Adversarial Token Generation. Tq is the corre-
sponding target token of xi, the i-th token of target payloads.
ei is the embedding vector of xi.

tion: Lw = min
ω∈W

(||ei − ω||2), where W is the set of word

embedding vectors of all tokens in the tokenizer of the target
model, and ω is a vector in W .

We choose not to use a similarity loss, which is a common
loss function component in adversarial attacks, because we
already maintain the similarity of the adversarial input by
limiting the change to the payload location. Thus, the final
loss function is formulated as follows:

Lf = −log(lTq
)− λ1 ∗

q−1∑
k=1

log(lTk
) + λ2 ∗ min

ω∈W
(||ei − ω||2) (1)

where λ1 and λ2 are the regularization parameters of loss.
Subsequently, we backpropagate the gradient and opti-

mize ei until the target token is generated. After optimizing
ei, we map it to the token space and obtain the adversarial
token, yi, to generate the next adversarial token.
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Experiments
Database
We select our database from a public SQL injection dataset
from Kaggle1, which includes SQL injection and normal
samples. We selected SQL injection samples and removed
duplicate samples from its two versions, thereby obtaining a
total of 22,226 samples as our dataset. Considering different
models may generate different Injection Point Code, we fur-
ther selected samples from these 22,226 samples to ensure
correct syntax after connecting samples with the Injection
Point Code when attacking different target models.

Target Models
On Spider challenge where LLMs(GPT4, GPT3.5) of LLM-
based methods in it are closed source, RESDSQL (Li et al.
2023) and the TSSB model of Rai et al. (Rai et al. 2023) are
the two best-performing open-source Text2SQL models. We
chose to use their T5-base versions, which have execution
accuracies of 80.2% and 75.6%, respectively, on the devel-
opment set of Spider, as our target models for attack texting.

Evaluation Metrics
Attack Success Rate. The primary objective of AIA is to
cause target models to generate special queries with specific
target payloads. To assess the ability, we evaluate the attack
success rate (ASR) of AIA as follows:

if success =

{
1, outputt = outputg
0, outputt ̸= outputg

(2)

ASR =
1

N

N∑
i=1

if successi (3)

where outputg and outputt are the formatted target model’s
output and formatted target SQL queries, and N is the num-
ber of test payloads. Specifically, when the last token of an
adversarial payload exists in the embedding space without
being mapped to the token space, we denote the correspond-
ing ASR by ASR(E). When the last token is mapped to token
space, we denote the corresponding ASR by ASR(T).

Average Token Length of Generated Target Payloads.
Considering that the payload tokens in AIA are generated
auto-regressively, we can calculate the average generated
target payload token length (TPTL) of AIA in datasets to
evaluate its effectiveness even in the case of failed attacks.

Attack Effectiveness
Existing methods, such as Seq2Sick (Cheng et al. 2020),
TAA (Sadrizadeh et al. 2023), and T3 (Wang et al. 2020)
are not specifically designed to solve the problem addressed
in this study. However, we can make slight modifications to
adapt Seq2Sick and TAA to our problem, as follows. We
utilize the constructed Injection Point Text of AIA and tar-
get payloads as their initial input, considering that no initial
input in our problem is provided for these methods. As to

1https://www.kaggle.com/datasets/syedsaqlainhussain/sql-
injection-dataset

Target RESDSQL TSSB
Model ASR(T) ASR(E) TPTL ASR(T) ASR(E) TPTL

AIA 2.4% 10.4% 5.89 1.2% 2.6% 3.45
Seq2Sick 0.6% - 0.028 0.8% - 0.084
TAA 0.6% - 0.028 0.8% - 0.084
Original 0.6% - - 0.8% - -

Table 1: Attack effectiveness

Methods target EM target F1

AIA 77.6 84.6
T3 43.4 46.5

Table 2: Compare with T3

the method of Peng et al (Peng et al. 2022), they just insert
directly attack payloads into input, which is similar to the
original state of AIA after Injection Point Text Construction.
We use “Original” to represent this state. To ensure that tar-
get payloads can be executed, we specify the positions of
target payloads and Injection Point Code tokens in the target
model’s output of Seq2Sick and TAA. As to T3, it focuses
solely on the beginning and end positions of the payload.

To evaluate the effectiveness of AIA and compare it with
Seq2Sick and TAA, we randomly selected 500 samples from
our database as target payloads to attack the two target mod-
els and we evaluated the ASR(T), ASR(E) and TPTL, as
reported in Tabel 1. Particularly, Seq2Sick and TAA map
their adversarial examples to token space after each gradient
backpropagation. Thus, we do not calculate their ASR(E).
For T3, we also compare AIA and T3 using T3’s evaluation
metrics at the target output length of T3’s examples by RES-
DSQL, as shown in Table 2

The results in Table 1 and Table 2 show that AIA can ef-
fectively make both target models generate target payloads.
Although the success rate is low, considering the almost in-
finite number of possible outputs, this rate is considerable.
The strict limitation of mapping back to the token space
makes AIA’s ASR low. It is also a challenge for all text ad-
versarial attacks. In contrast to Seq2Sick, TAA and T3, AIA
can generate target payloads even if target models cannot
generate them directly and its TPTL exceeds those of them.

Effect of Payload Length
Since Text2SQL models generate output auto-regressively,
the target payload length significantly impacts the effective-
ness of AIA. If there are n tokens in a target payload and m
tokens in the tokenizer of a Text2SQL model, then there are
mn possible generated payloads. Thus, the longer the target
payload is, the lower the probability of generating the target
output and the greater the difficulty of AIA. Since different
models have different tokenizers, a target payload may be
encoded into different numbers of tokens. Thus, from the
SQL injection samples in our database, we selected differ-
ent target payloads according to their character length but
not token length to evaluate AIA’s effectiveness. We divided
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Target Model Length AIA AIA(E) Seq2Sick TAA Original

RESDSQL 10-20 37% 77% 16% 16% 16%
20-30 8% 34% 0 0 0
30-40 2% 9% 0 0 0
40-50 1% 1% 0 0 0

TSSB 10-20 23% 72% 23% 23% 23%
20-30 32% 73% 32% 32% 32%
30-40 2% 4% 2% 2% 2%
40-50 0 0 0 0 0

Table 3: Effect of payload length

Target model Lt + Lp + Lw Lt Lt + Lp Lt + Lw

RESDSQL(T) 37% 20% 26% 18%
RESDSQL(E) 77% 24% 75% 23%
TSSB (T) 23% 23% 23% 23%
TSSB (E) 72% 47% 89% 39%

Table 4: Effect of different loss functions

the selected samples into four 100-sample groups: 10-20,
20-30, 30-40, and 40-50 character length. The correspond-
ing ASR(T) of each method is shown in Table 3, where
“AIA(E)” denotes the ASR(E) of AIA.

The results in Table 3 show that the ASR decreases with
target payload length increasing, which is similar to expecta-
tion. Notably, some target payloads are already in the output
of target models without optimization, showing the effec-
tiveness of our Injection Point Text construction. Further-
more, the “Original” ASR decreases with the increase in
payload length. It indicates that longer target payloads are
more challenging to preserve in the output. For TSSB, gen-
erating target payloads directly in its output without opti-
mization is easier than RESDSQL. However, retaining the
Injection Point Code is harder for TSSB than RESDSQL.
As a result, the ASR against TSSB is lower than RESDSQL.
Similar to text adversarial attacks, mapping adversarial ex-
amples into tokens will reduce the attack success rate.

Ablation Study
The loss functions Lp and Lw will affect the results of AIA.
To evaluate the impact of the different components of our
loss function, we conducted ablation experiments and ana-
lyzed the results. The experiments also show the influence of
λ1 and λ2, particularly when either λ1 or λ2 is 0. To clearly
show the distinctions between different loss functions, we
evaluated their performance with 10-20-character payloads.
The results are shown in Table 4, where “(T)” and “(E)” indi-
cate results in the token and embedding spaces, respectively.

The results in Table 4 highlight the impact of Lp on the
ASR. The removal of Lp reduces the ASR in both token and
embedding spaces. This is expected, as Lp plays a crucial
role in controlling the generation of Injection Point Code.

The influence of Lw is interesting. On the one hand, the
inclusion of this component can improve the ASR(T) of
AIA; on the other hand, it reduces the ASR(E). The purpose
of Lw is to minimize the changes caused by mapping an ad-

Target model RESDSQL TSSB

ASR(T) 35.48% 44.07%

Table 5: Transferability of AIA

versarial payload back to the token space. This is why this
loss component can improve the ASR in the token space.
However, this component simultaneously guides the opti-
mization of an adversarial token toward the nearest word (to-
ken) point in the embedding space. This optimization direc-
tion usually diverges from the normal of the target model’s
decision boundary, creating challenges in driving the target
model to generate the target tokens.

Transferability
To evaluate the transferability of adversarial payloads AIA
generated, we used adversarial payloads generated for RES-
DSQL to attack TSSB and used adversarial payloads gener-
ated for TSSB to attack RESDSQL. In particular, we used
the adversarial payloads generated successfully in the token
space in Tables 1 and 3 and evaluated their ASR(T). The
higher the ASR(T) is, the greater the transferability of the
corresponding payloads. The results are shown in Table 5.

Table 5 indicates that AIA shows considerable transfer-
ability greater than 35%. Because the input pre-processing,
tokenizers, and parameters of different target models differ,
adversarial payloads generated for one target model can-
not be directly used to attack other target models success-
fully. However, both target models considered here were
fine-tuned from T5 models, resulting in similar structures
and increasing the transferability of AIA. The results indi-
cate that AIA can attack other T5-based Text2SQL mod-
els by black-box transfer attacks, which first attack simi-
lar white-box models and then use the generated adversar-
ial payloads to attack target black-box target models. Since
many generation-based Text2SQL models are based on T5,
AIA will seriously harm them in a black-box attack.

Attack against LLM-Based Methods
Considering the large number of parameters and training
data for LLMs, making LLMs generate target output is
harder. However, the text generation ability of LLMs enables
them to generate various statements, rather than only gen-
erating SELECT statements like generation-based methods.
Thus, we can input the text that describes attack operations
to LLMs, making LLMs return the corresponding statements
to carry out the attack. We call this kind of attack “Descrip-
tion Attack”. For example, in Fig 5, if we want to use an
attack payload “’; delete from singer where 1=1” to delete
all data in “singer” table, we can tell LLMs to generate a
SQL that “Delete all data in table singer”. LLMs generate
“DELETE FROM singer;”, directly.

We test the performance of our Description Attack in
DAIL(GPT4)(Gao et al. 2023), C3SQL(GPT3.5)(Dong et al.
2023) and the two popular SQL generators in custom ver-
sions of ChatGPT in Explore GPTs, SQL Expert and SQL
Generator. The descriptions of payloads can be generated
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Figure 5: Description Attack.

Target Methods DAIL C3SQL SQL Expert SQL Generator

ASR 30% 40% 90% 84%

Table 6: Effect of Description Attack

by LLMs, like ChatGPT. The results are shown in Table 6.
SQL Expert and SQL Generator are fine-turned for all kinds
of SQL query generation. So we can easily make them gen-
erate various SQL queries. However, DAIL and C3SQL use
prompts to make LLMs generate SELECT statements, mak-
ing them harder to generate other kinds of SQL queries.

Besides “Description Attack”, AIA can also be used on
LLMs. Considering it’s hard to make LLMs generate target
outputs, we pay attention to embedding space. We keep ev-
ery generated token of AIA in embedding space but not map-
ping it to a token. We use LLAMA3-8B to reproduce DAIL
and C3SQL and test the performance of AIA on them in the
embedding space. The results are shown in Table 7, where
“Original” means the success rate of inserting the payload
into question without any changes.

The results in Table 7 show that AIA can generate adver-
sarial payloads in embedding space with high success rates.
It is easy to make LLMs generate target outputs. Although
it is still a problem to map adversarial examples in embed-
ding space to token space, we still obtain some adversar-
ial payloads in token space, like “’)!# or” which can make
LLMs generate attack payload “’)!#” OR 1=1;”. These re-
sults show that LLM-based methods are also vulnerable.

Database Damage
To assess the real-world impact of AIA, we executed the
generated SQL queries directly against the “singer” database
of Spider to demonstrate the damage of AIA to the database.
The results are described below.

Attackers can obtain the user list of databases by “which
singer’s name is “'; the and<extra id 71> user()#”,
which makes the Text2SQL model generate SQL query
“select name from singer where name = ''; select user()#
from singer where name = ''”. The results are shown in
Figure 6. It directly causes damage to database owners and
even leaks the administrator’s account.

In addition, AIA can even delete data directly by con-
trolling the Text2SQL model to generate target payloads.
For example, we can delete the “singer” table by adversar-
ial input “which singer’s name is “';DeleTE from Sänger
where 2=2 #”, which makes the Text2SQL model gener-

Length 10-20 20-30 30-40 40-50

DAIL 94% 99% 98% 93%
Original 7% 17% 2% 0
C3SQL 98% 99% 96% 92%
Original 5% 12% 12% 7%

Table 7: Performance of AIA on LLM-based methods.

Figure 6: AIA obtains the user list of the database.

ate SQL query “select name from singer where name =
'';DeleTE from singer where 2=2”, as shown in Figure 7.

This practical study has shown that AIA can be used to
attack databases successfully if Text2SQL models are used
on databases. It will cause significant harm to databases.

Conclusion
Possible Defenses. Since AIA is similar to adversarial at-
tacks, the defenses of adversarial attacks may also be effec-
tive. Similar to SQL injection prevention, AIA defenders can
extract users’ ’Value’ and filter out attack payloads.

Future Work. There are still some challenges to be ad-
dressed in the future, like the mapping from embedding to
token space, and black-box attacks still need to be solved.
We will research these challenges in the future.

Figure 7: AIA deletes a table in the database.
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