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Abstract

Federated Learning (FL) has emerged as a promising ap-
proach for privacy-preserving model training across decen-
tralized devices. However, it faces challenges such as statis-
tical heterogeneity and susceptibility to adversarial attacks,
which can impact model robustness and fairness. Personal-
ized FL attempts to provide some relief by customizing mod-
els for individual clients. However, it falls short in address-
ing server-side aggregation vulnerabilities. We introduce a
novel method called FedAA, which optimizes client contri-
butions via Adaptive Aggregation to enhance model robust-
ness against malicious clients and ensure fairness across par-
ticipants in non-identically distributed settings. To achieve
this goal, we propose an approach involving a Deep De-
terministic Policy Gradient-based algorithm for continuous
control of aggregation weights, an innovative client selec-
tion method based on model parameter distances, and a re-
ward mechanism guided by validation set performance. Em-
pirically, extensive experiments demonstrate that, in terms of
robustness, FedAA outperforms the state-of-the-art methods,
while maintaining comparable levels of fairness, offering a
promising solution to build resilient and fair federated sys-
tems.

Code — https://github.com/Gp1lg/FedAA.
Extended version — https://arxiv.org/abs/2402.05541

Introduction

Federated learning (FL) is an emerging paradigm that en-
ables collaborative model training while protecting the pri-
vacy of each participant’s data (McMahan et al. 2017;
Kaissis et al. 2020; Tan et al. 2022; Cheng et al. 2020). De-
spite its potential, FL faces challenges stemming from data
heterogeneity across clients and susceptibility to malicious
attacks. These factors can lead to suboptimal global models
that favor certain clients over others or models that are not
robust to adversarial behaviors, undermining the core prin-
ciples of FL.

Personalized FL (PFL), represented by Ditto and Ip-proj
(Li et al. 2021b; Lin et al. 2022), emerged as a response to
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these challenges, tailoring models to individual client char-
acteristics (Kulkarni, Kulkarni, and Pant 2020; Tan et al.
2022). Nonetheless, personalization typically focuses on the
client level and does not adequately mitigate risks during the
server-led aggregation phase. Similarly, existing works that
incorporate notions of robustness (Chen, Su, and Xu 2017;
Blanchard et al. 2017; Xie, Koyejo, and Gupta 2018; Mohri,
Sivek, and Suresh 2019; Hu et al. 2022) and fairness (Li
et al. 2020; Ezzeldin et al. 2023; Li et al. 2021a) often do
so separately, lacking an integrated approach that provides
both concerns simultaneously.

In this paper, we present a novel method called Feder-
ated Adaptive Aggregation (FedAA), which employs deep
reinforcement learning (DRL) to dynamically adjust the in-
fluence of each client’s update during aggregation, thus bal-
ancing robustness and fairness at the server level. Our con-
tributions are three-fold:

* Firstly, we propose a novel FL framework, FedAA, em-
ploying DRL to enhance both robustness and fairness via
dynamically optimizing client contributions in FL.

Secondly, we conduct comprehensive experiments to
validate the efficacy of the FedAA model. The results
demonstrate significant improvements in robustness and
maintain comparable levels of fairness against state-of-
the-art (SOTA) methods.

Lastly, we perform ablation studies to pinpoint contribu-
tions of key components to model performance and pro-
vide insights into FedAA’s fairness mechanisms, partic-
ularly in handling diverse client data distributions.

The remainder of this paper is organized as follows: First,
we review the related works. Then, we provide a detailed
description of the proposed FedAA framework, including
the client selection algorithm, the DDPG-based optimiza-
tion process, and the reward formulation. Next, we present
our experimental setup and discuss the results. Finally, we
conclude with suggestions for future research directions.

Related Work

Robustness in Federated Learning. The robustness of FL
models is a critical area of research, given the potential for
adversarial interactions within decentralized training envi-
ronments. Adversarial attacks, such as data poisoning and



model update poisoning, have been identified as significant
threats to the integrity of FL systems. Data poisoning in-
troduces false information into the training datasets (Big-
gio, Nelson, and Laskov 2012; Li et al. 2016; Rubinstein
et al. 2009; Jagielski et al. 2018; Suciu et al. 2018; Fang
et al. 2020; Dai and Li 2023), while model update poison-
ing, one is Byzantine attacks, involves an a-fraction (typical
a < 0.5) of clients acting maliciously to disrupt the learn-
ing process. Various Byzantine robust SGD methods have
been proposed to mitigate these threats to enhance the re-
silience of FL. models against such attacks (Chen, Su, and
Xu 2017; Blanchard et al. 2017; Xie, Koyejo, and Gupta
2018). This paper aligns with the robustness definition by
Li et al. (2021b) and considers the following attack models
for evaluation:

Definition 1 (Robustness). In the case of a certain Byzan-
tine attack, if model w; achieves higher mean test accuracy
across benign clients compared to model we, then we say
that model w; is more robust than model ws. We employ
three common attack methods to evaluate the robustness of
our model. We use Wy, to represent the malicious messages
sent by client k.

e Same-value attacks: Malicious client k sends parameters
can be denoted as w;, = m1, where m ~ A (0, 72) repre-
sents the intensity of attack, 1 is a vector of ones, with the
same size of parameters as the benign clients.

e Sign-flipping attacks: Malicious client & sends sign-
flipped and scaled messages, which can be represented as
Wi, = —|m|W), where W) denotes the correct updates,
m ~ N(0, 72) represents the intensity of attack.

e Gaussian attacks: The messages sent by Byzantine client
k follow a Gaussian distribution, which can be formulated
as Wy ~ N (0, 7°I).

Fairness in Federated Learning Fairness in the context
of FL is a multifaceted issue that encompasses performance
fairness, collaboration fairness, and model fairness (Zhou
et al. 2021). This paper focuses on performance fairness,
which aims to ensure that the model performs well across
diverse client datasets, thereby preventing any client with
less common data from being disadvantaged. The concept of
fairness is influenced by the work of Li et al. (2021b), which
advocates for a fair model to provide an equitable distribu-
tion of performance across all clients:

Definition 2 (Performance Fairness). In the case of a
heterogeneous federated network, if model w; achieves a
lower standard deviation (std) of test performance across
N clients than model wy, i.e., std {Fj(w1)}ren) < std
{Fx(w2)}re[n), Where Fy(-) represents the test loss of
client k € [N], then we say that model w; is more fair than
model ws.

Prior research has proposed reweighting techniques to ad-
dress fairness, adjusting the contribution of client updates
based on their performance (Li et al. 2020; Ezzeldin et al.
2023; Li et al. 2021a). However, these methods may come
at the cost of mean test accuracy and may not be robust
against adversarial attacks (Chen, Su, and Xu 2017; Blan-
chard et al. 2017; Xie, Koyejo, and Gupta 2018; Mobhri,
Sivek, and Suresh 2019; Hu et al. 2022).

To provide robustness and fairness, several frameworks
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aim to tune the deviations between local and global models
finely. The Ditto framework by Li et al. (2021b) address this
by allowing controlled deviations from the global model to
foster personalization, which contributes to fair and robust
outcomes across diverse client datasets. Similarly, Lin et al.
(2022) propose a projection method that manages these de-
viations by embedding local models within a shared low-
dimensional subspace, thus enhancing communication effi-
ciency while ensuring robustness against adversarial attacks
and fairness in resource allocation. Building on these foun-
dations, our approach integrates deep reinforcement learn-
ing (DRL) to dynamically optimize the aggregation process,
focusing on achieving a robust and fair global model that
adapts to real-time network changes, thus further personal-
izing client contributions effectively.

Deep Reinforcement Learning. The integration of DRL
into FL represents a promising frontier in addressing the
challenges faced by FL. Notable examples include FAVOR
(Wang et al. 2020), which utilizes a deep Q-learning (DQN)
algorithm for client selection (Mnih et al. 2015), and Fe-
dRL (Zhuo et al. 2019), which operates within a discrete
action space. Yet, these approaches are often limited by
their reliance on discrete action spaces and greedy policies,
which may not be suitable for the complex, continuous ac-
tion spaces inherent in FL. This paper explores the appli-
cation of DRL, specifically the DDPG algorithm (Lillicrap
et al. 2016), to handle continuous control in FL, offering a
more nuanced approach to client aggregation.

Methodology

In this section, we first outline the foundational concepts of
FL and DRL. Then we formulate the optimized function and
provide the details of the proposed algorithm.

Preliminary

DRL embodies a learning paradigm in which an agent learns
to interact with its environment through a process of trial
and error. In the context of DRL, at each timestep ¢, the
agent perceives the current state s(t) of the environment,
selects an action a(t), and subsequently receives a reward
r(t). This interaction leads to a transition to the next state
s(t+1). The overarching goal of DRL is to identify a policy
that maximizes the cumulative discounted reward, defined
as R = Z;‘F:l vt=1r(t), where ~, the discount factor, is a
value within the range (0, 1].

Our work introduces a DRL framework based on the Deep
Deterministic Policy Gradient (DDPG) algorithm (Lillicrap
et al. 2016), which extends the capabilities of traditional Q-
learning methods to handle continuous action spaces. The
DDPG algorithm operates using an actor-critic structure
(Konda and Tsitsiklis 1999), comprising two neural net-
works: an actor network 7(s|6™) that selects actions, and
a critic network Q(s,a|f?) that evaluates the chosen ac-
tions. These networks are parameterized by #™ and 0%, re-
spectively. To improve stability and performance, we imple-
ment experience replay, target actor network 7' (s|6™ ), and

the target critic network @’ (s, a|#<"), which facilitate more
consistent learning updates.



The actor network aims to develop a policy that max-
imizes the expected return J = E,, ;, 4, [R] from the
environment’s start distribution. This policy refinement is
achieved through gradient ascent, utilizing the gradient

VorJ ~ Nid 3 uQ(s(i),w(5(0))162) Vorn(s(0)67)
l 1)

where Ny is the batch size. The critic network’s role is to ap-
proximate the action-value function Q(s, a|§<), which pre-
dicts the expected return for a given state-action pair. The
critic’s learning process involves minimizing the loss func-
tion:

1

L= —
Ng

37 () — QUs(i), a(i)|69))?,

i

@

with y(7) defined as the target value,

y(i) = r(i) + Q' (s(i + 1), 7' (s + 1)[67)]6%).  (3)

The target networks are periodically updated using the
soft update equation ¢’ «+ e + (1 — €)6’, where ¢ is a
small positive constant (Lillicrap et al. 2016), ensuring that
the target networks slowly track the primary networks and
provide a stable target for the learning process.

FedAA Overview

We present Federated Adaptive Aggregation (FedAA), a
framework designed to enhance server-level robustness and
fairness in federated environments. Our approach stream-
lines the aggregation process by integrating a novel client se-
lection algorithm that identifies the top M % of clients based
on model parameter proximity, thus protecting the aggre-
gation against adversarial influences. The server, acting as
a DDPG-driven agent, leverages this selection to determine
the aggregation weights for these clients, guiding the global
model update. FedAA’s flexibility accommodates both full
and partial client participation scenarios, enhancing its ap-
plicability in diverse federated learning contexts (Table 2).

Our methodology is designed to tackle the dual goals
of optimizing global models while ensuring robustness and
fairness on the server-side. We articulate this through a bi-
level optimization that minimizes the aggregated local client
objective while maximizing the aggregated model’s accu-
racy on a fair validation set (see Reward). This is formalized
as:

max Fy(w,) = Acc(wy, Dy),

“

where wy = argmin,, G(Fy(w),...Fn(w)), Fy denotes the
global optimization problem, Acc(wg, Dy) means the global
model w,, test accuracy on the dataset Dy, G(-) represents
the aggregation function at the server side, N denotes the
number of clients, F}, is the local optimization problem for
client &, i.e., Fj, = E,, [f(w,zg)], x is a random sample
draw according to the distribution of client k, f(w,xy) is
the local loss function. In this context, wg, = 2116\[:1 a -
wg, ar > 0 represents the aggregate weight for client k,

Zgil ay, = 1, and wy, is the optimized local model of client
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The reward, defined by the model’s accuracy on a fair
dataset D, incentivizes the agent to pursue actions that lead
to a balanced and robust global model.

State. In the application of DRL to FL, the most straight-
forward idea is to consider the parameters of each client’s
model as states and input them into the actor network. How-
ever, when the client’s model is a neural network, the pa-
rameter size becomes exceedingly large, rendering this idea
unfeasible.

Algorithm 1: Client Selection

Input: client models wy;; = [wy,...,wy], an N x N dis-
tance matrix C filled with zeros, M%.
Output: state s, top-M% clients” model Wiop-
: Flatten parameters of each client model to wy, ...
: fori =1to N do
for j =1to N do

Ci; = |lw; — will2
end for
: end for
: Summing the rows of matrix C and selecting the top-
M% rows with the minimum sums.
The sum of selected M% rows forms a distance vector
$ = [dm,-..,dp] as the state.

!/
7wN

1
2
3
4.
5
6
7

8:

Inspired by the idea of FABA (Xia et al. 2019), there
is a strong likelihood that the Euclidean distance among
the model parameters of benign clients is closer than the
distance between the model parameters of benign clients
and malicious clients. Based on this observation, we pro-
pose a novel method for client selection and apply it to
the generation of states. The details are shown in Algo-
rithm 1. Through this algorithm, we can simultaneously ob-
tain state s = [dp,...,dn] and top-M% clients’ model
Wiop = (W, ..., War], dy, is the sum of the distances be-
tween the client model m and the remaining client model
parameters. These clients are the M% clients whose model
parameters have the minimum total distance from the model
parameters of all other clients. Notably, we perform normal-
ization on the state s to get a stable training process. Further,
the reason we do not directly use the distance matrix C as
input is that, if we consider 100 clients, the state will be in
a 10,000-dimensional space, which would significantly in-
crease computational costs.

Action. Compared to the FAVOR (Wang et al. 2020),
which constrains its action space to discrete numbers rang-
ing from 1 to N, representing the IDs of selected clients,
our proposed DDPG-based algorithm enjoys a continuous
control feature. The actor network will generate a continu-
ous action @ = [am, ..., an], y_; a; = 1 based on the input
state s. In our algorithm, we set the action as the aggregation
weights of selected top-M% clients.

Reward. When the server aggregates the parameters of
selected M% clients, the server will get a reward r as feed-
back. The actor network performs gradient ascent to op-
timize its action for a higher expected cumulative reward.
Hence, the design of the reward will guide the optimization
direction of the actor network. Building a small dataset on



the server side has many applications in both academia (Val-
adi et al. 2023; Tan et al. 2022; Cao et al. 2021; Sandeepa
et al. 2024; Zhao et al. 2022; Fang et al. 2020) and industry
(McMahan and Ramage 2017). For example, Google can al-
low its employees to use Gboard to obtain server-side server
datasets for next-word prediction (McMahan and Ramage
2017). For image recognition tasks like identifying cats and
dogs, a group of people can be hired to label the cat and
dog images. In the case of this paper, only a small dataset
(e.g., 100 to 1000 training samples) is needed, and the ser-
vice provider can usually afford the cost of manual collec-
tion and labeling. This dataset then can be used for the eval-
uation of the global model on various performance metrics.
Here, we construct a fair held-out validation set at the server
and use the test accuracy of the aggregated global model w,
on this validation set as the reward.

We adopt this approach for several reasons: testing at the
server does not incur additional communication overhead,
and it allows training an unbiased global model. Specifi-
cally, taking the example of MNIST, we construct a valida-
tion set at the server with 100 images for each digit, totaling
1000 images. Achieving higher rewards on such a valida-
tion set incentivizes the agent to make actions that are more
fair to each client, unlike FedAvg, which assigns higher
weights to clients with more images, which may lead to sig-
nificant unfairness in a non-identically distributed (non-IID)
setting. Conversely, if our constructed dataset disproportion-
ately features a high quantity of digits 0 and 1, while scant-
ily representing other digits, in pursuit of obtaining higher
rewards, the agent might be incited to discern which clients’
datasets are richer in these particular digits, subsequently el-
evating their aggregation weights. Such a scenario inadver-
tently precipitates a disparity detrimental to the remaining
clients (Table 4).

Algorithm

In this section, we provide a comprehensive overview of the
DDPG-based training process. The optimization of FedAA
is composed of two components: (i) within the DRL work-
flow, the agent updates its actor and target networks; (ii)
clients solve their local problems. The details are shown in
Algorithm 2.

In this context, we adopt DRL to acquire an aggregation
function to trade off robustness and fairness. After initial-
ization, the FedAA algorithm progresses through sequential
steps. At each step ¢, the server (acting as an agent) ob-
serves the current state s(t), derived through the process
of Client Selection. It then makes a deterministic action
and performs aggregation, thereby generating a new global
model w(t). Then, an evaluation of the fair held-out dataset
serves as the reward r(¢). The server then broadcasts the up-
dated global model to all clients, who then solve local sub-
problems for R rounds. Following this training phase, a new
round of Client Selection takes place to obtain the next state
s(t + 1) for the subsequent iteration. The acquired transi-
tion (s(t), a(t), r(t), s(t+1)) will be preserved in the replay
buffer for subsequent network updates. The actor and critic
networks update at every step ¢, while the target actor and
critic networks update once every two steps (soft update).

Algorithm 2: FedAA: Fair and Robust Federated Learning
with Adaptive Aggregation

Input: w,(0), 7 (s07), Q (s,al09), 67, 69, U, T, N,

: Server(Agent) sends global model w,(0) to all clients.

5(0), wiop(0) < ClientSelection(wgy;, C, M)

:fort=0toT —1do

Server observes the state s(¢), and makes action

a(t) = w (s(t)|6™) + N (N is an exploration noise).

Update global model wy (t) <= >, a;i(t) - wiop, (t).

r(t) <—Evaluation(wg(t)).

Server sends w,(t) to all N clients.

for k =1to N do

Client £ solves its local problem for R rounds.

10:  end for

11: s(t+1), weep(t+ 1) < ClientSelection (wqy, C, M)

12:  Store (s(t),a(t),r(t), s(t + 1)) in the experience re-
play buffer U/.

13:  Sample a batch of experience from U/ to update
0™, 69, using Equation (1) and Equation (2).

14:  Softupdate 0™ , 09" via 0 + 0 + (1 — &)@,

15: end for

:J'kua.[\.)._-?U

0

The slow-updating target networks provide a stable learning
process (Lillicrap et al. 2016).

Trade-off Between Robustness and Fairness. In pre-
vious works (Li et al. 2021b; Lin et al. 2022), the local
model is susceptible to collapse under strong attacks (such
as sign flipping). This can be explained by the insufficient
robustness of the global model. In contrast, our proposed
FedAA can simultaneously offer robustness and fairness at
the server level. Specifically, when there is a certain fraction
a (o < 0.5) of malicious clients present, we can control
the percentage M% of clients participating in aggregation to
trade off robustness and fairness. The intuition is that: when
we adopt a larger value of M, it also increases the risk of
introducing malicious clients during aggregation. However,
simultaneously, introducing more client parameters in non-
IID situations can enhance the generalization capability of
the global model, implicitly promoting fairness across the
clients.

Selections of State, Action, and Reward. Note that,
within DRL, the design of states, actions, and rewards is
highly personalized and not standardized. It can differ de-
pending on the specific objectives of different algorithms,
allowing for various setups of states, actions, and rewards.
The algorithm proposed in this paper, based on DDPG, only
presents a framework capable of continuous control within
the context of FL. There is considerable potential for further
exploration and development in subsequent work.

Numerical Experiments

In this section, we provide representative evaluation results
to demonstrate that FedAA can achieve superior test ac-
curacy, robustness, and comparable fairness compared to
SOTA methods. We summarize the datasets, models, and
other configurations used in this paper in Appendix A.1, and



full results in Appendix A.2. We compare FedAA with two
SOTA approaches in robustness and fairness, namely Ditto
(Li et al. 2021b), Ip-proj (Lin et al. 2022), and a baseline
FedAvg (McMahan et al. 2017) which are summarised in
Appendix A.

We then exhibit the tradeoff capability between the ro-
bustness and fairness of FedAA. Next, we conduct supple-
mentary experiments regarding the reward design, actual ex-
ecution time, and partial participation to illustrate the feasi-
bility of FedAA.
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Figure 1: The figures in the first line represent robustness
performance (i.e. mean test accuracy across benign clients)
of three different datasets subjected to three different attacks.
The figures in the second line depict the performance of
three different datasets with no malicious clients.

Robustness and fairness. Following the definition of ro-
bustness (Li et al. 2021b), we provide empirical results on
three different datasets, under three different attacks: same-
value attack, sign-flipping attack, and Gaussian attack, with
the parameter 7 set to {100, 10,100} respectively. In the
absence of malicious clients, Figure 1 demonstrates that
FedAA achieves performance similar to SOTA methods on
CIFAR10 and EMNIST datasets. However, it shows a slight
inferiority compared to Ditto (Li et al. 2021b) on FASHION-
MNIST with no adversaries. Furthermore, under the same
value attack, the performance of Ditto and Ip-proj (Lin et al.
2022) slightly decreases with the increasing number of ma-
licious clients. While FedAA shows a slight improvement.
Additionally, under two other types of attacks, Ditto and Ip-
proj-2 perform poorly. Specifically, subjected to Gaussian
attacks, both algorithms exhibit a notable deterioration in
performance. In the case of a strong attack, i.e. sign flipping,
Ditto and 1p-proj-2 collapse when the fraction of malicious
clients exceeds 0.2.

The tradeoff between test accuracy and variance for dif-
ferent baselines is illustrated in Figure 2. We have exam-
ined two scenarios: one involving a malicious client and one
without. As shown in Figure 2, FedAA achieves superior
accuracy. However, its variance is marginally higher com-
pared to other approaches. This can be mitigated by tuning
M which will be discussed later.

Numerous experimental results demonstrate that FedAA
can provide robustness and fairness, and due to the space
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Figure 2: The tradeoff between test accuracy and fairness
within different methods. The closer the approach is to the
lower right corner, the better.

limitation, we show full results in Appendix A.2. Further,
we present some analysis of the underlying reasons. As
mentioned in Ditto (Li et al. 2021b), superior results can
be achieved through the execution of local fine-tuning for
50 epochs on the global model after specific communica-
tion rounds. However, determining the optimal ’point’ for
early stopping during training poses a challenge, especially
in the presence of a fraction of malicious clients corrupt-
ing the global model. In contrast, FedAA can constantly
provide a relatively robust global model through a robust
client selection algorithm. Meanwhile, the server, also re-
ferred to as the agent, aims to maximize the expected ac-
cumulative reward. It optimizes the aggregation weights in
each round and learns a policy to make better decisions. In
non-IID scenarios, an aggregation function that involves in-
teraction with clients and incorporates feedback for contin-
uous learning demonstrates superior performance compared
to FedAvg (McMahan et al. 2017), which determines ag-
gregation weights simply based on the sample size in each
round.

Tradeoff between robustness and fairness in FedAA.
Results are shown in Figure 3. Experiments are conducted
on CIFARI10, while in the presence of different percentages
of malicious clients, all subjected to the same value attack.
We set the number of clients participating in aggregation,
M, ranging from 10% to 100%. Specifically, there exists a
certain threshold, i.e. if there are 100 clients with 20% be-
ing malicious clients, then the threshold is set at 80. We
see that, under different percentages of malicious clients,
there is a certain pattern in the changes of test accuracy and
variance. Specifically, as the value of M continuously in-
creases, test accuracy initially oscillates upward, reaching
its maximum at the threshold, and then experiences a sharp
decline. In contrast, variance exhibits the opposite pattern,
with a continuous increase in M leading to initial oscillations
downward, reaching its minimum at the threshold, and then
rapidly rising. Taking the example of 20% malicious client,
under the same value attack, M = 80% achieves the high-
est mean test accuracy of 90.3% and the lowest variance of
0.013 (complete results are available in Appendix A.2). The
reason for not optimizing M stems from the associated risks.
Consider a scenario in which malicious clients collaborate
(see (Xie, Koyejo, and Gupta 2020)). These clients might
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submit regular updates for ¢ epochs, during which time M
could be optimized to an excessively high value, potentially
reaching 100%. Should these malicious clients then collec-
tively submit anomalous updates, they could easily corrupt
the entire FL system.

The experimental results validate the initial proposition of
FedAA, indicating that we can provide a tradeoff between
robustness and fairness by controlling the number of partic-
ipating clients M in aggregation. To elaborate further, when
the server encounters an attack at first, it may receive lower
rewards. In subsequent network updates, the server learns to
assign lower aggregation weights to clients suspected of be-
ing malicious, thereby enhancing robustness. Additionally,
in order to attain higher rewards, the server also learns how
to allocate weights among benign clients to ensure fairness.

Reward design. Figure 4 illustrates the effectiveness of
carefully designed rewards. The figure depicts the conver-
gence process in test accuracy for each digit. To enhance
clarity, we separate odd and even digits into two separate
figures. From Figure 4, it is evident that most digits con-
verge to similar ranges, except for digits 5 and 9, which con-
verge around 65%. These results are deemed fair for the ma-
jority of clients. However, it presents a relative unfairness
for clients primarily composed of digits 5 and 9. This issue
can be mitigated by refining the design of rewards in future
work.

Compression methods and excution time. We com-
pared two compression methods along with their corre-
sponding actual execution times. One is reducing the num-

ber of neurons in the hidden layers of the DDPG network
to 256, 128, and 64, respectively. The other method entailed
selecting only the parameters of the last hidden layer (LHL)
of the client model, instead of all layers (AL).

DATASET METHODS RUNTIME Acc
FEDAA(AL 256) 35,1735 0.978(0.001)
MNIST FEDAA(AL 128)  5.127s  0.979(0.001)
FEDAA(AL 64)  5.103s  0.978(0.000)
FEDAA(AL 256) 19,8725 0.975(0.038)
FASHIONMNIST " po A A(LHL) 183145 0.974(0.038)
FEDAA(AL 256) 143925 0.875(0.024)
CIFARI0O DITTO 13,0965 0.820(0.042)

Table 1: Compression methods and actual execution time.

In Table 1, AL 256 indicates uploading all parameters of
the client model, with the hidden layer neuron count in the
DDPG network set to 256. As can be seen in Table 1, the
impact of different hidden layer dimensions in the actor and
critic networks within DRL on test accuracy is limited. We
delve further into applying another compression technique
and measure the real-world execution time of FedAA, as is
elaborated in Table 1. For clarification, the term ’last hid-
den layer’ specifically refers to utilizing the parameters of
the model’s final hidden layer as input for the algorithm
described in Algorithm 1 (Li, Sun, and Zheng 2022). The
employed compression strategy is effective, yielding robust
and competitive results. Although FedAA exhibits a slightly
increased operational time in comparison to Ditto, the en-
hanced performance by 5.5% justifies the additional dura-
tion, which is deemed manageable.

IPM attack and partial participation. To enhance the
assessment of the proposed FedAA, we incorporate a more
potent adversarial attack method known as Inner Product
Manipulation (IPM) (Xie, Koyejo, and Gupta 2020), which
is crafted specifically to target Krum-based aggregation
schemes. In Table 2, C=100% signifies the participation of
all clients in the aggregation phase, whereas C=50% indi-
cates that only a subset, specifically half, of the clients are
involved in the process, characteristic of a partial participa-
tion FL framework.

Our findings demonstrate that the IPM presents a
formidable challenge to the FedAvg method, though its im-
pact is mitigated against more sophisticated defensive strate-
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IPM

DATASET METHODS CLEAR 10% 20%
FEDAVG 0.377(0.048) 0.105(0.045) 0.114(0.039)
DITTO 0.867(0.019) 0.857(0.022) 0.849(0.023)
CIFARIO LP-PROJ-1 0.867(0.021) 0.864(0.029) 0.857(0.031)
FEDAA(C=100% M=30%) 0.873(0.015) 0.870(0.017) 0.861(0.018)
FEDAA(C=50% M=30%) 0.878(0.013) 0.869(0.016) 0.862(0.018)
FEDAVG 0.904(0.014) 0.425(0.006) 0.415(0.006)
DiTTO 0.972(0.005) 0.937(0.011) 0.933(0.012)
MNIST LP-PROJ-1 0.971(0.007) 0.969(0.008) 0.968(0.008)

FEDAA(C=100% M=30%)
FEDAA(C=50% M=30%)

0.977(0.002)
0.984(0.001)

0.977(0.002)
0.976(0.002)

0.975(0.004)
0.977(0.003)

Table 2: Comparison of FedAA and baseline methods under inner product manipulation (IPM) (Xie, Koyejo, and Gupta 2020)
attack, where C indicates client participation ratio, across CIFAR-10 and MNIST datasets.

gies. In every examined scenario, the FedAA consistently
outpaces the benchmark models. Furthermore, the FedAA
exhibited remarkable adaptability to scenarios with only par-
tial client participation in the aggregation phase, and in cer-
tain cases, it even delivered superior performance.

DATASETS

METHOD CIFAR-100 TINY-IAMGENET AGNEWS-100
FEDAA 0.524(0.006) 0.260(0.021) 0.955(0.126)
DiTtTO 0.239(0.007) 0.203(0.029) 0.950(0.047)
LP-PROJ-1  0.478(0.000) 0.224(0.000) 0.946(0.038)
LP-PROJ-2  0.470(0.000) 0.219(0.000) 0.946(0.039)
FEDAVG 0.019(0.000) 0.095(0.000) 0.312(0.142)

Table 3: Comparative analysis of three more challenging
datasets.

Challenging datasets. To fully explore the capabilities of
FedAA, we introduce three additional challenging datasets.
The first, CIFAR-100 (Krizhevsky, Hinton et al. 2009), com-
prises 60,000 color images evenly distributed across 100 cat-
egories. The second, Tiny-ImageNet (Le and Yang 2015),
is a compact version of the ImageNet dataset, configured
with 200 classes. Lastly, AG-News (Zhang, Zhao, and Le-
Cun 2015), offers a corpus exceeding one million news ar-
ticles categorized into four distinctive sections. Each serves
to benchmark text classification and machine learning mod-
els adept in natural language processing. As demonstrated in
Table 3, FedAA surpasses Ditto’s performance by approxi-
mately 30%, 6%, and 0.5% on these datasets, respectively.

In Table 4, we conduct comparative experiments to more
effectively assess the performance of the held-out validation
set. Starting with an example from Cifar-10, we modify the
size of the set from 10 to 100 images for each category. In a
specific scenario involving an unfair dataset, which includes
100 images each for categories ’airplane’ and ’automobile’
(labels 0 and 1, respectively), and only 10 images for all
other categories. It is noted that an increase in the size of
the dataset led to a modest improvement in accuracy. Cru-
cially, the variance observed in this unfair dataset scenario
is markedly higher compared to that in the other three sce-
narios.
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DATASETS SIZE ACCURACY
10 0.842(0.023)
50 0.854(0.015)
CIFARIO 100 0.875(0.024)
UNFAIR  0.855(0.043)
10 0.976(0.001)
50 0.976(0.001)
MNIST 100 0.978(0.001)
UNFAIR  0.978(0.001)
10 0.972(0.025)
50 0.974(0.022)
FASHIONMNIST 159 0.975(0.038)
UNFAIR  0.975(0.047)

Table 4: Comparative analysis of different size of held-out
validation datasets.

Conclusion and Discussion

In this paper, we model each communication round in the
FL as an MDP and propose a simple framework FedAA,
that seamlessly integrates DDPG into distributed learning
with the capability of continuous action control. In addi-
tion, we reveal the tension between robustness and fairness
at the server level. FedAA can simultaneously deliver supe-
rior performance, robustness, and comparable fairness. To
attain this objective, we propose a novel client selection al-
gorithm and offer the tradeoff by regulating the number M
of clients participating in the aggregation.

In future work, the integration of DRL into frameworks
similar to Ditto and Ip-proj could yield more robust models.
Furthermore, through careful design of states, actions, and
rewards, DRL can be applied to problems that are challeng-
ing for traditional approaches to handle. In addition, DRL
may require a substantial number of transitions for train-
ing to unleash its optimal performance. Therefore, future
endeavors could explore the pre-training of a robust DRL
model capable of accurately identifying malicious clients,
assigning them lower aggregation weights. Simultaneously,
by leveraging the distance relationships between models,
adaptive weight allocation can be achieved to yield fairer
results. Therefore, the trade-off between the resulting over-
head and performance enhancement is a noteworthy consid-
eration for further contemplation.
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