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Abstract

Marked temporal point processes (MTPPs) have been shown
to be extremely effective in modeling continuous time event
sequences (CTESs). In this work, we present adversarial at-
tacks designed specifically for MTPP models. A key criterion
for a good adversarial attack is its imperceptibility. For ob-
jects such as images or text, this is often achieved by bound-
ing perturbation in some fixed L, norm-ball. However, sim-
ilarly minimizing distance norms between two CTESs in the
context of MTPPs is challenging due to their sequential na-
ture and varying time-scales and lengths. We address this
challenge by first permuting the events and then incorporat-
ing the additive noise to the arrival timestamps. However, the
worst case optimization of such adversarial attacks is a hard
combinatorial problem, requiring exploration across a permu-
tation space that is factorially large in the length of the in-
put sequence. As a result, we propose a novel differentiable
scheme - PERMTPP - using which we can perform adversar-
ial attacks by learning to minimize the likelihood, while min-
imizing the distance between two CTESs. Our experiments
on four real-world datasets demonstrate the offensive and de-
fensive capabilities, and lower inference times of PERMTPP.

1 Introduction

In recent years, marked temporal point processes (MTPPs)
have become indispensable for modeling continuous time
event sequences (CTESs). They find applications in various
fields, including information diffusion (Du et al. 2015; De
et al. 2016; Farajtabar et al. 2017; Sharma et al. 2021), fi-
nance (Bacry, Mastromatteo, and Muzy 2015; Hawkes 2018;
Omi, Ueda, and Aihara 2019; Gupta et al. 2021), epidemi-
ology (Lorch et al. 2018; Rizoiu et al. 2018), and spatial
data (Likhyani et al. 2020; Gupta and Bedathur 2021). They
offer impressive predictive power; nevertheless, our experi-
ments reveal they are also vulnerable to adversarial attacks,
similar to the neural models for images (Zhang et al. 2019;
Wang et al. 2019; Madry et al. 2018; Sriramanan et al.
2021) and texts (Zou et al. 2023; Jia and Liang 2017). Such
vulnerabilities may compromise their reliability and robust-
ness in several real world applications. For example, in in-
formation diffusion, they can jeopardize a viral marketing
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plan; in epidemiology, they can affect policy implementa-
tion or epidemic control plans, etc. Existing works on adver-
sarial attacks predominantly focus on image (Zhang et al.
2019; Rice, Wong, and Kolter 2020; Croce and Hein 2020;
Lin et al. 2022; Huang and Kong 2022; Wang, Zhang, and
Zhang 2023; Voracek and Hein 2023; Ma et al. 2023) and
texts (Zou et al. 2023; Jia and Liang 2017; Wei, Haghta-
lab, and Steinhardt 2023; Shin et al. 2020; Wen et al. 2023;
Jones et al. 2023; Zhao et al. 2023), with few works on dis-
crete time-series (Oregi et al. 2018; Karim, Majumdar, and
Darabi 2020; Wu et al. 2022; Fawaz et al. 2019; Ma et al.
2020; Yoon et al. 2022; Ding et al. 2023; Belkhouja, Yan,
and Doppa 2022). However, there is still a lack of research
on designing adversarial attacks for MTPPs, which if un-
addressed, may leave potential vulnerabilities in the current
deployed MTPP-based systems (Shchur et al. 2021).

Challenges in designing attacks for MTPPs: In this work,
we focus on developing adversarial attacks specifically for
MTPP models, which can help design more robust training
methods. MTPPs are very different from images in terms of
both representations and modeling characterizations. Hence,
the existing adversarial attacks designed for images are not
suitable for MTPPs. Moreover, due to the disparate inter-
event arrival times, MTPPs pose the following challenges in
designing both adversarial attacks and their defense.

— Order-induced complexity of perturbation. In the context
of images, measuring adversarial perturbation between clean
and perturbed objects is relatively straightforward. The Eu-
clidean distance between pixel matrices serves as a suitable
distance metric, generating zero-mean i.i.d. additive adver-
sarial perturbations for each pixel value. The strength of the
perturbation is quantified using the maximum difference be-
tween corresponding pixel values.

The concept of adversarial perturbation becomes more
complex in the context of continuous time event sequences
(CTESSs). In contrast to images, the input data consists of
an ordered set of events. Here, introducing noise to the ar-
rival times may not manifest a simple monotone relation-
ship with the overall perturbation of the sequence. For in-
stance, applying a high level of noise to each event may still
yield a smaller overall perturbation. This is because the per-
turbed sequence closely resembles the clean sequence offset
with nearly constant noise, thereby maintaining the order of
events unchanged. In such cases, the lack of impact on the



temporal ordering weakens the overall attack. On the con-
trary, a small amount of noise might lead to a larger overall
perturbation as it alters the order of events.

— Non-differentiability in adversarial generation. In the
context of MTPP, even a small temporal noise can change
the event order. Such a change causes an abrupt shift in
the embedding vector within the MTPP model, which intro-
duces non-differentiability in the overall model. This hinders
the model’s ability to accurately learn from perturbed data.

1.1 Our Contributions

We present PERMTPP, a novel trainable adversarial attack
for CTES. PERMTPP handles perturbations in event order-
ing, event marks, and event times, i.e., all associated proper-
ties of an MTPP. In detail, our contributions are:

Novel formulation of adversarial attacks: Given a CTES
H, we generate a perturbed sequence H’ through a two-
stage adversarial attack, followed by worst case likelihood
minimization. In the first stage, we adversarially permute
the events, while explicitly controlling the extent of shuf-
fling. To do so, we permute the events in such a way that the
total deviation in event positions from the clean sequence
is small. In the second stage, we add adversarial noise to
the arrival time of each event in the permuted sequence. Fi-
nally, we compute the perturbed sequence by minimizing the
worst case likelihood over all possible permutations with ad-
ditive noise, subject to the constraint that distance between
the original and the perturbed sequence remains small.

Differentiable permutation guided event reordering:
Worst case likelihood optimization over the set of all pos-
sible permutations is a hard combinatorial challenge. To
tackle this challenge, we generate a soft permutation ma-
trix through a differentiable permutation scheme, built upon
a Gumbel-Sinkhorn (GS) network (Mena et al. 2018). Based
on the MTPP model available to the adversary, GS takes
the embeddings of the model as input and outputs a doubly
stochastic matrix, which serves as a differentiable surrogate
for the hard permutations.

Order-constrained additive noise injection: Having per-
muted the sequence (both time and mark) as above, we in-
troduce a temporal noise to each of the event timestamps,
through a noise generator. However, this additive noise
might further shuffle the ordering of the events, which is al-
ready decided based on the event reordering in the previous
step. We prevent such further event shuffling, by adding a
hinge loss regularizer into the attacker’s overall loss.

Our experiments on four real-world datasets show that
PERMTPP is able to significantly degrade an MTPP model,
trained on both clean and adversarially perturbed CTESs.

2 Problem Formulation

Marked temporal point processes (MTPPs): MTPPs
model sequences of discrete events in continuous time. An
event e = (t,c) where t € R' and ¢ € C denote the ar-
rival time and the mark, respectively, with C being discrete.
Thus, CTES can be seen as H = {e; = (t;,¢;) [ ti—1 < t;},
where e; is the i-the event in the CTES. We denote #(¢),
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as the history of events occurred until and excluding time ¢,
and a counting process N (t), which counts the number of
events that occurred until time ¢. Then, we define the rate
of events using the conditional intensity function A(¢ | H;),
which is computed as: E[dN (¢) | H:] = A(t|H:)dt. Here,
dN (t) € {0,1} is number of events arriving in the infinites-
imal time interval [¢, ¢ 4 dt), with \(¢ | H;) depends on his-
tory. We model the mark distribution using multinomial dis-
tribution ¢ ~ m(e | H;), which is used to draw the mark of
the event arriving at time ¢. Given #(¢;), the expected time
of the next event is: E [t;11|H(t;)] = f:o t - A(t|Hy) dt.
Moreover, we sample the mark of the next event from the
discrete distribution over all possible categories.

The task of designing MTPPs reduces to developing
appropriate Ay (¢t |H;) and m,,(e|H;) for the intensity
and mark distribution. Du et al. (2016); Mei and Eisner
(2017) use recurrent networks, whereas, Zuo et al. (2020)
and Zhang et al. (2020) utilize the self-attention to cap-
ture long-term dependencies. In our experiments, we use the
transformer-based MTPP model (Zuo et al. 2020).

Additional notations:  Given an integer /, we denote
7 : [I] — [I] as a permutation of the integers {1,...,1}
and P as the corresponding permutation matrix of dimen-
sion I x I. Given a neural MTPP model, we will fre-
quently use h; as the embedding of H(¢;) until time ¢;.
Typically, they summarize the first ¢ events into h; us-
ing a sequence encoder and feed this as input into a final
layer (sometimes, with the event e;) which output the in-
tensity and the logit for the mark distribution. Hence, one
can equivalently write: Ay, (ti4+1 | He) = Aw(tiv1 | hs) and
Map (Cit1 | He) = May(ciy1 | hs). We denote Mg as the
learner’s trained model and M, as the adversary’s model—
or, the adversary’s belief about the learner’s trained model.

2.1 Problem Statement

Here, we formulate the optimization problem for adversarial
attacks and their defense mechanisms on MTPPs.

Adversarial attack for MTPP: Given an MTPP model
M., with parameters w with the adversary, we seek to
develop methods for adversarial attacks, which would re-
sult in significant error in terms of both time and mark
prediction. Here the model M,, may not match with the
learner’s true model and it is rather the adversary’s be-
lief about the learner’s true model. Given a clean sequence
‘H, the adversary seeks to find the adversarial sequence
H' {@, ety <tiy,i€[H[]}' so that the adver-
sary’s model M,, incurs high error in predicting the correct
event (t;, ¢;), when it takes 7' (¢;) as input. Thus, we define
the adversary’s objective function as follows.

LOH| M, H) ="

e;€H
/ ti
t;

—1

|:10g )\w (ti | /H/(ﬁi))
M7 | H (7))dT 4+ log M (c; | H' ()| (1)

! t’,c;)} is always chronologically sorted: ¢/ > t%. Hence, t} is not nec-
i Ci ! g y i1 i i
essarily the perturbed time from ¢;.



Then, the adversary has the following optimization problem.
min?i{rlnize L(H| My, H') s.t., Dist(H,H’')is small. (2)

Hence, the adversary seeks to minimize the likelihood of the

clean events e;, conditioned on the perturbed events H'(t;)

occurred until ¢;. Note that the second term in (2) is slightly

dlfferent than the usual survwal term in the clean likelihood
ft, (1| H(7))dT vs. ft AT | H(T))dT).

2.2 Computation of Dist(#, ')

Suppose, we are given a sequence of events {(¢; + €;,¢;)}
after adding noise ¢; to the timestamps. Since ¢; are not uni-
form across i € [|]], the resulting sequence is not sorted.
Hence, we first sort {(¢; + €;, ¢;) } using the following:

™ = argsort({ti+ €} ;e (jpq))s 11 = min({ti—f— €iicqmp)
= HI*{( i z)|t =lr,,C Cﬂ‘q‘,} 3)

Therefore, 7 indicates the permutation of the indices after
sorting the events in the increasing order of the perturbed
arrival times. In most real world scenarios, MTPP datasets
do not provide information about the time ¢,y from which
the event monitoring started. The time t,, is different from
the first arrival time ¢, for A (or ¢} for H'), since the lat-
ter is recorded only after we start the monitoring. An MTPP
model assumes some initial monitoring time, mostly either
tsar = O or the time of the first event, i.e., tyu = t1. If
we choose a fixed ty,, agnostic to the underlying sequence
(e.g., t1 = 0), then the distance between 1’ and H becomes
very sensitive to ty.y. Therefore, we use ty,x = t; and
tsarr = ¢ for H and H'. This allows us to offset the arrival
times of H and H' from the respective initial times ¢; and ¢
and then measure the Wasserstein distance, Dist(H, ’H/), as
follows (Xiao et al. 2017).

Dist(H, #) = 3 [I(t — #1) — (6 — t0)| + pelle, # il
i€l

“

Here, p. controls the contribution between time and mark.

2.3 Key Technical Challenges

Difficulty in generating controlled perturbation #': A
fundamental constraint of the adversarial perturbation is that
the amount of perturbation, i.e., the distance between H
and ', has to be small enough to be undetectable. In the
context of images or multivariate time series (Goodfellow,
Shlens, and Szegedy 2014), the amount of perturbation sim-
ply corresponds to the difference between the underlying
feature vectors. Consequently, in these applications, the task
of generating adversarial objects is straightforward, as it in-
volves adding controlled magnitude adversarial noise to the
existing data. Unlike images, simply controlling the magni-
tude of the noise may not control Dist(#,H'). This is be-
cause the value of ¢; has a non-monotone relationship with
Dist(H, H'), which manifests through the argsort operation.

For instance, consider ¢, = ¢;, €; = e. Despite the signif-
icant amount of perturbation introduced in ', both H’ and
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Figure 1: More noise may not increase Dist(H, H').

‘H share the same order of events. Consequently, the dis-
tance between the mark sequences becomes zero. Moreover,
we have (¢; +¢; — ¢, ..) — (t; — t1) = 0 for all 4. Hence,
Dist(H, H') = 0 (Figure 1 (a)). On the contrary, we can con-
struct H’ by adding a small amount of noise to a single event,
which swaps it with its successive event. Specifically, as-
sume that for some ¢ = ¢*, we have ¢;« # ¢;~+1. We choose
€+ = esuchthatt;» 1 —t;» < € < t;+yo—t;» and add it to
t;» (Figure 1 (b)). For all ¢ # ¢*, we have ¢; = 0. This leads
e;~ and e;«4; exchanging their positions in the resulting se-
quence. Moreover, we have t] = t1 < th = t3 < ... < th =
tiry1 < t;;*_‘_l =t +e< t;:*_‘_Q =tiprq2 < ... < t/n =1n,
resulting in perturbation of the event ordering. A trivial cal-
culation shows that:

mmqu:zmmﬂwg¢p—m—hn (5)
=+ Pe [ F Czu
= |tieq1 — tir| + [tir + € — tin ] (6)
+ pellcisq1 # cix] + pellcir # cirpa]
= (tisgr — tir) + € = (tirg1 — i) + 2pc
= ¢+ 2p. %)

Hence, we have a non-zero distance between the both time
and mark sequences. Thus, using additive noise to control
the distance between H and H' is a challenging task.

Non-differentiability of adversarial loss: The objective
of adversarial perturbation is to induce a significant predic-
tion error, which leads to intrinsic non-differentiability in
the perturbed model. However, in other applications, this ef-
fect is less pronounced in the initial layers of the model due
to the smoothness in the feature perturbation process— a
small-magnitude noise causes only minor perturbations of
the initial features. However, such a smoothness does not
apply to perturbations on CTESs, resulting in increased non-
differentiability for perturbed MTPP models.

To illustrate this point, consider the previous example
where H' = {(t, =t; +e;,¢;)} and €+ > t;= 41 — &« for
some i = 7%, and ¢; = 0 for all 4 % ¢*. In this scenario, due
to the shift in event ordering, H’ significantly differs from
the original 7, even with the addition of small noise. Con-
sequently, this leads to an abrupt jump in the embedding h.,
resulting in a high value of ||h;« — h}.||.



3 PERMTPP Model

In this section, we describe PERMTPP, our proposed adver-
sarial attack model and its different components.

3.1 Proposed Adversarial Attack Model

Overview of our method: The key hurdle behind control-
ling the extent of perturbation in the sequence #’ is the in-
volvement of the argsort operation in distance computation
in Eq. (3), which changes the event ordering. To tackle this
problem we first decide on 7, the chronology of the events
before adding the underlying noise. Then, we add the noise
{€;} in an adversarial manner, subject to the constraint that
the resulting chronological order after adding the noise does
not change from 7. In the following, we build PERMTPP,
Permutation Guided Adversarial Attack in two stages.

Combinatorial formulation of two staged adversarial at-
tack: We note that the difference between two CTESs
‘H and H’ is guided by three factors: (i) the discordance
between the ordering of the events; (ii) the difference be-
tween the arrival times; and (iii) the mismatch between the
marks. Therefore, we generate adversarial perturbations in
two stages. First, we perform an adversarial permutation on
the events to generate a new perturbed order. This corre-
sponds to factors (i) and (iii) above. Then, we add suitable
noise to the timestamps of those events, subject to the above
order. This corresponds to factor (ii).

— Adversarial permutation. Consider a clean CTES H,
which consists of n events. In the first stage, we explicitly
apply a permutation 7 : [n] — [n] on H before adding any
noise. This results in a new permuted sequence denoted as
He = {(trysCny)s (brgs Crs)s - - o5 (tr s €,y ) }. Note that un-
like ‘H, the ordered set H, may not maintain a chronological
order, and thus, the condition ¢, < t,,,, may not hold.

— Introducing temporal noise. In the second stage, we pro-
ceed to add adversarial noise {¢;}, c[n) to the timestamps of
the permuted sequence ‘Hr. This results in a perturbed se-
quence H = {(t;,c;)}, where t; = t,, +¢; and ¢, = cy,.

We select the additive noise € in a manner that the per-
turbed times become chronologically ordered and aligned
with the permutation 7, which was already computed in the
first stage. This allows imposing constraints on ¢; such that:

bey + € <tmy, +eqrforalli <mn, t; +e >0. (8)

Let us define € = [e1;...;€,]) and tr = [tr,;. .. ;tr,]. Con-
straints in Eq. (8) are linear constraints with respect to ¢,
and e. Therefore, using suitable coefficient matrices A and
B, they can be re-written as follows:

Ae < Bt, ©))

Here, A, B € R™"*", with A[i,¢1] =1, Ali,1 + 1] = —1,
Bli,i] = -1, B[i,i+ 1] =1fori € [n — 1] and A[n, 1] =
-1, A[n,j] =0, B[n,1] =1, B[n,j] =0for1 < j < mn.
Additionally, Afi,j] = 0,B[i,j] = 0Vj # i and j #
i+ 1,i € [n — 1]. This formulation allows us to ensure that
the perturbed timestamps maintain the desired chronological
order, aligning with the predefined permutation 7 obtained
in the first stage. Hence we have our adversarial sequence
asH =Hnpe={(t],c})|t <t, ,} wheret] =t +¢.

15707

Optimization of 7,e: We first re-write the distance mea-
sure Dist(H, Hr.e) (4) as follows:

Dist(H)Hﬂ'7e) == Z’LGHH” ‘tﬂ'i—i_ €7ri_ tzl
+ Pe (1 =G |H7r e)) (10)

Here the first term measures the deviation due to adver-
sarial permutation the additive noise and the second term
measures the expected number of times for which the ad-
versarially generated mark is different than the true mark,
ie, >, E[llc; # ¢;]] where I[-] is the indicator function.
Given the above measure of the distance in Eq. (10) and
constraints (9), we write the problem defined in Eq. (2) as a
combinatorial optimization task, with respect to the combi-
natorial variable 7 and the continuous variable € as follows:

minimize L(H | Maw, Hr,e) + pp Dist(H, Hx )

My (],

subject to, Ae < Bt, (11)
We encode the constraint Ae < Bt, into a hinge loss
> ic( ) [A€ — Btr][i] and add it to the objective (11) to
solve the following regularized optmization task, with hy-
perparameters pp and p4 g

minimize L(H | M, Hx,e) + pp Dist(H, Hr e)

+pA,B Y iy A€ — Bt [i] (12)

3.2 Differentiable Neural Networks for 7, ¢

Solving the optimization problem defined in Eq. (12) is hard
due to the large number of optimization variables of order
O(>_yep |H|) as well as the involvement of the combina-
torial variables {7}. To address this challenge, we develop
a neural network PERMTPPy 4 which would model 7 and
€, based on ‘H used as input to the neural network. Training
this network to solve the optimization (12) will provide the
necessary inductive bias into PERMTPPy 4 to compute the
optimal #' for an unseen #. Thus, PERMTPPy 4 has two
components, as follows:

(1) GSp: We feed the embeddings {h;} from M,,, that
summarizes the sequence H into a Gumbel-Sinkhorn per-
mutation generator G.Sy and outputs P, a soft permutation
matrix, which relaxes 7.

(2) ATTNg: This network takes P and H as input and out-
puts the additive noise €.

Neural model for © (GSSyp): For batched learning, we ap-
propriately pad each sequence H € D to obtain the same
length n. One can replace 7 with a hard permutation matrix
P of dimensions n x n, where P[i,j] = 1iff j = =[i].

To ensure end-to-end continuous optimization, we relax this
hard permutation matrix using a soft permutation matrix (a
doubly stochastic matrix), which is learned using Gumbel-
Sinkhorn (Mena et al. 2018) network G.Sy. The neural TPP
models (Du et al. 2016; Mei and Eisner 2017) provide em-
beddings h;, for each event e; € H, which represent the his-
tory H(t;) upto time ¢;. Given the TPP model M, available
to the adversary (i.e., adversary’s belief about the learner’s
model M ), we feed these embeddings H = {h; |i € [n]}
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Figure 2: Overview of PERMTPP. (A) Combinatorial perspective of two staged adversarial attack: It describes combina-
torial computation of the adversarial CTES H' = H . from the clean CTES H. We first apply a (hard) permutation map 7
on H to obtain the permuted sequence H,. The map 7 was intended to fix the chronological order of the events of the final
perturbed CTES H’. However H. is not chronologically sorted. Hence, we add temporal noise € = {ey, ..€,, } to the timestamps
in M, with a hinge regularizer (last term in Eq. (12)), so that #' = #, ¢ is chronologically ordered and is aligned w.r.t 7.
(B) Differentiable approximation of 7, e: The CTES H = {e; |7 € [n]} is fed to M,, (adversary’s belief about the learner’s
model M) to obtain the embeddings H = {h; |i € [n]}. They are fed to a Gumbel-Sinkhorn network G'Sy to obtain a soft
permutation matrix P. Within G.Sp, first an MLP network gy generates the seed matrix S with S[i, j] = gg(h;, h;) and then
S goes through a number of Sinkhorn iterations with temperature 7, to output P; P is then applied on 7 to obtain the soft
permuted sequence Hp ~ H,. Next, Hp is fed into ATTNy, which consists of of linear, attention and linear layers, to obtain
the additive noise €, which finally provides Hp e =~ Hr e.

into the Gumbel-Sinkhorn permutation generator G.Sy to Neural model for € (ATTNg): The next stage of attack in-
generate the soft permutation matrix P. We write that: volves generating continuous noise to add to the permuted
B o . sequence Hp = [Pt,Pc|. The continuous noise is con-

P =GSe(H), where: H = {hi|i € [n]} (13) strained by Eq (9) to ensure that order of the events remain

G Sp consists of a multi-layer perceptron (MLP) g, and a the same as decided by P computed as above in Eq. (14).
Sinkhorn iteration layer. We feed H (13) into gy to obtain To determine the noise for each event (i, ¢x,) ~ (P[i,:
a matrix S such that S[i, j] = go(h;, h;). This matrix S |t, P[i,:]c), we employ an attention based network ATTN,
works as a seed matrix to generate P through successive which takes the permuted mark and time sequences, i.e. H p
Gumbel-Sinkhorn iterations from ¢ = 1,..., L. Specifically, as inputs, and outputs an intermediate embedding s; for each
we start with Ag as Ag = exp(S/7). Then, given Ay_, event e;, which is later projected to obtain €;. We add ¢; to
computed after iteration ¢ — 1 for ¢ > 0, we compute A,. tx, = Pl[i,:]t to ensure the CTES follows chronological or-

der subject to inequality (9). ATTN consists of three layers.

. (r) ] — Input layer. From the first stage, we use Hp to obtain
then we normalize each column of A;" to obtain A,. trainable embedding for every event (2, ) using the mark and
time as: 2, = WcCr, +Witr, = W P[i, Je+w, P[i,:|t. We

For this, we normalize each row of A,_; to obtain AE,T) and

Aér) li, 5] = nAffl [i, J]' o Ali,j] = Aé )[z, Jl also add a continuous-time positional encoding to the event
Sy Arali, '] sn_ AU, j]  embedding (Zuo et al. 2020; Gupta and Bedathur 2022).

forall i € [n], ] € [n] (14) — Attention layer. We use a masked self-attention layer to

’ aggregate and represent Q, K and V as trainable Query,

Then we set P = Aj. Note that, P also approximately Key, and Value matrices respectively. Finally, we compute
solves the following optimization problem: self-attention output as:

max > Sl j1Pli,j] — 7 Y Pli.jllog Pli.jl. (15) i e ((Qz)(K2)/VD)
ij ij S; = Z p Vz;, (16)
suchthat P >0, P1=PT1=1. J=1 D=1 OXP ((in)T(KZJ'V\@)

As 7 — 0, P becomes close to hard permutation ma- where D denotes the number of hidden dimensions. Here,

trix (Mena et al. 2018; Cuturi 2013). However, for a very we compute the attention weights via a softmax function and

low value of 7, the gradient becomes almost zero. As a re- introduce the necessary non-linearity to the model to obtain

sult, the learner cannot leverage any feedback from the loss. the final output s;.

Finally, we apply P on the H to obtain the new (soft) per- — Output layer. To obtain continuous-time noise for the

muted sequence as: Hp = [Pt, Pc|, where t = [t1, .., 5] event e,,, i.e. €, we project the hidden representation to

and ¢ = [cq, ..., ¢ a scalar value as ¢; < w.S; + b.. Here, w.,b. are
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Dataset Taobao Twitter Electricity Health
#Events ) |, o, [H] | 0.5M 2.1M 60M 60M
#Sequences |D| 2000 22000 10000 10000
#Marks |C| 17 3 5 5
Mean Length 51 41 300 500
Mark imbalance 25.72 22.02 65.09 41.50

Table 1: Dataset statistics. Here, mark imbalance means the
average of the ratios of the highest frequent mark and the
lowest frequent mark across different H € D.

trainable parameters. The total set of parameters is ¢ =
{w07 b07 Qa K7 V}

Differentiable training objective: By replacing m with
the soft permutation matrix P and introducing the neural
networks G'Sp and ATTN in the optimization (12), and ag-
gregating the objective for all H € D, we have:

mirlé)%%ize% (L(H | Mw,Hpe)+ pp Dist(H, Hp,e)

+pa,B Y e lAe — BPt][i]), (17)
where, P = GSy(H ) with H = M,,(H); and es.t.
€ = ATTNy (P, H).

In contrast to the optimization (12), which seeks to solve
m for each H separately, the training of 6, ¢ will provide
the inductive biases of 7 and € into G'Sp and ATTN,. With
enough expressive power, they would be able to ensure
Dist(H,Hp.) to be small and Ae < Bt, for every H
drawn from the same distribution D.

Adversarial training for TPP: Given a dataset of se-
quences D = {H}, our adversarial training follows the fol-
lowing robust optimization problem:

max min HZED(E(’H | Mo, Hp.e) + pp Dist(H, Hp.e)

+ A8 Ve [Ae — BPt],[i]). (18)

4 Experiments

Here, we evaluate PERMTPP by its ability to reduce the
performance of learner’s MTPP M. Specifically, we ask
the following research questions. (RQ1) How much per-
formance deterioration can PERMTPP cause when Mg is
trained on clean examples? (RQ2) How much deterioration
can PERMTPP cause when Mg is trained on adversarial
examples? (RQ3) How does PERMTPP perform in the con-
text of adversarial defense? Does it provide better robustness
than other adversarial strategies? All codes for PERMTPP
are available at: https://github.com/data-iitd/advtpp.

Datasets: We use Taobao (Chen et al. 2019), Twit-
ter (Mei and Eisner 2017), Electricity (Murray, Stankovic,
and Stankovic 2017), and Health (Gupta, Bedathur, and De
2022; Baim et al. 1986) datasets. We provide the details for
each dataset in Table 1.

Baselines: In our knowledge, PERMTPP is the first ad-
versarial attack on the MTPPs. As a result, we resort to the
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adversarial methods designed specifically for other domains
and adapt them for MTPPs. We use two attack strategies
from the domain of computer vision, viz., (1) PGD (Madry
et al. 2018), (2) MI-FGSM (Dong et al. 2018); and two
attack strategies which were used for discrete time-series
models, viz., (3) RTS-D and (4) RTS-P. (Liu et al. 2023).

White box and black box models: Depending on how
much information about the learner’s model Mg is avail-
able to the adversary, the adversary can use two types of
M: (1) Black box (BB): Here, M., # Mgy, i.e., the ad-
versary uses another version of the MTPP model M, that is
not same as same as the learner’s model M 5. There can be
several examples of such black box models M,,. Predom-
inantly, we assume that the adversary uses a model which
is trained on the same training set with different seed. (2)
White box (WB): Here, M,, = M, i.e., the adversary has
access to the learner’s model, which is going to be deployed
during test; and the adversary uses this exact trained model
to compute the perturbation.

Evaluation Metrics: Given a dataset of CTESs D = {#},
we split D into 70% training, 10% validation and 20% test
set. Given the adversary’s model M,,, we compute the ad-
versarial perturbations by solving the optimization prob-
lem (17) for our method. Similarly, for baseline methods,
we compute the worst case perturbations, by minimizing the
log-likelihood using their respective algorithms. Then, we
feed the perturbed test CTESs to the learner’s model M g
and report the results in terms of mean absolute error (MAE)
between predicted and current time and mark prediction ac-
curacy (MPA) to assess time and mark prediction ability re-
spectively. Mathematically, MPA = Wll Yo en llci =)

and MAE = ”1{—‘ Deenllti— t;]]. For the evaluation of ad-

versarial attacks on the same learner’s model M g5, a lower
MPA and higher MAE correspond to a better attack frame-
work, given that all other conditions are fixed, whereas, for
the evaluation of defences a higher MPA and lower MAE
correspond to a better defense framework.

4.1 Experimental Results

Effect of adversarial attacks on models trained on clean
examples: Here, we compare the extent of the performance
degradation of the learner model M g, caused by PERMTPP
against the baselines, when Mg is trained on clean CT-
ESs (RQ1). We observed that the adversarial perturbation
Dist(H, H') is extremely difficult to control for the base-
lines, since there is no explicit “knob” in their model, which
can regulate Dist(H,H’). As a result, we could not equal-
ize this distance across different methods. However, we en-
sured that this distance for all the adversarial attack strate-
gies remains within 10% deviation. We present the results
in Table 2. It shows that PERMTPP degrades the predic-
tive performance of the learner’s model M g, significantly
compared to the baselines, for fourteen out of sixteen cases.
In particular, for Electricity dataset, only we achieve
less than 90 % MPA performance. In Taobao, PERMTPP
outperforms the second best baseline by 36.5% MAE
and 16.8% MPA for black box attack and by 3% MAE



Method __MAE __MPA___

Taobao | Twitter | Electricity | Health | Taobao | Twitter | Electricity | Health
No Attack 0.973 0.082 0.005 0.036 | 43.70 60.45 92.95 63.68
PGD (BB) 0.721 0.107 0.038 0.051 19.20 59.81 92.98 63.59
MI-FGSM (BB) 0.725 0.110 0.039 0.052 19.66 59.79 92.97 63.58
RTS-D (BB) 0.920 0.115 0.051 0.054 | 29.01 59.69 9291 63.48
RTS-P (BB) 1.013 0.191 0.063 0.056 36.77 58.78 92.86 62.90
PERMTPP (BB) 1.383 0.115 0.053 0.123 15.97 56.56 91.87 61.67
PGD (WB) 0.708 0.101 0.015 0.047 18.43 59.86 92.90 63.63
MI-FGSM (WB) | 0.730 0.103 0.048 0.048 19.52 59.84 9291 63.61
RTS-D (WB) 0.923 0.108 0.072 0.051 28.94 59.74 92.78 63.52
RTS-P (WB) 1.309 0.187 0.070 0.155 42.52 58.90 92.83 62.87
PERMTPP (WB) | 1.350 0.120 0.078 0.230 9.21 55.84 87.96 42.64

Table 2: Performance deterioration between adversarial attack strategies, where the attack is executed on the learner’s MTPP
model Mg trained on clean CTESs. We use THP (Zuo et al. 2020) as M, for both learner and adversary. BB and WB refer
to black-box and white-box variants of the attacks. Across all cases, we ensure that Dist(?{, H’) is approximately same. Higher
the MAE and lower the MPA, more successful is the attack. Bold (underlined) indicate the best and the second best model.

Taobao Health

Attack Method | MAE MPA MAE MPA

Adv. Method — PGD | MIF | RTS-D | PGD | MIF | RTS-D PGD | MIF | RTS-D | PGD | MIF | RTS-D
No Attack 0.908 | 0.905 0.860 46.31 | 46.53 47.09 0.034 | 0.034 0.033 64.37 | 64.36 64.34
PGD (BB) 0.666 | 0.678 0.712 42.09 | 42.21 44.07 0.034 | 0.034 0.034 64.40 | 64.38 64.36
MI-FGSM (BB) 0.671 | 0.682 0.718 4222 | 42.37 44.14 0.034 | 0.034 0.034 64.40 | 64.39 64.36
RTS-D (BB) 0.812 | 0.861 0.881 43.38 | 44.32 45.54 0.034 | 0.034 0.033 64.39 | 64.38 64.35
RTS-P (BB) 0.941 | 0.937 0.923 46.64 | 46.73 47.81 0.036 | 0.035 0.034 64.31 | 64.36 64.29
PERMTPP (BB) 1.163 | 1.138 1.061 41.52 | 4142 41.58 0.049 | 0.034 0.035 49.83 | 61.65 60.29
PGD (WB) 0.670 | 0.681 0.717 42.00 | 42.12 43.97 0.034 | 0.034 0.034 64.39 | 64.39 64.36
MI-FGSM (WB) 0.674 | 0.686 0.723 42.17 | 42.26 44.06 0.034 | 0.034 0.034 64.39 | 64.39 64.36
RTS-D (WB) 0.816 | 0.864 0.884 43.56 | 44.47 45.68 0.034 | 0.034 0.033 64.39 | 64.39 64.35
RTS-P (WB) 1.147 | 1.138 1.060 47.31 | 47.50 48.00 0.034 | 0.035 0.034 64.29 | 64.11 64.30
PERMTPP (WB) 1.265 | 1.295 1.228 18.56 | 19.94 21.12 0.042 | 0.048 0.041 40.80 | 53.67 49.14

Table 3: Performance on different adversarial attack strategies, where the attack is executed on an MTPP model M g learned
using adversarial training methods — PGD, MI-FGSM (MIF) and RTS-D. We ensure that Dist(#, H') is approximately same.

I PERM-TPP
1.4

3 PGD B MIFGSM

I RTS-D

B RTS-P than the baselines in all cases, except for MAE in black-box

setting for the Health dataset, when using the MI-FGSM ad-
versarial training setup. (2) In many cases, adversarial train-
ing improved predictive performance under adversarial at-
tack, from training on clean sequences (Table 2 vs Table 3).

B B B Adversarial defense: Here, we address RQ3 by com-

paring the adversarial robustness of the learner’s model

Figure 3: Adversarial Robustness of M g, trained using dif-
ferent adversarial training methods and PERMTPP attack for
Taobao dataset. Here, lower the MAE and higher the MPA,
more successful is the defense model.

and 50% MPA in the white-box setting.

Effect of adversarial attacks on models trained on adver-
sarial examples: Here, we address RQ2 by evaluating how
successfully PERMTPP can deteriorate the performance of
the learner’s model M g, when it is trained on adversarially
perturbed sequences. Table 3 shows the results across two
datasets, for three adversarial training methods: PGD, MI-
FGSM and RTS-D, which were used to train M 5. We ob-
serve that (1) PERMTPP degrades the attacks more severely

M, across different adversarial training methods. Figure 3
shows the results for PERMTPP attack in Taobao dataset,
which highlight that: (1) PERMTPP achieves the highest re-
silience towards attacks in terms of MPA; (2) For MAE,
PERMTPP performs competitively with RTS-P; and wins
over RTS-P for black box setting.

5 Conclusion

We propose a trainable adversarial attack specifically de-
signed for MTPP. Our novel two-stage attack strategy, using
differentiable neural surrogates for permutation and noise
generation, gives us enhanced degradation capabilities on di-
verse datasets. PERMTPP opens up several future directions,
for e.g., generating differentially private CTES examples.
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