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Abstract

With the pervasive deployment of Machine Learning (ML)
models in real-world applications, verifying and auditing
properties of ML models have become a central concern. In
this work, we focus on three properties: robustness, individ-
ual fairness, and group fairness. We discuss two approaches
for auditing ML model properties: estimation with and with-
out reconstruction of the target model under audit. Though
the first approach is studied in the literature, the second ap-
proach remains unexplored. For this purpose, we develop a
new framework that quantifies different properties in terms
of the Fourier coefficients of the ML model under audit but
does not parametrically reconstruct it. We propose the Ac-
tive Fourier Auditor (AFA), which queries sample points ac-
cording to the Fourier coefficients of the ML model, and fur-
ther estimates the properties. We derive high probability error
bounds on AFA’s estimates, along with the worst-case lower
bounds on the sample complexity to audit them. Numerically
we demonstrate on multiple datasets and models that AFA is
more accurate and sample-efficient to estimate the properties
of interest than the baselines.

Code — https://github.com/ayoubajarra/afamp
Extended version — https://arxiv.org/abs/2410.08111

1 Introduction
As Machine Learning (ML) systems are pervasively being
deployed in high-stake applications, mitigating discrimina-
tion and guaranteeing reliability are critical to ensure the
safe pre and post-deployment of ML (Madiega 2021). These
issues are addressed in the growing subfield of ML, i.e. trust-
worthy or responsible ML (Rasheed et al. 2022; Li et al.
2023), in terms of robustness and fairness of ML models.
Robustness quantifies how stable are a model’s predictions
under perturbation of its inputs (Xu and Shie 2011; Kumar
et al. 2020). Fairness (Dwork et al. 2012; Barocas, Hardt,
and Narayanan 2023) seeks to address discrimination in pre-
dictions both at the individual level and across groups. Thus,
AI regulations, such as the European Union AI Act (Mad-
iega 2021), increasingly suggest certifying different model
properties, such as robustness, fairness, and privacy, for a
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safe integration of of ML in high-risk applications. Thus, es-
timating these model properties under minimum interactions
with the models has become a central question in algorith-
mic auditing (Raji et al. 2020; Wilson et al. 2021; Metaxa
et al. 2021; Yan and Zhang 2022).
Example 1. Following (Ghosh, Basu, and Meel 2021, Ex-
ample 1), let us consider an ML model that predicts who
is eligible to get medical insurance given a sensitive feature
‘age’, and two non-sensitive features ‘income’ and ‘health’.
Owing to historical bias in the training data, the model, i.e.
an explainable decision tree, discriminates against the ‘el-
derly’ population by denying their health insurance and fa-
vors the ‘young’ population. Hence, an auditor would real-
ize that the model does not satisfy group fairness since the
difference in the probability of approving health insurance
between the elderly and the young is large. In addition, the
model violates individual fairness, where perturbing the fea-
ture ‘age’ from elderly to young increases the probability of
insurance. Further, the model lacks robustness if perturbing
any feature by an infinitesimal quantity flips the prediction.

Related Work: Towards trustworthy ML, several meth-
ods have been proposed to ally audit an ML model by esti-
mating different distributional properties of it, such as fair-
ness and robustness, where the model hyper-property has to
be assessed against the distribution of inputs. A stream of
work focuses on property verification that verifies whether
these properties are violated above a pre-determined thresh-
old (Goldwasser et al. 2021; John, Vijaykeerthy, and Saha
2020; Mutreja and Shafer 2023; Herman and Rothblum
2022; Kearns et al. 2018). Thus, we focus on estimating
these properties instead of a ‘yes/no’ answer, which is a
harder problem than verification (Goldwasser et al. 2021).
On estimating distributional properties, (Neiswanger, Wang,
and Ermon 2021) proposed a Bayesian approach for esti-
mating properties of black-box optimizers and required a
prior distribution of models. (Wang et al. 2022) studies sim-
pler distributional properties, e.g. the mean, the median, and
the trimmed mean defined as a conditional expectation, us-
ing offline and interactive algorithms. (Yan and Zhang 2022)
considered a frequentist approach for estimating group fair-
ness but assumed the knowledge of the model class and a
finite hypothesis class under audit. These assumptions are
violated if we do not know the model type and can be chal-
lenging for complex models, e.g. deep neural networks. (Al-
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Figure 1: A schematic of AFA.

barghouthi et al. 2017; Ghosh, Basu, and Meel 2021) con-
sidered finite models for estimating group fairness w.r.t. the
features distribution, and (Ghosh, Basu, and Meel 2022) fur-
ther narrowed down to linear models. Therefore, we identify
the following limitations of the existing methods in ML au-
diting. (1) Property-specific auditing: most methods con-
sidered a property-specific tailored approach to audit ML
systems, for example either robustness (Cohen, Rosenfeld,
and Kolter 2019; Salman et al. 2019), group fairness (Al-
barghouthi et al. 2017; Ghosh, Basu, and Meel 2021), or in-
dividual fairness (John, Vijaykeerthy, and Saha 2020). (2)
Model-specific auditing: all the methods considered a prior
knowledge about the ML model (Neiswanger, Wang, and
Ermon 2021; Ghosh, Basu, and Meel 2021, 2022; Yan and
Zhang 2022), or a white-box access to it (Cohen, Rosenfeld,
and Kolter 2019; Salman et al. 2019). These are unavailable
in practical systems such as API-based ML. Therefore, our
research question is: Can we design a unified ML auditor
for black-box systems for estimating a set of distributional
properties including robustness and fairness?

Contributions: We propose a framework, namely AFA
(Active Fourier Auditor), which is an ML auditor based on
the Fourier approximation of a black-box ML model (Fig-
ure 1). We observe that existing black-box ML auditors work
in two steps: the model reconstruction step, where they re-
construct a model completely, and the estimation step, where
they put an estimator on top of it (Yan and Zhang 2022). We
propose a model-agnostic strategy that does not need to re-
construct the model completely. Our contributions are:

• Formalism. For any bounded output model (e.g. all clas-
sifiers), we theoretically reduce the estimation of robust-
ness, individual fairness, and group fairness in terms of the
Fourier coefficients of the model. The key idea is based on
influence functions, which capture how much a model out-
put changes due to a change in input variables and can be
computed via Fourier coefficients (Section 3). We propose
two types of influence functions for each of these proper-
ties that unifies robustness and individual fairness auditing
while put group fairness in a distinct class.

• Algorithm. In AFA, we integrate Goldreich-Levin algo-
rithm (Goldreich and Levin 1989; Kushilevitz and Man-
sour 1993) to efficiently compute the significant Fourier
coefficients of the ML model, which are enough to com-
pute the corresponding properties. AFA yields a probably
approximately correct (PAC) estimation of distributional
properties. We propose a dynamic version of Goldreich-
Levin to accelerate the computations.

• Theoretical Sample Complexity. We show that our algo-

rithm requires Õ
(

1
ϵ

√
log 1

δ

)
samples to yield (ϵ, δ) esti-

mate of robustness and individual fairness, while it needs
Õ
(

1
ϵ2 log

1
δ

)
samples to audit group fairness. We further

derive a lower bound on the sample complexity of (ϵ, δ)-
auditing of group fairness to be Ω̃( δ

ϵ2 ). Further, for group
fairness, we prove that AFA is manipulation-proof under
perturbation of 2n−1 Fourier coefficients.

• Experimental Results. We numerically test the perfor-
mance of AFA to estimate the three properties of differ-
ent types of models. The results show that AFA achieves
lower estimation error while estimating robustness and in-
dividual fairness across perturbation levels. Compared to
existing group fairness auditors, AFA not only achieves
lower estimation error but also incurs lower computation
time across models and the number of samples.

2 Background
Before proceeding to the contributions, we discuss the three
statistical properties of ML models that we study, i.e. robust-
ness, individual fairness, and group fairness. We also discuss
basics of Fourier analysis that we leverage to design AFA.

Notations: Here, x represents a scalar, and x represents
a vector. X is a set. We denote J1 , nK as the set {1, . . . , n}.
We denote the power set of X by P(X ).

Properties of ML Models: A Machine Learning (ML)
model h is a deterministic or probabilistic mapping from an
n-dimensional input domain of features (or covariates) X to
set of labels (or response variables or outcomes) Y . For ex-
ample, for Boolean features X ≜ {−1, 1}n, and for categor-
ical features, X ≜ [K]n. For binary classifiers, Y ≜ {0, 1}.

We assume to have only black-box access to h, i.e. we
send queries from a data-generating distribution and collect
only the labels predicted by h. The dataset on which h is
tested is sampled from a data-generating distribution DX ,Y
over X × Y , which has a marginal distribution D over X .

We aim to audit a distributional (aka global) property µ :
H × DX ,Y → R of an ML model h : X → Y belonging
to an unknown model class H while having only black-box
access to h.

Robustness is the ability of a model h to generate the
same output against a given input and its perturbed (or noisy)
version. Robustness has been central to sub-fields of AI, e.g.
safe RL (Garcıa and Fernández 2015), adversarial ML (Ku-
rakin, Goodfellow, and Bengio 2016; Biggio and Roli 2018),
and gained attention for safety-critical deployment of AI.

Definition 2.1 (Robustness). Given a model h and a per-
turbation mechanism Γ of input x ∈ X , robustness of h is
µRob(h) ≜ Px∼D, y∼Γ(x)[h(x) ̸= h(y)].

Examples of perturbation mechanisms include Binary
feature flipping Nρ(x) ≜ {x′ | ∀i ∈ [n],x′

i = xi ×
Bernoulli(ρ)} (O’Donnell 2014), Gaussian perturbation
Nρ(x) ≜ {x′ | x′ = x+ϵ where ϵ ∼ Normal(0, ρ2I)} (Co-
hen, Rosenfeld, and Kolter 2019), among others.

In trustworthy and responsible AI, another prevalent con-
cern about deploying ML models is bias in their predic-
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tions. This has led to the study of different fairness metrics,
their auditing algorithms, and algorithms to enhance fair-
ness (Mehrabi et al. 2021; Barocas, Hardt, and Narayanan
2023). There are two categories of fairness measures (Baro-
cas, Hardt, and Narayanan 2023). The first is the individual
fairness that aims to ensure that individuals with similar fea-
tures should obtain similar predictions (Dwork et al. 2012).

Definition 2.2 (Individual Fairness). For a model h and a
neighbourhood Γ(x) of a x ∈ X , the individual fairness dis-
crepancy of h is µIFair(h) ≜ Px∼D, y∼Γ(x) P[h(x) ̸= h(y)].

The neighborhood Γ(x) is commonly defined as the
points around x which are at a distance less than ρ ≥ 0
w.r.t. a pre-defined metric. The metric depends on the appli-
cation of choice and the input data (Mehrabi et al. 2021). IF
of a model measures its capacity to yield similar predictions
for similar input features of individuals (Dwork et al. 2012;
Friedler, Scheidegger, and Venkatasubramanian 2016). The
similarity between individuals are measured with different
metrics. Let dX and dY be the metrics for the metric spaces
of input (X ) and predictions (Y), respectively.

A model h satisfies (ϵ, ϵ′)-IF if dX (x,x′) ≤ ϵ implies
dY(h(x), h(x

′)) ≤ ϵ′ for all (x,x′) ∈ X 2 (Friedler, Schei-
degger, and Venkatasubramanian 2016). For Boolean fea-
tures and binary classifiers, the natural candidate for dX and
dY is the Hamming distance. This measures the difference
between vectors x and x′ by counting the number of dif-
fering elements. Thus, dX (x,x′) ≤ l means that x′ has l
different bits than x. As auditors, we are interested in mea-
suring how much the Hamming distance between outcomes
of x and x′, i.e. ϵ′. However, since the data-generation pro-
cess and the models might be stochastic, we take a stochastic
view and use a perturbation mechanism that defines a neigh-
borhood around each input sample.

Group fairness is the other category of fairness mea-
sures that considers the input to be generated from multi-
ple protected groups (or sub-populations), and we want to
remove discrimination in predictions across these protected
groups (Mehrabi et al. 2021). Specifically, we focus on Sta-
tistical Parity (SP) (Feldman et al. 2015; Dwork et al. 2012)
as our measure of deviation from group fairness. For sim-
plicity, we discuss SP for two groups, but we can also gen-
eralize it to multiple groups.

Definition 2.3 (Statistical Parity). The statistical parity of h
is µGFair(h) ≜ |Px∼D[h(x) = 1|xA = 1] − Px∼D[h(x) =
1|xA = −1]|, where xA is the binary sensitive attribute.

In AFA, we use techniques of Fourier analysis to de-
sign one computational scheme for simultaneously estimat-
ing these three properties of an ML model.

A Primer on Fourier Analysis: Designing AFA is moti-
vated by the Fourier expansion of Boolean functions. Fourier
coefficients are distribution-dependent components that cap-
ture key information about the distribution’s properties. This
study was initially addressed by (O’Donnell 2014), who
focused on the uniform distribution. Later, (Heidari et al.
2021) generalized this result to arbitrary distributions, which
we leverage further.

Proposition 2.4 ((Heidari et al. 2021)). There exists a set of
orthonormal parity functions {ψS}S⊆[n] such that any func-
tion h : {−1, 1}n → {−1, 1} is decomposed as

h(x) =
∑

S⊆[n]
ĥ(S)ψS(x) for any x ∼ D. (1)

The Fourier coefficients ĥ(S) ≜ Ex∼D[h(X)ψS(x)] are
unique for all S ⊆ [n].

Example 2. Suppose random variables X1 and X2

are drawn i.i.d. from the standard normal distribution
N (0, 1) (Heidari et al. 2021). Define another ran-
dom variable X3 as X3 = X1X2. It can be verified
that the Gram-Schmidt basis of XOR of X1, X2, X3

has four zero coefficients, i.e. the sets including
X3 do not influence the outcomes. This is because
X3’s information is encoded in X1 and X2 jointly.
S ∅ {1} {2} {1, 2} {3} {1, 3} {2, 3} {1, 2, 3}
χS 1 x1 x2 x1x2 x3 x1x3 x2x3 x1x2x3
ψS 1 x1 x2 x1x2 0 0 0 0

Influence functions: To estimate the properties of inter-
est, we use a tool from Fourier analysis, i.e. influence func-
tions (O’Donnell 2014). They measure how changing an in-
put changes the output of a model. Different influence func-
tions are widely used in statistics, e.g. to design robust es-
timators (Mathieu, Basu, and Maillard 2022), and ML, e.g.
to find important features (Heidari et al. 2021), to evaluate
how features induce bias (Ghosh, Basu, and Meel 2021), to
explain contribution of datapoints on predictions (Ilyas et al.
2022). Here, we use them to estimate model properties.

Definition 2.5 (Influence functions). If Γ is a transforma-
tion of an input x ∈ X , the influence function is defined
as InfΓ(h) ≜ Px∼D[h(x) ̸= h(Γ(x))]. InfΓ(h) is called
deterministic if the transformation Γ is deterministic, and
randomized if Γ randomized.

In general, deterministic influence functions are used in
Boolean function analysis (O’Donnell 2014). In contrast, in
Section 3, we express robustness, individual fairness, and
group fairness with randomized influence functions. We also
show that the influence functions can be computed using the
Fourier coefficients of the model under audit (Equation (1)).

3 Active Fourier Auditor
In the black-box setting, the access to the model h is limited
by the query oracle, accessible to the auditor. The auditor’s
objective is to estimate the property µ through interaction
with this oracle. The definition of the property estimator re-
lies on the information made available to the auditor during
this interaction. In the context of auditing with model re-
construction (Yan and Zhang 2022), the auditor is denoted
as µ̂ : H × B → R. Here, the auditor has access to an
unlabeled pool and applies active learning techniques (e.g.
CAL algorithm) to query samples. This process uses the ad-
ditional information given by the hypothesis class where the
model h lives. Following the reconstruction phase, the audi-
tor has an approximate model ĥ of true model h, enabling
estimation of the property via plug-in estimator µ̂(ĥ).
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Now, we present a novel non-parametric black-box au-
ditor AFA that assumes no knowledge of the model class
and the data-generating distribution. Unlike the full model-
reconstruction-based auditors, AFA uses Fourier expansion
and adaptive queries to estimate the robustness, Individual
Fairness (IF), and Group Fairness (GF) properties of a model
h. In this setting, the auditor is defined as µ̂ : Fµ × B → R,
where Fµ represents the set of Fourier coefficients upon
which the property µ depends. First, we show that property
estimation with model reconstruction always incurs higher
error. Then, we show that robustness, IF, and GF for binary
classifiers can be computed using Fourier coefficients of h.
Finally, we compute the Fourier coefficients and thus, es-
timate the properties at once (Algorithm 1). We begin by
defining a PAC-agnostic auditor that we realise with AFA.

Definition 3.1 (PAC-agnostic auditor). Let µ be a com-
putable distributional property of model h. An algorithm
A is a PAC-agnostic auditor if for any ϵ, δ ∈ (0, 1), there
exists a function m(ϵ, δ) such that ∀m ≥ m(ϵ, δ) sam-
ples drawn from D, it outputs an estimate µ̂m satisfying
P(|µ̂m − µ| ≤ ϵ) ≥ 1− δ.

Remark: µ(h) is a computable property if there exists
a (randomized) algorithm, such that when given access to
(black-box) queries, it outputs a PAC estimate of the prop-
erty µ(h) (Kearns et al. 2018). Any distributional property,
including robustness, individual fairness and group fairness,
is computable given the existence of the uniform estimator.

3.1 The Cost of Reconstruction
The naive way to estimate a model property is to recon-
struct the model and then use a plug-in estimator (Yan and
Zhang 2022). However, this requires an exact knowledge
of the model class and comes with an additional cost of
reconstructing the model before property estimation. For
group fairness, we show that the reconstruct-then-estimate
approach induces significantly higher error than the recon-
struction error, while the exact model reconstruction itself is
NP-hard (Jagielski et al. 2020).

Proposition 3.2. If ĥ is the reconstructed model from h, then

|µGFair(ĥ)− µGFair(h)|

≤ min

{
1,

Px∼D[ĥ(x) ̸= h(x)]

min(Px∼D[xA = 1],Px∼D[xA = −1])

}
.

Proposition 3.2 connects the estimation error and the re-
construction error before plugging in the estimator. It also
shows that to have a sensible estimation the reconstruction
algorithm needs to achieve an error below the proportion
of minority group, which can be significantly small requir-
ing high sample complexity. The proof is deferred to Ap-
pendix B. This motivates an approach that avoids model re-
construction by computing only the right components of the
model expansion. To capture the information relevant to es-
timating our properties of interest, we will represent them in
terms of Fourier coefficients given in the model decomposi-
tion.

3.2 Model Properties with Fourier Expansion
Throughout the rest of this paper, we denote by {ψS}S⊆[n]

the basis derived from Proposition 2.4. In this section, we
express the model properties of h using its Fourier coeffi-
cients. The detailed proofs are deferred to Appendix C.

a. Robustness: Robustness of a model h measures its
ability to maintain its performance when new data is cor-
rupted. Auditing robustness requires a generative model to
imitate the corruptions, which is modelled by the pertur-
bation mechanism (Definition 2.1). As we focus on the
Boolean case, the worst case perturbation Γρ is the protocol
of flipping vector coordinates with a probability ρ. Specif-
ically, a corrupted sample y is generated from x such that
for every component, we independently set yi = xi with
probability 1+ρ

2 and yi = −xi with probability 1−ρ
2 . This

perturbation mechanism leads us to the ρ-flipping influence
function.

Definition 3.3 (ρ-flipping Influence Function). The ρ-
flipping influence function of any model h is defined as
Infρ(h) ≜ Px∼D,y∼Γρ(x)[h(x) ̸= h(y)].

For a Boolean classifier, we further observe that
Infρ(h) = Ex∼D, y∼Nρ(x)[h(x)h(y)]. This allows us to
show that the robustness of h under Γρ perturbation is mea-
sured by ρ-flipping influence function, and thus, can be com-
puted using Fourier coefficients of h.

Proposition 3.4. Robustness of h under the Γρ flipping per-
turbation is equivalent to the ρ-flipping influence function,
and thus, can be expressed as

µRob(h) = Infρ(h) =
∑
S⊆[n]

ρ|S|ĥ(S)2. (2)

b. Individual Fairness (IF): To demonstrate the uni-
versality of our approach, we express IF with the model’s
Fourier coefficients. We consider the perturbation mecha-
nism Γ = Γρ,l(·) that independently flips uniformly l vec-
tor coordinates with a probability 1+ρ

2 . Thus, we consider
a neighbourhood with Ex′∼Γρ,l(x)[dX (x,x′)] ≤ 1

2 (1 + ρ)l
around each sample x as the similar set of individuals. This
perturbation mechanism leads us to the (ρ, l)-flipping influ-
ence function.

Definition 3.5 ((ρ, l)-flipping influence function). The
(ρ, l)-flipping influence function of any model h is defined
as Infρ,l(h) = Px∼D,y∼Nρ,l(x)[h(x) ̸= h(y)].

We leverage (ρ, l)-flipping influence function to express
IF of h in terms of its Fourier coefficients (Proposition 3.6).

Proposition 3.6. Individual fairness defined with respect to
the Γρ,l perturbation is equivalent to the (ρ, l)-flipping in-
fluence function, and thus, can be expressed as

µIFair(h) = Infρ,l(h) =
∑
S⊆[n]

ρ|Sl|ĥ(S)2 , (3)

where Sl denotes the power sets for which l features change.

Unifying robustness and IF using a characteristic
function: It is worth noting that IF is similar to robustness,
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differing only by a single degree of freedom, i.e. the num-
ber of flipped directions l. Specifically, from Equation (2)
and (3), we observe that both the properties as µ(h) =∑

S⊆[n] char(S, µ·)ĥ(S)
2, such that char(S, µRob) =

ρ|S|, and char(S, µIFair) = ρ|Sl|. We call char as the
characteristic function of the property.

c. Group Fairness (GF): Now, we focus on Group Fair-
ness which aims to ensure similar predictions for different
subgroups of population (Barocas, Hardt, and Narayanan
2023). We focus on Statistical Parity (SP) as the measure
of deviation from GF (Feldman et al. 2015). To quantify SP,
we propose a novel membership influence function.
Definition 3.7 (Membership influence function). If A de-
notes a sensitive feature, we define the membership in-
fluence function w.r.t. A as the conditional probability
InfA(h) ≜ Px,y∼D

[
h(x) ̸= h(y)

∣∣∣xA = 1, yA = −1
]
.

InfA(h) is the conditional probability of the change in
the outcome of h due to change in group membership of
samples from D. In other words, it expresses the amount of
independence between the outcome and group membership.

Note that the membership influence function is a ran-
domized version of the deterministic influence function
in (O’Donnell 2014). If we denote the transformation of the
flipping membership, i.e., the sensitive attribute of x, fA(x),
the classical influence function is Infdet

A = Px∼D[h(x) ̸=
h(fA(x))]. The limitation of this deterministic function is
that, given x ∼ D, the transformed vector fA(x) may not
represent a sample of D. Thus, it fails to encode the infor-
mation relevant to SP, whereas the proposed membership in-
fluence function does it correctly as shown below.
Proposition 3.8. Statistical parity of h with respect to
a sensitive attribute A and distribution D is the root of
the second order polynomial Pĥ(X), i.e. α(1 − α)X2 −
ĥ(∅)(1 − 2α)X −

∑
S⊆[n],S∋Aĥ(S)

2 − (1−ĥ2(∅))
2 , where

α = P
x∼D

[xA = 1] and ĥ(∅) is the coefficient of empty set.

Summary of the Fourier representation of the proper-
ties of the model: Robustness and individual fairness have
the same Fourier pattern. They depend on all the Fourier co-
efficients of the model but differ only on their characteristic
functions. In contrast, statistical parity of a sensitive feature
A depends only on the Fourier coefficient of that sensitive
feature ĥ({A}) and the Fourier coefficient of the empty set
ĥ(∅).

3.3 NP-hardness of Exact Computation
We have shown that the exact computation of robustness
and individual fairness depends on all Fourier coefficients
of the model. Since each Fourier coefficient of h is given
by ĥ(S) = E

x∼D
[h(x)ψS(x)], exactly computing a sin-

gle Fourier coefficient takes O(|X |) time. Additionally, the
number of Fourier coefficients to compute to estimate ro-
bustness and individual fairness is exponential in the di-
mension of the input domain (2n). Thus, exactly comput-
ing robustness and individual fairness requires O(2n|X |)

Algorithm 1: Active Fourier Auditor (AFA)

1: Input: Sensitive attribute A, Query access to h, τ, δ ∈
(0, 1), ϵ← τ2/4

2: {xk, h(xk)}k∈[q] ← BLACKBOXQUERY(h, q)
3: Lh ← GOLDREICHLEVIN(h, q, τ, δ)
4: µ̂(h)←

∑
S∈Lh

char(µ, S)ĥ(s)2

5: µ̂GF (h)← P−1

ĥ
(0)

6: return {µ̂RB , µ̂IF , µ̂GF }

time. This gives us an idea about the computational hardness
of the exact estimation problem. Now, we prove estimating
large Fourier coefficients to be NP-complete.

Theorem 3.9. Let Q ≜ {x, h(x)} be the set of input sam-
ples sent to h and the predictions obtained. Given τ ∈ R≥0,
exactly computing all the τ -significant Fourier coefficients
of h is NP-complete.

Proof Sketch. For a set of queries Q and for each
power set S, Fourier coefficient is given by ĥ(S) =
1

|Q|
∑

(x,h(x))∈Q h(x)ψS(x). Maximizing the Fourier coef-

ficient |ĥ(S)| is equivalent to maximizing the agreement or
disagreement between h and the sign of ψS for each truth as-
signment. Alternatively, maximizing |ĥ(S)| is equivalent to
finding a truth assignment that maximizes the number of true
clauses in a CNF, where each clause is a disjunction of h(x)
and the sign of ψS(x), and the CNF includes all such clauses
for all x ∈ Q. This is known as the Max2Sat (maximum two
satisfiability) problem, which is known to be NP-complete.
Hence, we conclude that finding large Fourier coefficients is
also NP-complete. This result shows that the exact computa-
tion of the Fourier coefficients for our properties is NP-hard.
This has motivated us to design AFA, which we later proved
to be an (ϵ, δ)-PAC agnostic auditor.

3.4 Algorithm: Active Fourier Auditor (AFA)
We have shown that finding significant Fourier coefficients
can be an NP-hard problem. In this section, we propose AFA
(Algorithm 1) that takes as input a restricted access of q > 0
queries from the data-generating distribution and requests
labels from the black-box oracle of h (Line 2). Those queries
enable us to find the squares of significant Fourier coef-
ficients and estimate them simultaneously. The list of the
significant Fourier coefficients Lh of the model h contains
both subsets and their estimated Fourier weights. We adopt a
Goldreich-Levin (GL) algorithm based approach (Goldreich
and Levin 1989; Kushilevitz and Mansour 1993) to find such
list of significant Fourier coefficients (Appendix A). Since
estimating the properties – robustness, individual fairness,
and group fairness – depend on estimating those Fourier co-
efficients, we plug in their computed estimates and output an
(ϵ, δ)-PAC estimate of the properties (Line 4 and 5).

Algorithmic Insights: To compute the significant Fourier
coefficients, we start with the power set. Now, we denote
the subsets containing an element i as Bi(X ), and the sub-
sets not containing i as B¬i(X ). Let Υ denote a trajectory
starting from the set of all Fourier coefficients in the binary
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search tree of Fourier coefficients (Figure 2). The question
is that from the power set, how can we design a Υ to reach
subsets of Fourier coefficients above a given threshold τ?

In AFA, we dynamically create “buckets” of coefficients
for this purpose. Each bucket BS,k, represents a collec-
tion of power sets, such that BS,k ≜ {S ∪ T | T ⊆
{k + 1, . . . , n}}. The corresponding weight is quantified by
WS,k ≜

∑
T⊆{k+1,...,n} ĥ(S ∪ T )2. In this context, WS,k

measures the total contribution of the Fourier coefficients as-
sociated with the elements in the bucket BS,k. The bucket is
initialized at B∅,0, which represents the weight of the power
set of J1, nK. By Parseval’s identity, we know that the weight
of the power set is 1, i.e.

∑
S∈P(X )ĥ(S)

2 = 1. The bucket
BS,k is then split into two buckets of the same cardinal:
BS,k−1 and BS∪{k+1},k+1. We then estimate the weight of
each bucket by sending black-box queries to the model h.
The algorithm discards the bucket whose weight is below
the threshold. When all the buckets collected at a round con-
sist of exactly one element each, i.e. we reach the leaves, the
algorithm halts and the buckets collected in this process are
subsets of J1, nK that have large Fourier coefficients.

B(X )

B0(X )

B0,1(X )

...

BΥ1BΥ2

...

. . . . . .

B0,¬1(X )

...

. . . . . .

...

. . . . . .

B¬0(X )

B¬0,1(X )

...

. . . . . .

...

. . . . . .

B¬0,¬1(X )

...

. . . . . .

...

BΥk−1BΥk

Figure 2: AFA begins with the set of all Fourier coefficients, with
weight equal to one (τ < 1). It proceeds by splitting the bucket and
verifies at each level of the tree the weight of the node. If the weight
is below the threshold, the algorithm halts. Otherwise, it continues
to expand, yielding a set of (informative) trajectories Υ, the subsets
with large Fourier coefficients are {BΥ1(X ), · · · ,BΥk (X )}.

Extension to Continuous Features: (Heidari et al. 2021)
extend Proposition 2.4 to encompass a general Euclidean
space. We use the generic construction of Fourier coeffi-
cients in the Euclidean space to extend our computations
for feature spaces involving both categorical and continuous
features. Rest of our computations follow naturally.

Extension to Multi-class Classification: We also de-
ploy AFA for multi-class classification, where Y consists of
multiple labels. In this setting, the concept of group fair-
ness, i.e. µGFair(h) ≜ maxy∈Y |Px∼D[h(x) = y|xA =
1] − Px∼D[h(x) = y|xA = −1]|, is called multicalibra-
tion (Dwork et al. 2023). Here, we construct Fourier expan-
sions of the model for each pair of labels. Then, we use
Proposition 3.8 to compute the group fairness for each of
the expansions, and finally, take the maximum to estimate
multi-group fairness of h. Formal details are deferred to Ap-

pendix E. We experimentally evaluate both the extensions.

4 Theoretical Analysis
In this section, we establish theoretical guarantees for our
proposed auditing framework. First, we prove that AFA is
manipulation-proof with respect to statistical parity, demon-
strating invariance of the estimation error bounds under
a broad class of strategic gaming of the (pre-audit) de-
cision rule. Subsequently, we derive information-theoretic
lower bounds to quantify the cost of manipulation robustness
thereby establishing optimality criteria for our approach.
Theorem 4.1 (Upper bounds for Robustness and Indi-
vidual Fairness). AFA is a PAC-agnostic auditor for ro-
bustness and individual fairness with sample complexity

O
(
char(L,µ)(1−4char(L̄,µ))

ϵ

√
log 2

δ

)
. Here, char(L, µ·) ≜∑

S∈L

char(S, µ·) and char(L̄, µ·) ≜
∑
S∈L̄

char(S, µ·).

Theorem 4.2 (Upper bounds for Group Fairness). AFA
yields an (ϵ, δ)-PAC estimate of µGFair(h) if it has access
to predictions of O

(
1
ϵ2 log

4
δ

)
input samples.

We prove that AFA achieves an optimal rate of

Õ( 1ϵ
√
log 1

δ ) for robustness and individual fairness and an

Õ( 1
ϵ2 log

1
δ ) rate for group fairness. Consequently, under the

same number of samples, AFA exhibits a higher error rate
for group fairness compared to robustness and individual
fairness, as group fairness involves solving a quadratic equa-
tion while the others correspond to their respective influence
functions. The proofs of these theorems are in Appendix D.

Rethinking Manipulation-proof: (Yan and Zhang 2022)
first propose manipulation-proof auditing that primarily re-
volves around fully reconstructing the model, and defines
the manipulation-proof subclass using a version space. How-
ever, this approach may overlook numerous other models
that, while having a significant probability mass in areas
where they disagree with the black-box model, exhibit sim-
ilar behavior to the black-box model w.r.t. the property. In
contrast, we propose to capture all those functions by defin-
ing only the essential information required for auditing.
Definition 4.3 (Fourier strategic manipulation-proof). Let
h be a model that admits a Fourier expansion as in h =∑

S⊆[n] ĥ(S)ψS . We say that an auditor A achieves opti-
mal manipulation-proofness for estimating a (distributional)
property µ when A is a PAC-agnostic auditor (Defini-
tion 3.1) and outputs an exponential-size subclass of func-
tions that satisfies ∀h, h′ ∈M,P (|µ(h)− µ(h′)| ≥ ϵ) ≤ δ.
Theorem 4.4 (Manipulation-proofness of AFA). AFA
achieves optimal manipulation-proofness for estimating sta-
tistical parity with manipulation-proof subclass of size 2n−2.

Lower Bounds without Manipulation-proofness: THe-
orem 4.5 gives a lower bound for yielding a PAC estimate of
the statistical parity without manipulation-proof. The proof
is in Appendix D.3.
Theorem 4.5 (Lower bound without manipulation-proof-
ness). Let ϵ ∈ (0, 1), δ ∈ (0, 1/2]. We aim to obtain (ϵ, δ)-
PAC estimate of SP of model h ∈ H, where the hypothesis
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Dataset COMPAS Student Drug

Model LR MLP RF LR MLP RF LR MLP RF

µCAL 0.312 — — — — — — — —
Uniform 0.077 0.225 0.077 0.132 0.225 0.077 0.254 0.116 0.127
AFA 0.006 0.147 0.006 0.030 0.147 0.006 0.220 0.040 0.120

Table 1: Average estimation error for statistical parity across
different ML models. ‘—’ denotes when a method cannot
scale to the model. The best method is in bold.
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Figure 3: Error (left) and running time (right) of different
auditors in estimating statistical parity of COMPAS in LR.

class H has VC dimension d. For any auditing algorithm
A, there exists an adversarial distribution realizable by the
model to audit such that with Ω̃( δ

ϵ2 ) samples, A outputs an
estimate µ̂ of µGFair(h

∗) with P[|µ̂− µGFair(h
∗)| > ϵ] > δ.

Our results extend the existing sample complexity results
with model reconstruction (Yan and Zhang 2022), and also
provide a reference of optimality for upper bounds. We high-
light the gap from the upper bound established in Theo-
rem 4.2, attributed to the lack of the manipulation proof.

5 Empirical Performance Analysis
In this section, we evaluate the performance of AFA in esti-
mating multiple models’ group fairness, robustness, and in-
dividual fairness. Below, we provide a detailed discussion of
the experimental setup, objectives, and results.

Experimental Setup: We conduct experiments on COM-
PAS (Angwin et al. 2016), student performance (Stu-
dent) (Cortez and Silva 2008), and drug consumption
(Drug) (Fehrman et al. 2019) datasets. The datasets con-
tain a mix of binary, categorical, and continuous features
for binary and multi-class classification. We evaluate AFA
on three ML models: Logistic Regression (LR), Multi-layer
Perceptron (MLP), and Random Forest (RF). The ground
truth of group fairness, individual fairness, and robustness
is computed using the entire dataset as in (Yan and Zhang
2022). For group fairness, we compare AFA with uniform
sampling method, namely Uniform, and the active fairness
auditing algorithms (Yan and Zhang 2022, Algorithm 3), i.e.
CAL and its variants µCAL and randomized µCAL, which re-
quires more information about the model class than black-
box access. We report the best variant of CAL with the low-
est error. For robustness and individual fairness, we compare
AFA with Uniform. Each experiment is run 10 times and
we report the averages. We refer to Appendix F.1 for details.

Our empirical studies have the following objectives:
1. How accurate AFA is with respect to the baselines to audit
robustness, individual fairness, and group fairness for differ-
ent models and datasets?
2. How sample efficient and computationally efficient AFA
is with baselines in auditing distributional properties?

Robustness Individual Fairness

ρ Uniform AFA Uniform AFA

0.25 0.033 0.016 0.036 0.029
0.30 0.333 0.078 0.309 0.047
0.35 0.299 0.139 0.248 0.092

Table 2: Estimation error for robustness and individual fair-
ness by Uniform and AFA. Bold case means lower error.

Accurate, Sample Efficient, and Fast Estimation of
Group Fairness: In Table 1, we demonstrate the estimation
error of group fairness by different methods across datasets
and models. AFA yields the lowest estimation error, hence a
better method, than all baselines in all nine configurations of
models and datasets. Among baselines, CAL cannot estimate
group fairness beyond COMPAS on LR, due to the require-
ment of a finite version space, which is provided only for
COMPAS on LR. Uniform, albeit simple to implement, in-
variably demonstrates erroneous estimate. Thus, AFA is the
most accurate auditor for group fairness w.r.t. baselines.

Figure 3 (left) demonstrates the sample efficiency of dif-
ferent methods for statistical parity. AFA requires the lowest
number of samples to reach almost zero estimation error.
Thus, AFA is sample efficient than other methods. Figure 3
(right) demonstrates the corresponding runtimes, where AFA
is the second fastest method after Uniform and faster than
CAL. Therefore, AFA yields a well balance between accu-
racy, sample efficiency, and running time among baselines.

Accurate Estimation of Robustness and Individual
Fairness: Table 2 demonstrates the estimation error for
robustness and individual fairness achieved by AFA and
Uniform with different ρ’s and 1000 samples from COM-
PAS dataset and LR model. AFA yields lower estimation er-
ror than Uniform across different models, and for higher
values of ρ, the improvement due to AFA increases. Intu-
itively, Uniform samples IID from the space of input fea-
tures, perturbs samples uniformly randomly, then queries
the black-box model to obtain labels of perturbed samples
to estimate properties. In contrast, AFA queries samples
recursively to cover the feature space and estimates large
Fourier coefficients without perturbing the input features.
This also reflects the theoretical sample complexity results
for Uniform and AFA, i.e. O(1/ϵ2) and O(1/ϵ), respec-
tively. Thus, AFA is more accurate than Uniform to esti-
mate robustness and individual fairness.

6 Conclusion and Future Work
We propose AFA, a Fourier based model-agnostic and black-
box approach for universally auditing an ML model’s dis-
tributional properties. We focus on three properties: robust-
ness, individual fairness, and group fairness. We show that
the significant Fourier coefficients of the black-box model
yield a PAC approximation of all properties, establishing
AFA as a universal auditor of ML. Empirically, AFA is
more accurate, sample efficient, while being competitive in
running-time than existing methods across datasets. In fu-
ture, we aim to extend AFA to estimate distributional prop-
erties other than the three studied in this paper.
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