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Abstract

In many critical applications, sensitive data is inherently dis-
tributed and cannot be centralized due to privacy concerns. A
wide range of federated learning approaches have been pro-
posed to train models locally at each client without sharing
their sensitive data, typically by exchanging model parameters,
or probabilistic predictions (soft labels) on a public dataset
or a combination of both. However, these methods still dis-
close private information and restrict local models to those
that can be trained using gradient-based methods. We pro-
pose a federated co-training (FEDCT) approach that improves
privacy by sharing only definitive (hard) labels on a public un-
labeled dataset. Clients use a consensus of these shared labels
as pseudo-labels for local training. This federated co-training
approach empirically enhances privacy without compromising
model quality. In addition, it allows the use of local models
that are not suitable for parameter aggregation in traditional
federated learning, such as gradient-boosted decision trees,
rule ensembles, and random forests. Furthermore, we observe
that FEDCT performs effectively in federated fine-tuning of
large language models, where its pseudo-labeling mechanism
is particularly beneficial. Empirical evaluations and theoretical
analyses suggest its applicability across a range of federated
learning scenarios.

Extended version — https://arxiv.org/abs/2310.05696
Code — github.com/kampmichael/federatedcotraining

1 Introduction
Can we train models using distributed sensitive datasets
while maintaining data privacy? Federated learning
(FEDAVG) (McMahan et al. 2017) addresses this challenge
by collaboratively training a joint model without directly
disclosing distributed sensitive data, but instead sharing infor-
mation from locally trained models. Most approaches share
model parameters that are aggregated at a server (Kamp 2019;
Mcdonald et al. 2009; Kairouz et al. 2021), most prominently
federated averaging (FEDAVG) (McMahan et al. 2017). This
results in high model performance, but allows an attacker
or curious observer to make non-trivial inferences about lo-
cal data from those model parameters (Ma et al. 2020) or
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Figure 1: Vulnerability (VUL) to membership inference at-
tacks on the communication of 5 clients and their test ac-
curacy (avg and std over 5 datasets). VUL is measured em-
pirically as the success probability of infering membership
correctly, VUL = 0.5 implies optimal privacy.

model updates (Zhu and Han 2020). Adding tailored noise
to the parameters before sharing improves privacy and pro-
vides differential privacy guarantees, as in differentially pri-
vate FEDAVG (Wei et al. 2020) (DP-FEDAVG), but reduces
model performance (Xiao, Wan, and Devadas 2022). An al-
ternative is to use a form of federated semi-supervised learn-
ing that shares information via a public unlabeled dataset,
which can improve privacy—most commonly soft labels are
shared (Gong et al. 2022; Lin et al. 2020; Jiang, Shan, and
Zhang 2020; Li and Wang 2019), e.g., as in distributed distil-
lation (Bistritz, Mann, and Bambos 2020) (DD). (Struppek,
Hintersdorf, and Kersting 2024) showed, however, that data
can be reconstructed also from soft labels. In Fig. 1, we com-
pare the empirical privacy vulnerability of these approaches:
Although sharing soft labels (DD) offers a better privacy-
utility trade-off than DP-FEDAVG and FEDAVG, the gap
to ideal privacy (VUL= 0.5, where membership inference
attacks are akin to random guessing) remains significant.

We propose instead to share definitive class labels (hard
labels) to improve privacy: We develop a novel federated
co-training approach (FEDCT) where clients iteratively share
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hard labels on an unlabeled public dataset. A server forms a
consensus of these predictions, e.g., via majority vote (Blum
and Mitchell 1998), and clients use this consensus as pseudo-
labels for the unlabeled dataset in their local training.

We prove convergence of this approach and empirically
show that it provides a favorable privacy-utility trade-off
(see Fig. 1), achieving near-optimal privacy levels. Using a
majority vote as consensus mechanism results in a model per-
formance that is at least en par with model parameter and soft-
label sharing. In tasks where the initial models already pro-
vide good predictions, such as fine-tuning of LLMs, FEDCT
can even outperform FEDAVG. We show how differential
privacy guarantees (Ziller et al. 2021; Chaudhuri, Imola, and
Machanavajjhala 2019) can be provided for FEDCT via a
suitable noise mechanism for binary outputs, which not only
protect privacy but can improve robustness against poisoning
and backdoor attacks (Bagdasaryan et al. 2020; Sun et al.
2019). For that, we provide a novel bound on the sensitivity
of hard label sharing for local learning algorithms that are on-
average-leave-one-out-stable. Due to the inherent robustness
of majority voting (Papernot et al. 2017), the added noise
in differentially private federated co-training (DP-FEDCT)
does not reduce model performance as much as in FEDAVG.
As Bistritz, Mann, and Bambos (2020) noted, sharing labels
can also reduce communication substantially, improving scal-
ability. We confirm this for FEDCT, reducing communication
over FEDAVG by up to two orders of magnitude.

While federated semi-supervised learning performs well
on heterogeneous feature distributions, both soft and hard
label often underperform on data with heterogeneous label
distributions, since local models are unable to provide mean-
ingful predictions for labels they have not observed during
training. With mild-to-medium data heterogeneity, label shar-
ing performs well, but its performance drops for pathological
distributions. We propose using a qualified majority as a
consensus for pathological distributions which improves the
performance substantially, making FEDCT competitive with
FEDAVG also for pathological non-iid data.

A positive side-effect of sharing hard labels is that one is
no longer limited to models that lend themselves to param-
eter aggregation as in FEDAVG, or gradient-based training
as used in soft-label sharing: With FEDCT we can train,
e.g., interpretable models, such as decision trees (Quinlan
1986), XGBoost (Friedman 2001; Chen and Guestrin 2016),
rule ensembles (Friedman and Popescu 2008), and Random
Forests (Breiman 2001), as well as mixtures of model types.

In summary, our contributions are:
(i) An investigation of the privacy-utility trade-off between

sharing model parameters, soft labels, and hard labels via
a novel federated co-training approach (FEDCT);

(ii) A novel sensitivity bound on sharing hard labels for local
learning algorithms that are on-average-replae-one stable;

(iii) A theoretical analysis of the convergence and sensitivity,
and an extensive empirical evaluation of FEDCT.

2 Related Work
We briefly discuss closely related work here, focussing on
privacy in federated learning and distributed semi-supervised

learning and provide a more comprehensive discussion of
related work in App. C.

Privacy in Federated Learning: Collaboratively training
a model without sharing sensitive data is a key advantage
of (horizontal) federated learning (McMahan et al. 2017)
which trains local models and aggregates their parameters pe-
riodically. Communicating only model parameters, however,
does not entirely protect local data: An attacker can make
inferences about local data from model parameters (Shokri
et al. 2017; Ma et al. 2020) and model updates (Zhu and Han
2020). A common defense is perturbing shared information,
e.g., applying appropriate clipping and noise before sending
model parameters. This can guarantee ϵ, δ-differential privacy
for local data (Wei et al. 2020) at the cost of model quality.
This technique also defends against backdoor and poisoning
attacks (Sun et al. 2019). Truex et al. (2019) proposes en-
hancing the privacy of data exchange in traditional distributed
algorithms through the use of secure multi-party communi-
cation (SMPC) and differential privacy (DP) in applications
where the scalability and efficiency limitations of SMPC are
irrelevant. In these cases, SMPC (as well as homomorphic
encryption (Roth et al. 2019) and trusted execution environ-
ments (Subramanyan et al. 2017)), offers an additional level
of privacy that can be combined with other approaches (cf.
Sec. 4 in Kairouz et al. 2021).

Distributed semi-supervised learning: Semi-supervised
learning utilizes both labeled and unlabeled data (Zhou and
Li 2005; Rasmus et al. 2015) for training. In centralized
co-training, classifiers are independently trained on distinct
feature sets, or views, of labeled data and their consensus on
unlabeled data is used as pseudo-labels (Blum and Mitchell
1998; Ullrich et al. 2017). Papernot et al. (2017) propose a
distributed—but not collaborative—knowledge distillation
approach called PATE where teachers are trained distribut-
edly and a consensus of their predictions on the unlabeled
data is used to train a student model. We show empirically
that PATE and its differentially private variant DP-PATE is
outperformed by collaborative approaches. Bistritz, Mann,
and Bambos (2020) propose to share soft predictions on
unlabeled data to reduce communication in federated (and
decentralized) deep learning and term their approach dis-
tributed distillation (DD). We compare to DD, showing that
we achieve similar model quality and communication with
improved privacy. Chen and Chao (2020) employ knowledge
distillation to train a student model based on predictions from
a Bayesian model ensemble (FedBE). Similarly, (Lin et al.
2020)’s FedDF also uses knowledge distillation in a federated
context to create a global model by fusing client models. Both
FedBE and FedDF require sharing local model parameters
and thus have the same privacy issues that FEDAVG has.

3 Federated Semi-Supervised Learning
Preliminaries: We assume learning algorithms A : X ×
Y → H that produce models h ∈ H using a dataset D ⊂
X × Y from an input space X and output space Y , i.e.,
ht+1 = A(D), or iterative learning algorithms (cf. Chp.
2.1.4 Kamp 2019) A : X × Y × H → H that update a
model ht+1 = A(D,ht). Given a set of m ∈ N clients with
local datasets D1, . . . , Dm ⊂ X × Y drawn iid from a data
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distribution D and a loss function ℓ : Y × Y → R, the goal
is to find a set of local models h1∗, . . . , hm∗ ∈ H that each
minimize the risk ε(h) = E(x,y)∼D[ℓ(h(x), y)].

In centralized learning, datasets are pooled and A is ap-
plied to D =

⋃
i∈[m] D

i until convergence, e.g., as full or
mini-batch training. Convergence is measured in terms of
low training loss, small gradient, or small deviation from
previous iterations. In standard federated learning (McMa-
han et al. 2017), A is applied in parallel for b ∈ N rounds
on each client to produce local models h1, . . . , hm which
are centralized and aggregated using an aggregation operator
agg : Hm → H, i.e., h = agg(h1, . . . , hm). The aggregated
model h is redistributed to local clients which perform an-
other b rounds of training using h as a starting point. This is
iterated until convergence of h. When aggregating by averag-
ing, this method is known as federated averaging (FEDAVG).

In federated semi-supervised learning, a public unlabeled
dataset U is available to all clients. Clients can share pre-
dictions on U (both hard and soft labels), as well as model
parameters. Since sharing model parameters threatens pri-
vacy, we consider semi-supervised approaches that share
predictions (other approaches are discussed in App. C).

Algorithm 1: Federated Co-Training (FEDCT)
Input: communication period b, m clients with local

datasets D1, . . . , Dm and local learning
algorithms algorithms A1, . . .Am, unlabeled
shared dataset U , total number of rounds T

Output: final models h1
T , . . . , h

m
T

1 initialize local models h1
0, . . . , h

m
0 , P ← ∅

2 Locally at client i at time t do
3 hi

t ← Ai(Di ∪ P, hi
t−1)

4 if t % b = b− 1 then
5 Li

t ← hi
t(U)

6 send Li
t to server and receive Lt

7 P ← (U,Lt)
8 end
9 At server at time t do

10 receive local pseudo-labels L1
t , . . . , L

m
t

11 Lt ← consensus(L1
t , . . . , L

m
t )

12 send Lt to all clients

A Federated Co-Training Approach: We propose a feder-
ated variant of co-training—originally developed for multi-
view semi-supervised learning (Blum and Mitchell 1998)—
that iteratively updates pseudo-labels of U via the consensus
of shared predictions. That is, in a communication round
t ∈ N each client i ∈ [m] shares local labels Li

t = hi
t(U) (not

soft predictions) on U with the server, which produces a con-
sensus labeling Lt ⊂ Y via an appropriate consensus mech-
anism. The resulting pseudo-labeled dataset P = (U,Lt)
augments local training sets. We call this approach federated
co-training (FEDCT). Sharing hard labels not only improves
privacy, but also allows us to use any supervised learning
method for local training.

We describe federated co-training in Algorithm 1: at each
client i, the local model is updated using local dataset Di

combined with the current pseudo-labeled public dataset P
(line 4). In a communication round (line 5), the updated
model is used to produce improved pseudo-labels Li for the
unlabeled data U (line 6), which are sent to a server (line
7). At the server, when all local prediction L1, . . . , Lm are
received (line 12), a consensus L is formed (line 13) and
broadcasted to the clients (14). At the client, upon receiving
the consensus labels (line 8), the pseudo-labeled dataset is
updated (line 9), and another iteration of local training is
performed. For classification problems the majority vote is a
reliable consensus mechanism (Papernot et al. 2017).

Convergence Analysis: The convergence of federated co-
training depends on the convergence of the local learning
algorithms

(
Ai

)
i∈[m]

. Under the assumption that these algo-
rithms converge on a fixed training set, it remains to show that
the training set eventually stabilizes. That is, there exists a
round t0 ∈ N such that for all t > t0 it holds that Lt = Lt−1.
For classification problems, this depends on the local training
accuracy. If local training accuracy reaches at = 1.0, then
the approach trivially converges, since local models will re-
produce Lt in every subsequent round. This assumption can
usually be fulfilled for over-parameterized models. In the fol-
lowing, we show that the approach also converges with high
probability, if the training accuracy is ≤ 1, but increasing
with t. This is typically the case in federated learning (Zhao
et al. 2018) and federated semi-supervised learning (Papernot
et al. 2017). To simplify the analysis, we approximate this
via a linearly increasing training accuracy.

Proposition 1. For m ≥ 3 clients with local datasets
D1, . . . , Dm and unlabeled dataset U , let Ai for i ∈ [m]
be a set of learning algorithms that all achieve a linearly in-
creasing training accuracy at for all labelings of U , i.e., there
exists c ∈ R+ such that at ≥ 1−c/t, then there exists t0 ∈ N
such that at ≥ 1/2 and FEDCT with majority vote converges
with probability 1 − δ, where δ ≤ |U |(4c)m

2 ζ
(
m
2 , t0 + 1

)
and ζ(x, q) is the Hurwitz zeta function.

Proof. (sketch:) If local models are of sufficient quality, then
in round t ≥ t0, the probability that the consensus labels
change, δt, is bounded. The probability can be determined via
the CDF of the binomial distribution, which can be bounded
via the Chernoff bound: δt ≤ |U |4

m
2 a

m
2
t (1− at)

m
2 . Then the

probability that the consensus labels remain constant for the
remainder, i.e., the sum of δt from t0 to∞, is bounded as well.
Using the assumption that at grows linearly, we can express
this infinite series as

∑∞
t=t0

δt ≲
∑∞

t=0
1
t

m
2 −

∑t0
t=0

1
t

m
2 ,

that is, the difference of the Riemann zeta function and the
t0-th generalized harmonic number,

∑∞
t=t0

δt ≲ ζ(m/2)−
H

m/2
t0 . This difference can be expressed via the Hurwitz zeta

function ζ(m/2, t0 + 1).

The full proof is provided in App. A in the extended version

Communication Complexity: The communication com-
plexity of FEDCT is in the same order as standard federated
learning, i.e., treating the message size as a constant, the
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communication complexity is inO(T/b), where b is the com-
munication period. The actual number of bits transferred in
each round, however, depends on the size of U : Encoding
predictions as binary vectors, for a classification problem
with C ∈ N classes the communication complexity is in
O(TC|U |/b). As Bistritz, Mann, and Bambos (2020) ob-
served, transferring predictions on U can reduce communica-
tion substantially over transferring the weights of large neural
networks. For example on FashionMINST with |U | = 104

and a a neural network with 669 706 parameters, FEDCT and
FEDAVG both achieve a test accuracy of 0.82, resp. 0.83 (cf.
Tab. 1), but FEDCT transmits only ≈ 12.2KB bits in each
round, whereas FEDAVG transmits≈ 2.6MB. Thus, FEDCT
reduces communication by a factor of ≈ 214.

4 Differential Privacy for FEDCT
We assume the following attack model: clients are honest
and the server is honest-but-curious (or semi-honest, i.e.,
it follows the protocol execution correctly, but may try to
infer sensitive information about clients). The attack goal
is to infer sensitive information about local training data
from shared information. This assumption is stronger than
an attacker intercepting individual communication, or an
honest-but-curious client, since the server receives shared
information from all clients. We also assume that parties
do not collude. Details are deferred to App. E.1. Sharing
hard labels on an unlabeled dataset empirically improves
privacy substantially1, as we show in Sec. 5. An empirical im-
provement in privacy is, however, no guarantee. Differential
privacy instead provides a fundamental guarantee of privacy
which is achieved through randomization of shared informa-
tion: A randomized mechansimM with domain X and range
Y is ϵ-differential private if for any two neighboring inputs
D,D

′ ⊂ X and for a substet of outputs S ∈ Y it holds that
P (M(D) ∈ S) ≤ exp(ϵ)P

(
M(D

′
) ∈ S

)
(Dwork, Roth

et al. 2014). To obtain differential privacy (DP), the random-
ization has to be suitable to the information that is shared. In
FEDCT local clients share hard labels, i.e., categorical val-
ues in case of classification. Standard DP mechanisms, like
the Gaussian (Dwork, Roth et al. 2014) or Laplacian mecha-
nissm (Dwork et al. 2006) are not suitable for categorical data.
Therefore, we interpret labels as binary vectors via one-hot
encoding. That is, for an unlabeled dataset U and a classifi-
cation problem with C ∈ N classes, the predictions sent by
a client with local dataset D ⊂ X to the server can be inter-
preted as the binary matrix output of a deterministic mech-
anism f(D) ∈ {0, 1}|U |×C . Then, any DP-mechanism for
binary data can be used, such as the XOR mechanism (Ji et al.
2021), or randomized graph-coloring (D’Oliveira, Médard,
and Sadeghi 2021)2.

To compute an actual DP-guarantee for a given DP-
mechanism requires a bound on the sensitivity of the
underlying deterministic function f . That is, given two

1This differs from label leakage (Li and Zhang 2021), where
predictions on the private data are shared.

2Label differential privacy (Ghazi et al. 2021) is applicable, but
require a different sensitivity analysis.

neighboring datasets D,D′ (i.e., they differ only in a sin-
gle element), the sensitivity of f is defined as sf =

supf(D),f(D′) ∥f(D)⊕ f (D′)∥2F , where⊕ denotes binary
XOR. For FEDCT this means providing a bound on how
much the predictions of a client on the unlabeled dataset can
change if one element of its local training set is removed.
In the following, we bound the sensitivity of any learning
algorithm that is on-average-replace-one-stable with mono-
tonically increasing stability rate ϵ : N → R for a learning
algorithm A and loss function ℓ (cf. Shalev-Shwartz and
Ben-David (2014)).
Proposition 2. For classification models h : X → Y , let ℓ
be a loss function that upper bounds the 0 − 1-loss and A
a learning algorithm that is on-average-replace-one stable
with stability rate ϵ(n) for ℓ. Let D ∪ U be a local training
set with |U | = n, and δ ∈ (0, 1). Then with probability 1− δ,
the sensitivity s∗ of A on U is bounded by

s∗ ≤
⌈
nϵ(n) + P

√
nϵ(n)(1− ϵ(n)) +

P 2

3

⌉
,

where P = Φ−1(1− δ) and Φ−1 is the probit function.
The proof is provided in App. B. We now provide a DP

analysis using the XOR-mechanism (Ji et al. 2021). For that,
let B ∈ {0, 1}N×P denote a matrix-valued Bernoulli random
variable, i.e., B ∼ BerN,P (Θ,Λ1,2, · · · ,ΛN−1,N ) with a
matrix-valued Bernoulli distribution with quadratic exponen-
tial dependence structure. Here, Θ is the P × P association
parametric matrix including log-linear parameters describ-
ing the association structure of the columns, and Λi,j is the
P × P association parametric matrix of rows i and j. The
XOR-mechanism applies this random matrix to the output
of the deterministic mechanism via the XOR operator ⊕ and
yields a randomized mechanismM(D) = f(D)⊕B. We rep-
resent local predictions of clients Li

t as binary matrices and
apply the XOR-mechanism, i.e., L̂i

t = Li
t⊕B. These random-

ized predictions are then send to the server, resulting in differ-
entially private federated co-training (DP-FEDCT): Defining
the sensitivity of DP-FEDCT as s∗ = max{sf1 , . . . , sfm},
it follows directly from Theorem 1 in Ji et al. (2021) that
DP-FEDCT achieves ϵ-differential privacy.
Corollary 1. Applying the XOR mechanism to FEDCT with
sensitivity s∗ achieves ϵ-DP if Θ and Λi,j satisfy

s∗(||λ(Θ)||2 +
∑N−1

i=1

∑N
j=i+1 ||λ(Λi,j)||2

)
≤ ϵ, (1)

where ||λ(Θ)||2 and ||λ(Λi,j)||2 are the l2 norms of the
eigenvalues of Θ and Λi,j .

On-average-replace-one-stability holds for many super-
vised learning methods. For example, every regularized risk
minimizer for a convex, Lipschitz loss using a strongly con-
vex regularizer, like Thikonov-regularization, is on-average-
replace-one-stable (cf. Chp. 13.3 in Shalev-Shwartz and
Ben-David 2014), as well as deep learning with SGD (Hardt,
Recht, and Singer 2016), including cases involving non-
smooth loss functions (Bassily et al. 2020). We empirically
evaluate the privacy-utility trade-off of FEDCT with differen-
tial privacy in Sec. 5.
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Figure 3: Top: Test acc- (ACC) over time of FEDCT on non-
iid distribution on FashionMNIST. Bottom: Standard devia-
tion of test accuracy of local models in FEDCT.

5 Empirical Evaluation
We empirically show that FEDCT presents a favorable
privacy-utility trade-off compared to other federated learning
approaches by showing that it achieves similar test accuracy
with substantially improved privacy. We compare FEDCT to
federated averaging (McMahan et al. 2017) (FEDAVG), differ-
entially private federated averaging (DP-FEDAVG) achieved
via the Gaussian mechanism (Geyer, Klein, and Nabi 2017),
and distributed distillation (Bistritz, Mann, and Bambos
2020) (DD) on 3 benchmark datasets and 2 medical image
classification datasets, as well as on a fine-tuning task for
large language models. We also compare with PATE (Paper-
not et al. 2017), although it is not collaborative, because it
shares hard labels (see App. D.3 for details).

Experimental Setup We use three benchmark image clas-
sification datasets, CIFAR10 (Krizhevsky, Nair, and Hin-
ton 2010), FashionMNIST (Xiao, Rasul, and Vollgraf 2017),
and SVHN (Netzer et al. 2011), as well as two real med-
ical image classification datasets, MRI scans for brain tu-
mor detection (Chakrabarty 2018), and chest X-rays for
pneumonia detection (Kermany et al. 2018). We evaluate
FEDCT with interpretable models on five benchmark datasets,
WineQuality (Cortez et al. 2009), Breastcancer (Street, Wol-
berg, and Mangasarian 1993), AdultsIncome (Becker and
Kohavi 1996), Mushroom (Bache and Lichman 1987), and
Covertype (Blackard 1998). We fine-tune an LLM on the
IMDB dataset (Maas et al. 2011) and the Twitter dataset (kag-
gle). We first divide each dataset into a test and training set
and further divide the training set into an unlabeled dataset
U and a set of m local training sets (sampling iid. for all
experiments, except for the experiments on heterogeneous
data distributions). We also investigated how the distribution
and size of unlabeled datasets affect performance, as demon-
strated in experiments App.5 and App.D.7. The architectures
of the neural networks are provided in App. E. The hyper-
parameters are optimized individually for all methods on a
subset of the training set via cross-validation. We select the
number of rounds to be the maximum rounds required so
that all methods converge, i.e., T = 2 ∗ 104. We measure
empirical privacy vulnerability by performing a large number

of membership inference attacks and compute the probability
of inferring upon sensitive data, using the ML Privacy Me-
ter tool (Murakonda and Shokri 2020). The vulnerability
(VUL) of a method is the ROC AUC of membership attacks
over K runs over the entire training set. A vulnerability of
1.0 means that membership can be inferred with certainty,
whereas 0.5 means that deciding on membership is a random
guess. While our privacy evaluation reflects the relative per-
formance of the different methods, it can be inaccurate in
assessing the actual privacy risk, particularly for the most vul-
nerable data points (Aerni, Zhang, and Tramèr 2024). More
details on the follwoing experiments, additional experiments
on using mixed model types, a comparison with FEDMD (Li
and Wang 2019), and an abblation study can be found in
App. D

0.00 0.02 0.04 0.06 0.08 0.100.70

0.75

0.80

0.85

0.90
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c

FashionMNIST
DP-FedCT

Figure 4: Accuracy (ACC) of DP-FEDCT on the FashionM-
NIST dataset under different levels of privacy ϵ.

Privacy-Utility-Trade-Off: We first evaluate the perfor-
mance of FEDCT and baselines for deep learning on homo-
geneous data distributions. We use an unlabeled dataset of
size |U | = 104 for CIFAR10, |U | = 5 · 104 for Fashion-
MNIST, |U | = 170 for MRI, |U | = 900 for Pneumonia,
and |U | = 35 · 104 for SVHM. Note that only FEDCT,
DP-FEDCT, PATE, and DD use the unlabeled dataset. The
remaining training data is distributed over m = 5 clients.
We repeat all experiments 3 times and report average test
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Method CIFAR10 FashionMNIST Pneumonia MRI SVHN
ACC VUL ACC VUL ACC VUL ACC VUL ACC VUL

FEDCT 0.77± 0.003 0.52 0.84± 0.004 0.51 0.78± 0.008 0.51 0.64± 0.004 0.52 0.91± 0.002 0.53
DP-FEDCT (ϵ = 0.1) 0.76± 0.002 0.51 0.80± 0.001 0.52 0.75± 0.004 0.51 0.62± 0.002 0.51 0.86± 0.001 0.53

FEDAVG 0.77± 0.020 0.73 0.83± 0.024 0.72 0.74± 0.013 0.76 0.66± 0.015 0.73 0.91± 0.026 0.71
DP-FEDAVG (ϵ = 0.1) 0.68± 0.002 0.70 0.69± 0.002 0.71 0.61± 0.004 0.69 0.56± 0.003 0.62 0.71± 0.005 0.70

DD 0.70± 0.012 0.61 0.82± 0.016 0.60 0.78± 0.003 0.63 0.68± 0.008 0.60 0.73± 0.014 0.59
PATE 0.69± 0.002 0.60 0.73± 0.001 0.59 0.75± 0.003 0.59 0.61± 0.001 0.60 0.87± 0.002 0.58

DP-PATE 0.67± 0.003 0.58 0.73± 0.002 0.57 0.71± 0.001 0.58 0.60± 0.001 0.57 0.86± 0.002 0.57

Table 1: Test acc. (ACC) and privacy vulnerability (VUL, smaller is better) for m = 5 clients on iid data.

α1 = 100
α2 = 2

α1 = 100
α2 = 0.01

α1 = 0.01
α2 = 0.01

FEDCT 0.7975 0.7905 0.6252
FEDCT (QM) 0.7968 0.7808 0.7358
FEDAVG 0.8150 0.7950 0.7346
DD 0.7684 0.7219 0.5580

Table 2: Non-iid data distributions with m = 10 clients.

accuracy and maximum deviation (see App. E for details).
The results presented in Tab. 1 show that FEDCT achieves

a test accuracy comparable to both FEDAVG, and DD, while
preserving privacy to the highest level. That is, FEDCT per-
forms best on CIFAR10, has a similar performance to both
on FashionMNIST, Pneumonia, and SVHN, and is slightly
worse on MRI. All collaborative approaches outperform
PATE. The vulnerability is around 0.5, so that membership
inference attacks are akin to random guessing. FEDAVG in-
stead consistently has a vulnerability over 0.7. DP-FEDAVG
improves privacy, but reduces the test accuracy substantially.
Our experiments show that DD substantially improves pri-
vacy over both FEDAVG and DP-FEDAVG, yet still is vulner-
able (V UL ≈ 0.6). Since FEDCT does not produce a global
model, we investigate the convergence behavior of individual
client models in terms of test accuracy on CIFAR10 in Fig. 2.
From the standard deviation between clients σ we see that
they converge to a consensus after around 700 rounds with
only slight deviations afterwards. Overall, FEDCT converges
slightly faster than FEDAVG, though the latter increases its
test accuracy slightly further, eventually.

Privacy-Utility Trade-Off With Differential Privacy:
Differential privacy guarantees typically come at a cost in
terms of utility, which in our case means a loss in model
quality. Analyzing this privacy-utility trade-off requires es-
timating the sensitivity. Since stability-bounds for neural
networks tend to underestimate the on-average-replace-one
stability, leading to vacuous results for generalization (Na-
garajan and Kolter 2019; Petzka et al. 2021), using them
to bound sensitivity would underestimate utility. Using an
empirical approximation provides a more accurate estimate
for the privacy-utility trade-off (Rubinstein and Aldà 2017).
To get this approximation, we apply FEDCT with m = 5
clients on the FashionMNIST dataset (Xiao, Rasul, and Voll-
graf 2017) for various privacy levels ϵ. We estimate the
sensitivity of DP-FEDCT by sampling n = 100 datasets
D′

1, . . . , D
′
n neighboring a local training set D to approx-

imate s∗ ≈ maxi∈[n] ∥f(D) ⊕ f(D′
i)∥2F , which yields

s∗ ≈ 3000. Using this estimate, Fig. 4 shows that DP-

FEDCT achieves a high utility in terms of test accuracy even
for moderate-to-high privacy levels ϵ with an accuracy of 0.8
for ϵ = 0.13 (without any noise, FEDCT achieves an accu-
racy of 0.82 in this setup). As Papernot et al. (2017) observed,
the reason for the good trade-off probably lies in the consen-
sus mechanism: for a single unlabeled example µ > m/C
clients predict the majority class, so the XOR-mechanism has
to change the predictions of at least µ−m/C many clients
to change its consensus label.

Heterogeneous Data Distributions: In many realistic ap-
plications, local datasets are not heterogeneous. We show that
FEDCT performs similar to FEDAVG for non-pathological
non-iid data distributions, but FEDCT with majority voting,
as well as soft label sharing, are outperformed on pathologi-
cal non-iid distributions. This is remedied by using a qualified
majority vote as consensus. For a non-pathological non-iid
data distribution, we sample half of the training data from
a Dirichlet distribution over labels with α1 = 100 (mild
heterogeneity) and the other half with α2 = 2 (medium het-
erogeneity) and α2 = 0.01 (strong heterogeneity). For both
cases, we see that FEDCT, DD, and FEDAVG perform simi-
larly (see Tab. 2). In Fig. 3 we show the convergence behavior
of individual clients for α1 = 100, α2 = 2 which is similar
to the iid case, but with higher variance between individual
client models. For the pathological case (α1 = α2 = 0.01)
FEDAVG still performs well, outperforming both FEDCT
and DD. We conjecture that a meaningful consensus requires
clients to achieve a minimum performance for all labels. In
the pathological case, clients observe only a small subset of
labels and thus perform poorly on a majority of data. Using
a qualified majority (FEDCT (QM)) with a quorum of 0.9
improves the performance of FEDCT to the level of FEDAVG,
showing that FEDCT using QM also performs well in the
pathological case. Further details are deferred to App. D.6.

Effect of Unlabeled Dataset Distribution In our main ex-
periments in Tab.1, the unlabeled set U is drawn iid from the
respective datasets. In practice, however, publicly available
datasets will be similar, but not equal to a private dataset’s
distribution. We therefore explore what the impact of the
distribution of the unlabeled dataset is on the performance
of FEDCT. We investigate this using iid samples from the
CIFAR10 dataset as private data. We then test FEDCT on
various unlabeled distribution, ranging from similar to private

3Note that using the trivial upper bound of sW∗ = |U | = 5 · 104
instead of our estimate results in a slightly higher epsilon: for a
noise level that achieves ϵ = 0.1 with the empirical estimate of s∗,
the worst-case bound results in ϵ = 0.1 · sW∗ /s∗ = 5/3, instead.
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Dataset DT RuleFit XGBoost Random Forest
FEDCT CENTRALIZED FEDCT CENTRALIZED FEDCT CENTRALIZED FEDCT CENTRALIZED

WineQuality 0.95± 0.01 0.92 0.93± 0.01 0.95 0.94± 0.01 0.94 0.96± 0.01 0.98
BreastCancer 0.89± 0.01 0.89 0.92± 0.01 0.93 0.93± 0.01 0.94 0.90± 0.02 0.93
AdultsIncome 0.81± 0.01 0.82 0.84± 0.02 0.85 0.85± 0.02 0.87 0.85± 0.01 0.86

Mushroom 0.98± 0.01 1 0.98± 0.02 1 0.98± 0.01 1 0.99± 0.01 1
Covertype 0.88± 0.02 0.94 0.73± 0.02 0.76 0.84± 0.02 0.87 0.90± 0.01 0.95

Table 3: Test accuracy (ACC) of FEDCT with interpretable models.

data to very dissimilar. As very similar unlabeled dataset, we
use a non-iid sample of CIFAR10 sampling using a Dirichlet
distribution over labels with α = 0.5. As dissimilar unlabeled
dataset, we use an iid sample of CIFAR100—the distribution
is highly dissimilar, since not a single class of CIFAR10 is
present in CIFAR100. As a middle ground, we have chosen
classes from CIFAR100 that are semantically more similar to
the CIFAR10 classes (see Tab. 9). In all cases we have chosen
|U | = 8500. The results shown in Tab. 4 show that while the
test accuracy of FEDCT decreases the more dissimilar the
unlabaled data distribution is from private data, it remains
high even for very dissimilar distributions.

Distribution of |U | FEDCT
iid CIFAR10 0.77

non-iid CIFAR10 (α = 1.0) 0.74
non-iid CIFAR10 (α = 0.5) 0.72
similar CIFAR100 classes 0.71
iid sample of CIFAR100 0.65

Table 4: Test accuracy (ACC) of FEDCT on CIFAR10 for
three different scenarios of using a public dataset with differ-
ent data distribution.

Interpretable Models: FEDCT allows training models that
cannot be aggregated in FEDAVG and cannot be trained via
soft label sharing (e.g., as in DD). Many interpretable models,
such as decision trees (Quinlan 1986), XGBoost (Chen and
Guestrin 2016), Random Forest (Breiman 2001), and Rule-
Fit (Friedman and Popescu 2008) fall under this class. We
evaluate FEDCT on such models on 5 benchmark datasets
with m = 5 clients and compare its performance to pooling
all data and training a model centrally (Centralized). The
results in Tab. 3 show that FEDCT can train interpretable
models in a federated learning setup, achieving a model qual-
ity comparable to centralized training. In App. D.1 we show
that FEDCT can also train mixed models, i.e., each client
training a different model type, to high accuracy.

Fine-Tuning Large Language Models: In fine-tuning,
model quality is already high from the start so that pseudo-
labels are likely of high quality from the start. If true, semi-
supervised approaches should improve performance over FE-
DAVG. To test this hypothesis, we fine-tune the GPT2 model
transformer with a sequence classification head (linear layer)
comprising of 124.44 million parameters on the IMBD senti-
mental dataset (Maas et al. 2011) and the Twitter sentiment
dataset (kaggle), using m = 10 clients with |U | = 150 for
IMBD and |U | = 35, 000 for Twitter. Indeed, we observe that
on IMDB, FEDCT achieves a test accuracy of 0.73, whereas
FEDAVG achieves an ACC of 0.59 and on Twitter FEDCT

achieves a test accuracy of 0.65, whereas FEDAVG achieves
an ACC of 0.61 (see App. D.2 for details).

6 Discussion and Conclusion
We propose a federated semi-supervised co-training approach
that collaboratively trains models via sharing predictions on
an unlabeled dataset U . In many applications, such unlabeled
datasets are available, e.g. in healthcare4, or can be synthet-
ically generated (El Emam, Mosquera, and Hoptroff 2020).
A limitation of FEDCT is that it does not produce a global
model. Instead, it promotes agreement between local models.
Our experiments, however, show that local models quickly
converge to similar test accuracy so that each local model
could act as global model. At the same time, FEDCT allows
us to use different models that can be tailored to each client
(see App. D.1). A second limitation, revealed by our exper-
iments, is that on pathological non-iid data, where clients
only observe a small subset of labels, soft label sharing and
hard label sharing with majority voting are outperformed by
FEDAVG. Using a qualified majority vote as consensus reme-
dies this issue. Similar to federated learning variants tailored
to heterogeneous data, such as FedProx (Li et al. 2020) and
SCAFFOLD (Karimireddy et al. 2020), it would make for
excellent future work to further improve FEDCT’s perfor-
mance in this case, e.g., by using more elaborate consensus
mechanisms (Warfield, Zou, and Wells 2004). Furthermore,
investigating client subsampling in FEDCT and its impact
on the consensus mechanism, other communication-efficient
strategies (e.g., Kamp et al. 2016, 2019), and learning from
small datasets (Kamp, Fischer, and Vreeken 2023) is inter-
esting. The results on fine-tuning LLMs are promising and
suggest that semi-supervised learning can be particularly ben-
eficial in federated fine-tuning of foundation models, which
will be interesting to further investigate in the future.

We show that FEDCT matches the model quality of FE-
DAVG and DD while significantly improving privacy over
both FEDAVG and DD, as well as DP-FEDAVG. From this
we conclude that sharing little is enough: sharing hard labels
improves privacy substantially while maintaining a favorable
privacy-utility trade-off, in particular for fine-tuning LLMs.
Moreover, FEDCT allows us to train interpretable models,
such as rule ensembles and XGBoost, in a federated learn-
ing setup. The proposed approach facilitates the deployment
of machine learning in critical domains such as healthcare,
where highly sensitive private datasets are distributed across
sites, and public unlabeled datasets are often available.

4Examples for large public health databases are the US NCHS
DB, UK NHS DB, UK Biobank (Sudlow et al. 2015), MIMIC-
III database (Johnson, Pollard, and Mark 2016), TCGA public
dataset (NIH 2011), and EU EHDS.
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