The Thirty-Ninth AAAI Conference on Artificial Intelligence (AAAI-25)

Dynamic Neighborhood Modeling via Node-Subgraph Contrastive
Learning for Graph-Based Fraud Detection

Zhizhi Yu', Chundong Liang'?, Xinglong Chang'-*, Dongxiao He', Di Jin'*, Jianguo Wei'*
ICollege of Intelligence and Computing, Tianjin University, Tianjin, China
2North China University of Science and Technology, Tangshan, Hebei, China
3Qijia Youdao Network Technology (Beijing) Co., Ltd., Beijing, China
{yuzhizhi, liangchundong, changxinglong, hedongxiao, jindi, jianguo} @tju.edu.cn

Abstract

Fraud detection that aims to discern frauds from the ma-
jority of benigns has become an increasingly prominent re-
search field. Recently, Graph Neural Networks (GNNs) have
been widely applied in graph-based fraud detection due to
their outstanding data analysis and mining capabilities. How-
ever, owing to the inherent homophily-heterophily mixture
and class imbalance of fraud graphs, most GNNs with ho-
mophily assumption inevitably suffer from local abnormal
signal loss during information propagation, posing significant
challenges in situations where frauds are rare and valuable.
To address the aforementioned issues, we present a novel dy-
namic neighborhood modeling via node-subgraph contrastive
learning for graph-based fraud detection, dubbed DCL-GFD.
Specifically, we first design a node abnormality estimation
module from the perspective of feature, which analyses the
likelihood of a node belonging to fraud or benign by compar-
ing the feature similarity between the target node and its cor-
responding subgraph. We then present a dynamic neighbor-
hood modeling mechanism guided by the abnormal probabil-
ity of a node to adaptively group and aggregate neighborhood
information. By this means, the target node can effectively
aggregate the neighbor information from the perspective of
fraud or benign, thereby preserving as much fraud character-
istics that occupy minority population as possible. Extensive
experiments across four real-world fraud detection datasets
demonstrate the superiority and effectiveness of our proposed
DCL-GFD over state-of-the-art baselines.

Introduction

With the rapid development of the Internet economy and
beyond networks, various types of fraud activities have in-
creased significantly, such as deceptive comments, illicit bit-
coin transactions and malicious websites, making the de-
tection of such activities a crucial research area in both
academia and industry. In recent years, graph-based fraud
detection approaches (Zhang et al. 2021; Wu et al. 2023;
Dong et al. 2024) have become a promising development by
modeling the entities as nodes and the corresponding inter-
actions between entities as edges. In this way, fraud detec-
tion can be considered as a binary node classification task
(Tang et al. 2022; Gao et al. 2024), whereby the objective is
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Figure 1: A toy example of fraud graph with homophily-
heterophily mixture and class imbalance.
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to distinguish whether a target node is fraud or benign. For
example, by closely analyzing financial transaction graphs,
we can detect potential suspicious patterns and thus iden-
tify frauds, e.g., nodes that exhibit frequent large transac-
tions with multiple different accounts.

Along with the lastest advances of graph neural networks
(GNNs) in graph representation learning, a great quantity
of GNNs with diverse architectures have paved a new way
for discriminating frauds (Wang et al. 2022; Yu et al. 2023).
Typical GNNs are usually based on the homophily assump-
tion (Wang et al. 2020; Wu et al. 2021), where node embed-
dings are obtained through feature propagates along graph
topology. However, fraud detection scenarios (see an ex-
ample in Figure 1) are essentially a mixture of homophily
and heterophily (Gao et al. 2023a; Zhuo et al. 2024). That
is, fraud nodes are typically submerged themselves in be-
nign communities through structural or feature camouflage
to mitigate suspiciousness, exhibiting heterophily, while the
context surrounding benign nodes exhibits homophily. This
makes existing GNNs inevitably suffer from local abnormal
signal loss during information propagation, thereby compro-
mising their ability to precisely distinguish frauds. More im-
portantly, class imbalance is commonly present in the do-
main of fraud detection (Wang et al. 2023), leading GNNs to
primarily capture the patterns and characteristics of benign
nodes. That is to say, compared to a large number of benign
nodes, it is of great importance to preserve the patterns and
characteristics of fraud nodes that are rare and informative.

Several algorithms and models have been designed to di-
minish the impact of homophily-heterophily mixture and
class imbalance during information propagation. For exam-
ple, from the perspective of spectral domain, it has been at-
tempted to associate graph anomalies with high frequency



spectral distributions, and accordingly construct GNN fil-
ters in different frequency bands to facilitate fraud detection
(Chai et al. 2022; Tang et al. 2022). However, these models
struggle with complex spectral decomposition, facing scala-
bility issues on large-scale graphs due to the explosive mem-
ory requirements. Another line of attempts is spatial-centric
approach, which usually centers around formulating mod-
els by closely analyzing the neighborhood of nodes to be
classified, e.g., reweighting or resampling neighbors for the
target node (Shi et al. 2022), so as to alleviate the impact of
heterophily and imbalanced class distributions. In particular,
PMP (Zhuo et al. 2024) designs a new neighbor aggregation
strategy that restricts parameter sharing to nodes within the
same class, including fraud, benign and unlabeled. CONSIS-
GAD (Chen et al. 2024) proposes a learnable data augmen-
tation method that is anchored in the principles of consis-
tency training to discriminate fraud or benign nodes. How-
ever, these methods suffer from an inability to essentially
exploit the abnormal tendency of neighbor nodes to guide in-
formation propagation, as they mainly distinguish neighbors
via straightforward ways such as learning different weight
matrices for homophily and heterophily edges separately.

In light of the aforementioned issues, we present a
new Dynamic neighborhood modeling via node-subgraph
Contrastive Learning for Graph-based Fraud Detection,
termed DCL-GFD. Specifically, we first design a node-
subgraph contrastive principle that integrates partially ob-
served node labels from a feature perspective to estimate the
abnormal probability of nodes. That is, if the feature similar-
ity between a node and its corresponding subgraph is rela-
tively high, it is more likely to be benign, whereas it tends to
be fraud. We then introduce a dynamic neighborhood mod-
eling mechanism continuously guided by the abnormal ten-
dency of neighbor nodes, which aggregates neighbor infor-
mation from fraud-like and benign-like perspectives, respec-
tively. In this way, the model can essentially capture the
uncertain and mixed nature of neighbors associated with
the target node, thereby effectively relieving the inherent
homophily-heterophily mixture and class imbalance within
fraud detection scenarios.

The main contributions are summarized as follows:

* We gain a deep insight into the fraud detection via essen-
tially considering the abnormal tendency of nodes them-
selves to preserve the informative patterns and character-
istics of fraud nodes.

We propose a new GNN-based fraud detection ap-
proach DCL-GFD, which introduces dynamic neighbor-
hood modeling from the perspective of fraud or benign
under the guidance of feature comparison of nodes and
their corresponding subgraphs.

Extensive experiments are conducted on four public
fraud detection datasets, demonstrating the superior ef-
fectiveness and robustness of the proposed DCL-GFD
over state-of-the-art baselines.

Preliminaries

We first present the notations and problem definition, and
then introduce the backbone graph neural networks.
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Notations and Problem Definition

Attributed Graph. Consider an attributed graph G =
(V,£,X,Y), with aset of N nodesV = {v1,...,un},aset
of edges &€ = {e;;} €V xV describing the relations among
nodes, a node feature matrix X wherein the i-th row x; is the
feature vector of v;, and a set of corresponding labels Y of
the nodes. The topological structure of G is represented by
an adjacency matrix A = [a;;] € {0, 1}V ¥, where a;; = 1
if node v; connects to node v;, otherwise a;; = 0.
Subgraph Sampling. For a target node v;, the correspond-
ing subgraph is typically defined as the adjacent substruc-
ture near the node (Duan et al. 2023b). Recent researches
have shown that the feature similarity between the node and
its subgraph can be effectively utilized to estimate its abnor-
mality (Duan et al. 2023a). To this end, we adopt random
walk with restart (RWR) (Qiu et al. 2020) to sample the k-
step subgraph around the target node with restart probability
r due to its usability. It is worth noting that a lower feature
similarity indicates a higher probability that the target node
tends to be a fraud.

Graph-Based Fraud Detection. Given an attributed graph
G, the graph-based fraud detection (GFD) can be conceptu-
alized as a node-level imbalanced binary classification prob-
lem, wherein each node should be predicted as either benign
(the majority class) associated with a label of 0, or fraud
(the minority class) related to a label of 1. Mathematically,
let V, < N be a set of labeled nodes, the objective of GFD
is to learn a mapping function F to calculate the labels of
the remaining nodes V\ V..

Graph Neural Networks

Classical graph neural networks (GNNs) and their variants
(Kipf and Welling 2017) typically adopt a message pass-
ing principle, where the most essential part is the feature

propagates along graph topology. Let hl(l) be the hidden em-
bedding of node v; at [-th layer, the general framework of a
GNN model can be calculated as:

B = D & AGGO(( 1oy €A, ()
where hz(-o) is the initial feature vector of node v;, N; denotes
the neighbors of node v;, AGG is the aggregation function
that aggregates information from neighbors, and & repre-
sents the combination of the target node information and its
neighbor information. GNNs perform well in learning node
embeddings and applying them to different analytical tasks
(Yun et al. 2021), but graph-based fraud detection suffers
from serious class imbalance and heterophily problems, pos-
ing unique challenges to existing GNNs.

Methodology

We begin with a brief overview of the proposed method, fol-
lowed by a detailed description of each component.

Overview

To effectively characterize the informativeness of neigh-
bors during the propagation process of GNNs and perfectly
align it with the ultimate goal of graph-based fraud detec-
tion, we propose a dynamic neighborhood modeling through
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Figure 2: A sketch of DCL-GFD, which introduces a dynamic neighborhood modeling that continuously refines via node-
subgraph contrastive learning for graph-based fraud detection.

node-subgraph contrastive learning, namely DCL-GFD. The
whole architecture of the proposed approach is displayed
in Figure 2, which comprises two principal components:
node abnormality estimation as well as dynamic neighbor-
hood modeling. Specifically, we first estimate node abnor-
mality from the feature comparison of nodes and their corre-
sponding subgraphs, wherein the common sense is that be-
nigns should have higher feature similarity with their sub-
graphs, whereas frauds have lower feature similarity. We
then design a dynamic grouping neighborhood modeling
mechanism continuously guided by the abnormal probabil-
ity of neighbor nodes, which aggregates neighbor informa-
tion from fraud and benign perspectives respectively. In this
way, the target node can adaptively adjust the influence of
neighbors, thereby alleviating the problem of homophily-
heterophily mixture, which is of significant importance for
frauds that occupy minority population.

Node Abnormality Estimation

Inspired by the effectiveness of contrastive learning
paradigm in local inconsistency mining (Jin et al. 2021;
Duan et al. 2023b), we first estimate the abnormal probabil-
ity of nodes through node-subgraph contrast from the per-
spective of feature. That is, if the feature similarity between
a node and its corresponding subgraph is relatively high, it
tends to be a benign; whereas if the feature similarity is rel-
atively low, it is more likely to be a fraud.

Following (Duan et al. 2023a), for a target node v;,
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we sample its corresponding subgraph G; with adjacency
matrix A; and attribute matrix X; using random walk
with restart. Then, we adopt graph convolutional network
(GCN) (Kipf and Welling 2017) to learn node embeddings
within subgraphs, where the feature of the target node are
anonymized by setting their value to O to prevent the influ-
ence of the node itself. Formally, the hidden layer embed-
ding of the subgraph can be expressed as:

1 _ —1
H'™ =o(D; ?A;D; *HPWO),

D 2)

1
where HZ(O) = X,’, D~Z‘_§/L'D7;_
ization of the adjacency matrix with D, = diag (dy, ..., dn)
andd; = j Qijs WO denotes the trainable weight matrix
at (I + 1)-th layer, and o denotes the non-linear activation
function such as ReLU.

After obtaining the embedding of the subgraph .S;, we
convert it to the same shape as target node v; by introduc-
ing a Readout function. Here we utilize the average function
to achieve Readout, and the final embedding of the subgraph
s; can then be defined as:

Nl

stands for the normal-

s; = Readout(S;) = 3)

where n; represents the number of nodes within the corre-
sponding subgraph of target node v;, and (.S;); denotes the
j-throw of S;.



In the meantime, to ensure that the target node embedding
lies in the same embedding space with the subgraph em-
bedding, we introduce a multi-layer feed forward network
(FFN) to calculate the hidden embedding of the target node,
calculated as:

MY = o(hPW D), @

where W) and o denote the trainable weight matrix and
activation function, respectively. In this way, we can obtain
the final target node embedding ¢;.

By calculating the similarity between the target node em-
bedding t; and its corresponding subgraph embedding s;,
we can obtain the abnormal probability « of the target node.
Here we adopt cosine similarity that calculates the similar-
ity utilizing the cosine value of angle among embeddings to
estimate node abnormality as:

[ti]lsil
A larger o; means that the target node is more similarly to a
benign, and vice versa.

Finally, considering that the advantages of label informa-
tion in enhancing the reliability of the abnormal probability
of a node (Xu et al. 2024), inspired by the InfoNCE loss
(You et al. 2020) in contrastive learning, we further design a
node-subgraph contrastive loss function that integrates par-
tially observed node labels. Specifically, the embeddings of
a benign and its corresponding subgraph should be as similar
as possible, whereas the two embeddings of a fraud should
have a large deviation, represented as:

1 (e73
[V Zvievb 6711‘
o )

1
VT 2vsevy €,

a; = sim(t;, $;)

&)

Lop = —log (6)
where V, and V; denote the set of benign nodes and fraud
nodes in the training set, respectively. It is worth noting that
due to the randomness of subgraph sampling strategy, it is
difficult to reflect all feature information of neighbors in one
sampling. To this end, we perform multiple subgraph sam-
pling during model training.

Dynamic Neighborhood Modeling

Owing to the prevalence of class imbalance and heterophily
issues in fraud detection scenarios, traditional graph neu-
ral networks with homophily assumption are prone to re-
sult in local abnormal signal loss during information propa-
gation (Wang et al. 2023; Zhuo et al. 2024). To effectively
distill valuable information related to target node detection
from neighbors, we design a dynamic neighborhood model-
ing mechanism that aggregates neighbor information based
on the guidance of the probability that neighbors belonging
to benigns or frauds, respectively. This essentially models
the uncertain and mixed nature of neighbors associated with
the target node by modulating their class tendency.

Specifically, for a target node v;, we first aggregate its
neighbor information from the perspective of the probabil-
ity that neighbors are more inclined to be benigns. Thus, the
benign-like neighbor embedding is defined as:

I+1 ~ l l
Wi = 3 ash W,
’UjeNi

N
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where &; describes the probability that neighbor node v;
belongs to a benign node, which is normalized by «;, i.e.,
&; = (14 «;)/2.1 € {0,---,L — 1} denotes the layer
index, and Wb(é) represents the (I 4 1)-th layer weight ma-
trix associated with benign, which is shared across all target
nodes when performing information propagation.

Analogously, we obtain the fraud-like neighbor embed-
ding utilizing the probability that neighbors are more prone
to be frauds as:

1+1 A v (DA
hGD = 3 (1 —apnwil, ®)
vj eN;
where W}lr) represents the (I + 1)-th layer weight matrix

related to fraud.

Then, by integrating the aforementioned benign-like and
fraud-like neighbor embeddings, the hidden layer neighbor
embedding of node v; can be expressed as:

h‘g,l:clz) = th;;l) + hg,l;rrl) (9)

In this way, the target node can dynamically model neigh-
bor knowledge based on the learned abnormal probability
of neighbor nodes during information propagation, so as to
relieve class imbalance and heterophily issues, and thus in-
crease the discriminative ability of nodes.

Considering that ego and neighbor embeddings are likely
to be dissimilar of frauds due to heterophily (Zhu et al.
2020), for target node v;, we further concatenate its ego and
neighbor embeddings to enable node to learn better embed-
dings from neighbors while also retaining its initial features
to a certain extent, which is calculated as:

RO — 0 I R0+

i,net ? (10)
where || denotes the concatenation function.

Finally, we feed the final layer’s embedding hEL) into a
multi-layer perceptron (MLP) followed by a sigmoid func-
tion to predict the probability that node v; tends to be a fraud,

elaborated as:

p; = sigmoid (MLP(h,EL))) . (11)

Following the semi-supervised setting, the loss function
of fraud detection can be defined by adopting weighted
cross-entropy (Zhong, Wang, and Miao 2019):

Lrp = — Z [0y log pi + (1 — wi) log(1 —ps)], (12)
vi €V
where 0 is the ratio of fraud labels (y; = 1) to benign labels
(y; = 0) in the training set.

Model Optimization

For the sake of fully utilizing the learnable target node ab-
normal probability to dynamically guide the propagation
of neighbor information, we unify and jointly optimize the
node abnormality estimation module and dynamic neighbor-
hood modeling module in an end-to-end manner. Thus, the
final loss function can be defined as:

L=Lrp+ AL, (13)

where A serves as a hyperparameter to balance the influence
of two parts of loss on model performance.



Experiments

We first introduce the experimental setup, and then evaluate
the new approach DCL-GFD with state-of-the-art baselines
to demonstrate its effectiveness. After that, we analyze the
impact of different training ratios on model performance, as
well as conduct a qualitative analysis of node abnormality
estimation and parameter sensitivity.

Experimental Setup

Datasets. We conduct experiments on four real-world
datasets targeted at fraud detection scenarios, that is, Weibo
(Zhao et al. 2020), Amazon (McAuley and Leskovec 2013),
YelpChi (Rayana and Akoglu 2015) and T-Finance (Tang
et al. 2022). Specifically, Weibo seeks to identify anomalous
accounts on social media platforms, where suspicious activ-
ities are defined as two posts made within a specific time-
frames. Amazon aims to detect users who are compensated
for producing deceptive product reviews within the musical
instrument category. YelpChi focuses on identifying reviews
that unfairly promote or demote specific products or busi-
nesses on Yelp.com. T-Finance aims to detect anomalous
accounts within transaction graphs. The statistics of these
datasets are shown in Table 1.

Datasets #Nodes #Edges  #Features Fraud (%)
Weibo 8,405 407,963 400 10.30
Amazon 11,944 4,398,392 25 6.87
YelpChi 45,954 3,846,979 32 14.53
T-Finance 39,357 21,222,543 10 4.58
Table 1: Statistics of datasets.

Baselines. We evaluate the performance of DCL-GFD by
comparing it with three categories of state-of-art algorithms.
They include: 1) Classical GNNs, including GCN (Kipf and
Welling 2017), GAT (Velickovic et al. 2018) and GraphSage
(Hamilton, Ying, and Leskovec 2017), which work under
the assumption of homophily; 2) Spectral GNNs for Fraud
Detection, including AMNet (Chai et al. 2022), BWGNN
(Tang et al. 2022) and GHRN (Gao et al. 2023a), which
focus on recognizing the graph signals generated by frauds
or benigns; 3) Spatial GNNs for Fraud Detection, including
CARE-GNN (Dou et al. 2020), PC-GNN (Liu et al. 2021),
GDN (Gao et al. 2023b), PMP (Zhuo et al. 2024), and CON-
SISGAD (Chen et al. 2024), which concentrate on designing
distinct information propagation strategies to identify ho-
mophily or heterophily edges.

Implementation Details. We implement GCN, GAT and
GraphSage in DGL (Wang et al. 2019), and for other base-
line methods, we adopt the source code provided in the orig-
inal paper. For our proposed DCL-GFD, the parameters are
optimized by Adam, while the learning rate is set as 0.01,
and the weight decay rate is 5e-3. We set the propagation
layer of node abnormality estimation and dynamic neighbor-
hood modeling to 1, the hidden embedding size to 64, and
the batch size to 1024 on all four datasets. In addition, the
step size and restart probability of random walk with restart
used in subgraph sampling are set to 8 and 0.5, respectively.
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For a fair comparison of all methods, we set training, vali-
dation, and testing in a 4:2:4 ratio, and randomly run them 5
times to report the average results.

Evaluation Metrics. Considering that graph-based fraud
detection poses a class-imbalanced classification problem,
we employ two widely adopted metrics, AUC and Macro-
F1, to measure the model performance.

Performance Comparison

We compare the performance of our proposed DCL-GFD
with representative baselines in a fraud detection task, and
report the mean Accuracy and Macro-F1 along with the stan-
dard deviation of 5 independent runs.

As presented in Table 2, DCL-GFD outperforms all base-
line methods on 3 out of 4 datasets. Specifically, in terms of
AUC, DCL-GFD achieves up to 2.03%, 0.07%, and 0.28%
better accurate than the best baseline method on Weibo,
Amazon, and YelpChi, respectively. In terms of Macro-F1,
DCL-GFD is 2.62%, 0.73%, and 0.95% more accurate than
the best baseline method on these three datasets. These re-
sults not only demonstrate the superiority of designing a
node-subgraph contrast to estimate node abnormality from
the view of feature, but also prove the significance of our
new dynamic neighborhood modeling mechanism that sim-
ulates benign-like and fraud-like nature of neighbors related
to the target node, respectively. It is worth noting that our
DCL-GFD performs the second best on T-Finance dataset,
which may be due to its limited initial feature information,
affecting node abnormality estimation to a certain extent. In
addition, compared with GraphSage, a representative graph
neural network with homophily assumption, DCL-GFD at-
tains improvements of 13.06%, 2.77%, 15.76% and 6.83%
in AUC, and 6.33%, 1.99%, 17.27%, and 8.29% in Macro-
F1 on Weibo, Amazon, YelpChi, and T-Finance, respec-
tively. The reason behind this can be attributed to that our
method effectively preserves as much fraud characteristics
that occupy minority population as possible during the pro-
cess of information propagation.

Quantitative Analysis of Training Ratio

Considering that annotating samples in fraud detection sce-
narios is a costly endeavor, we further investigate the perfor-
mance of our proposed DCL-GFD under different training
ratios. Specifically, we compare DCL-GFD with two SOTA
baselines (i.e., PMP and CONSISGAD) on Weibo and Ama-
zon datasets with training ratios ranging from 10% to 40%.

The analysis results are illustrated in Figure 3. As shown,
we observe that DCL-GFD performs consistently the best
compared with PMP and CONSISGAD across different
training ratios, showcasing its efficacy under limited super-
vision. This is due to the fact that our DCL-GFD adopts dy-
namic neighborhood modeling to distill valuable informa-
tion related to target node detection from neighbors, making
the learned representations more discriminative. In addition,
with a decrease in training data, the performance gap be-
tween our DCL-GFD and baselines gradually increase, es-
pecially on the Weibo dataset with 10% training ratio, This
further demonstrates the robustness and effectiveness of our
method under low training ratios.



\ Weibo Amazon YelpChi T-Finance
Methods

\ AUC Macro-F1 AUC Macro-F1 AUC Macro-F1 AUC Macro-F1
GCN 96.164+0.39 92.71+0.35 80.41£0.82 63.62+1.57 54.68+1.36 52.23+0.98 80.27+2.18 68.874+3.03
GAT 94.76+1.85 88.84+1.91 84.28+4.18 63.58+3.12 52.974+1.70 51.42+1.47 82.66+0.84 73.85+6.28
GraphSage 85.93+1.66 87.74+0.26 95.05+1.42 91.17+0.41 77.15+1.23 64.434+0.81 89.754+1.08 82.48+3.41
AMNet 94.594+0.45 92.76+0.34 97.17£0.64 92.45+£0.29 84.16+£0.20 69.35+0.52 94.49+0.61 89.57+0.61
BWGNN 97.22+0.42 92.874+0.58 96.72+1.58 91.34+0.92 90.60+0.64 77.091+0.62 94.64+0.85 87.74+1.67
GHRN 96.164+0.45 90.90+0.58 96.51£0.63 91.92+0.43 90.64+0.34 77.42+0.61 95.84+0.37 88.41+1.22
CARE-GNN | 89.3443.54 78.83+2.34 93.75+£0.51 86.89+1.10 77.53+0.04 61.77£1.65 91.314+0.19 71.88+1.51
PC-GNN 96.254+0.68 88.61+0.57 96.51+0.26 88.04+0.84 81.61+0.40 64.98+4.27 91.54+0.46 63.944+4.00
GDN 68.834+0.18 59.4440.12 95.25+0.13 90.32+0.18 90.71+£0.13 73.12+0.58 94.31+0.28 81.91+6.14
PMP 95.89+0.40 91.454+0.27 97.53+0.15 91.69+£0.68 92.63+0.12 80.75+0.38 96.37+0.19 90.61+0.71
CONSISGAD | 96.96+0.25 90.35+£0.47 97.75+0.11 92.43+0.39 91.13+0.41 77.084+0.51 96.874+0.21 91.20+0.39
DCL-GFD \ 98.99+0.05 94.07+0.33 97.82+0.15 93.16+0.23 92.91+0.11 81.70+0.10 96.58+0.06 90.7740.12

Table 2: Experiment results with mean value and standard deviation in terms of AUC (%) and Macro-F1 (%). Bold and underline

are adopted to display the best and the second best results.
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Figure 3: Comparisons of our DCL-GFD with PMP and
CONSISGAD under different training ratios in AUC (%).

Qualitative Analysis of Abnormality Estimation

We further assess and demonstrate the effectiveness of our
proposed node abnormality estimation module using Ama-
zon and YelpChi datasets as examples. Specifically, we ran-
domly select 200 fraud nodes and 200 benign nodes for each
dataset, and visualize the feature similarity between nodes
and their corresponding subgraph embeddings. It is worth
noting that in order to clarify the abnormal probability of
a node more clearly, we reorganize the ID number of fraud
nodes and benign nodes from 1 to 400, and the higher the
feature similarity, the more likely the node is a benign, and
vice versa, the node tends to be a fraud.

As shown in Figure 4, on Amazon, we can observe that
the feature similarities between most benign nodes and their
corresponding subgraphs are very close to 1.0, while fraud
nodes are close to 0.0. This proves the effectiveness and su-
periority of using node-subgraph feature contrastive learn-
ing that integrates partially observed node labels to estimate
the abnormal probability of nodes. Similarly, on YelpChi,
while a few benign nodes have relatively low feature sim-
ilarities with their corresponding subgraphs, the majority
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of benign nodes are above 0.8, or even infinitely close to
1.0. This also aligns with expectations, as for benign nodes,
their embeddings may slightly deviate from those of the
corresponding subgraphs due to differences in interests and
hobbies. But anyway, in both these two datasets, our pro-
posed node-subgraph contrastive strategy can well analyze
whether nodes tend to be benigns or frauds from a feature
perspective, thereby providing informative and useful guid-
ance for dynamic neighborhood modeling.
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Figure 4: Analysis of feature similarity between embeddings
of nodes and their corresponding subgraphs.

Parameter Sensitivity

We report Macro-F1 using the Amazon and YelpChi datasets
as examples to investigate the sensitivity of two important
hyperparameters, namely step size k and restart probability
r for random walk with restart in subgraph sampling.

Analysis of Step Size k. The step size k determines the
path length for random walk with restart. We vary its value
from 4 to 12 with an increment of 2, and the results are
presented in Figure 5. As shown, DCL-GFD achieves the
best performance when & = 10 on Amazon and k£ = 12 on
YelpChi, respectively. Moreover, the performance trends of
these two datasets are generally consistent, that is, increas-
ing first and then decreasing, reaching the optimal value at



a certain point. This is mainly due to the fact that a small
step size k is not sufficient to obtain informative subgraph
embeddings for estimate node abnormality, whereas a large
step size k may introduce noise and weaken the modeling
between the target node and its corresponding subgraphs.
Analysis of Restart Probability . The restart probability
r determines the likelihood of returning to the initial node
after each walk. We vary its value from 0.1 to 0.9 and the
corresponding results are reported in Figure 5. As shown, the
performance of our DCL-GFD decreases in most cases when
the restart probability 7 is too large or too small. This obser-
vation indicates that a small restart probability r leads to a
tendency to move within local neighborhoods, inevitably ig-
noring important global information, whereas a large restart
probability r lead to frequently returning to the target node
and exploring extensively in the global scope, overlooking
the specific local relationships among nodes.
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Figure 5: Parameter sensitivity analysis of & and r.

Related Work

In line with the focus of our work, we review some closely
related studies, including graph neural networks, GNN-
based fraud detection and graph contrastive learning.
Graph Neural Networks. Over the past decade, graph neu-
ral networks have been actively used in tackling graph-
structured data. For instance, GCN (Kipf and Welling 2017)
presents a representative graph convolutional operation that
aggregates information from nodes’ one-hop neighbor. GAT
(Velickovic et al. 2018) assigns different weights to neigh-
bors using a node-level attention mechanism. GraphSage
(Hamilton, Ying, and Leskovec 2017) designs various pool-
ing operations, including mean or max, to sample and ag-
gregate information from neighbors. AM-GCN (Wang et al.
2020) designs a multi-channel GCN that adaptively learns
node embeddings from both topology and feature space.
More detailed surveys can be found in (Wu et al. 2021).
Though these methods can be effectively used for learn-
ing node embeddings, the inherent class imbalance and het-
erophily issues within graph-based fraud detection scenarios
pose significant challenges to existing GNNs.

GNN-Based Fraud Detection. Recently, much attention
has been paid to introduce GNNss to identify frauds that devi-
ate significantly from the majority of benigns (Zheng et al.
2024; Liu et al. 2020). For example, PC-GNN (Liu et al.
2021) designs a label-balance sampler which extracts nodes
and edges to build training sub-graphs to remedy the class
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imbalance problem. GDN (Gao et al. 2023b) adopts differ-
ent strategies to divide and constrain node features for dif-
ferent types of nodes, so as to solve the structural distribu-
tion shift from the perspective of feature. BSL (Yu, Liu, and
Luo 2024) decouples node feature according to the type of
edges, and performs strong and weak enhancement on unla-
beled samples to assist in training. DGA-GNN (Duan et al.
2024) adopts decision tree binning encoding to convert non-
additive node attributes into bin vectors, and designs a feed-
back dynamic grouping strategy to extract more discrimi-
native features from neighbors. DiG-In-GNN (Zhang et al.
2024) employs contrastive learning to generate discrimina-
tive guide nodes and selects neighbors via reinforcement
learning, thereby relieving the problem of feature and struc-
tural inconsistency caused by abnormal node camouflage.
More detailed surveys can be found in (Tang et al. 2023).
Nevertheless, few works model neighborhood by dynami-
cally estimating the abnormal tendency of neighbor nodes
during information propagation to enhance the effectiveness
and robustness of fraud detection.

Graph Contrastive Learning. As one of the most effec-
tive self-supervised methods, contrastive learning (CL) aims
to learn discriminative node embeddings by maximizing the
mutual information of positive pairs while minimizing that
of negative pairs. For instance, DGI (Velickovic et al. 2019)
learns node embeddings by maximizing the mutual infor-
mation between nodes and graphs. GraphCL (Hafidi et al.
2022) designs a new contrast strategy that maximizes the
similarity between node embeddings from two randomly
perturbed perspectives of the same graph. RGCL (Li et al.
2022) points that a high-performing augmentation should
preserve the salient semantics of anchor graphs and create
rationale-aware views for contrastive learning. HTML (Li
et al. 2024) introduces knowledge distillation into the GCL
to model topology level discriminative information. In gen-
eral, our focus is mainly on how to use contrastive learning
to facilitate graph-based fraud detection task.

Conclusion

In this paper, we aim to address the inherent issues of class
imbalance and heterophily within graph-based fraud detec-
tion, and present a DCL-GFD approach for dynamic neigh-
borhood modeling via node-subgraph contrastive learning.
Specifically, we first estimate the abnormal probability of
each node through node-subgraph contrast from the perspec-
tive of feature, which effectively maximizes the similarity
between benigns and their corresponding subgraphs while
minimizes that of frauds by optimizing contrastive learning
objective with partially observed node labels. Based on the
guidance of the probability that neighbors belonging to be-
nigns or frauds, we then present a dynamic neighborhood
modeling that learns benign-like and fraud-like neighbor
embeddings, respectively. This essentially simulates the un-
certain and mixed nature of neighbors associated with the
target node by continuously adjusting their class tendency,
thereby improving the discriminative ability of nodes. Ex-
tensive experiments across various public datasets demon-
strate that DCL-GFD outperforms state-of-the-art baselines
in terms of graph-based fraud detection.
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