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Abstract

Model extraction attack shows promising performance in
revealing sequential recommendation (SeqRec) robustness,
e.g., as an upstream task of transfer-based attack to provide
optimization feedback for downstream attacks. However, ex-
isting work either heavily relies on impractical prior knowl-
edge or has impressive attack performance. In this paper,
we focus on data-free model extraction attack on SeqRec,
which aims to efficiently train a surrogate model that closely
imitates the target model in a practical setting. Conducting
such an attack is challenging. First, imitating sequential train-
ing data for accurate model extraction is hard without prior
knowledge. Second, limited queries for the target model re-
quire the attack to be efficient. To address these challenges,
we propose a novel adversarial framework Sim4Rec which
includes two modules, i.e., controllable sequence generation
and reinforced adversarial distillation. The former allows
a sequential generator to produce synthetic data similar to
training data through pre-training with controllable generated
samples. The latter efficiently extracts the target model via
reinforced adversarial knowledge distillation. Extensive ex-
periments demonstrate the advancement of Sim4Rec.

1 Introduction

In the contemporary age of information abundance, sequen-
tial recommendation (SeqRec) holds a crucial position in
various domains (Guy et al. 2010; Okura et al. 2017; Yue
etal. 2021a; Su et al. 2023b,a), serving as a driver in guiding
users to discover content they are interested in. However, as
concerns about user privacy grow and various data privacy
protection policies are enacted, e.g., CCPA!, the security is-
sues of SeqRec are increasingly in the spotlight.

Recently, adversarial and privacy attack methods on Se-
gRec have been widely researched (Deldjoo, Noia, and
Merra 2021). Among these attack methods, an advanced
technique named transfer-based attack achieves the promis-
ing performance (Tang, Wen, and Wang 2020; Lin et al.
2020; Zhang et al. 2020; Wu et al. 2021; Lin et al. 2022; Zhu
et al. 2023b). As Fig.1 shows, transfer-based attack can be
split into two steps, i.e., model extraction attack and down-
stream attack. In first step, they train a surrogate model as

*Jun Wang is the corresponding author.
Copyright © 2025, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.
"https://oag.ca.gov/privacy/ccpa

12766

Step 1:Model Extraction Attack
Previous Methods Proposed Method \]

e Provi
oon o= BB gt mode | Lo A ]
—o- N - oC--—— (e ~ (33 =

Prior knowledge available
Surrogate model

£00 qm
4

(Profile Pollution

Prior knowledge unavailable

2 )
<Query,
(o) 4

Step Z2:Downstram Attack {}
(Membership Inference] [ Data Poisoning |

Figure 1: Compared to previous work in data-driven, the
pipeline of model extraction attack in data-free setting.

a replacement for the target (victim) model. In second step,
they perform various downstream attacks on the surrogate
model and optimize attack performance based on feedback
from the surrogate model. Therefore, downstream attack
performance heavily relies on the former model extraction
attack which is necessary to be further studied. Nevertheless,
as blue rectangle shown in Fig.1, most existing model ex-
traction attacks on SeqRec either have impractical assump-
tions that the attacker has full or partial prior knowledge of
the target model, i.e., training data, parameter, and architec-
ture, or demonstrate unimpressive attack performance.

In this paper, we focus on model extraction attack on
SeqRec, considering a more stringent and practical data-
free setting, where the attacker has no access to the target
model’s prior knowledge and limited budgets to query the
target model. In such scenario, as illustrated by green rectan-
gle in Fig.1, the attacker first generates synthetic data, query-
ing the target model to obtain ranked lists as output. Then the
tuple (Query, Output) is utilized to train a surrogate model
that closely imitates the target model for attack.

Unfortunately, conducting remarkable data-free model
extraction attack on SeqRec remains non-trivial due to the
following challenges: CH1: How to imitate sequential
training data accurately in data-free setting. To achieve
accurate data-free model extraction, it is essential to gener-
ate synthetic sequences that closely approximate the distri-
bution of training data. However, due to the tremendous dis-
crete sample space and the lack of prior knowledge, the gen-
eration of sequences similar to training data remains a chal-



lenge. CH2: How to train the surrogate model efficiently
with limited queries. During the training of the surrogate
model, the contribution of different samples in synthetic data
to the improvement of extraction performance varies. Previ-
ous works ignore this distinction, making excessive queries
on easy samples with minimal performance improvement,
while such consumption is not practical in real-world set-
ting. Thus how to make data-free model extraction attack
efficient with limited queries remains unsolved.

To address challenges, we propose a data-free model ex-
traction attack method Sim4Rec on SeqRec, aiming to per-
form accurate and efficient extraction with limited queries.
To achieve that, we utilize two modules, i.e., controllable
sequence generation and reinforced adversarial distillation.
Controllable sequence generation reproduces samples and
employs them to pre-train a sequential generator, which en-
ables the generator to produce synthetic data similar to train-
ing data (CH1). In this module, directly utilizing autoregres-
sive generation from natural language processing (Carlini
et al. 2021) may introduce significant bias between synthetic
and training data. Thus we design two penalty factors to con-
trol sequence generation, i.e., (i) item-level penalty factor
and (ii) sequence-level penalty factor. The former leads to
synthetic sequences containing more low-frequency items,
and the latter constrains the number of repeated items in
one synthetic sequence. Reinforced adversarial distillation
trains a surrogate model efficiently that closely imitates the
target model via reinforced adversarial knowledge distilla-
tion (CH2). In this module, the key to enhancing extrac-
tion efficiency lies in distilling hard samples that con-
tribute significantly to model discrepancy between the
surrogate and target models. To achieve that, we pro-
pose reinforced adversarial training to synthesize hard sam-
ples for efficient extraction. Firstly, we employ the former
pre-trained sequential generator to create hard samples that
enlarge model discrepancy. Secondly, the surrogate model
minimizes model discrepancy based on these samples via
knowledge distillation and backward reward for generator
optimization. By iterating these two steps, the sequential
generator could continuously produce hard samples guided
by reward from surrogate model, and the surrogate model
could simulate the target model efficiently through knowl-
edge distillation on hard samples produced by the generator.

Our main contributions are as follows: (1) We propose a
novel adversarial framework Sim4Rec for data-free model
extraction attack on SeqRec, which efficiently extracts the
target model with limited queries. (2) Sim4Rec utilizes con-
trollable sequence generation and reinforced adversarial dis-
tillation to generate high-quality synthetic data that resem-
bles training data and significantly contributes to model dis-
crepancy, which facilitates accurate extraction attack. (3)
Extensive experiments on three benchmark datasets demon-
strate that Sim4Rec outperforms existing methods in extrac-
tion performance and improves downstream task outcomes.

2 Related Work

Data Synthesis for Recommender System. Data synthesis
is an effective technology that has been widely used to solve
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class imbalance and privacy-preserving. (Wang et al. 2019)
adopts Generative Adversarial Network (Goodfellow et al.
2014) to generate training data, relieving the data sparsity is-
sue. (Liu et al. 2022) generates synthetic data for users based
on their preferences for privacy-preserving. For sequential
recommender systems, (Wang et al. 2021) proposes a coun-
terfactual framework to enhance the performance of recom-
mendation through data augmentation. (Dang et al. 2023)
augments sequence data from the perspective of the time in-
terval. The above methods all assume that real training data
is available which contradicts the practical data-free setting.

Data-Free Model Extraction Attack. Model extraction at-
tacks threaten recommenders and user privacy by transfer-
ring knowledge from the target to the surrogate model with-
out permission. Several model extraction attacks have been
proposed (Krishna et al. 2019; Zhou et al. 2020; Kariyappa,
Prakash, and Qureshi 2021; Zhang, Chen, and Lyu 2022;
Miura, Shibahara, and Yanai 2024), which can be classi-
fied into two types, i.e., White-box and Black-box. Data-
free model extraction attack is the stringent scenario in
Black-box that attacker has no prior knowledge of the tar-
get model, i.e., architecture, parameters, and training data.
DaST (Zhou et al. 2020) is the first work of data-free model
extraction in imagination classification, which adopts a gen-
erative adversarial network with multi-branch architecture
and label-control loss to create synthetic data for surrogate
model training. THIEVES (Krishna et al. 2019) shows that
task-specific heuristics and random word sequences could
achieve model extraction across a diverse set of NLP tasks.
(Carlini et al. 2024) proposes the first model extraction on
large language model. In contrast, there is limited work on
data-free model extraction attack targeting recommendation
(Zhu et al. 2023a). (Yue et al. 2021b) generates synthetic
data heuristically, proving the possibility of model extrac-
tion on SeqRec. The above methods either face transfer chal-
lenges due to task differences or struggle to generate high-
quality synthetic data for effective model extraction attack.

3 Preliminaries
3.1 Sequential Recommendation Framework

Sequential Recommendation (SeqRec) is widely applied
which trains a personalized recommender system with the
user’s historical behavior sequences. Let U and V' denote the
set of users and items, respectively, where u € U denotes
auser and v € V denotes an item. User u is constructed
with a chronologically-ordered behavior sequence 1., =
[v1,v2,...,v,], where n denotes the sequence length and v;
is the i-th item that user u has interacted with. Generally,
a sequential recommender fy encodes u1., and obtains the
hidden representation % = fy(u1.,,). The goal of SeqRec is
to predict the next item v,,+; that user v would interact with,
thus it can be formulated as finding the optimal encoder pa-
rameter 0* that maximizes the probability:

0" = arg max log p(vn41|H), (D
0

which can be calculated by minimizing the binary cross-
entropy loss as follows:

L"rec = CE(”pos, Uneg, H), (2)
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Figure 2: The framework of Sim4Rec.

where v,,,5 and v,,¢4 denote the items that user has interacted
with or not. Then the rop-K items predicted by SeqRec could
be recommended to user u.

3.2 Data-free Model Extraction Attack in SeqRec

We define the pipeline of data-free model extraction in Se-
qRec. Given a target model T and a surrogate model S,
(U ) denotes the distribution of synthetic user sequences U,
the objective of model extraction attack is to train an optimal
surrogate model $* that minimizes the model discrepancy:
S* = argmin D(T (@), S(@)) s.t.i ~ P(U), 3)
s
where ¢s denotes parameters of S, D is a distance function
to measure model discrepancy. Different from data-driven
model extraction, which has access to training data U, data-
free model extraction solely relies on training the surrogate
model through synthetic data U. Therefore, the similarity
between synthesized sequences U and training data U is the
key to enhancing the performance of data-free extraction.

4 Method

In this subsection, we illustrate the framework of our pro-
posed data-free model extraction attack. As shown in Fig.2,
Sim4Rec has two main modules: 1) controllable sequence
generation (CSG) and 2) reinforced adversarial distillation
(ADV). Controllable sequence generation first pre-trains a
sequential generator, aiming to produce synthesized data
whose distribution is close to the real samples of training
data. Reinforced adversarial distillation utilizes adversarial
knowledge distillation to mine hard samples that is largely
responsible for the model discrepancy, which enables the
surrogate model to imitate the target model efficiently.

4.1 Controllable Sequence Generation

As discussed in Section 3.2, the similarity of synthe-
sized data determines the attack performance. Therefore,
to achieve an accurate model extraction attack, we pro-
pose to train a sequential generator GG that produces syn-
thesized data similar to training data without prior knowl-
edge of the target model. Several researches (Carlini et al.
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2021; Yue et al. 2021b) found that sequential model fy,
given a prefix [z1, ..., z;—2], could generate new sequences
by iteratively following the procedure of sampling £;_; ~
fo(xe—1 | x1,...,24—2) and feeding &,_, back into the
model to sample &; ~ fy (¢ | 1,...,24—1). Inspired by
this, we first generate synthetic data autoregressively:

,0s-1),
P Vr—1 P Vs,

Uy denotes the sampled item, and  is the concatenate oper-
ation. Given an initial item v; € V, through sampling and
concatenating the output of the target model 7T, the synthe-
sized data Z.; is generated without prior knowledge.
However, directly adopting the above approach to produce
synthetic data cannot effectively substitute for training data
in SeqRec. As shown in Fig.3, we find that synthetic data
generated by the autoregressive approach not only exhibits
a substantial bias towards popular items but also holds seri-
ous repetition issues. These problems cause most synthetic
data to resemble collections of popular items, which deviates
from the actual distribution of training data. Therefore, to
promote diversity and alleviate repetitions in sequence gen-
eration, we design two penalty factors based on item-level
and sequence-level from the aspect of sampling strategy.
Item-level penalty factor. When input the prefix sequence
[v1,...,v](v; € V), the target model outputs fop-K ranked
list R = [vy,...,0k](v; € V). Considering actual user
sequences should encompass a certain proportion of long-
tail (unpopular) items, we conduct a frequency analysis on
the generated prefix sequences and retrieve the frequency
fz, of each item in R, Subsequently, we calculate the sam-
pling probability for each item v; based on its frequency:

@tNT(Ut‘Ul,,,.

T1 =v1D ...

@

T if fo, <&

log f;
fz,+17

(&)

prip =

otherwise,

where € and ¢ denote threshold and hyper-parameter, set to 3
and 0.5. This penalized sampling works by discounting the
frequency of previously generated items. Through Eq.(5),
the procedure of sampling can place more emphasis on long-
tail items thereby enhancing diversity of synthesized data.
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Figure 3: The biases of autoregressive synthetic data.

Sequence-level penalty factor. In autoregressive sequence
generation, repeated items occur within the same sequence,
and in some instances, sequences resembling a mere con-
catenation of a single item which diminishes the semantic
richness of the generated sequences. To address this, we de-
sign an Indicator function I to guide whether item 7; in R¥
has been sampled in the input prefix sequence [vq, ..., v¢].
Then we adjust the corresponding sampling probabilities
based on the value of the indicator function:

psp = ”ITP 0 = 2if I(v;) is True else 1, 6)

we find § = 2 yields a good balance between truthful gen-
eration and lack of repetition. In the end, we adopt psp as
the sampling probability of item T; in R¥, selecting suitable
item ¢ in Eq.(4) to enhance diversity and alleviate repetition.
After generating synthetic data X, we pre-train sequential
generator GG using MLE (Dutilleul 1999) for E,,;. epochs:

Lonie ==Y _log P(Z | ¢c), ©)
zeX
where ¢ denotes the parameters of the sequential genera-
tor, and P(Z | ¢¢) is the probability of generating z. By
minimizing Eq.(7), we obtain the optimal parameters ¢g,.
Once pre-trained, the generator could synthesize user se-
quences similar to training data with diverse features.

4.2 Reinforced Adversarial Distillation

In real-world setting, the attacker needs to refrain from ex-
cessive access to the target model due to stealth reasons, thus
limited queries for the target model require model extraction
attack to be efficient. To achieve that, we propose reinforced
adversarial distillation to automatically mine hard synthetic
data and efficiently conduct model extraction attack.

Adversarial knowledge distillation. The goal of data-free
model extraction, as defined in Eq.(3), is to improve extrac-
tion performance by minimizing model discrepancy. Differ-
ent samples contribute variably to discrepancy, affecting the
enhancement of extraction performance. Distillation based
on these hard samples that substantially contribute to dis-
crepancy yields significant improvements in extraction per-
formance. Therefore, enhancing model extraction efficiency
relies on distilling knowledge from hard samples, rather than
wasting queries on easy samples. Several researches (Fang
et al. 2019; Micaelli and Storkey 2019; Heo et al. 2019)
proved the feasibility of mining hard samples via adversarial
training. Inspired by this, we propose reinforced adversarial
distillation to continuously generate hard samples for effi-
cient data-free model extraction.
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We treat the surrogate model training as a generative ad-
versarial network (GAN), the pre-trained sequential genera-
tor as generator (&, and the combination of the target and the
surrogate models as discriminator D. Given a batch of syn-
thesized data @ = [v1,va,...,vr](v; € V) produced by G,
the discriminator D aims to decrease the model discrepancy
on @, and the generator G conversely synthesizes hard sam-
ples which increase the model discrepancy. Thus the value
function of adversarial training is formulated as follows:

mgx mDin Lado = dis(T (1), S(w)), ®)

where dis is a distance function to measure the output differ-
ence between 7 (%) and S(@). For the target model 7, as a
sequential recommender system, its output is top-K ranked
list without probability values, which represents the hard-
label scenario. Inspired by (Kang et al. 2020), we model dis
with listwise ranking loss in this scenario. For synthetic user
@, R is a sorted list of all the sampled items recommended
by the target model, including positive samples v,,,s in the
top-K ranked list and negative samples v,,c, are not. K, N
denotes |vpos| and |vpe,| respectively. 7% represents rank-
ing scores on the sampled items predicted by the surrogate
model. The permutation probability can be formulated as:

K
p (Tﬂ | RﬂK+N) = H

k=1

exp (r%k)

fik exp (r%i) + Z;\le exp (r%j)
)

r%k is the ranking score predicted by the surrogate model

for the k-th item in R%, Our purpose is to maximize the log-
likelihood log p (r™ | R, ) based on the fop-K ranked list
recommended by the target model. Then we define the £,4
to distill the knowledge of the target model as follows:

Lra=—Y logp(r® | Riin)-
wel
We adopt L£,.; to measure the model discrepancy as dis in
Eq.(8). During training, minimizing £, 4 equals to maximiz-
ing the likelihood of permutation probability which keeps
the surrogate model similar to the target model. The loss
function of sequential generator G is designed as:

Lo = —dis(T (@), S(a)). (1)

Eq.(11) encourages the generator to produce hard samples
which increase the model discrepancy between 7 and S.

Discrete gradient optimization. However, because syn-
thetic user sequences are discrete, gradients from Eq.(11)
cannot be directly optimized backward to the generator. Fol-
lowing (Sutton et al. 1999; Yu et al. 2017), we employ rein-
forcement learning to address the challenge of discrete gra-
dient backpropagation. We define the generation of synthe-
sized data as a multi-step decision problem. Suppose that a
synthetic sequence 4.7 = [v1,va,...,v7](v; € V) needs
to be produced, and 1., has been generated, taking the gen-
erated sequence 1. as state s; for the current moment ¢,
the objective of the sequential generator G is to generate the
sequence that maximizes the rewards from the start state sy:

J(¢a) =E[Rr | s1,¢c] = Y _ G (vi|s1) Qg (s1,v:),

v, EV

(10)

12)



where Rr is the reward for entire synthesized sequence
U1.1, ¢ represents parameters of G. Q4 (s, a) is action-
value function, which indicates the cumulative reward asso-
ciated with selecting item v; under the policy generator G,
initiated from state s; and taking action a. For the generated
sequence u1.;—1, state s = uy.4—1 and action a = vy, the tar-
get and the surrogate models provide the recommended list
accordingly. We adopt the value of model discrepancy dis
as the reward, thereby maximizing the rewards is equivalent
to minimizing L¢. Formally, Q4 (s, @) can be derived as:

Qo (5 = U1:t-1,0 = v¢) = dis(T(t1:t), S(T1:6)).  (13)

Considering the attacker has limited resources to process
tremendous data, we simplify the Monte Carlo search used
in (Yu et al. 2017) by setting ¢ = 7' in the computation of
Q4. Whent < T. Thus Eq.(13) is transformed as:

Qo (s =trr—1,a =vr) = dis(T (1), S(drr)).  (14)

In the end, the gradient of the objective function J(¢¢)
can be formulated as:

Vg (o)
=Ea,.,_1~cl Z VoGt | t1:4-1)Qpg (T1:4-1,vt)]
v, EV
~EonGolan 1) [Vee 108 G(ur | 1:4-1)Qog (T1:0—1,v¢)].

15)

Then update the generator by ¢ < ¢a + 7V J(¢a),

where v is the learning rate. This reinforced adversarial

training allows for continuously generating hard samples

and narrowing the model discrepancy, significantly enhanc-
ing the efficiency of model extraction attack.

Catastrophic forgetting prevention. To address the perfor-
mance decline caused by catastrophic forgetting of GAN,
we set a memory bank after the generator, composed of
train, cache, and input pool. The capacity of the input pool is
Mpani * b (batch-size), when the generator produces b latest
synthetic sequences to the train pool, (Mpgnr — 1) * b se-
quences are selected from the cache pool which stores gen-
erated sequences. Subsequently, two data sets are merged
and fed into the input pool for knowledge distillation.

After iterative optimization, high-quality synthetic data is
generated, which is not only similar to training data but also
greatly contributes to surrogate model training, facilitating
an accurate and efficient data-free model extraction attack.

S Experiments

In this section, we conduct experiments to address the fol-
lowing research questions. RQ1: How is the effectiveness
of Sim4Rec compared with existing model extraction meth-
ods? RQ2: How does the query budget influence the at-
tack performance? RQ3: How does each designed module
in Sim4Rec, i.e., controllable sequence generation and re-
inforced adversarial distillation, contributes to the perfor-
mance? RQ4: How does the setting of hyper-parameters val-
ues impact performance? RQS: How does the extracted sur-
rogate model impact the performance of downstream tasks?
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Datasets  #Users #Items #Actions Avg.length Density
ML-IM 6,040 3,416 1.0M 163.5 4.79%
Steam 334,730 13,047 3. 7M 10.6 0.08%
Beauty 40,226 54,542 0.4M 8.8 0.02%

Table 1: Statistics of datasets.

5.1 Experimental Setup

Datasets and models. We evaluate our method on
three benchmark datasets, i.e., MovieLens-1M (ML-1M),
Steam, and Beauty. Two representative sequential rec-
ommenders, i.e., RNN-based NARM (Li et al. 2017),
Transformer-based SASRec (Kang and McAuley 2018), are
employed as the target model, which outputs top-100 rec-
ommended items. We reserve the last two items in each se-
quence for validation and testing, and the remaining items
used for training. Details of datasets are shown in Table 1.

Evaluation protocols. Following (Yue et al. 2021b), We
evaluate our method from three metrics. (1) Recall at top
K (Recall@K) is to evaluate the effectiveness of ranking;
(2) Normalized Discounted Cumulative Gain at top K
(NDCG @K) is to measure the ranking quality; (3) Agree-

K K
ment in top K (Agr@K) denoted as Agr@K = M is

to evaluate the output similarity between the target and sur-
rogate models, where RY and R% are the fop-K ranked list
of the target and surrogate models, respectively.

Comparison methods. As discussed in related work, there
is currently limited research on data-free model extraction
attack in SeqRec, thus we compare our method with follow-
ing baselines: (1) Random samples items uniformly from
the discrete item space to form sequences. (2) DFKD (Wang
et al. 2023) synthesizes continuous data by leveraging the
target model’s parameters for knowledge distillation. (3)
DFME (Yue et al. 2021b) generates autoregressive synthetic
data for data-free model extraction without prior knowledge.

Implementation details. We utilize Gated Recurrent Unit
(GRU) as the architecture of the sequential generator. Adam
optimizer with learning rate v = 0.01, weight decay =
0.01, and batch size b = 128 are adopted. We set the allowed
sequence lengths of ML-1M, Steam, and Beauty to {200, 50,
50}, the hyper-parameters to E,,,;. = 30 and Mgy = 100.

5.2 Model Extraction Performance (RQ1-RQ2)

Model comparison (RQ1). As the attacker has no access
to prior knowledge of the target model, we comprehensively
evaluate the extraction performance in two scenarios. The
first is the target and surrogate models have the same ar-
chitecture, i.e., N-N (NARM to NARM) and S-S (SASRec
to SASRec). The second is the target and surrogate mod-
els use different architectures, i.e., N-S (NARM to SAS-
Rec) and S-N (SASRec to NARM). We evaluate all meth-
ods on three datasets, results are reported in Table 2 with
fixed query budgets () = 1k. From Table 2, we observe that:
(1) Comparing attack performance between two scenarios
on three datasets, the same architecture achieves higher ex-



ML-1M Steam Beauty
Option  Method  NG10 R@I0 Agr@l Agr@l0 N@I0 R@I0 Agr@l Agr@l0 N@I0 R@I10 Ag@l Agr@l0
Target  0.622  0.812 - - 0.627  0.846 - - 0354 0515 - -
Random 0599 0809 0350 0568 0620 0.846 0372 0587 0274 0413 0191 0326
N-N DFKD 0603 0810 0512 0708 0616 0839 0392 0597 0272 0395 0201 0347
DFME 0607 0806 0510 0689 0613 0830 0403 0611 0258 0362 0207  0.364
SimdRec  0.610 0.812  0.519 0710  0.622 0845 0423  0.642 0290 0416 0230  0.398
Target  0.607  0.823 - - 0616 0.836 - - 0338 0489 - -
Random 0450 0699 0.181 0332 0545 0775 02001 0206 0177 0333 0001  0.036
S-S DFKD 0524 0781 0312 0514 0564 0796 0324 0491 0291 0398 0041  0.108
DFME 0549 0790 0328 0502 0591 0818 0367 0502 0298 0409 0052  0.125
SimdRec  0.600 0.828  0.556 0723  0.612 0834 0468  0.645 0307 0458 0219 0242
Target  0.622 0812 - - 0627 0.846 - - 0354  0.515 - -
Random 0544 0765 0251 0427  0.609 0.832 0363 0525 0255 039 0.110  0.220
N-S DFKD 0547 0783 0327 0563 0603 0791 0316 0511 0211 0389 0174  0.287
DFME 0563 0779 0322 0549 0604 0820 0323 0512 0180 0371 0178 0334
SimdRec 0567 0.788 0335  0.585  0.607 0828 0368  0.561 0284 0418 0183  0.369
Target  0.607  0.823 - - 0.616  0.836 - - 0338  0.489 - -
Random 0338 0567 0038  0.58 0375 0557 0035 0126 0.140 0288 0002  0.034
S-N DFKD 0461 0731 0.189 0372 048 0732 0048  0.154  0.98 0350 0032  0.066
DFME 0473 0727  0.71 0354 0511 0760 0076 0187 0235 0415 0038  0.075
SimdRec 0596 0.819 0459  0.644  0.609 0833 0400 0579 0299 0456 0.057  0.192

Table 2: Comparison results of extraction performance under Q= 1k, with original performance of the Target model.

traction performance than the different, and denser datasets
demonstrate better performance than sparse ones. (2) The
naive Random shows the worst performance in all scenar-
ios because the synthetic data is just a combination of items,
with no sequential features. (3) DFKD and DFME achieve a
better result than Random, but these two methods still per-
form poorly in some settings, i.e., {S-S, Beauty} and {S-N,
Steam}. (4) Our method Sim4Rec achieves the best per-
formance in most scenarios, which indicates that control-
lable sequence generation effectively enables the generator
to produce synthetic data that closely simulates training data,
which results in impressive model extraction performance.
(5) Comparing Sim4Rec performance in N-S with S-N, S-N
yields better extraction results in most scenarios. The phe-
nomenon could be attributed that the target model (SASRec)
generates high-quality synthetic data through our method,
consequently improving the extraction performance, despite
the simple structure of the surrogate model Narm. This also
proves that Sim4Rec has better attack performance when
targeting transformer-based sequential models like SASRec.

Impact of query budget (RQ2). To evaluate efficiency and
stability of Sim4Rec, we employ different query budgets
and present results on Beauty in Fig.4. The results show that:
(1) With query budgets increasing, Agr@10 of all methods
becomes higher. Notably, Sim4Rec outperforms all base-
lines when query budgets vary from @ = {0.5k, 1k, 2k,
3k, 5k}, indicating advancement and stability. (2) Sim4Rec
achieves better efficiency with fewer queries for consider-
able attack performance. For instance, Sim4Rec achieves
0.374 Agr@10 under {N-S, 2k}, while @) = 5k is required
for DFME to achieve comparable performance. This can
be explained by reinforced adversarial distillation, contin-
uously searching hard samples that cause substantial model
discrepancy for surrogate model training, thus efficiently ex-
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Figure 4: Comparison results under different query budgets.

tracting the target model. (3) Compared to other methods,
Sim4Rec is still effective with a mini query budget. As the
results under {S-N, 0.5k}, the performance of other methods
drops close to zero, Sim4Rec still achieves 0.109 Agr@10.

5.3 In-depth Model Analysis (RQ3-RQ4)

Ablation study (RQ3). To investigate contributions of two
modules introduced in Sim4Rec, we conduct ablation study
on following variants: (i) w/o IP removes Item-level penalty
factor. (ii) w/o SP removes Sequence-level penalty factor.
(iii) w/o CSG removes controllable sequence generation for
pre-training. (iv) w/o ADV removes reinforced adversar-
ial distillation, training the surrogate model with classical
knowledge distillation. Results are presented in Table 3, we
further visualize the distribution of synthetic data with four
circumstances via t-SNE in Fig.5 to show two modules’ con-
tributions. Note that we utilize DFME (Yue et al. 2021b) to
represent w/o CSG & w/o ADV in Fig.5(a). From these re-
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ML-1M Steam Beauty
Method "'\ s.s NS SN NN SS NS SN NN SS NS SN Avedecline
SimdRec 0710 0.723 0585 0.644 0.642 0.645 0561 0579 0398 0242 0369 0.192 -
wioIP 0647 0675 0430 0632 0620 0625 0551 0563 0351 0122 0.54 0131 0066
wloSP 0696 0692 0481 0625 0631 0621 0531 0557 0343 0174 0209 0138 0049 |
wloCSG 0607 0529 0356 0449 0587 0515 0311 0476 0377 0102 0.142 0074 0147
wlo ADV  0.653 0667 0467 0592 0604 0612 0537 0542 0320 0165 0263 0093 0065

Table 3: Ablation study on Sim4Rec with Agr@10, Avg. decline denotes the average decline of the performance.
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Figure 5: Synthetic data embeddings on Steam.

sults, we find that: (1) Item-level and Sequence-level penalty
factors relieve popularity bias and repetition issue in se-
quence generation, which can be demonstrated by the per-
formance of w/o IP and w/o SP. (2) Fig.5(b) shows that CSG
makes the synthetic data similar to training data instead of
forming a centralized distribution like DFME. (3) The weak
performance of w/o CSG suggests that CSG is crucial for
model extraction. Simultaneously, as Fig.5(c) shows, using
only ADV leads to synthetic data with a distribution diverg-
ing from the training data. (4) Through Fig.5(d) and perfor-
mance gap between w/o ADV and Sim4Rec, ADV improves
extraction performance by unifying synthetic data.

Parameter analysis (RQ4). We study hyper-parameters,
i.e., the epoch of pre-training E,,;. and memory bank size
Mpank- We vary E,,; in {10, 20, 30, 40,50} and report re-
sults in Fig.6. From the results we conclude that insufficient
epochs of pre-training prevent the generator from produc-
ing synthetic data similar to training data, while excessive
epochs lead to overfitting of the generator to the pre-training
data, hindering subsequent adversarial training and resulting
in a decline in extraction performance. Then we vary Myqnk
in {20, 50, 100, 150, 200}. The results indicate that an opti-
mal memory bank capacity, neither too large nor too small, is
crucial for effectively addressing catastrophic forgetting, ul-
timately leading to improved model extraction performance.

5.4 Impact on Downstream Task (RQ5)

Model extraction is employed as upstream task for transfer-
based attack, thus we evaluate Sim4Rec downstream effect,
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Figure 6: Effects of E,,,;. and Mpq,, on ML-1M.
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Figure 7: Comparison of data poisoning attack on different
model extraction methods under S-S, the vertical axis is Re-
call@10 of the target item, Orig. denotes the performance of
transfer-based attack on their original surrogate model.

i.e., data poisoning attack (Li et al. 2016). Two transfer-
based attacks are utilized for evaluation: LOKI and T-
FGSM. The original surrogate model in LOKI and T-FGSM
is replaced with the one extracted by methods in Section
5.2, aiming to explore the impact on downstream attacks.
From results in Fig.7: (1) Downstream attack performance
correlates positively with model extraction due to increased
similarity of the surrogate model, enhancing transferability
of poison samples and consequently improving attack effec-
tiveness. (2) For LOKI, whose surrogate model is learned
with training data, Sim4Rec achieves comparable perfor-
mance with Orig. among all methods. This demonstrates our
method still achieves remarkable attack performance even
in a more stringent setting. (3) For T-FGSM, Sim4Rec also
contributes to an improved attack performance.

6 Conclusion

We propose Sim4Rec for effective data-free model extrac-
tion attack on SeqRec, including controllable sequence gen-
eration (CSG) and reinforced adversarial distillation (ADV).
CSG pre-trains generator to create training-like samples,
ADYV efficiently extracts the target model via adversarial dis-
tillation. Copious experiments show Sim4Rec advancement.
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