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Abstract

Graph neural network (GNN) based recommender systems
have been widely used in diverse service platforms as they
can more effectively capture users’ interests. Nevertheless,
recent investigations have revealed that the neighborhood ag-
gregation and contrastive learning mechanisms render GNN-
based recommender systems more vulnerable to fake pro-
file injection attacks, i.e., shilling attacks. Despite numerous
defenses against shilling attacks having emerged, these ap-
proaches still face certain challenges, such as the demand for
prior knowledge and the difficulty in defending against mul-
tiple attacks. Therefore, this paper proposes a two-stage trust-
worthy GNN-based recommender systems training frame-
work (Trust-GRS), which models the probability of data
being fake in a zero-knowledge scenario and establishes a
trustworthy neighborhood aggregation and contrastive learn-
ing mechanisms. Through extensive experiments on multi-
ple benchmark datasets against 12 state-of-the-art shilling at-
tacks, we demonstrate that Trust-GRS substantially mitigates
the influence of fake data in all attacks, up to 100%, while
preserving the original recommendation performance. Bene-
fiting from the absence of a requirement for prior knowledge,
Trust-GRS holds significant application value for real-world
recommendation platforms.

Code — https://github.com/IIE-MLY/Trsut-GRS

Introduction

Recommender systems (RSs) as one of the solutions to alle-
viate the problem of information overload are widely applied
in various service platforms (Wang et al. 2021), such as e-
commerce, social media, and search engines. In recent years,
GNN-based RSs (He et al. 2020; Wu et al. 2021b) represent
data as user-item graphs, effectively capturing users’ inter-
ests and item characteristics by explicitly encoding higher-
order neighbor information from interaction behavior. Con-
sequently, GNN-based RSs have emerged as one of the
mainstream recommendation architectures.

However, GNN-based RSs are vulnerable to attacks from
malicious profiles or fake data injection, i.e., shilling attacks,
which is accomplished by injecting a set of fake profiles to
the training set of the RSs to maliciously alter the ranking of
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target items. Recent studies (You et al. 2023; Wang et al.
2023; Zhang et al. 2023) have shown that neighborhood
aggregation (NA) (Kipf and Welling 2016) and contrastive
learning (CL) (Hadsell, Chopra, and LeCun 2006) exacer-
bate the impact of fake users, making GNN-based RSs more
susceptible to shilling attacks compared to traditional RSs.
Existing defenses (Yu et al. 2021) against shilling attacks
overlook this aspect and the majority of these methods are
only applicable in white-box scenarios. Therefore, we con-
sider developing a black-box universal training framework
for GNN-based RSs. To achieve this goal, we aim to address
two research problems: (i) In the black-box scenarios, how
to precisely identify fake data? (ii) When not all malicious
samples can be detected, how to mitigate the impact of fake
data while preserving benefits of GNN?

To address the aforementioned problems, we investigated
the inherent differences between real and fake data in the
black-box scenarios based on model training dynamics ap-
proaches (Saxe, McClelland, and Ganguli 2013; Li et al.
2021) and found that the average training loss of fake data
rapidly converges to O than real data. Based on this obser-
vation, the users with the lowest loss during the early stages
of training can form a subset, which consists mainly of fake
users. Note not all the losses of fake users are lower than real
users, this subset cannot accurately include all fake users.
However, since the number of fake items is small and fake
users often share fixed common targets (Si and Li 2020), it
is possible to identify target items via this subset and sub-
sequently recognize all potential malicious user files in the
training set. Building on the above findings, we propose
a two-stage training framework for the GNN-based RSs,
namely Trust-GRS, which consists of two stages: (i) fake
data identification stage and (ii) trustworthy GNN-based
RSs training stage. In the first stage, we take a certain per-
centage of users with the lowest loss as a subset in the early
stages of training. In this subset, fake users in the majority
frequently interact with target items due to their structural
similarity, resulting in interaction frequencies of fake items
far exceeding those of real items. Since PageRank (Page
et al. 1999) can compute rankings based on node interac-
tion counts, we devise an algorithm named Shilling-Rank.
Shilling-Rank can map the probability of items being the
target of shilling attacks and further calculate the probabil-
ity of users being fake in the entire training set. In the sec-



ond stage, we design trustworthy NA and CL founded on the
probabilities calculated by Shilling-Rank of users and items
being fake. Specifically, in the trustworthy NA, each node
acquires the influence of its neighboring nodes weighted
based on the probabilities. For the trustworthy CL, we de-
sign a new distance formula that modifies the spacing be-
tween data points in the representation space based on the
probabilities. Through trustworthy NA and CL, Trust-GRS
can eliminate the impact of fake data while preserving the
advantages of both mechanisms.

We conduct extensive assessments of Trust-GRS, eval-
vating its defense performance against 12 state-of-the-art
(SOTA) attack approaches on three datasets, encompass-
ing neural network-based attacks such as AUSH (Lin et al.
2020), CLeaR (Wang et al. 2023), and gradient-based at-
tacks such as A_ra (Rong, He, and Chen 2022), FedRec
(Rong et al. 2022). Trust-GRS could minimize the rec-
ommendation metrics of the malicious targeted items to 0
against all attacks in the black-box scenarios, which is sig-
nificantly superior to the results of defense baselines such as
PCA (Mehta and Nejdl 2009), FAP (Zhang et al. 2015) in
the white-box scenarios.

Our contributions can be summarized as follows:

» This paper proposes a novel method named Shilling-
Rank, which uses model training dynamics to identify
poisoned data in shilling attacks. This approach does not
require any prior knowledge and distinguishes between
real and fake data merely by exploiting inherent attribute
differences during training.

This paper introduces a robust GNN-based RSs learning
process. By leveraging fake data probability distribution,
we refine the NA and CL mechanisms. The new trust
module mitigates the impact of fake data while maintain-
ing the original RSs performance.

Our framework can be integrated into any type of GNN-
based RSs. We conducted extensive experiments, demon-
strating that this training framework completely elimi-
nates the impact of fake data against 12 SOTA attacks.

Related Work

Shilling attacks. Existing shilling attacks can be classi-
fied into three categories based on their generation meth-
ods: heuristic attacks, neural-network-based attacks, and
gradient-based attacks. Since early heuristic attack profiles
(Lam and Riedl 2004) were simple and easy to detect, re-
cent research has focused on the latter two attack methods.
(i) Neural-Network-based attacks utilize neural networks to
automatically learn and design patterns for fake users. P_Rec
(Song et al. 2020) uses reinforcement learning to design fake
data. GOAT (Wu et al. 2021a) and AUSH use generative ad-
versarial networks to train a set of attack files. (ii) Gradient-
based attacks formulate the problem as a bi-level optimiza-
tion process and uses approximate gradients to update the
original data (Christakopoulou and Banerjee 2019).

As one of the most widely used architectures, GNN-based
RSs (He et al. 2020) are more vulnerable to shilling at-
tacks (You et al. 2023) due to the neighborhood aggregation
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which propagates target items to multi-hop neighbors. Fur-
thermore, CL for GNN-based RSs (Wu et al. 2021b; Yu et al.
2022) increases the separation of data, making it easier for
fake data to infiltrate users’ Top-K lists (Wang et al. 2023).

Therefore, we target GNN-based RSs with CL for de-
fense, against 12 SOTA attacks from two categories.

Defenses against shilling attacks. Existing defenses
against shilling attacks can be classified into three cate-
gories based on whether there is supervision or not: su-
pervised, unsupervised, and semi-supervised. (i) Supervised
methods rely on the labeled poisoned dataset to train a clas-
sifier for identifying fake data(Zhang et al. 2020). AntiFU
(You et al. 2023) used the Laplacian matrix of the users
to train a probability generator. Burke et al. (Burke et al.
2006) trained the classifier using specific attributes of the
rating matrix. (ii) Unsupervised methods such as cluster-
ing (Bhaumik, Mobasher, and Burke 2011) and data min-
ing detect fake data by exploiting differences in the statis-
tical properties. PCA-Based (Mehta and Nejdl 2009) used
principal component analysis to cluster malicious users. (iii)
Semi-supervised methods utilize both supervised and unsu-
pervised poisoned datasets for hybrid detection, which re-
quires the highest level of knowledge. For example, HySAD
(Wu et al. 2012) trained a Naive Bayes classifier using la-
beled data and predicts the posterior probabilities for unla-
beled data.

The aforementioned defense approaches all possess cer-
tain limitations. For practical applications, our method con-
ducts defense in a completely black-box scenario.

Methodology

Preliminaries

Recommendation problem. Let/ and 7 respectively de-
note the sets of users and items, and D represent the set
of all data. R € RM*N represents interaction data, where
M (IN) denotes the number of users (items) respectively.
€y,€y € R? denote d-dimensional embeddings of users
and items learned by RSs, used to compute user preferences
for items. This work uses Bayesian Personalized Ranking
(BPR) (Rendle et al. 2012) as the recommendation objective
function, which is defined as follows:

LBPR = — Z(u,i,j)ER an’(

where o is the sigmoid function, A is regularization parame-
ter and © denotes the model parameters. ¢ and j respectively
denote the positive sample that user v has interacted with
and the negative sample that » has not interacted with.
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Neighborhood aggregation. In each NA iteration, the
node aggregates features from all adjacent nodes to update
its embedding. The update of users is formulated as follows:

1
et = == (D
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where N, and N, represent the neighbors of user and

item nodes. egk) denotes embedding at the k-th layer. The
learned embedding is a weighted representation of multiple

aggregation layers.



Contrastive learning. CL enhances embeddings by learn-
ing from multiple perspectives of graph, typically using In-
foNCE (Oord, Li, and Vinyals 2018) as the loss function.
The loss for users is defined as follows:

/ 1

/ "
= _log )
Zuel/{ ZHE(UUI) exp(s(eu, en)/T)

exp(s(el,, el
where ¢/, and e! represent the embeddings of user u
learned from two different views. The function s(-) mea-
sures the similarity between two representations. 7 is a tem-
perature coefficient that controls the penalty strength for
negative samples. Let v be the coefficient that controls the
magnitude of the CL loss. The combined loss function is:

Erec = LBPR + ’)/Lcl' (3)

Attacker’s goal. In this work, we focus on the most com-
mon attack scenarios, namely the promoting attack, whose
aim is to enhance the ranking of target items 17 .
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Attacker’s capability. The number of malicious user pro-
files Uy, is limited, as too many can be easily detected. Un-
less otherwise specified, we assume an injection rate of 5%.

Defender’s knowledge. For practical applications, we as-
sume that defenders rely solely on interaction data without
obtaining any additional knowledge.
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Figure 1: The average training loss between real and fake
data under AUSH, GOAT, P_Rec, and CLeaR.

Pilot Experiments

Data behaviors in training dynamics. To accomplish de-
fense in the black-box scenarios, we analyzed training be-
havior differences between real and fake data, including av-
erage loss, gradient, and parameter changes during training.
We selected 9 attacks for testing, encompassing the neu-
ral network-based AUSH, GOAT, LegUP (Lin et al. 2022),
GSP (Nguyen Thanh et al. 2023), P_Rec, RL (Zhang et al.
2021), and the gradient-based PGA (Li et al. 2016a), A _ra,
and FedRecAttack and then trained LightGCN on the poi-
soned DouBan (Zhao, Qian, and Xie 2016) dataset, repeat-
ing each experiment 10 times and taking the average result.
The results show that the loss of fake data decreases more
rapidly compared to real data in the early stages of training
for all 9 attacks. The average training loss under partial at-
tack results was plotted in Figure 1, with the complete results
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Figure 2: (a) Attack and recommendation performance after
removing a certain proportion of data with the lowest loss
(left). (b) The proportion of fake and real data under different
deletion ratios (right).

presented in Appendix A.l. Moreover, simpler attacks, like
AUSH, tend to exhibit a faster decrease. Additionally, with
an increasing proportion of fake data, its average loss de-
creases more rapidly, as detailed in Appendix A.2. We guess
that the small number of fake users and their structural sim-
ilarity (Si and Li 2020) contribute to this difference.

Heuristic data deletion. Inspired by this difference, we
designed a heuristic-based data deletion method and tested
its effect on the DouBan, GOAT, and LightGCN. Specifi-
cally, after training on the poisoned dataset for 5 epochs, we
remove data with the lowest loss as fake data, and then reini-
tialize the model to train on the new dataset. The results are
shown in Figure 2 (left). As the deletion ratio increases, al-
though attack performance gradually decreases, target items
were still recommended, and the RSs performance reached a
maximum reduction of 41% . To explain the results, figure 2
(right) shows the proportion of fake and real data among the
removed samples. Since not all fake data have a lower loss
than real, a small amount of fake data remains in the dataset
after deletion. If training epochs are sufficiently long, the
model can still learn the preference on target items. More-
over, heuristic deletion will cause the removal of some real
data with lower loss, thereby affecting the RSs performance.

Trust-GRS

Building on the insights gained from pilot experiments,
we propose Trust-GRS which is a two-stage joint train-
ing framework designed for GNN-based RSs. It divides the
model’s training into two stages: fake data identification
stage and trustworthy RSs training stage. As shown in Fig-
ure 3, the first stage incorporates the data label probability
modeling module, and the second stage encompasses two
modules: trustworthy NA and trustworthy CL.

Data Label probability modeling. Without directly ob-
taining data labels, we propose an algorithm named Shilling-
Rank to model the label probability distribution. Due to the
similar interaction structure of fake data, fake users often
frequently interact with the same target items. Consequently,
in a dataset dominated by fake users, fake items will have
significantly higher interaction counts than genuine items,
indicating that interaction counts can reflect the probability
of an item’s label. At an early training epoch denoted as T'y4,
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Figure 3: The overview of Trust-GRS: A Trustworthy zero-knowledge two-stage GNN-based RSs training framework.

we select a small subset of users with the lowest losses as
anchor data D 4, which is a collection consisting almost
entirely of fake users and then construct D 4 as a user-item
bipartite graph G 4. Given the shared goals of fake users,
items linked by a larger number of users in G 4 tend to be
fake. Therefore, we employ a PageRank-based algorithm to
calculate the probability that users and items are fake in G 4.
Specifically, we freeze the user nodes and only calculate the
PageRank values PR, for item nodes. After iterations, items
linked to more users have a higher PR, and are more likely
to be fake. We apply Min-Max normalization to the PR,
sequence, mapping it to the range [0, 1] as the probability
PEake that the item node is fake, as follows:
PFak:e _

PR,, — min(PR,)
~ maz(PR,) — min(PR,)’

Since D4 contains a sufficient number of structurally
similar fake users, D 4 nearly encompasses all fake items.
So we set the PF ake of jtems not included in D4 to 0.
Given that fake items are typically less popular, users in-
teracting with more fake items are prone to be fake. There-
fore, the probability of a user being fake is computed as
Pyt = 157 Yuen, Po,**¢. When calculating user prob-
abilities, fake users outside D4 will be correctly mapped
based on their interactions with fake items.

“

Trustworthy neighborhood aggregation. After obtain-
ing data label probabilities, we first modify the NA. Intu-
itively, if a node’s neighbor is fake, setting its aggregation
value to 0 will limit the propagation of this neighbor. There-
fore, we employ the real probability PReal =1- PF ake
as the weight for aggregation. For example the trustworthy
NA formula for an item node is:
PReal

(k+1) _ 5
€y ZUEN ,7|N ;7|N u 7 ( )
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where a higher probability of a neighboring node being
fake results in a smaller weight. To model process using ma-
trices, let Py € RM*N (P € RM*N ) be the probability
matrix of items (users) interacted with by users (items) as:

P'Ull P'UIN Pull PulM
Py = : : Pr= : :
P'UMI P'UMN PUNI PuNM

Let Pp be the adjacency probability matrix as Pp
0 Py

<P, 0
3 AD™ 2 Pp)E®. (6)

The probabilities P**¢ generated in the first stage di-
rectly impact the defense performance in the second stage,
as the essence of Pp is to reduce the influence of suspected
fake data based on their probability. When D 4 contains too
many real users, the difference in interaction counts between
fake and real items decreases, leading to a reduction in the
PFake of fake items. That increases the weight of fake data
during the aggregation, thereby reducing the defense perfor-
mance in the second stage. To correctly classify fake items,
we introduce the confidence threshold . When P, > «,
set PF ake — 1, i.., v; is fake, otherwise to 0. Adjusting
« w111 change the number of data classified as fake in D 4,
achieving a trade-off between defense and RSs performance.

) . The trustworthy NA can be expressed as:

E(k+1) _ (Di

Trustworthy contrastive learning. To counteract the vul-
nerability introduced by original CL mechanism, we develop
a new contrastive loss based on the label probabilities. Di-
rectly canceling the margin adjustment of CL will cause the
model to lose its ability to address the cold-start problem.
Thus, we adjust the margin and data augmentation based on
the label probabilities. We design a distance function fp:

fD — PlReal * PgReal + 6|P1Real _ PQReal|, (7)



Datasets ‘ Defense ‘

Attacks

| | AUSH| RL |PRec| DL |FedRec| GSP |LegUP| GOAT | PGA | Ara | BiB |CLeaR
Attack 0.0020 | 0.0020 | 0.0021 | 0.0020 | 0.0004 | 0.0019 | 0.0020 | 0.0021 | 0.0018 | 0.0024 | 0.0023 | 0.0029
PCA 0.0020 | 0.0020 | 0.0019 | 0.0020 | 0.0004 | 0.0020 | 0.0020 | 0.0021 | 0.0020 | 0.0024 | 0.0022 | 0.0028
ML-1M FAP 0.0021 | 0.0020 | 0.0020 | 0.0020 | 0.0004 | 0.0020 | 0.0020 | 0.0021 | 0.0020 | 0.0022 | 0.0022 | 0.0026
Semi-SAD | 0.0020 | 0.0020 | 0.0022 | 0.0020 | 0.0004 | 0.0022 | 0.0019 | 0.0019 | 0.0020 | 0.0024 | 0.0019 | 0.0028
Degree-SAD 0.0 |0.0017 | 0.0009 | 0.0010 | 0.0 |0.0012 |0.0012 | 0.0020 | 0.0020 | 0.0016 | 0.0020 | 0.0016
AntiFU 0.0 0.0 |0.0016 | 0.0 0.0 |0.0022 | 0.0006 | 0.0008 | 0.0 3e-5 |0.0011 | 0.0013

Trust-GRS 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
Attack 0.0023 | 0.0022 | 0.0022 | 0.0021 | 0.0022 | 0.0022 | 0.0022 | 0.0022 | 0.0023 | 0.0024 | 0.0024 | 0.0024
PCA 0.0020 | 0.0021 | 0.0022 | 0.0022 | 0.0021 | 0.0020 | 0.0022 | 0.0016 | 0.0020 | 0.0024 | 0.0019 | 0.0026
DouBan FAP 0.0022 | 0.0020 | 0.0021 | 0.0018 | 0.0021 | 0.0020 | 0.0016 | 0.0022 | 0.0020 | 0.0024 | 0.0024 | 0.0022
Semi-SAD | 0.0020 | 0.0020 | 0.0018 | 0.0020 | 0.0021 | 0.0022 | 0.0021 | 0.0022 | 0.0019 | 0.0024 | 0.0024 | 0.0026
Degree-SAD | 0.0012 | 0.0011 | 0.0012 | 0.0008 | 0.0009 | 0.0010 | 0.0012 | 0.0014 | 0.0014 | 0.0011 | 0.0012 | 0.0008
AntiFU 0.0020| 0.0 |0.0022| 0.0 0.0 0.0 |0.0006 | 0.0013 | 0.0020 | 0.0018 | 0.0 |0.0023

Trust-GRS 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
Attack 0.0022 | 0.0021 | 0.0021 | 0.0021 | 0.0118 | 0.0019 | 0.0021 | 0.0034 | 0.0020 | 0.0123 | 0.0108 | 0.0130
PCA 0.0022 | 0.0022 | 0.0019 | 0.0020 | 0.0110 | 0.0020 | 0.0020 | 0.0031 | 0.0020 | 0.0124 | 0.0104 | 0.0110
Epinions FAP 0.0022 | 0.0021 | 0.0021 | 0.0019 | 0.0118 | 0.0020 | 0.0019 | 0.0032 | 0.0022 | 0.0107 | 0.0102 | 0.0130
Semi-SAD | 0.0020 | 0.0018 | 0.0022 | 0.0020 | 0.0126 | 0.0017 | 0.0022 | 0.0032 | 0.0022 | 0.0102 | 0.0090 | 0.0132
Degree-SAD | 2e-5 |0.0007 | 0.0014 | 0.0010 | 0.0090 | 0.0012 | 0.0006 | 0.0012 | 0.0011 | 0.0120 | 0.0070 | 0.0110
AntiFU 0.0022 | 0.0019 | 0.0 0.0 0.0 |0.0022|0.0020| 0.0 0.0 0.0 0.0 |0.0113

Trust-GRS 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Table 1: Performance comparison of different defense methods on GNN-based RSs under multiple attacks. The best result is
indicated in bold, and the runner-up is indicated with an underline. The numbers represent HR @50 of the target items.

where [ is a scaling factor used to control the amplifica-
tion of the distance between real and fake data. Since P%¢%!
is close to 1 for real data and close to O for fake data, the
interval between real and fake data is amplified by [, while
the distance between real data remains largely unchanged
and the distance of the fake data approaches 0. After ob-
taining fp, we enhance the data using P%¢% and conduct a
trustworthy CL loss. The loss for users is defined as follows:

exp(PEeal x s(e! ,e")/T)
= Z —log J
ueU Z

ur U

n€(UUT) exp(fp * s(ey, ),

Lyt
®)
We present the Trust-GRS algorithm in Appendix B.

Experiments
Experiment Settings

Datasets. We use three different scales public datasets for
experiments: DouBan, ML-1M (Fang et al. 2018), and Epin-
ions (Pan, He, and Yu 2020). Each dataset is split into train-
ing, validation, and test sets in a 70/10/20% ratio. The sta-
tistical attributes of datasets are presented in Appendix C.1.

Recommender systems. We select 5 recent GNN-based
RSs: LightGCN, SSL4Rec (Yao et al. 2021), SGL, SimGCL
and XSimGCL (Yu et al. 2023) as backbones of study. For
each model, we adhered to the experimental settings and hy-
perparameters provided in the original papers. The training
epochs are set to 30 and the embedding size is set to 64.

Attack & defense methods. With the help of ARLib
(Wang et al. 2024), we evaluate the defense performance of

)/7)
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Trust-GRS against 12 SOTA baseline attacks: A_ra, AUSH,
Bi_B (Chen and Li 2019), CLeaR, DL (Huang et al. 2021),
FedRec, GOAT, GSP, LegUP, PGA, P_Rec and RL. We com-
pare our approach with five defense baselines: PCA, FAP,
Degree-SAD (Li et al. 2016b), Semi-SAD (Cao et al. 2013),
and AntiFU. The introduction and implementation of each
baseline can be found in Appendix C.2. Before the attack,
we randomly select 5 unpopular items as the targets.

Evaluation protocol. We use three of the most common
metrics for measuring recommendation performance (Wang
et al. 2023) : Hit-Ratio@50, Recall@50, and NDCG@50.

Defense Performance Comparison Settings

Defense on GNN-based RSs. We select LightGCN as the
victim model and apply different defense methods for com-
parison. Some baseline defense strategies involve classify-
ing real and fake data, and our strategy for them is to remove
data classified as fake before training. The hyperparameters
« and [ of Trust-GRS are set to 0.6 and 10 respectively.
Based on the pilot experiments, taking 0.5% of the data with
the lowest loss as anchor data and set T4 to 5. Note all met-
rics are 0 in the absence of attacks. The HR @50 which cal-
culates the frequency of target items is shown in Table 1 and
the complete measurement results can be found in Appendix
C.3. The original attack performance in each dataset is ini-
tially presented in the table, followed by the results of each
defense. By examining Table 1, we can find:

* The proposed Trust-GRS is the best defense method, re-
ducing metrics to 0 under all attacks.



Datasets | Model | Degree-SAD AntiFU Trust-GRS
A_ra CLeaR A_ra CLeaR A_ra CLeaR
SSL4Rec 0.018/0.011 0.045/0.032 | 0.018/0.0003 | 0.045/0.013 0.018/0.0 0.045/0.0
ML-1M SGL 0.034/0.026 0.037/0.032 0.034/0.023 0.037/0.012 0.034 /0.0 0.037 /0.0
SimGCL 0.061/0.058 0.095/0.072 0.061/0.019 0.095/7e-5 0.061/0.0 0.095/0.0
XSimGCL | 0.087/0.076 0.090/0.045 0.087/0.079 0.090/0.091 0.087 /0.0 0.090/0.0
SSL4Rec 0.023/0.012 0.046/0.034 0.023/0.017 0.046 /0.042 0.023/0.0 0.046 /0.0
DouBan SGL 0.042/0.033 0.037/0.032 0.042/0.026 0.037/0.019 0.042/0.0 0.037 /0.0
SimGCL 0.047/0.022 0.081/0.036 0.047/0.033 0.081/0.079 0.047/0.0 0.081/0.0
XSimGCL | 0.079/0.067 0.094/0.071 0.079/0.021 0.094/0.072 0.079/0.0 0.094 /0.0
SSL4Rec 0.084/0.082 0.093/0.091 0.084 /0.004 0.093/0.082 0.084 /0.0 0.093/0.0
Epinions SGL 0.072/0.067 0.094 /0.046 0.072/0.036 0.094 /0.093 0.072/0.0 0.094 /0.0
SimGCL 0.092/0.089 0.095/0.076 0.092/0.036 0.095/0.092 0.092/0.0 0.095/0.0
XSimGCL | 0.093/0.079 0.091/0.092 0.093/0.026 0.091/0.088 0.093/0.0 0.091/0.0

Table 2: Performance comparison of different defense methods on CL-based recommender systems under multiple attacks.
Each column shows the HR @50 of target items before and after defense, separated by a slash.

* PCA, FAP and Semi-SAD exhibit poor performance,
with negligible reduction in metrics, indicating that they
struggle to defend SOTA attacks. Degree-SAD shows rel-
ative improvement over them, but a small amount of fake
data remains in the dataset still accomplish attack. An-
tiFU is suboptimal in most cases as it undertakes special-
ized processing on NA. However, it sometimes provides
almost no defense against attacks, as its performance is
constrained by the predefined attacks. Trust-GRS lever-
ages the inherent characteristics of fake data, enabling it
to defend against all types of attacks.

» The strongest attacks are P_Rec, A_ra, Bi_B, and CLeaR.
Especially for CLeaR, which utilizes CL for attacks,
making it difficult to defend for baselines.

Defense on GNN-based RSs with CL. We select the two
most powerful attacks: A_ra and CLeaR to compare the de-
fense performance on the SGL, SimGCL, and XSimGCL.
As CL can further promote attacks, we chose Degree-SAD
and AntiFU which performed relatively well in previous ex-
periments as baselines. The HR@50 results are shown in
Table 2. More attacks and metrics results are provided in
Appendix C.4. Specially, we used t-SNE (Van der Maaten
and Hinton 2008) to visualize the representations learned by
Trust-GRS in Appendix C.9. Through Table 2, we can find:

* Trust-GRS exhibits the best performance across all
models and attacks. Previously well-performing AntiFU
shows a significant drop, as it only addresses the impact
of NA and fails to defend effectively in CL scenarios.

* Trust-GRS is a universal framework. Trust-GRS specif-
ically addresses the negative impact caused by modifi-
cations to representation space distance and can defend
against various CL-based RSs.

Real and fake data classification. We also compared
the data classification accuracy of Trust-GRS, with the re-
sults presented in Appendix C.5. The results show that our
method achieved the highest accuracy across all attacks.
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No malicious data. To the best of our knowledge, existing
defenses cannot directly detect whether a dataset contains
poisoned data. We investigate the impact of each defense on
RSs performance in clean datasets. Trust-GRS has minimal
impact on RSs performance, as shown in Appendix C.6.

The average training loss of Trust-GRS. Finally, we
speculate that Trust-GRS essentially penalizes the loss of
fake data, preventing it from converging. As shown in Figure
4, we plotted loss variation of real and fake data during the
Trust-GRS training process under the AUSH attack, which
confirms our speculation.

Real Fake Real Fake
0.8 0.8
0.7 0.7
0.6 0.6
- 05 ” 05
& 04 & 04
=03 =~ 03
0.2 0.2
0.1 0.1
0 —= 0 —
0 5 10 15 20 25 30 0 5 10 15 20 25 30
Epochs Epochs

Figure 4: AUSH (left) and Trust-GRS (right) data loss vari-
ation during training.

Study on Hyperparameter Impact

Impact of o on defense performance. We test the de-
fense performance of the trustworthy NA module without
« and with different o values across 3 datasets and 12 at-
tacks. Partial results are presented in Table 3, with the full
results available in Appendix C.7. Through Table 3, we ob-
serve that in most attacks, Trust-GRS can reduce the metrics
to 0 without confidence threshold «. For A_ra, Bi_B, and
CLeaR, a lower « is needed to also reduces the attack met-
rics to 0. This is because fake data generated by stronger at-
tacks is more similar to real data, causing a lower P¥*¢ for



fake data generated in the first stage, which further reduces
the defense performance in the second stage. Based on the
above observations, we can find that confidence threshold
« can mitigate the effects of errors in the first stage on the
second stage. Furthermore, the dataset can also influence the
defense performance. In DouBan, all metrics can be reduced
to 0 without setting . This is because DouBan is denser and
attacking it is simpler (You et al. 2023).

D | | Attacks
atasets Q
| |AUSH| RL | DL | Ara | BiB |CLeaR
wio | 0.0 | 00 | 0.0 [0.0021]0.0012]0.0022
08 | 00 | 00 | 00 [0.0013[0.0016]0.0009
ML-IM 661 00 | 00 | 00 | 00 | 00 | 00
0 | 00|00/ 00/ 00| 00] 00
wio | 00 | 00 | 00 | 0.0 | 00 | 00
DouBan | 08 | 00 | 00 | 00 | 00 | 00 | 00
u 06 | 00 | 00| 00|00/ 00| 00
0 | 00|00/ 00/ 00| 00] 00

Table 3: Attack performance with respect to . “w/o a” rep-
resents not applying confidence threshold adjustment to the
probabilities generated in the first stage of Trust-GRS.

Impact of oz on recommendation performance. Lower-
ing o may misclassify the real data and lead to a decline
of the RSs performance. According to Table 3, we test A _ra,
Bi_B, and CLeaR with AUSH as a comparison. The HR@50
results are shown in Figure 5. As « decreases, the RSs per-
formance on A _ra, Bi_B, and CLeaR begins to decline sig-
nificantly. We find that the performance decline of AUSH is
the lowest, while that of CLeaR can reach up to 31%. This
difference is due to the varying amounts of real data included
in D 4. Therefore, under complex attacks and datasets, «
needs to be carefully set to balance RSs performance and
defense effectiveness.

AUSH A_ra BiLevelB CLeaR
11 ML-IM 1 DouBan
o o
S 1 S
N R
09 0.9
L @
g0 g8
E 0.7 :‘3 0.7
a 0.6 a 0.6
0.5 0.5

0.8
a

w/o 0.6 0.8

a

w/o 0.6

Figure 5: The decline ratio of RSs performance under differ-
ent values of a.

Impact of 3. [ mainly affects the separation between real
and fake in fp. We conducted experiments with Trust-CL on
SGL and ML-1M datasets, with the results shown in Table
4. As [ increases, the attack performance gradually declines,
indicating that fake data begins to move away from real data.
However, when 3 is too large, such as 100, the CL loss be-
comes NaN and model cannot converge. Therefore, If § is
too small, the defense performance will be poor; if it is too
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large, the loss will not converge. We recommend setting 3
between 2 and 10 to minimize the negative impact of CL.

Datasets ‘ 153 | Atacks
| | Ara | BiB | CLeaR
w/o | 0.034 0.037 0.072
2 0.032 0.036 0.071
ML-1M 6 0.009 0.012 0.023
10 3e-5 0.0022 | 0.0026
100 NaN NaN NaN

Table 4: Attack performance with respect to 3.

Ablation Study

In this section, we explore the roles of the trustworthy NA
(Trust-GRS x 4) and trustworthy CL (Trust-GRS¢ 1) mod-
ules. We conducted experiments on XSimGCL under A _ra
and CLeaR. The HR@50 results are shown in Table 5, and
other models and metrics results are available in Appendix
C.8. From Table 5, we find that CL contributes more to fake
data and Trust-GRS is the only defense that considers both
mechanisms. The Trust-GRS y 4 and Trust-GRS, as inde-
pendent modules significantly reduce the metric compared
to the attack scenarios. Finally, with the synergy of both
modules, Trust-GRS can completely reduce the metric to O.

Datasets ‘ Cases | Atacks
| | Ara | CLeaR
Attacky a4 0.0023 0.0029
Attackna+crL 0.087 0.090
ML-IM | Trust-GRSy 4 0.008 0.017
Trust-GRSc 0.003 0.0009
Trust-GRS 0.0 0.0

Table 5: The effect of the two modules of Trust-GRS.

Conclusion

In this work, we propose a zero-knowledge two-stage trust-
worthy GNN-based recommender systems training frame-
work called Trust-GRS, aimed at eliminating the facilitat-
ing effects of the GNN architecture on shilling attacks. We
utilize model training dynamics to identify fake data in the
black-box scenarios and progressively mitigate the negative
impact of fake data through weighted trustworthy neighbor-
hood aggregation and trustworthy contrastive learning. Our
framework can be widely adapted to GNN-based RSs, and
since it doesn’t demand any additional knowledge, Trust-
GRS can assist the real-world recommendation platforms in
defending against potential malicious data within unknown
datasets. Inspired by the inherent attribute differences, we
consider using adversarial training and perturbation injec-
tion to smooth the intrinsic characteristics between real and
fake data, thereby enhancing the stealth and aggressiveness
of the attacks in the future work.
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