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Abstract

Although diffusion-based techniques have shown remarkable
success in image generation and editing tasks, their abuse can
lead to severe negative social impacts. Recently, some works
have been proposed to provide defense against the abuse of
diffusion-based methods. However, their protection may be
limited in specific scenarios by manually defined prompts or
the stable diffusion (SD) version. Furthermore, these methods
solely focus on tuning methods, overlooking editing meth-
ods that could also pose a significant threat. In this work, we
propose Anti-Diffusion, a privacy protection system designed
for general diffusion-based methods, applicable to both tun-
ing and editing techniques. To mitigate the limitations of
manually defined prompts on defense performance, we in-
troduce the prompt tuning (PT) strategy that enables precise
expression of original images. To provide defense against
both tuning and editing methods, we propose the semantic
disturbance loss (SDL) to disrupt the semantic information
of protected images. Given the limited research on the de-
fense against editing methods, we develop a dataset named
Defense-Edit to assess the defense performance of various
methods. Experiments demonstrate that our Anti-Diffusion
achieves superior defense performance across a wide range
of diffusion-based techniques in different scenarios.

Code — https://github.com/whulizheng/Anti-Diffusion

Introduction

The field of text-to-image synthesis (Li et al. 2023; Ramesh
et al. 2021; Gafni et al. 2022; Ding et al. 2021) has expe-
rienced significant advancements, primarily driven by dif-
fusion models (Ho, Jain, and Abbeel 2020; Song, Meng,
and Ermon 2020). Numerous diffusion models have demon-
strated their ability to generate images of exceptional qual-
ity, such as SD (Rombach et al. 2022; Yang et al. 2023),
Pixel-Art (Chen et al. 2023, 2024). Based on these diffusion
models, some controllable generation methods (Control-
Net (Zhang, Rao, and Agrawala 2023), T2I-Adapter (Mou
et al. 2023)) and personalized methods (DreamBooth (Ruiz
et al. 2023), LoRA (Hu et al. 2021), Textual Inversion (Gal

“These authors contributed equally.

Corresponding author
Copyright © 2025, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

10582

Tuning Method Editing Method
“a photo of ..” “.. sad face ...’

Anti-Diffusion

:
{r

; & X
“a photo of ..  “.. sad face ..”

Figure 1: Our defense system, called Anti-Diffusion, can
provide defense against both tuning and editing methods.

et al. 2022)) have also been proposed. With the rapid ad-
vancement of text-to-image techniques, many industry pro-
fessionals and even ordinary users could create images or
train personalized models based on their ideas.

However, technology is a double-edged sword. Individ-
uals can easily utilize images to train personalized mod-
els (e.g., DreamBooth, LoRA) and manipulate images us-
ing editing methods such as MasaCtrl (Cao et al. 2023) and
DiffEdit (Couairon et al. 2023). Similar to DeepFake (Liu
et al. 2023; Rana et al. 2022), when these methods are
abused by malicious users to create fake news, plagiarize
artistic creations, violate personal privacy, etc., they can
have severe negative impacts on both individuals and soci-
ety (Wang et al. 2023). Hence, finding ways to protect im-
ages from the potential abuse of these methods is a pressing
issue that requires immediate attention.

Anti-DreamBooth (Anti-DB) (Van Le et al. 2023) has
made attempts to address this issue. By adding subtle ad-
versarial noise to images, Anti-DB forces the personal-
ized model trained on them producing outputs with sig-
nificant visual artifacts. However, Anti-DB demands addi-
tional substitute data and manually defined prompts, which
increases its complexity of use. Moreover, in practical sce-
narios, it is challenging to anticipate the prompts that mali-
cious users might utilize, thereby limiting its defense per-
formance. Additionally, existing methods (Truong, Dang,
and Le 2024) focus solely on defending against person-



alized generative models, overlooking another crucial sce-
nario—defense against editing models. Editing models have
the capability to directly modify the content of input images
during inference using prompts, thereby presenting a signif-
icant security and privacy threat if abused.

In this work, we propose Anti-Diffusion, a privacy pro-
tection system to prevent images from being abused by gen-
eral diffusion-based methods. This system aims to add subtle
adversarial noise (Goodfellow, Shlens, and Szegedy 2014)
to users’ images before publishing in order to disrupt the
tuning and editing process of diffusion-based methods. To
mitigate the impact of different prompts when defending
and malicious using, and to overcome limitations of man-
ually defined prompts in achieving optimal performance, as
shown in Tab. 1, we propose the prompt tuning (PT) strat-
egy. This strategy aims to optimize a text embedding that
more accurately captures the information of protected im-
ages. Our method with PT does not require manual selection
of prompts during the defense phase and still provides good
protection against malicious users training with unknown
prompts. Furthermore, as SD achieves semantic control of
images through cross-attention (Vaswani et al. 2017), we in-
troduce the semantic disturbance loss (SDL) to disrupt the
semantic information of protected images. By minimizing
the distance between the cross-attention map and a zero-
filled map, it can maximize the semantic distance between
clean images and protected images. When equipped with
these two designs, our Anti-Diffusion can achieve robust de-
fense against both tuning and editing methods, as shown in
Fig. 1. To better evaluate the effectiveness of current de-
fense methods against diffusion-based editing methods, in
this work, we further construct a dataset, named Defense-
Edit. We hope this dataset can draw attention to the privacy
protection challenges posed by diffusion-based image edit-
ing models. In summary, our contributions are as follows:

1) We expand the defense to include both tuning-based
and editing-based methods, while other baselines focus only
on tuning-based methods.

2) We introduce the PT strategy for ensuring a better rep-
resentation of protected images and providing more gener-
alized protection for unexpected prompts.

3) We integrate the SDL to disrupt the semantic informa-
tion of protected images, enhancing the performance of de-
fense against both tuning-based and editing-based methods.

4) We contribute a dataset called Defense-Edit for evaluat-
ing the defense performance against editing-based methods.

Based on both quantitative and qualitative results, our pro-
posed method, Anti-Diffusion, achieves superior defense ef-
fects across several diffusion-based techniques, including
tuning methods (such as DreamBooth/LoRA) and editing
methods (such as MasaCtrl/DiffEdit).

Preliminary
Stable Diffusion

Stable diffusion is a Latent Diffusion Model (LDM) that
has been trained on large-scale data. The LDM is a genera-
tive model capable of synthesizing high-quality images from
Gaussian noise. Unlike traditional diffusion models, the dif-
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Defense Test | FDFRT ISM| BRISQUE?T
Anti-DB(cl) 0.60 0.24 37.41
Anti-DB(c2) cl 0.48 0.20 37.21

Anti-Diffusion 0.62 0.15 40.46
Anti-DB(cl) 0.37 0.27 36.37
Anti-DB(c2) c2 0.40 0.25 36.96

Anti-Diffusion 0.60 0.17 40.66

Table 1: Defense performance on the DreamBooth model
with different prompts. cl (“a photo of sks person”), c2 (“a
dlsr portrait of sks person”).

fusion process in LDM occurs in the latent space. Conse-
quently, in addition to a diffusion model, an autoencoder,
comprising an encoder £ and a decoder D, is required. For
an image = and an encoder &, the diffusion process intro-
duces noise to the encoded latent variable z = &£(z), re-
sulting in a noisy latent variable z;, with the noise level es-
calating over timesteps ¢ € T'. Subsequently, a UNet €g is
trained to predict the noise added to the noisy latent variable
z¢, given the text embedding instruction f. The specific loss
function of latent diffusion is as follows:

Ligm = ]Ez~5(x),f,éwN(O,l),t H6 — €9 (Zt7 t, f)Hg} (D

Cross Attention Mechanism

Attention mechanism allows models to refer to another re-
lated sequence when processing one sequence. It is an im-
portant part of diffusion, which introduces conditional in-
formation into the denoising process, thereby indicating the
generated image. Many editing methods, such as MasaCtrl
and DiffEdit, also use attention mechanisms to edit images.
Cross-attention in diffusion can be expressed as:

T

QK

Vd
where Q = Wo - ¢(2), K = Wi - fand V = W, - f. Here
©(z¢) denotes a representation of the UNet implementing ey,

d is used to ensure the normalization input of the softmax
layer, and WV represents a learnable weight matrix.

Attention(Q, K, V) = softmax( ).V ()

Methods

In this work, we aim to protect images by adding adversarial
noise. We first provide a detailed definition of this problem.
Subsequently, we introduce the overall framework of Anti-
Diffusion, which primarily encompasses three stages of iter-
ative optimization. The first stage involves PT, and the sec-
ond stage focuses on the optimization of adversarial noise,
resulting in adversarial samples. The final stage involves up-
dating the UNet with these adversarial samples.

Problem Definition

Recalling that our aim is to prevent the malicious use of
diffusion-based image generation models on private images,
we achieve this by adding adversarial noise to those images.
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Figure 2: The overview framework of Anti-Diffusion under the j;;, epoch. Here x; represents the image to be protected. In
stage (1), the text-embedding f; will undergo fine-tuning with the L1,py. Subsequently, in stage (2), adversarial noise will be
optimized and added to x; using the PGD with our proposed loss functions Lyry, and Lgpr, to obtain the adversarial sample

Z;. In stage (3), the UNet will be updated with Lynet using the adversarial sample £; and text embedding fj to simulate the
tuning process of malicious users. This process repeats cyclically, returning to stage (1) in the next epoch.

This adversarial noise disrupts the functionality of the mali-
cious models while minimizing the visual impact on the im-
ages. Let x represent the image that requires protection. An
adversarial noise ¢ is added, resulting in a protected image
T = x + §. The optimization of this adversarial noise § can
be described as a min-max optimization problem. The mini-
mization simulates the actions of malicious users attempting
to overcome the adversarial noise added to the protected im-
ages. The maximization aims to degrade the performance of
the malicious model by adding adversarial noise under the
constraint of maximal perturbations of the protected images.
This min-max problem P.1 can be described as:

P1: mein max L(ep, 2, f)+Ceg, 2, f),

st ol <. ®
where 7 controls the L,, norm perturbation magnitude of the
adversarial noise d. £ is the loss function of this generation
model trained on the modified images. C measures the fea-
ture dissimilarity of the images generated by the diffusion-
based generation model ¢y, the input image, and the target
prompt. f is the text embedding of the input prompt. We
generate the adversarial noise by maximizing the objective
function P.1. Then we optimize the model ¢y to minimize
this function following the original training process of SD.

Overview Framework

To solve the min-max problem P.1, we need to apply alter-
nating optimization over multiple epochs. In each epoch, we
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divide this optimization into three stages: (1) prompt tun-
ing, (2) adversarial noise optimization, and (3) UNet update,
as illustrated in Fig. 2. Specifically, stage 2 corresponds to
the maximization of P.1 while stage 3 corresponds to the
minimization of P.1. Given that an accurate text-embedding
f is crucial for P.1, we include stage 1 to train the text-
embedding f at the beginning of each epoch.

Fig. 2 illustrates the optimization path under the j;
epoch. In the j;;, epoch, z; and f; are first input into stage
prompt tuning. At this point, the parameters of the image en-
coder and UNet are fixed. We only optimize f; to obtain a
better fj that corresponds to the semantic information of the
input image. Subsequently, z; and the optimized fj are in-
corporated into the adversarial noise optimization stage. In
this stage, x; is continually optimized by utilizing the PGD
algorithm with loss functions Lygy, and Lgpr,. The adver-
sarial sample £; and fj are input into the next UNet update
stage to facilitate the update of the UNet parameters. After
the j;, epoch, the updated Z;, fj and 6 will serve as the
Zj+1, fj+1 and 0;; Note that in the first stage, the image
T is initialized with a clean image, and the text embedding
fo is the embedding of an empty prompt. After NV epochs,
we obtain the final protected image x .

Prompt Tuning Strategy

Due to the inability to predict what prompts malicious users
will utilize to train their models, it is challenging for Anti-
DB to manually define a prompt that can provide the best
protection on different metrics. Therefore, we propose the



PT strategy to address this issue. As shown in Fig. 2 (1), we
iteratively optimize f; under each epoch to obtain a more
accurate representation corresponding to x;. Initially, the
image x; undergoes processing through the image encoder
before being combined with the noise map to generate the
noisy latent z;. This noisy latent is then fed into the UNet,
where it interacts with f; via cross-attention. We optimize

f; to obtain f; by using the loss function Ly.pyr of the la-
tent diffusion model. The parameters of the image encoder
and UNet are fixed. By continuously optimizing the text em-
bedding f, the model can predict the correct noise; the se-

mantics of f are expected to gradually align with the feature
content of the images.

Adversarial Noise Optimization

Following the maximization of the function P.1 in the Prob-
lem Definition, we employ the projected gradient descent
(PGD) algorithm (Madry et al. 2018) to optimize the ad-
versarial noise. The PGD algorithm is chosen for its conve-
nience and efficiency. We introduce Lygy, and Lspy, as the
loss functions of PGD to interfere with the training process
of SD and disturb the semantic information of protected im-
ages.

PGD Optimization The PGD algorithm is used to opti-
mize the adversarial noise added to images. With the two
designed loss functions Lyry, and Lgpr,, the cost function
is as follows:

C = Lune (v, fis€0,€) + LsoL (2, fi Muarger, €0, €) . @)

Using p to represent the number of iterations of the cur-
rent PGD, the gradient based on the cost equation C for the
current x,, can be calculated as:

9p = v'ppc (IpafjaMtarget;€97g> ; ©)
Therefore, the updated image x,,11 with adversarial noise
can be calculated as follows:

21 = | J(xp — lal - sign(gy)), (6)

S

where S = {z,|D(2p, xp+1) < €} and « represents the step
size. After all the iterations of the PGD attack, the adversar-
ial samples £; are updated from the clean images x or the
adversarial samples £;_ from the previous epoch.

UNet Reverse Loss Diffusion models generate or edit im-
ages by predicting noise from z;, or learn the distribution of
targets by predicting the added noise € from the sampled z;.
To interfere with the prediction of noise by model ¢y, the
UNet Reverse Loss is designed as follows:

~ 2
Lmu=ﬂwmﬁwMWHPW_@@%%WJ(ﬂ

Semantic Disturbance Loss As depicted in Fig. 3, the
cross-attention map represents the similarity between the
relevant areas of the image and token. We design the SDL to
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interfere with the original semantic information of the pro-
tected image, rendering the editing method ineffective on the
protected image. The Lgpr, is designed as follows:

a 2
LspL = EZNf(I)yfj Le~N(0,1),t |:H]\Jtarget - M (597 t, z¢, fJ) H2:| )
(8)
where Miarget 15 the target Attention map. In our experi-
ments, we set it as a zero matrix with the same size as M.

no defense

w/0 Lgpy,

with Lgpr,

Perturbed image

Cross-Attention

cross-attention map with “person”

Edited image

a photo of a person, raising right hand.

Figure 3: Visualization results of how Lgpy, works. The edit-
ing method is DiffEdit.

UNet Update

Following the minimization of the function P.1 in the Prob-
lem Definition, we optimize the UNet model to simulate
the behavior of malicious users for training their tuning-
based methods. This optimization is conducted with Lynet
to further improve the defense performance of the proposed
method against these tuning-based methods. Similar to the
loss function of Ly py, we optimize the UNet €y with adver-

sarial sample Z; and text embedding fj based on the loss:

€—€g (t, zt,fj)Hj (O]

LuNet 1= EZNE(ij>,fj,e~N(o,1),t [

Benchmark for Editing Methods

Existing research on defense against diffusion models pri-
marily concentrates on personalized diffusion models like
DreamBooth and LoRA, overlooking diffusion-based image
editing methods such as MasaCtrl and DiffEdit. Diffusion-
based editing methods, commonly used within the commu-
nity, raise privacy protection concerns similar to personal-
ized tuning models. Therefore, we have collected a dataset
named Defense-Edit to additionally evaluate the defense
performance against diffusion-based editing methods. The
Defense-Edit dataset comprises a total of 50 pairs of images
and prompts, including 30 pairs collected from CelebA-HQ,
VGGFace2, TEdBench (Kawar et al. 2023), and 20 pairs
generated from SD. Additional details about Defense-Edit
can be found in the supplementary materials.



Dataset Mothod | PSNRT | FDFRT 1SM] SER-FQA] BRISQUET FIDT NIQE]
no defense — 010 066 073 743 14402 4.2
MIST 3435 | 003 060 0.85 2646 20435 451
VGGFacey | Phowo Guard | 3440 | 001 0.6 0.67 2758 18153 432
PID 3462 | 042 051 0.53 3257 30153 475
Anti-DB 3455 | 060 024 031 3741 43634 505
Anti-Diffusion | 3591 | 0.62 0.5 0.18 4046 45713 527
no defense — 0.07 0.63 0.73 17.00 147.82 472
MIST 3573 | 001 058 0.72 3275 25854 474
photo guard | 3535 | 008 049 0.69 2434 217.58  4.68
CelebA-HQ PID 3504 | 024 042 0.52 3505 286.65 478
Anti-DB 3576 | 054 041 0.39 3834 33612 5.6
Anti-Diffusion | 36.76 | 0.58  0.26 0.38 4093 35283 596

Table 2: Comparing the defense performance of different methods on the DreamBooth model. The inference prompt adopted
in DreamBooth is “a photo of sks person”. The best-performing defense under each metric is marked with bold.

Method PSNRT | FDFRT ISMavgl SER-FQA] BRISQUE! FIDT NIQET
no defense - 0.06 0.54 0.74 17.15 201.00 4.12
Photo Guard | 34.40 | 0.06 0.47 0.70 1753 233.64 4.8
MIST 3435 | 007 0.43 0.58 16.24 25626  4.95
PID 3462 | 0.15 0.46 0.61 20.62 295.15 542
Anti-DB 3455 | 021 0.37 0.46 37.47 319.75 685
Anti-Diffusion | 3591 | 0.21 0.35 0.45 39.26 32628 7.18

Table 3: Comparing the defense performance of different methods on LoRA model on VGGFace2. The inference prompt

adopted in LoRA is “a photo of sks person”.

Experiment
Implementation Details

Datasets. To train the DreamBooth/LoRA models, we fol-
low the dataset usage of the Anti-DB. Specifically, we con-
duct experiments using the 100 unique identifiers (IDs)
gathered from VGGFace2 (Cao et al. 2018) and CelebA-
HQ (Karras et al. 2017) datasets. For the MasaCtrl/DiffEdit
methods, we execute experiments based on our own col-
lected Defense-Edit dataset.

Evaluation Metrics. To measure the defense performance
on the DreamBooth and LoRA models, following Anti-DB,
we also adopt these four metrics: BRISQUE (Mittal, Moor-
thy, and Bovik 2012), SER-FQA (Terhorst et al. 2020),
FDFR (Deng et al. 2020), and ISM (Deng et al. 2019). We
further introduce two additional IQA metrics, Fréchet Incep-
tion Distance (FID) (Heusel et al. 2017) and Natural Im-
age Quality Evaluator (NIQE) (Mittal, Soundararajan, and
Bovik 2012). In addition, to measure the degradation of the
visual quality of the original image caused by the addition
of adversarial noise, we employ the Peak Signal-to-Noise
Ratio (PSNR) metric (Korhonen and You 2012). The CLIP
Score measures the degree of alignment between a specific
image and its target textual description. In our evaluation
for editing methods like MasaCtrl and DiffEdit, the CLIP
Score (Hessel et al. 2021) is calculated by the edited images
and target prompts. BRISQUE is also used to measure the
image quality of edited images. In our experiments, we aim
for a lower CLIP Score and a higher BRISQUE Score.
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Comparison with State-of-the-art Methods

We compare Anti-Diffusion with state-of-the-art defense
methods, namely Photo Guard (Salman et al. 2023),
MIST (Liang et al. 2023), Anti-DB, and PID (Li et al.
2024). To ensure a fair comparison, following Anti-DB, we
adopt the noise budget of 7 0.05 for all these meth-
ods. During the evaluation process, for each trained Dream-
Booth/LoRA model, we generate 16 images under 5 differ-
ent seeds, totaling 80 images, to evaluate the corresponding
results, thereby eliminating the variability associated with
a single seed. For non-trainable diffusion-based image edit-
ing methods like MasaCtrl/DiffEdit, we evaluate the defense
performance based on our Defense-Edit dataset.

Comparison on DreamBooth/LoRA. The quantitative
results for the DreamBooth model are shown in Tab. 2. It
can be observed that the personalized effect of DreamBooth
can be disrupted to some extent when noise is introduced to
clean images using various methods. Among these methods,
the images protected by Anti-Diffusion are visually closer
to the original images, which can be seen from the highest
PSNR metric. In addition, Anti-Diffusion achieves the best
defense performance against DreamBooth. It causes Dream-
Booth to generate more meaningless images (the highest
FDFR value and the lowest SER-FQA values) and disrupts
DreamBooth’s ability to learn the image’s ID (the lowest
ISM value). Additionally, DreamBooth, when trained with
images protected by Anti-Diffusion, tends to generate im-
ages of the lowest quality (the highest BRISQUE, FID, and
NIQE values). In summary, for face IDs on VGGFace2 and
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Figure 4: Qualitative defense results of different methods on the DreamBooth model. The specific prompt adopted in Dream-
Booth is “a photo of sks person”. The instance is from VGGFace2.

CelebA-HQ, Anti-Diffusion provides superior defense per-
formance. The qualitative results in Fig. 4 further support
this conclusion. While methods like Photo Guard, MIST,
PID, and Anti-DB offer some level of protection by reducing
the visual quality of the generated images, Anti-Diffusion
significantly degrades the image quality generated by the
disrupted DreamBooth model and also disturbs their iden-
tities. As shown in Tab. 3, we also present the quantita-
tive defense results of different methods for LoRA. Anti-
Diffusion achieves the best results on all metrics. This effec-
tively demonstrates the good generalization ability of Anti-
Diffusion against different tuning methods.

MasaCtrl DiffEdit
Method | PSNRT g oG T BRI CLIT
nodefnese | - | 22.18 2744 | 1655 27.65
Photo | 3557 | 2040 2741 | 18.76 26.55
MIST | 3487 | 21.11 27.38 | 21.77 2645
PID 3537 | 2267 2773 | 23.62 2647
Anti-DB | 33.44 | 2572 2742 | 2461 26.69
Anti-DF | 36.73 | 25.82 2644 | 2526 2525

Table 4: Comparing the defense performance against Mas-
aCtrl and DiffEdit on the Defense-Edit dataset. “Photo” and
“Anti-DF” denotes Photo Guard and Anti-Diffusion. “BRI”
and “CLI” are BRISQUE and CLIP Score.

Comparison on MasaCtrl/DiffEdit. We also compare
the defense performance of different methods on MasaCtrl
and DiffEdit. The quantitative results are shown in Tab. 4,
where Anti-Diffusion achieves the best performance on all
three metrics. Specifically, Anti-Diffusion has the lowest
value on the CLIP Score, indicating that when the images are
protected by Anti-Diffusion, neither MasaCtrl nor DiffEdit
can modify them according to the instructions. This is fur-
ther validated by the qualitative results in Fig. 5. Specifi-
cally, for the image “dog”, when not added with noise, Mas-
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aCtrl can successfully change it from a standing posture to
a jumping posture. For the protected images obtained from
Photo Guard, MIST, PID, and Anti-dreamBooth, MasaCtrl
can still successfully edit them. Only the images protected
by Anti-Diffusion can effectively prevent MasaCtrl from
editing. The same phenomenon is observed with DiffEdit,
where Anti-Diffusion can effectively prevent DiffEdit from
changing “apples” in the image to “oranges”.

Ablation Studies
PT Lspr | FDFRT ISM| BRISQUEf FIDT
0.50 0.22 37.63 432.25
v 0.52 0.19 40.34 441.43
v 0.53 0.22 38.45 432.53
v v 0.62 0.15 40.46 457.13

Table 5: Comparing the defense performance on Dream-
Booth with or without PT and Lspr,.

FDFRT ISM| BRISQUET FID?T

Zero 0.62 0.15 40.46 457.13
Noise 0.58 0.17 38.92 412.56
Diagonal 0.59 0.15 39.44 424.19

Table 6: Comparing the defense performance on different
attention targets. Here, “Noise” means a random noise map
as a target attention map, and “Diagonal” means a diagonal
matrix where its diagonal values are set to one.

To validate the effectiveness of the PT and the SDL, we
conduct comparative experiments based on DreamBooth.
The details are presented in Tab. 5. The first experiment is
a baseline experiment with a fixed prompt (i.e., “a photo of
a person”), which does not incorporate the PT and Lgpy,. In
the second row, we replace the fixed prompt with PT. For the
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Anti-DreamBooth PID Anti-Diffusion

DiffEdit instruction: "a basket of oranges”

Figure 5: Qualitative defense results of different defense methods on MasaCtrl and DiffEdit. The instance is from our proposed

dataset Defense-Edit.

third row, we add Lspr, based on the first row. The fourth
row is the final Anti-Diffusion equipped with both PT and
Lsp1,. The quantitative results of these experiments reveal
that PT and Lgp1, play complementary roles in enhancing
the defense performance.

In the experiment, we used a zero map as the target Atten-
tion map for Lgpr,. Since cross-attention represents seman-
tic similarity, zero-attention maps result in semantic dissim-
ilarity between perturbed and original images. We also ex-
plored the use of random or diagonal matrices as targets.
From Tab. 6, they are not as effective as zero attention maps
in defense performance.

Unexpected Scenarios

In practical scenarios, the specific utilization of the SD mod-
els by malicious users is unpredictable. Therefore, in this
section, we assess the defense capabilities of Anti-Diffusion
in various unexpected scenarios. More results of unexpected
scenarios can be found in the supplementary materials.

Unexpected Version To evaluate the robustness of Anti-
Diffusion across diverse versions of SD, we apply it to the
VGGFace?2 dataset using various versions of SD models, in-
cluding v2.1 and v1.5. As shown in Tab. 7, Anti-Diffusion
can provide sufficient protection even when the versions of
SD models do not match.

Def. | Test | FDFRT ISM] BRISQUEf FID?
vl v2.1 0.62 0.15 40.46 457.13
Tl vlS 0.89 0.03 43.24 489.45
vls v2.1 0.61 0.16 36.45 44223
Tl vlS 0.82 0.04 37.24 486.56
o v2.1 0.10 0.66 17.43 144.02
vl.5 0.06 0.45 21.43 134.76
Table 7: Comparing the defense performance on different
versions of SD. The terms “Def.” and “Test” refer to the

SD version for defending with Anti-Diffusion and training
DreamBooth by malicious users.
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Unexpected Prompts For DreamBooth, different prompts
can be used to generate various content. As illustrated in
Tab. 8, we introduce three additional prompts p1, p2 and p3
that are “a photo of sks person with sad face”, “facial close
up of sks person” and “a photo of sks person yawning in a
speech” to evaluate the performance. We can see that Anti-
Diffusion can also provide defense from different prompts
in various scenarios.

P | Def. | FDERT ISMJ] BRISQUE] FIDT
[ [yes [ 053 018 39.40 457.27
PL o | 009 056 16.34 169.35
5 | yes | 081  0.08 27.22 346.21
Pl o | 005 042 15.67 145.76
S| ves [ 063 005 37.81 440.53
P> o | 002 031 18.35 189.21

Table 8: Comparing the defense performance on different
prompts. “P” and “Def.” refer to prompt and defense.

Conclusion

In conclusion, this paper presents Anti-Diffusion, a defense
system designed to prevent images from the abuse of both
tuning-based and editing-based methods. During the gener-
ation of the protected images, we incorporate the PT strat-
egy to enhance defense performance, eliminating the need
for manually defined prompts. Additionally, we introduce
the SDL to disrupt the semantic information of the pro-
tected images, enhancing the performance of defense against
both tuning-based and editing-based methods. We also intro-
duce the Defense-Edit dataset to evaluate the defense perfor-
mance of current defense methods against diffusion-based
editing methods. Through a broad range of experiments, it
has been shown that Anti-Diffusion excels in defense per-
formance when dealing with various diffusion-based tech-
niques in different scenarios.
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