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Abstract

Adversarial attack and defense have been extensively ex-
plored in classification tasks, but their study in semantic seg-
mentation remains limited. Moreover, current attacks fail to
act as strong underlying attacks for adversarial training (AT),
making it difficult to achieve segmentation robustness against
strong attacks. In this paper, we present RP-PGD, a novel
Region-and-Prototype based Projected Gradient Descent at-
tack tailored to fool segmentation models. In particular, we
propose a region-based attack, which leverages a spatial-
temporal way to separate the pixels into three disjoint re-
gions, and highlights the attack on the crucial True Region
and Boundary Region. Moreover, we introduce a prototype-
based attack to disrupt the feature space, further enhancing
the attack capability. To boost the robustness of segmen-
tation models, we inject adversaries generated by RP-PGD
into the clean data and perform AT. Extensive experiments
on multiple datasets showcase that RP-PGD generates ad-
versaries with faster convergence and stronger attack effec-
tiveness, surpassing state-of-the-art attacks by a large margin.
Consequently, RP-PGD serves as a strong underlying attack
for segmentation models to perform AT, assisting them in de-
fending against a variety of strong attacks without incurring
additional computational costs during inference.

Introduction
Deep neural networks are susceptible to quasi-imperceptible
adversarial perturbations. To address this issue, great efforts
(Szegedy et al. 2013; Zhang and Wang 2019; Liao et al.
2018; Tramer et al. 2020; Zhou et al. 2020) have been made
to defend against adversarial attacks on classification tasks.
As an extension task, semantic segmentation has broad ap-
plications in various fields. However, the study of adversarial
attack and defense in semantic segmentation remains limited
(Hendrik Metzen et al. 2017; Yang et al. 2020), resulting in
ample room for enhancing segmentation robustness.

Previous methods (Arnab, Miksik, and Torr 2018; Hen-
drik Metzen et al. 2017; Poursaeed et al. 2018) primarily
focus on transferring attack patterns from classification and
evaluating the segmentation performance. However, unlike
the classification task, merely maximizing the pixel-wise
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cross-entropy loss to fool the model is inappropriate for
segmentation, as the gradient is dominated by the already-
misclassified pixels. Attacking these pixels does not work
well, since the attack target is to mislead as many pixels as
possible to produce incorrect predictions, considering the in-
herent property of the dense-prediction task.

To defend against adversarial attacks, DDC-AT (Xu,
Zhao, and Jia 2021) adopts adversarial training (AT) to en-
hance segmentation robustness. Subsequently, SegPGD (Gu
et al. 2022) demonstrates that enhancing the attack capabil-
ity can further boost the segmentation robustness with AT.
However, these methods are still vulnerable to strong at-
tacks like Projected Gradient Descent (PGD) (Madry et al.
2017) with 100 iterations. This vulnerability arises from
their failure to fully consider the inherent properties of gen-
erating strong underlying adversaries tailored for segmenta-
tion. Consequently, AT with weak attacks gives a false sense
of segmentation robustness.

To address this issue, on the one hand, we propose a
novel region-based attack. Specifically, we employ a spatial-
temporal way to classify the pixels into three disjoint re-
gions: True Region, False Region, and Boundary Region.
The True Region consists of pixels that consistently main-
tain accurate predictions during previous attack iterations.
We focus on attacking the pixels in this region to increase
the number of misclassified pixels, which can greatly en-
hance the attack capability. The False Region comprises pix-
els that are initially mispredicted and are difficult to trans-
form to correct predictions even with successive iterations.
Recognizing the limited potential for improvement, we al-
locate less attention to this region during the attack process.
Finally, the Boundary Region includes pixels near the de-
cision boundary, which initially produce correct predictions
but can be misled afterwards. We consider this region as cru-
cial because the pixels may revert to their benign state if they
are not sufficiently targeted during the attack. Thus, we place
significant emphasis on preventing the pixels in this region
from becoming benign throughout the attack iterations.

On the other hand, we introduce a prototype-based ap-
proach to enhance the attack efficacy from the feature space.
Motivated by (Zhou et al. 2022; Zhang, Yang, and Wang
2023), we leverage a prototype to represent the distinguish-
able feature of each category. Note that, the inter-class proto-
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types are separated from each other. Hence, we aim to maxi-
mize the similarity between different prototypes to make the
feature space ambiguous, hindering the classifier from iden-
tifying the features of different categories. This prototype-
based attack is only applied to the True Region, as this re-
gion remains clean information.

Finally, we combine the above two attacks and formu-
late a region-and-prototype based hybrid attack, termed RP-
PGD, as shown in Figure 1. Such an attack exhibits superior
performance in fooling various segmentation models. By in-
jecting adversaries into clean data, the segmentation models
achieve remarkable robustness with AT. We apply the multi-
step attack paradigm PGD (Madry et al. 2017) to our method
for crafting adversaries, and conduct evaluations on multiple
datasets. Extensive experiments show that RP-PGD is effec-
tive and efficient in attacking segmentation models. AT with
RP-PGD enhances segmentation robustness against various
attacks without adding extra computation during inference,
significantly outperforming state-of-the-art approaches.

In summary, our contributions are as follows:

• We formulate a stronger adversarial attack for seman-
tic segmentation, termed RP-PGD. When segmentation
models are adversarially trained with RP-PGD, their ro-
bustness will be substantially boosted.
• We introduce two attack objectives, i.e., region-based

attack and prototype-based attack. The former uses a
region-divided strategy, which focuses on fooling True
Region and Boundary Region. The latter leverages a pro-
totype view to perturb the feature space.
• Extensive experiments show that RP-PGD is an effective

and efficient method for enhancing segmentation robust-
ness, achieving top-performing results on various seg-
mentation models and datasets against diverse attacks.

Related Work
Semantic Segmentation
Semantic segmentation is a fundamental task in computer
vision area. Its target is to perform a pixel-wise classifica-
tion into pre-defined semantic categories. The mainstream
methods are based on the fully convolutional network (FCN)
(Long, Shelhamer, and Darrell 2015). Such a network pro-
vides a paradigm for modern segmentation approaches (Gao
2023; Zhou et al. 2019; Ji et al. 2020; Strudel et al. 2021; Ge,
Fu, and Zha 2022; Ge et al. 2024; Zhang and Yang 2022).
However, these models are prone to be fooled by adversarial
attacks. In this paper, we leverage the classic PSPNet (Zhao
et al. 2017) and DeepLabv3 (Chen et al. 2017) models to
assess the segmentation robustness.

Adversarial Attack and Defense
Deep learning models are vulnerable to imperceptible adver-
sarial perturbations, and numerous works (Duan et al. 2021;
Wang et al. 2021; Sriramanan et al. 2020) have explored de-
ceiving the networks, which mainly focus on the classifica-
tion task. Most approaches aim to maximize the classifica-
tion loss (Goodfellow, Shlens, and Szegedy 2014) so that a
classifier will make mispredictions. To resist these attacks,

diverse strategies (Goldblum et al. 2020; Athalye, Carlini,
and Wagner 2018) are proposed to boost the model robust-
ness. Among them, AT (Madry et al. 2017) has emerged
as the dominant strategy for defending against adversaries,
formulating the defending process as a min-max problem.
However, the process is time-consuming and the effective-
ness depends highly on the quality of the generated adver-
saries, as weak attacks will give a false sense of the model
robustness. In this paper, we focus on developing potent ad-
versaries tailored for semantic segmentation, and explore
whether the attack can be employed to perform AT better.

Adversarial Defense in Segmentation

Previous works (Arnab, Miksik, and Torr 2018; Hen-
drik Metzen et al. 2017; Rossolini et al. 2023; Rony, Pesquet,
and Ben Ayed 2023; Agnihotri and Keuper 2024; Zhang
et al. 2024) find that semantic segmentation models are also
vulnerable to imperceptible perturbations. To mitigate this
challenge, (Xiao et al. 2018; Tran et al. 2021) introduce per-
turbation detection methods to resist adversaries. Moreover,
pioneered by DDC-AT (Xu, Zhao, and Jia 2021), AT on
segmentation model has become a prevailing strategy to de-
fend against adversarial attacks. Subsequently, SegPGD (Gu
et al. 2022) proposes a novel attack perspective to boost AT
and achieve top-performing results against various attacks.
However, the pixel-divided strategy of SegPGD is some-
what rough, resulting in a weak attack effectiveness. Dif-
ferent from previous attacks, we introduce a novel region-
and-prototype based hybrid attack for semantic segmenta-
tion, which performs a stronger attack capability and further
boosts segmentation robustness with AT.

Methodology
AT is an effective way to resist adversarial attacks, which is
formulated as a min-max problem:

min
θ
max
δ∈Sε

L(θ, x+ δ, y) (1)

where the inner maximum problem refers to the process of
generating adversaries. Specifically, given the input data x
and its ground-truth y, we need to find a perturbation δ that
can lead the network to obtain a false prediction ŷ (ŷ 6= y)
to maximize the loss function L(·). Sε refers to an ε-ball and
ε is the maximum allowed perturbation with the commonly
used l∞-norm. Besides, the outer minimum problem stands
for the AT process, which injects the obtained adversaries
into the clean data for training. The target is to obtain the
parameter θ to minimize the total loss, which enhances the
capability to defend against adversarial attacks.

As demonstrated by (Madry et al. 2017), AT with stronger
adversaries can significantly enhance the model robustness,
while weak attack methods provide a misleading sense of
robustness. In semantic segmentation, previous gradient-
based attack methods mainly maximize the pixel-wise cross-
entropy loss to make the predictions deviate from the
ground-truth, which is calculated as:
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Figure 1: Overall pipeline of RP-PGD. In each attack iteration, RP-PGD calculates the region-based and prototype-based losses
to perform a hybrid attack, which fools segmentation models in both output prediction and feature space.

LCE =
1

HW

HW∑
j=1

CE(f(xj), yj) (2)

where x ∈ RH×W×3 and y ∈ RH×W×C separately stand
for the input RGB image and the ground-truth mask with
C categories, H and W are the height and the width, f(·)
denotes the segmentation function, and j is the pixel index.

Our goal is to maximize the ratio of mispredicted pixels,
hence perturbing the already-misclassified pixels is redun-
dant. Moreover, the cross-entropy loss is dominated by the
misclassified pixels, with their gradients significantly out-
weighing those of truly-predicted pixels. This situation hin-
ders the increase of the misprediction rate and results in a
weak attack capability. To tackle this problem, we introduce
our region-based approach, catering to the multi-step attacks
for semantic segmentation.

Region-Based Attack
During the attack iteration, we partition the image into three
disjoint regions: True Region, False Region, and Boundary
Region. In the first attack iteration, pixels that are correctly
predicted in the clean image xclean are assigned to the True
Region, while mispredicted pixels are assigned to the False
Region. As discussed earlier, we believe that pixels initially
misclassified are challenging to convert to a correctly pre-
dicted state, even after multiple attack iterations. To validate
our thought, we conduct experiments using PSPNet (Zhao
et al. 2017) on Pascal VOC (Everingham et al. 2010) dataset
under PGD attack (Madry et al. 2017) with the typical cross-
entropy loss. The results reveal that during 100 attack itera-
tions, less than 1% of the initially mispredicted pixels could
be randomly restored to the truly predicted state.

On the other hand, during the subsequent attack iterations,
part of the pixels in True Region will be misled to obtain
false predictions by the accumulated perturbations. These
pixels have the boundary attribute, and thus we place them
in the Boundary Region. Such pixels are susceptible to re-
turning to their accurately predicted state if they are not ad-
equately attended to. Hence, to increase the quantity of mis-
predicted pixels, we need to consistently focus on deceiving
the pixels in True Region and prevent the pixels in Boundary
Region from becoming benign again.

Accordingly, we give formal definitions of the above three
regions in a spatial-temporal way (We leverage a multi-step
attack with N iterations, and the adversarial sample for the
i-th attack iteration is denoted as xadvi ):

Definition 1. True Region T : Given an attack iteration i
(i ∈ {1, 2, ..., N}) and a pixel pj (j ∈ {1, 2, ...,HW}),
the predictions of pj in {xclean, xadv1 , xadv2 , ..., xadvi} are
always correct (ŷcleanpj = ŷadv1

pj = ŷadv2
pj = ... = ŷadvipj =

ypj ). Then pixel pj ∈ T in iterations {1, 2, ..., i}.
Definition 2. Boundary Region B: Given an attack iteration
i (i ∈ {1, 2, ..., N}) and a pixel pj (j ∈ {1, 2, ...,HW}), it
occurs that ŷcleanp = ŷadv1

pj = ŷadv2
pj = ... = ŷ

advi−1
pj = ypj ,

but ŷadvipj 6= ypj . Then pj ∈ B in iterations {i, i+ 1, ..., N}.

Definition 3. False Region F : Consider a pixel pj(j ∈
{1, 2, ...,HW}), if it is misclassified in the initial clean im-
age xclean (ŷcleanpj 6= ypj ), then pj ∈ F throughout all attack
iterations {1, 2, ..., N}.

In short, F contains the pixels that are initially mispre-
dicted, T includes the pixels that are consistently correctly
predicted in previous iterations, and B consists of the pixels
that are initially correct but later mispredicted. According to
the definition of B, once a pixel p ∈ T is mispredicted in
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the i-th iteration, it will consistently belong to B in the rest
of the iterations, even if it may restore to the benign state
afterwards.

Formally, we have the following theorems:

Theorem 1. In each attack iteration, T ∩ B = T ∩ F =
B ∩ F = φ.

Proof. A pixel can transition through multiple states during
the attack iterations. Specifically, it may start off belong-
ing to T initially, and subsequently transfers to belonging
to B. Given an attack iteration i (i ∈ {1, 2, ..., N}), the pixel
pt ∈ T is always correctly predicted during the iterations
{1, 2, ..., i} according to the definition of T . However, as
for the pixel pb ∈ B, we assume that it first becomes mis-
predicted in the j-th iteration, where j ∈ {1, 2, ..., i}. Ac-
cording to the definition of B, this pixel belongs to T in the
iterations {1, 2, ..., j − 1}. Even though pb may become be-
nign in the iterations {j + 1, j + 2, ..., i}, it still belongs to
the Boundary Region B. Hence, in each specific iteration,
T ∩B = φ. On the other hand, pixel pf ∈ F is mispredicted
in the clean image xclean, while pt and pb are both correctly
predicted in xclean, and thus T ∩ F = B ∩ F = φ.

Theorem 2. In each attack iteration, |T ∪B∪F| = H×W .

Proof. Theorem 2 is equal to the statement that in each it-
eration i (i ∈ {1, 2, ..., N}), the pixels in the three regions
cover the whole image. Assuming that ∃pe ∈ x (x represents
the pixel set of the image), subject to pe /∈ (T ∪ B ∪ F).
We obtain that pe /∈ T , thus pe is mispredicted in the clean
image xclean or in an intermediate attack iteration j, where
j ∈ {1, 2, ..., i}. Assuming that pe /∈ B, pe must be mis-
predicted in the clean image xclean. Hence we draw that
pe ∈ F , which contradicts the condition of pe /∈ (T ∪B∪F).
Therefore, ∀pe ∈ x, pe ∈ (T ∪ B ∪ F), which is equal to
x ⊆ (T ∪B∪F). On the other hand, T , B, andF are derived
from x, and thus (T ∪ B ∪F) ⊆ x. Therefore, we conclude
that |T ∪ B ∪ F| = |x| = H ×W .

These theorems provide the following guarantees: 1) En-
suring non-intersecting regions prevents redundant pixel
definition and attack; 2) Covering the entire image makes
certain that all pixels can be attacked. These form the basis
of our spatial-temporal region-based attack.

Accordingly, we formulate the region-based objective as:

LR =
1

HW
(λ1

∑
pt∈T

Lpt + λ2
∑
pb∈B

Lpb + λ3
∑
pf∈F

Lpf )

(3)
where λ1, λ2 and λ3 are the weights, and Lp represents the
cross-entropy loss of the pixel p, , with subscripts t, b and f
corresponding to True Region, Boundary Region and False
Region, respectively. Based on the analysis above, we assign
the weights in a linear way as follows:

λ1 =
2N − i
2N

, λ2 =
i− 1

2N
, λ3 =

1

2N
(4)

where i is the current step among a total of N attack steps.

We concentrate more on T at the beginning. With the
progress of attack iterations, the number of pixels in B sig-
nificantly increases, consequently gaining more attention.
As to F , we consistently assign it a fixed and small weight,
as focusing on this region is unable to fool more pixels.

We will discuss more weight schedules in the experiment,
and Eq. (4) is the best choice. Different from SegPGD, we
distinguish B from F and assign different weights. Such a
region-divided strategy focuses more on B and effectively
keeps the pixels in B being misled.

Prototype-Based Attack
Inspired by the prototype view in segmentation (Zhou et al.
2022; Zhang, Yang, and Hu 2023), we further propose a
prototype-based attack strategy, which enhances the attack
capability in deceiving existing segmentation models.

Each specific category exhibits a high intra-class pixel-
wise similarity in the feature space, allowing us to utilize a
prototype to represent each class. Typically, the prototype
is computed using the masked average pooling operation
(Wang et al. 2019), considering all pixels available. How-
ever, in adversarial attacks, the perturbations also contam-
inate the latent space, causing the features extracted from
F and B to be impure. Consequently, we only focus on the
True Region T for pure feature extraction, and the prototype
is calculated as follows:

Pc =

∑
pt∈T Mpt1[ŷpt = c]∑
pt∈T 1[ŷpt = c]

(5)

where Pc ∈ R1×1×d denotes the prototype of the category c,
M ∈ RH×W×d is the feature map, 1 stands for the indicator
function, and d represents the dimension of the latent space.

In this way, assuming that there are NP different classes
CT = {ci|i = 1, 2, ..., Np} in T , we can obtain NP proto-
types P = {Pci |i = 1, 2, ..., Np} for the corresponding cat-
egories. As described in (Okazawa 2022), reducing the inter-
class prototype similarity is beneficial to enhance the separa-
tion performance. Consequently, we can attack the segmen-
tation models by obfuscating the inter-class prototype rela-
tionships. Once the feature space is totally perturbed, the fi-
nal classifier will be difficult to conduct correct predictions.

Hence, the prototype-based objective is formulated as:

LP =
1

NComb

∑
Pci∈P

∑
Pcj∈P

cos(Pci , Pcj )1[ci 6= cj ] (6)

where NComb =
(
NP
2

)
is the number of pairwise combi-

nations of different prototypes, cos means cosine similar-
ity, and 1 is an indicator function. Maximizing the proto-
type loss LP contributes to obfuscating the latent space of
the True Region, which enhances the attacking capability by
making the inter-class representations ambiguous.

Overall RP-PGD
Combining the above two attack strategies, we formulate the
hybrid attack objective of RP-PGD as follows:
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Algorithm 1: RP-PGD: A Region-and-Prototype based
multi-step attack for semantic segmentation models
Input: Clean image xclean, label y, segmentation model
f(·), attack iteration N , parameters β, step size α, maxi-
mum allowed perturbation ε
Output: Adversary xadvN

1: xadv0 = xclean + U(−ε,+ε)
2: Initialize the previous state matrix S
3: for i← 1 to N do
4: ŷ = f(xadvi−1) // obtain prediction
5: T ,B,F ← ŷ, y, S // region division
6: Using Eqs. (3) and (4) to calculate LR
7: Using Eq. (5) to obtain prototypes {Pci |

Np
i=1} from T

8: Using Eq. (6) to calculate LP
9: Using Eq. (7) to calculate LRP

10: Update xadvi using Eq. (9) and update S
11: end for
12: return xadvN

LRP = βLR + (1− β)LP (7)

where β is a balanced factor to adjust LR and LP , and we
set β = 0.75 according to the experimental results.
Multi-step Attack. We combine the attack objective with
the multi-step attack paradigm PGD (Madry et al. 2017), and
propose our RP-PGD for semantic segmentation models. We
use an iterative manner to generate powerful yet impercepti-
ble adversarial examples, which can be further employed to
enhance segmentation robustness. This process can be rec-
ognized as a gradient-ascent step, which is formulated as:

xadv0 = xclean + U(−ε,+ε) (8)

xadvi+1 = φε(x
advi+α ·sign(5xadviLRP (xadvi , y))) (9)

where xadvi denotes the adversary in the i-th iteration, U
represents a uniform distribution, φε stands for restricting
the perturbation in the ε-ball with l∞-norm, and α is the step
size. The reason for incorporating a uniform distribution is
to ensure that the adversarial noise is distributed within the
sphere instead of being concentrated on the surface, which
enhances the attack strength. The detailed process of RP-
PGD is demonstrated in Algorithm 1.

Adversarial Training with RP-PGD
AT is an effective approach for training a robust model,
which can effectively resist adversarial samples. However,
the training process is time-consuming compared with train-
ing a non-robust model, as we need to first generate the ad-
versarial examples in an iterative manner for training.

To handle this issue, we improve the training process by
employing RP-PGD to generate adversaries. RP-PGD has
a faster convergence than other gradient-based attacks (the
analysis will be discussed in detail below), and thus not only
the adversarial examples are more effective, but also the gen-
erating process is more efficient. By injecting the adversarial

samples into the clean data, we train a segmentation model
with great robustness and acceptable time cost. The detailed
AT process is demonstrated in the appendix.

Experiment
Dataset
To evaluate the performance of RP-PGD, we conduct ex-
periments on three widely-used segmentation datasets: Pas-
cal VOC (Everingham et al. 2010), Cityscapes (Cordts et al.
2016), and ADE20K (Zhou et al. 2017). Pascal VOC con-
sists of 20 foreground categories, with 1464, 1499, and 1456
images allocated for training, validation, and testing, respec-
tively. Following (Hariharan et al. 2015), we augment the
training set to include 10,582 images. Cityscapes comprises
urban scene understanding images with 19 different cate-
gories. It contains 2975, 500, and 1525 pixel-wise annotated
images for training, validation, and testing, respectively. Be-
sides Pascal VOC and Cityscapes, we also employ the com-
monly used segmentation dataset ADE20K to evaluate the
attack effectiveness of RP-PGD. As to the dataset descrip-
tion and corresponding experimental results of ADE20K,
please refer to Appendix C for more details.

Implementation Details
We employ the commonly used segmentation models PSP-
Net (Zhao et al. 2017) and DeepLabv3 (Chen et al. 2017)
to evaluate our RP-PGD, and leverage ResNet-50 (He et al.
2016) as the backbone of both segmentation models. As to
the metrics, we apply the widely used MIoU to evaluate the
attack performance and the robustness of segmentation mod-
els, and we leverage MisRatio (Gu et al. 2022) to analyze
the convergence of RP-PGD. MisRatio reflects the percent-
age of the mispredicted pixels, and has been proven to be
more suitable for dense-prediction tasks. Moreover, we use
the top-performing attack methods PGD (Madry et al. 2017),
SegPGD (Gu et al. 2022), CosPGD (Agnihotri and Keuper
2024), and Proximal (Rony, Pesquet, and Ben Ayed 2023)
as our baselines. We use PGDn (where n can be an arbi-
trary natural number) to represent PGD attack with n iter-
ations, and PGDn-AT stands for AT with the adversaries
produced by PGD. For example, CosPGD7-AT means that
we adopt the adversaries generated by CosPGD with 7 it-
erations to conduct AT. For convenience, we use PSPNet-
AT and DeepLabv3-AT to represent PGD3-AT PSPNet and
PGD3-AT DeepLabv3, respectively. The attack is based on
l∞-norm perturbation, with the maximum value ε = 0.03.
The step size α is set to 0.01. In addition, to evaluate the
robustness of the models trained with RP-PGD, we lever-
age multiple attack methods, i.e., Deepfool (DF) (Moosavi-
Dezfooli, Fawzi, and Frossard 2016), CW (Carlini and Wag-
ner 2017) and l2-norm BIM (Kurakin, Goodfellow, and Ben-
gio 2018). For more details, please refer to Appendix I.

Convergence Analysis
We conduct experiments on Pascal VOC and Cityscapes to
study the convergence of RP-PGD, compared with PGD,
SegPGD, CosPGD, and Proximal. As shown in Appendix B,
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Figure 2: Attack effectiveness of RP-PGD compared with current top-performing attacks. Figures (a)-(d) show the MIoU results
on Pascal VOC, and the results on Cityscapes are shown in figures (e)-(h). RP-PGD performs a stronger attack capability than
other methods.

RP-PGD achieves a higher MisRatio with fewer attack iter-
ations on both datasets. It converges faster than PGD in the
first few steps by focusing on the True Region T . Specif-
ically, the MisRatio of RP-PGD under the 2nd iteration is
nearly equal to that of PGD under the 10th iteration. RP-
PGD outperforms the competitors in fooling segmentation
models, with a significantly higher MisRatio in the last few
iterations. The combination of reasonable region division
and prototype-based strategy contributes to RP-PGD’s su-
periority, making it an efficient and effective attack method.
As a result, RP-PGD can generate stronger adversaries with
fewer iterations, which significantly benefits the AT process.
Note that, while Proximal exhibits the capability to generate
potent attacks with smaller maximum perturbation, it suffers
from a slower convergence, typically necessitating around
500 iterations. Additionally, its computational cost per itera-
tion is high, diminishing its overall efficiency. Consequently,
Proximal is deemed unsuitable for the application in AT.

Attack Effectiveness
To evaluate the attack efficacy, we conduct comprehensive
comparisons between PGD, SegPGD, CosPGD, and RP-
PGD. The experiments are performed on both standard mod-
els and PGD3-AT models. For fair comparisons, we report
MIoU at iterations 3, 5, 7, 10, 20, 40, and 100, respectively.
Figure 2 depicts the results, showing that RP-PGD not only
has a faster convergence, but also exhibits a stronger attack
capability compared to state-of-the-art attacks. The reasons
may lie in two key aspects: 1) Focusing on the True Region
and Boundary Region enables a more effective and efficient
attack; 2) The hybrid attack strategy of RP-PGD deceives
the model from multiple perspectives, further enhancing the
overall attack effectiveness.

Moreover, we evaluate the black-box attack transferabil-
ity to other models using a specific surrogate model. The set-

tings and results are presented in Appendix E, which demon-
strate that the transferability of RP-PGD surpasses other at-
tacks. This superiority is attributed to the intermediate-level
attack, which enhances the transferability by relying less on
the specific parameters of the surrogate models.

Ablation Study
To fully analyze RP-PGD, we explore the impact of the
region-based and prototype-based attacks. We also discuss
the weight schedules for different regions, prototype extrac-
tion strategies, and the balanced factor of the hybrid attacks.
Attack Combinations. We conduct six groups of experi-
ments, each comprising 100 attack iterations, to investigate
the impact of different region combinations and the pro-
totype factor on the attack capability. The results are pre-
sented in Table 1. Notably, the region-divided approach (T ,
B, and F ) coupled with the prototype attack strategy (group
6) achieves the highest attack performance.

Group 1 is similar to the previous work DAG (Xie et al.
2017), which only takes the True Region into account and
can be viewed as a special case of RP-PGD. However, when
considering the Boundary Region, Groups 2 and 4 exhibit
stronger attack capabilities compared with Groups 1 and 3.

Moreover, the utilization of the prototype-based attack in
Group 6 further enhances the attack capability by obfuscat-
ing the feature space, making it harder for the classifier to
give correct predictions. Consequently, dividing the regions
into T , B, and F and integrating the prototype-based attack
strategy yields the most potent attack effectiveness.
Weights Schedules of Different Regions. In pursuit of the
optimal weights assignment for the region-based attack, we
explore both fixed and dynamic schedules, and conduct five
groups of experiments. The results are shown in Table 2.

From Groups 1 and 2, it is evident that B carries greater
significance than F . Despite having similar targets (prevent-
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Region Proto PSPNet PSPNet-AT DeepLabv3 DeepLabv3-ATT B F
X 2.65 13.37 3.26 13.59
X X 0.65 10.06 0.54 10.47
X X 2.97 12.84 3.02 13.38
X X X 0.61 9.83 0.51 10.35

X 8.74 26.17 7.57 25.09
X X X X 0.48 7.69 0.34 8.30

Table 1: MIoU results of different combinations of region se-
lections and prototype-based attack (Proto) on Pascal VOC.
Our region division strategy combined with prototype attack
achieves the best attack.

λ1 λ2 λ3 PSPNet PSPNet-AT DeepLabv3 DeepLabv3-AT
0.4 0.3 0.3 3.60 14.31 3.47 13.92
0.4 0.4 0.2 1.64 12.38 1.49 12.09
0.6 0.2 0.2 1.17 10.96 1.04 10.80
0.2 0.6 0.2 6.84 20.27 6.71 19.54

Eq. (4) 0.61 9.83 0.51 10.35

Table 2: MIoU results of weight schedules for different re-
gions on Pascal VOC. Dynamic weight has a stronger attack.

ing pixels from reversing to the truly-predicted states), the
boundary pixels are more susceptible to becoming benign
again. Hence, a larger weight is assigned to B to prioritize its
protection, so as to maintain these vulnerable mispredicted
pixels. Especially, in SegPGD, there always exists λ2 = λ3,
which can be regarded as a special case of RP-PGD.

For Groups 2 to 4, none of the performances surpass the
dynamic schedule in Group 5. In the early attack iterations,
the focus should be on attacking pixels in T to maximize
the MisRatio. However, as the attack iteration progresses,
the number of pixels in B increases significantly, necessi-
tating an increased weight, while the main focus is still on
T . The dynamic setting in Eq. (4) is verified to be the most
effective, outperforming other fixed settings. Moreover, we
explore several different dynamic schedules to seek the op-
timal choice, and the details are available in Appendix D.
Prototype Extraction Strategy. To determine which re-
gion contributes to establishing reasonable prototypes in the
prototype-based attack, we hypothesize that extracting fea-
tures from B and F might contaminate the prototypes. To
validate this hypothesis, we conduct several ablation ex-
periments focusing on different regions, and the results are
presented in Table 3. As expected, the results confirm our
hypothesis, showing that solely extracting features from T
yields the best attack performance. This finding suggests that
the information from T plays a crucial role in generating ef-
fective and meaningful prototypes for the attack, while fea-
tures from B and F might introduce noise or irrelevant in-
formation, reducing the quality of the prototypes. Therefore,
by concentrating on T , RP-PGD better obfuscates the fea-
ture space and maximizes its attack effectiveness. It is worth
mentioning that this region selection is solely for prototype
establishment, not for region-based attacks.
Balance of Hybrid Attacks. We explore the optimal value
of the balanced factor β. The detailed results, available in
Appendix D, indicate that β = 0.75 yields the best per-
formance. On the one hand, the region-based attack offers

T B F PSPNet PSPNet-AT DeepLabv3 DeepLabv3-AT
X 8.74 26.17 7.57 25.09
X X 10.75 28.52 9.56 26.41
X X 18.40 31.71 16.68 29.62
X X X 17.51 30.15 15.70 27.87

Table 3: MIoU results of prototype extraction strategies on
Pascal VOC. Focusing on T achieves stronger attacks.

(a) (b) (d) (c) (e) (f) 

Figure 3: Visualization of the predictions under RP-PGD at-
tack. (a)-(f) represent clean image, GT mask, adversary of
SegPGD, prediction of SegPGD, adversary of RP-PGD, and
prediction of RP-PGD, respectively.

a direct way to deceive the network and produce mispre-
dictions by targeting specific regions. On the other hand,
the prototype-based attack focuses on obfuscating the latent
space, indirectly leading to false predictions. By combining
the both strategies, the attack capability is significantly en-
hanced. The chosen value of β = 0.75 represents a well-
balanced trade-off between these two attacks, ensuring pow-
erful adversarial examples in RP-PGD. The attack effective-
ness of RP-PGD is shown in Figure 3. As shown in the fig-
ure, RP-PGD exhibits a stronger attack capability.

Adversarial Training with RP-PGD
We explore whether the underlying attack RP-PGD can
boost segmentation robustness through AT. To ensure a fair
comparison, we adopt the same setting in DDC-AT (Xu,
Zhao, and Jia 2021) for AT. The baseline approaches employ
PGD, SegPGD, and CosPGD as their underlying attacks for
AT. In contrast, we employ RP-PGD as the underlying at-
tack method for AT to evaluate the segmentation robustness.
To guarantee the reliability, each experiment is conducted 7
times, and the average results are reported for evaluation.
Against white-box attack. To comprehensively evaluate the
robustness of the segmentation models against white-box at-
tacks, we leverage several commonly used methods to at-
tack them. The main results are presented in Table 4 and Ta-
ble 5, respectively. Standard PSPNet and DeepLabv3 mod-
els are found to be vulnerable to adversarial attacks, with
the MIoU reduced to near-zero, indicating their susceptibil-
ity to being easily fooled. AT with the underlying attack
provides some tolerance to adversarial perturbations, yet
still shows unsatisfactory performance against strong attacks
like PGD100. In contrast, RP-PGD-AT demonstrates signif-
icant improvements in MIoU performance against various
attack methods compared with PGD-AT, SegPGD-AT, and
CosPGD-AT on different datasets and segmentation models.
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AT Strategy Pascal VOC Cityscapes
Clean CW DF BIM PGD10 PGD20 PGD40 PGD100 Clean CW DF BIM PGD10 PGD20 PGD40 PGD100

Standard 76.64 4.72 14.2 15.32 5.21 4.09 3.64 3.37 73.98 5.94 12.68 12.36 0.96 0.61 0.42 0.27
DDC-AT 76.44 55.37 57.16 50.58 22.94 19.17 16.40 13.62 73.31 34.59 36.82 33.04 31.17 19.29 12.60 5.32
PGD3-AT 74.51 52.23 55.46 51.56 20.04 17.34 15.84 13.89 71.28 35.21 36.84 32.22 28.79 17.30 9.29 3.95

SegPGD3-AT 75.38 56.52 59.47 50.17 26.60 20.69 17.19 14.49 71.01 36.30 38.27 35.34 33.52 25.23 19.22 13.04
CosPGD3-AT 74.04 53.37 57.19 52.04 25.33 19.75 17.82 13.64 72.51 34.70 34.18 31.24 30.76 22.37 18.74 11.98
RP-PGD3-AT 75.17 59.34 62.37 51.19 30.25 24.86 20.37 18.69 71.58 38.64 39.70 38.44 35.19 29.63 24.34 18.57

PGD7-AT 74.99 42.30 45.05 47.21 21.79 19.39 17.99 16.97 69.85 27.78 28.44 27.87 26.00 24.75 23.86 22.80
SegPGD7-AT 74.45 48.79 51.44 45.15 25.73 22.05 20.61 19.23 70.21 29.59 30.68 32.55 27.13 25.56 24.29 23.13
CosPGD7-AT 75.12 47.43 49.86 47.81 26.10 24.97 18.52 19.74 69.18 29.32 30.87 32.16 26.69 26.20 23.77 20.63
RP-PGD7-AT 74.93 55.65 60.32 48.10 29.15 25.58 23.91 23.14 70.08 31.47 33.82 35.94 30.74 28.80 27.49 26.04

Table 4: MIoU results of different AT strategies on PSPNet against several white-box attacks. AT with RP-PGD presents the
most robust performances, especially on strong attacks like PGD100.

AT Strategy Pascal VOC Cityscapes
Clean CW DF BIM PGD10 PGD20 PGD40 PGD100 Clean CW DF BIM PGD10 PGD20 PGD40 PGD100

Standard 77.36 5.24 13.57 14.76 4.36 3.46 3.05 2.85 73.82 8.24 14.26 13.86 1.07 0.84 0.62 0.44
DDC-AT 75.81 56.46 60.72 37.03 26.18 20.56 18.94 18.07 71.59 34.85 38.13 35.15 30.77 21.06 12.69 6.58
PGD3-AT 75.03 57.10 60.23 36.83 28.16 20.77 18.12 16.91 71.45 36.72 38.98 36.78 29.52 20.23 12.22 6.74

SegPGD3-AT 75.01 59.55 62.12 39.46 26.29 20.92 19.10 18.24 71.04 37.93 37.63 34.54 32.11 25.49 17.67 15.23
CosPGD3-AT 74.60 58.01 62.32 37.19 28.26 21.04 18.57 18.02 70.74 36.83 39.07 34.29 31.81 24.73 16.60 13.90
RP-PGD3-AT 75.20 61.21 64.40 39.81 31.22 25.45 23.73 22.84 71.25 38.67 38.39 37.30 36.26 30.97 24.43 22.70

PGD7-AT 73.45 48.51 48.87 43.13 26.23 21.15 20.06 19.10 69.91 28.87 29.63 30.58 25.64 24.48 22.87 21.24
SegPGD7-AT 74.46 51.42 51.47 42.91 30.95 26.68 24.32 23.09 69.93 29.73 31.30 32.35 30.43 28.78 26.73 25.31
CosPGD7-AT 72.88 50.66 52.37 42.51 28.70 24.84 23.35 20.33 69.26 28.38 30.70 32.14 31.08 28.45 25.66 22.16
RP-PGD7-AT 74.01 57.58 59.60 45.08 33.52 32.35 30.56 28.10 69.67 30.33 34.07 34.55 36.16 33.20 31.74 29.87

Table 5: MIoU results of different AT strategies on DeepLabv3 against several white-box attacks. AT with RP-PGD presents
the most robust performances, especially on strong attacks like PGD100.

For instance, RP-PGD3-AT boosts the robustness against the
strong adversaries PGD100, which is 4.2 and 5.05 MIoU
higher than SegPGD3-AT and CosPGD3-AT on PSPNet for
Pascal VOC, respectively. RP-PGD-AT also demonstrates
superior robustness on Cityscapes. Note that, as AT is per-
formed in the training period, these improvements in MIoU
do not bring extra computational cost during inference.

Moreover, we also apply strong attacks, e.g., SegPGD
and RP-PGD, to attack the models PGD-AT, SegPGD-AT,
CosPGD-AT, and RP-PGD-AT, respectively. The experi-
mental results are shown in Appendix E. RP-PGD-AT main-
tains superior performances, while other models are fragile
against strong adversarial attacks.

Additionally, as shown in Tables 4, 5, and Appendix E,
RP-PGD3-AT achieves a comparable or even superior per-
formance compared to SegPGD7-AT, indicating that RP-
PGD3-AT requires less than half the iterations for generating
adversaries, making it a more efficient way to achieve rela-
tively robust models. Overall, RP-PGD not only improves
the segmentation robustness, but also provides an efficient
option to obtain a relatively robust segmentation model.
Against black-box attack. We investigate the robustness
of defending black-box attacks using a transfer-based set-
ting, following the approach in DDC-AT (Xu, Zhao, and
Jia 2021). In this experiment, we generate adversaries us-
ing PSPNet-AT (surrogate model) and use these adversaries
to attack DeepLabv3 with various AT strategies. The re-
sults, displayed in Table 6, showcase that AT with RP-PGD
achieves the best performance against transfer-based strong
attacks on both Pascal VOC and Cityscapes. This demon-
strates the effectiveness of RP-PGD in enhancing the robust-
ness of segmentation models against black-box attacks.

AT Strategy Pascal VOC Cityscapes
SegPGD100 RP-PGD100 SegPGD100 RP-PGD100

DDC-AT 11.94 8.92 13.32 11.35
PGD3-AT 12.38 8.73 14.26 10.10

SegPGD3-AT 13.34 9.17 20.11 12.55
CosPGD3-AT 12.81 9.35 17.62 11.88
RP-PGD3-AT 17.79 15.10 23.56 16.73

Table 6: MIoU results of defending black-box attack.
Adversaries are generated by PGD3-AT PSPNet under
SegPGD100 and RP-PGD100 attacks, which are further ap-
plied to attack DeepLabv3 with various AT strategies.

Conclusion
In this paper, we proposed RP-PGD, a novel region-and-
prototype based hybrid adversarial attack tailored for se-
mantic segmentation. On the one hand, RP-PGD involves a
spatial-temporal region-divided strategy. We focused on de-
ceiving the True Region while continuously misleading the
Boundary Region, leading to a notable rise in the proportion
of mispredicted pixels. On the other hand, we leveraged a
prototype-based attack to introduce ambiguity into the latent
space, effectively enhancing the attack efficacy. Extensive
experiments reveal that RP-PGD exhibits faster convergence
and stronger attack capabilities compared with state-of-the-
art methods. Most importantly, we utilized RP-PGD as the
underlying attack for segmentation AT, significantly enhanc-
ing model robustness against various strong attack methods.
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