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Abstract

Medical multimodal large language models (MLLMs) are be-
coming an instrumental part of healthcare systems, assisting
medical personnel with decision making and results analy-
sis. Models for radiology report generation are able to in-
terpret medical imagery, thus reducing the workload of ra-
diologists. As medical data is scarce and protected by pri-
vacy regulations, medical MLLMs represent valuable intel-
lectual property. However, these assets are potentially vul-
nerable to model stealing, where attackers aim to repli-
cate their functionality via black-box access. So far, model
stealing for the medical domain has focused on classifi-
cation; however, existing attacks are not effective against
MLLMs. In this paper, we introduce Adversarial Domain
Alignment (ADA-STEAL), the first stealing attack against
medical MLLMs. ADA-STEAL relies on natural images,
which are public and widely available, as opposed to their
medical counterparts. We show that data augmentation with
adversarial noise is sufficient to overcome the data distribu-
tion gap between natural images and the domain-specific dis-
tribution of the victim MLLM. Experiments on the IU X-
RAY and MIMIC-CXR radiology datasets demonstrate that
Adversarial Domain Alignment enables attackers to steal the
medical MLLM without any access to medical data.

Introduction
In recent years, the development of medical multi-
modal large language models (MLLMs) has garnered
widespread attention due to their potential to revolutionize
healthcare. These models could support clinical decision-
making (Seenivasan et al. 2022; Chen et al. 2024a; Yuan
et al. 2024b), enhance diagnostic accuracy (Yuan et al.
2024a; Chen et al. 2024b), and promote equitable distribu-
tion of medical resources (Jia et al. 2024; Yuan et al. 2023;
Zhang et al. 2023). One of the most important use cases is ra-
diology report generation, where the medical MLLM takes a
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Figure 1: ADA-STEAL trains an attacker MLLM to repli-
cate a victim MLLM for radiology report generation from
natural images by first enriching the reports and then align-
ing the attacker distribution to the medical domain.

radiology image (e.g., chest X-ray) as input and generates a
detailed diagnostic report. Since medical data is usually not
publicly available and medical expertise is scarce, a well-
performing medical MLLMs becomes valuable intellectual
property (IP). However, these models are potentially vulner-
able to model stealing attacks (Tramèr et al. 2016; Orekondy,
Schiele, and Fritz 2019a), which replicate the functionality
of a machine learning model through black-box access. This
threat is particularly significant in the medical field because
a duplicated model could conflict with IP and privacy regula-
tions, and could also facilitate further attacks. By designing
a payload on the copied model, malicious actors can then
attack the original model, e.g., with a transfer jailbreak at-
tack (Huang et al. 2024) to compel a medical MLLMs to
output fraudulent or fabricated medical information.

Model theft typically involves two steps: (i) creating a
transfer dataset by querying the victim model with public or
synthetic data (Orekondy, Schiele, and Fritz 2019a; Truong
et al. 2021) to obtain pseudo-labels; and (ii) training the
attacker model using these pseudo-labels as ground truth.
Nevertheless, current model stealing methods present sig-
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nificant limitations when applied to medical MLLMs. First,
due to patient privacy concerns, there are few public medical
datasets available for querying, leading to a limited and ho-
mogeneous transfer dataset. Second, existing methods pri-
marily target image classification, where every class predic-
tion from the victim model is useful. In contrast, medical text
generation involves a much larger output space (i.e., vocab-
ulary), with only a subset of tokens being medically relevant
and valuable for training a medical model.

While Knockoff Nets (Orekondy, Schiele, and Fritz
2019a) showed that a diabetic image classification model
can be stolen using the non-medical ImageNet dataset, we
demonstrate that such images are not suitable for stealing
medical MLLMs. When using non-medical images, medical
MLLMs produce simplistic, repetitive reports, with few con-
taining relevant disease. This underscores the importance of
aligning the query distribution with the victim model’s data
distribution for successful model stealing, as highlighted in
previous works (Orekondy, Schiele, and Fritz 2019a; Truong
et al. 2021; Zhuang, Nicolae, and Fritz 2024).

To address these problems, we introduce ADA-STEAL,
the first data-free method for stealing medical MLLMs fo-
cused on radiology report generation. This method addresses
the issues by: (i) using an open-source oracle model to diver-
sify reports without requiring prior medical knowledge, and
(ii) integrating the new reports into the query images via tar-
geted adversarial attacks. This process enables non-medical
query data to produce more diverse and medically relevant
reports, effectively aligning the non-medical domain data
with the medical domain data.

Contributions. (i) We are the first to investigate the fea-
sibility of model stealing attacks against medical MLLMs
and to identify the associated challenges. (ii) We propose
Adversarial Domain Alignment (ADA-STEAL), the first
model theft method to replicate the functionality of medi-
cal MLLMs without requiring expert knowledge or access
to medical domain data. (iii) We validate our ADA-STEAL
method on the IU X-RAY and MIMIC-CXR test datasets,
showing that it approaches the victim model’s performance
in both natural language generation metrics and clinical effi-
cacy metrics, even when using the non-medical CIFAR100
dataset. (iv) We conduct ablation studies to analyze the
effects of different components of our method, showing
that ADA-STEAL can increase the diversity of the attacker
dataset by medical report enrichment and domain alignment.

Related Work
Knowledge distillation. Knowledge distillation (Buciluǎ,
Caruana, and Niculescu-Mizil 2006; Hinton, Vinyals, and
Dean 2015) helps transfer the knowledge from a complex
and larger “teacher” model to a compact and simpler “stu-
dent” model, which is similar to our victim-attacker design.
However, unlike knowledge distillation, where the student
model has the same data distribution as the teacher model’s
training data, in our problem formulation, the attacker has
no prior knowledge of the victim’s black-box model, e.g.,
unknown architecture, data distributions or training param-
eters. Although data-free knowledge distillation (Fang et al.

2019; Micaelli and Storkey 2019; Choi et al. 2020) further
assumes the absence of the teacher model’s training data,
its requirement of white-box access to the teacher model for
backpropagation is a major difference to our setup.

Model stealing. Model stealing, or model theft, typically
has one of two objectives: exact replication of the model or
its components, or functionality replication, where the at-
tacker aims to mimic the model’s behavior. The first type
focuses on extracting the model’s hyperparameters (Wang
and Gong 2018), architecture (Oh et al. 2018), or learned pa-
rameters (Tramèr et al. 2016). The second type (Orekondy,
Schiele, and Fritz 2019a; Truong et al. 2021; Zhuang, Nico-
lae, and Fritz 2024), involves training a model that mim-
ics the victim’s performance without prior knowledge of its
training data or architecture. In this work, we present the
first functionality model stealing attack against MLLMs for
radiology report generation. While previous methods like
Knockoff Nets (Orekondy, Schiele, and Fritz 2019a) repli-
cate medical image classifiers using natural images, they
deal with a much smaller output space compared to text
generation. Bert-Thieves (Krishna et al. 2020), another re-
lated approach, targets language models, but does not han-
dle images and benefits from publicly available text data
that shares a similar distribution with the victim model. In
contrast, medical data is hard to obtain, and only a specific
subset of the vocabulary is relevant in this context, mak-
ing it more challenging for the attacker, who may lack prior
knowledge in the medical domain.

Security of multimodal large language models. With
the ability to understand and reason about different data
types, MLLMs are vulnerable to evasion attacks targeting
each data modality, such as malicious image and text con-
structs (Schlarmann and Hein 2023; Liu et al. 2024). In
contrast to these attacks that are designed to induce erro-
neous or disallowed responses, the model stealing attack we
present aims to mimic the functionality of the victim medical
MLLM for radiology report generation, using only black-
box access to the victim model.

Threat Model
In this section, we formalize the threat model for stealing
black-box medical MLLMs in radiology report generation.
First, we introduce preliminary concepts and notations. We
then formalize the victim model as well as the attacker’s ob-
jective and knowledge based on the real-world setup.

Notations. We model MLLMs predicting the probability
of the next token yl given the preceding language tokens y<l,
the input image X , and the instruction prompt T . The final
output is the answer Y = {yl}Ll=1. Each token y is drawn
from vocabulary V. This is formalized as:

p(Y |X,T ) =

L∏
l=1

p(yl|y<l, X, T ), (1)

A table summarizing all notations used in this paper is
provided in Appendix A.
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Figure 2: The overview of our proposed approach with three iterative phases: (I) attacker model training, (II) medical report
enrichment (in gray dash box), and (III) domain alignment (in green dash box).

Victim model. The victim medical model Mv with pa-
rameters θv is an MLLM developed for automated med-
ical image interpretation. It accepts the image X and in-
struction prompt T as inputs, and outputs the answer Y ∗ =
Mv(X,T ; θv). We refer to Y ∗ as the pseudo-report. We con-
sider a deterministic victim making predictions based on
beam search. The model can perform various clinical tasks
depending on the prompt T , such as image view classifica-
tion, disease classification, and radiology report generation.
We focus primarily on radiology report generation. This task
has a much larger output space (|Vv|) than classification
tasks, and valid medical reports typically only use a small
portion of the entire vocabulary. This characteristic poses
additional challenges for model stealing. For simplicity, we
fix the prompt T for the radiology report generation task and
vary only the input image X . We use Y ∗ = Mv(X) as a
shorthand for victim predictions under fixed T . The origi-
nal victim training dataset is denoted as Dv = {(Xv, Yv)},
where Xv ∼ Pv (i.e., data distribution of the victim training
images) and Yv is its corresponding medical report.

Goal and knowledge of the attacker. The attacker aims
to train a surrogate model Ma(X,T ; θa), parameterized by
θa, that is able to generate the radiology report Ŷ from the
image X similar to those produced by the victim model Mv

with instruction prompt T . Here as well we consider T to be
fixed for this specific task. The attacker is allowed to query
the victim model with any image and receive the correspond-
ing report. However, the attacker lacks knowledge of: (i) the
internals of the victim medical MLLM Mv , including its ar-
chitecture; (ii) the dataset Dv used to train the victim model;
(iii) the vocabulary Vv of Mv; and (iv) the probability dis-
tribution of each token in the victim output Y ∗.

Adversarial Domain Alignment
The attacker aims to replicate the radiology report genera-
tion functionality of a black-box medical model without ac-
cess to medical datasets. To achieve this, they would ideally

optimize the parameters θa of the attacker model Ma to min-
imize the token prediction loss L on the victim dataset Dv:

min
θa

1

|Dv|
∑

(Xv,Yv)∈Dv

[L(Ma(Xv), Yv)] (2)

Since the attacker does not have access to Dv , they need
to construct an own dataset Da for training:

Da = {(Xa, Y
∗) | Xa ∼ Pa, Y

∗ = Mv(Xa)} , (3)
where Xa can be sourced from a publicly available non-
medical dataset with distribution Pa, and Y ∗ is the pseudo-
report predicted by the victim model. However, using non-
medical images as queries yields homogeneous reports that
barely explore the output vocabulary space of the victim
model. Moreover, the attacker lacks the prior knowledge to
guide the exploration and diversity of radiology reports. To
address these challenges, we propose Adversarial Domain
Alignment (ADA-STEAL), which initially diversifies the re-
ports and then aligns Pa with Pv through data augmentation
based on adversarial attacks. In turn, this enables the attacker
to obtain more varied, medically relevant reports from the
victim. To this end, the objective of the attacker is:

minimize
θa,δ

1

|Da|
∑

(Xa,Y ∗)∈Da

[L(Ma(Xa), Y
∗)

+L(Mv(Xa + δ), Ȳ )
]
, (4)

where δ is the adversarial perturbation on image Xa to elicit
a more diverse and medically relevant report Ȳ from the vic-
tim model, which is later replaced by its proxy, the attacker
model. The goal is for the perturbed query data to better ap-
proximate the distribution Pv .

The overall method consists of three steps: (I) attacker
model training to mimic the victim model; (II) medical re-
port enrichment to diversify the victim’s pseudo-reports;
and (III) domain alignment to shift the attacker query
image distribution towards the medical image distribution.
Three steps can be iterated until the query budget B is ex-
hausted. The overview of the pipeline is shown in Figure 2.
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Attacker Model Training
Following standard model stealing, the attacker queries the
victim model with initial non-medical images from the dis-
tribution Pa and receives radiology report outputs. The at-
tacker model Ma is then trained to minimize the loss in
Equation (5) on the attacker’s dataset Da:

L(Ma(Xa), Y
∗) = −

L∑
l=1

log p(y∗l | Ma(Xa)<l) (5)

Once trained, this model serves as the proxy for the victim
model in step III to design adversarial perturbations to be
transferred to the victim. The dataset Da will be iteratively
updated with aligned data following step III.

Medical Report Enrichment
Repetitive medical pseudo-reports from natural images limit
the attacker model’s ability to generalize to real medical im-
ages, which often feature varied abnormalities. Since the at-
tacker lacks the expertise to design accurate reports, we in-
corporate an additional open-access large language model
(LLM) as our oracle model Mo to generate a more diverse
and medical-relevant report Ȳ . Here, Ȳ ∼ Mo(To), where
To is the prompt for the oracle model as follows. The report
Ȳ will be used in the next step as the desired output for the
query image. We emphasize that Mo does not benefit from
the image modality.

Prompt To

Give me some examples of normal/abnormal descriptions
of the airway, breathing, cardiac, diaphragm, and every-
thing else (e.g., mediastinal contours, bones, soft tissues,
tubes, valves, and pacemakers) for chest X-rays.

Domain Alignment
Training the attacker model Ma on Pa using the victim
model’s predictions makes Ma a proxy for the victim model.
This suggests that Ma can map Xv to Yv , even with ini-
tial low accuracy. We hypothesize that an input X can be
generated to produce a relevant report Ȳ by reversing the
mapping, X = M−1

a (Ȳ ). We adapt the Fast Gradient Sign
Method (FGSM) (Goodfellow, Shlens, and Szegedy 2015)
to generate adversarial perturbations δ on image Xa with
the attacker model Ma and the new report Ȳ :

δ = ϵ · sign(∇Xa
L(Ma(Xa), Ȳ )), (6)

where ϵ is the magnitude of the adversarial perturbations.
The attacker can query the victim model with the generated
image Xa + δ and update the attacker transfer dataset Da:

Da = {(Xa + δ,Mv(Xa + δ))}. (7)
Repeat steps I-III until query budget B is exhausted.

Experimental Setup
We now introduce the setup used in our experiments, includ-
ing models, datasets, attacker image distribution, baseline
attacks, evaluation metrics, and implementation details.

MODEL NO. PARAMETERS ROLE

CHEXAGENT 8 bn Victim & Attacker
IDEFICS 9 bn Attacker
ZEPHYR 7 bn Oracle

Table 1: Models used in our experiments.

DATASET TRAIN/TEST IMAGE LABEL

CIFAR-100 50k/10k Non-medical Image classes
MIMIC-CXR 369k/5k Chest X-ray Radiology reports

IU X-RAY 5k/0.8k Chest X-ray Radiology reports

Table 2: Overview of datasets.

Models. To verify our proposed method, we use three
pre-trained models. CHEXAGENT (Chen et al. 2024b) is
a 7 billion-parameter medical foundation model, designed
to analyze and summarize CXRs. This MLLM is used as
the victim in all our experiments. We denote CHEXA-
GENT* the version of the same model used by the attacker,
with the vanilla large language model (LLM) weights (i.e.,
MISTRAL-7B) instead of the clinically fine-tuned version.
IDEFICS (Laurençon et al. 2024) is a 9 billion-parameter
MLLM trained on image-text pairs on various multimodal
benchmarks. We directly use this pre-trained MLLM as at-
tack baselines. ZEPHYR-7B (Tunstall et al. 2023) is used
as oracle LLM for our ADA-STEAL in all experiments. An
overview of model architectures and their role in our work
is provided in Table 1.

Datasets. We validate ADA-STEAL on three standard
datasets: IU X-RAY (Demner-Fushman et al. 2016),
MIMIC-CXR (Johnson et al. 2019), and CIFAR-
100 (Krizhevsky 2009). IU X-RAY and MIMIC-CXR are
medical datasets consisting of chest X-rays and their corre-
sponding radiology reports. Following previous work (Chen
et al. 2020, 2021; Pellegrini et al. 2023), we only consider
the Findings section in the radiology reports and exclude
samples without it. Furthermore, MIMIC-CXR is one of the
training datasets of the victim CHEXAGENT (Chen et al.
2024b). CIFAR-100 is extensively used in the computer vi-
sion community, but unrelated to the medical field. Our goal
is to show that natural images can be used to steal medical
IP, despite originating from a different domain or data dis-
tribution. Table 2 summarizes the three datasets with official
or conventional training and test split sizes.

The attacker query data Pa. The attacker queries the vic-
tim with images from a large discrete image distribution Pa,
as shown in Equation (3). The experiments differ in four
choices of Pa, each of which is explained below.

• Pa = CIFAR-100: we sample natural images from the
training set of CIFAR-100 as the attacker query data.

• Pa = MIMIC-CXR: we assume the attacker has access to
the radiographs in the training set of the MIMIC-CXR as
the initial query data. This setup serves as an upper bound
on the stealing performance the attacker can achieve.
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TEST DATA MIMIC-CXR IU X-RAY

METRICS RG-L BERT-S RAD-S RG-L BERT-S RAD-S

VICTIM CHEXAGENT 26.5 (1.00×) 53.0 (1.00×) 20.7 (1.00×) 32.2 (1.00×) 58.7 (1.00×) 26.1 (1.00×)

ATTACKER

IDEFICS 14.6 (0.55×) 8.0 (0.15×) 0.7 (0.04×) 14.1 (0.44×) 11.2 (0.19×) 0.3 (0.01×)
+KNOCKOFF 20.2 (0.76×) 45.3 (0.85×) 12.5 (0.60×) 22.9 (0.71×) 48.1 (0.82×) 14.0 (0.54×)
+ADA-STEAL 23.2 (0.88×) 49.0 (0.92×) 15.6 (0.75×) 29.8 (0.93×) 52.9 (0.90×) 19.4 (0.74×)

CHEXAGENT* 10.5 (0.40×) 0.0 (0.00×) 0.6 (0.03×) 6.6 (0.20×) 0.0 (0.00×) 0.5 (0.02×)
+KNOCKOFF 23.2 (0.88×) 43.7 (0.82×) 16.3 (0.79×) 26.1 (0.81×) 48.3 (0.82×) 22.0 (0.84×)
+ADA-STEAL 24.7 (0.93×) 44.5 (0.84×) 18.7 (0.90×) 26.6 (0.83×) 52.5 (0.89×) 25.8 (0.99×)

Table 3: Performance metrics on test data (best value in bold, followed by the ratio to the original victim performance).

• Pa ∼ N (0, 1): images are randomly generated with pixel
values following a standard normal distribution, scaled to
[0, 255], and rounded to the nearest integer.

• Pa = mix of CIFAR-100 and MIMIC-CXR: we in-
clude a variable number of images from the victim train-
ing set (i.e., images from MIMIC-CXR) into the attacker
dataset. The proportion of these images is controlled by
the ratio r, defined as the percentage of MIMIC-CXR
images within the initial attacker dataset.

Attacks. We first test the original performance of
IDEFICS and CHEXAGENT* on the medical dataset as a
baseline reference, followed by evaluating two attack strate-
gies. KNOCKOFF fine-tunes the attacker model using the
method of Knockoff Nets (Orekondy, Schiele, and Fritz
2019a) with the same MLLM. ADA-STEAL denotes our
proposed method.

Evaluation metrics. We evaluate our attacker model per-
formance on the test sets of IU X-RAY and MIMIC-CXR.
After preprocessing, the number of test samples in MIMIC-
CXR and IU X-RAY is 3858 and 590, respectively. Fol-
lowing CheXbench, a benchmark designed by Chen et al.
(2024b) to evaluate models across eight CXR interpreta-
tion tasks (e.g., radiology report generation). We evaluate
the above models by two types of metrics: the natural lan-
guage generation metrics include ROUGE-L (RG-L) (Lin
2004) and BERT-Score (BERT-S) (Zhang et al. 2019), while
the clinical efficacy metrics include RadGraph-Score (RAD-
S) (Jain et al. 2021) and GPT-4 evaluation. In particular,
the RAD-S assesses the quality of generated radiology re-
ports by employing output reports to construct RadGraphs to
identify entities and their relations in comparison to ground
truth references. The performance on the CheXbert metric is
not reported due to its unreliability for out-of-distribution re-
ports. Detailed explanations and the prompt for GPT-4 eval-
uation are included in Appendix C and D, respectively.

Implementation details. We initialize the attacker query
set with 500 images from CIFAR-100, and then repeat the
steps of our method three times, resulting in a total query
budget of B = 1500. We set the probabilities of abnormal,
normal, and original (Ŷ ) anatomical descriptions into 80%,
10%, and 10%, respectively, in the new report Ȳ for adver-
sarial perturbation generation. The learning rates for fine-
tuning IDEFICS and CHEXAGENT* are fixed to 5 × 10−6

and 1× 10−5, respectively, without weight decay. The max-
imum new sequence length is set to 512, and a diversity
penalty of 0.2 with three beam groups, each containing six
beams, is applied. The top-1 response is collected as the
generated report. The adversarial noise budget ϵ is set to
0.2 unless otherwise specified. In both the victim and at-
tacker models, the report generation process employs the
same prompt T , as shown below. All experiments are con-
ducted on a single NVIDIA A100 GPU.

Fixed prompt T for victim and attacker model

Write a structured Findings section for the given image as
if you are a radiologist.

Experimental Results
Model stealing performance. The main experimental re-
sults on the two aforementioned test datasets are shown
in Table 3. First, both attack strategies improve the per-
formance of radiology report generation compared to the
original MLLM. This outcome highlights the vulnerabil-
ity of the medical MLLMs to model stealing attacks. Sec-
ond, ADA-STEAL outperforms the other attack in all met-
rics, which confirms the effectiveness of our proposed model
stealing method in enhancing the diversity of the attacker
set. Such diversity may come from the incorporation of med-
ical report enrichment and adversarial image generation that
align attacker predictions with the expert knowledge of the
oracle LLM. Third, when comparing between datasets, the
performance achievements of ADA-STEAL tested on IU X-
RAY are higher than that of MIMIC-CXR. This might be
because IU X-RAY is relatively small and has less diverse
image-text mappings, making it easier for attackers to mimic
the image-to-text generation functionality. Finally, there is
no clear winner in terms of the model architecture used by
the attacker, but rather the performance depends on both the
attack strategy and the measured metric.

Ablative analysis. To investigate the effect of adversarial
attacks in domain alignment as well as oracle LLM diversi-
fication in medical report enrichment, an abrogation study
is conducted, examining the impact of the non-utilization
of the oracle model in ADA-STEAL (denoted as ADA w/o
Ȳ ). Under the same experimental setup of IDEFICS and
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(a) Stealing performance of the adversarial noise budget ϵ. (b) Ablation performance of ADA-STEAL without Oracle.

Figure 3: Left: performance of ADA-STEAL on IDEFICS with different ϵ across three metrics compared to the victim. Right:
ablation study compares the performance of three attackers.

Figure 4: Qualitative evaluation by GPT-4 comparing the
quality of test reports pairwise.

ϵ = 0.2, we compare its model performance to KNOCK-
OFF and ADA-STEAL and show the results in Figure 3b.
First, ADA w/o Ȳ always outperforms KNOCKOFF, con-
firming the added value of adversarial images toward do-
main alignment. While the victim model tends to produce
simple, repetitive pseudo-reports with no disease indica-
tions, the adversarial images generated during domain align-
ment enhance the confidence and quality of their pseudo-
reports. Second, applying the oracle model to diversify the
pseudo-reports can further improve the model stealing abil-
ity. This observation is consistent with our hypothesis that
the medical report enrichment helps increase the diversity
and maintain the clinical relevance of adversarial images by
aligning the attacker’s predictions with its own knowledge.

Adversarial noise budget ϵ. To analyze the impact of the
amount of adversarial noise introduced, we train our at-
tacker model (IDEFICS+ADA-STEAL) for different ϵ in
the range from 0.05 to 0.3. Figure 3 shows the results on
MIMIC-CXR and IU X-RAY. For all performance metrics,
the general trend of the score is to rise and then fall as ϵ in-
creases. This pattern can be attributed to the intrinsic nature
of the perturbation. An extremely small ϵ introduces insuf-
ficient perturbation to alter the original image significantly.
Conversely, the perturbation resulting from a comparatively
large ϵ can push pixel values out of the data distribution.
While there is not one optimal value for ϵ across datasets and
metrics, we note that the range between 0.05 to 0.2 yields
overall good performance.

Image distribution Pa. Table 4 illustrates the evaluations
of IDEFICS+ADA-STEAL fine-tuned on different attacker
dataset distributions. The row Pa = ∅ shows the radiology
report generation ability of the open-access IDEFICS-9b

Pa(X)
MIMIC-CXR IU X-RAY

RG-L BERT-S RAD-S RG-L BERT-S RAD-S

∅ 14.6 8.0 0.7 14.1 11.2 0.3

CIFAR-100 21.4 48.0 14.1 27.6 54.6 22.3
r = 0.1 24.1 47.9 15.5 27.4 53.6 21.1
r = 0.5 20.4 42.8 10.2 21.0 42.2 9.5

MIMIC-CXR 18.7 38.3 7.9 13.8 30.3 10.4

RANDOM 7.0 0.0 0.0 5.3 0.0 0.0

Table 4: Evaluation of IDEFICS+ADA-STEAL using dif-
ferent attacker image distributions Pa, where the attacker
models are fine-tuned with ϵ = 0.05.

model. The following observations can be made from the re-
sults. First, initializing attacker images from the normal dis-
tribution N (0, 1) (row RANDOM) fails to steal the model,
resulting in a performance inferior to that of the original
IDEFICS. This failure can be explained by the significant
gap between the normal distribution and the actual distri-
bution of medical images, which causes the attacker to be
inadequate in providing the necessary medical information;
in this setup, our approach to enhance data diversity does not
help, as random noise is diverse, but is rather lacking domain
relevance. Second, the attacker sets constructed with image
sampling from the other four image distributions help im-
prove the model’s ability to generate radiology reports. The
counterintuitive observation that Pa = MIMIC-CXR leads
to worse performance than the other three due to the fact
that the synthesized adversarial images on the actual CXRs
distort the image distribution from the actual CXRs.

Impact of oracle and victim models. We further evaluate
the flexibility and generalizability of our method with dif-
ferent oracle and victim models and record the detailed ex-
perimental performance in Appendix B. As shown in Figure
6, using GPT-4 as the oracle model, due to its greater capa-
bilities, improves the performance of ADA-STEAL. Addi-
tionally, using MED-FLAMINGO (Moor et al. 2023) as the
victim model, Table 6 shows that ADA-STEAL outperforms
baselines and even surpasses the victim model in RG-L and
BERT-S METRICS.

Qualitative analysis. We further investigate the quality of
pseudo-reports generated by ADA-STEAL based on aug-
mented images. Figure 5 shows an example of pseudo-
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Figure 5: Left: Example of an image and pseudo-report pair from the Mushroom class in CIFAR-100. The abnormality is
marked in yellow, with the victim model predicting an enlarged heart and low lung volumes in the adversarial pseudo-report.
Right: t-SNE visualizations of pseudo-report sentence embeddings on the CIFAR-100 image and its adversarial counterpart
from ADA-STEAL; showing that abnormalities increase report diversity. Arrows indicate the sentence embeddings for these
descriptions.

reports generated for a CIFAR-100 image and for its adver-
sarial counterpart used in ADA-STEAL (left). The images
in the attacker queries constructed with ADA-STEAL tend
to induce more diverse pseudo-reports which include de-
scriptions of abnormalities, while the other attacks fail to do
so. This phenomenon is consistent throughout the generated
data and aligns with our design objective of the oracle mod-
ule meant to induce more anomalies. The t-SNE (van der
Maaten and Hinton 2008) visualization of the pseudo-report
sentence embedding space (Figure 5, right) further confirms
the diversity introduced by the use of adversarial images in
ADA-STEAL. Finally, we use GPT-4 to assess the quality
of the pseudo-reports generated by ADA-STEAL in com-
parison to those from KNOCKOFF and ADA w/o Ȳ applied
to IDEFICS. Figure 4 shows that ADA-STEAL generates
more high-quality reports than the other attacks.

Discussion
Extended scope. Our current setup applies to victim mod-
els that are deterministic and use beam search decoding.
We see no fundamental limitation in our methodology that
would prevent us from extending our work to models with
stochastic outputs or that vary the output decoding strategy.

Reports’ drift. The reports generated by the oracle LLM
are only based on a prompt and no images. We identify a
risk that these reports are not accurate or of good quality.
However, we notice in practice that data diversity close to
the target domain is sufficient to elicit data diversity in the
victim model. Moreover, the reports are not used to train the
stolen model, further limiting their potential impact.

Defenses. Our work does not evaluate ADA-STEAL
against model stealing defenses. Current de-
fenses (Orekondy, Schiele, and Fritz 2019b; Kariyappa

and Qureshi 2020; Mazeika, Li, and Forsyth 2022) typically
add noise to the victim model’s predictions (i.e., logits) to
hinder the attacker while maintaining the model’s utility
(e.g., top-class predictions). However, these defenses are
not suited to the complex input and output spaces addressed
in this paper. Additionally, in the medical field, it is crucial
that reports generated by medical MLLMs remain truthful
and accurate. As such, defending against the present attack
is not trivial and would require dedicated defenses.

Ethical considerations. This paper advances research on
model stealing attacks, emphasizing the significance of this
threat and the urgent need for robust defenses. By raising
awareness of the latest security challenges, we aim to help
the community better prevent or mitigate such attacks. Our
work is built entirely on open resources, and we hope it mo-
tivates further study of practical attacks on machine learning
to ultimately develop safer, more reliable systems.

Conclusion

In this paper, we show for the first time that an attacker can
successfully steal the functionality of radiology report gen-
eration from a medical MLLM without access to the vic-
tim data distribution. Our attack ADA-STEAL produces a
diverse dataset for stealing by leveraging adversarial attacks
for domain alignment and an oracle model for report enrich-
ment. Experimental results on two medical datasets demon-
strate the effectiveness of ADA-STEAL, which outperforms
existing methods directly adapted to the task of radiology
report generation. We encourage medical MLLM owners to
consider the risk of model theft and to protect their assets.
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