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Abstract

While 3D head reconstruction is widely used for model-
ing, existing neural reconstruction approaches rely on high-
resolution multi-view images, posing notable privacy issues.
Individuals are particularly sensitive to facial features, and
facial image leakage can lead to many malicious activities,
such as unauthorized tracking and deepfake. In contrast, ge-
ometric data is less susceptible to misuse due to its complex
processing requirements, and absence of facial texture fea-
tures. In this paper, we propose a novel two-stage 3D facial
reconstruction method aimed at avoiding exposure to sensi-
tive facial information while preserving detailed geometric
accuracy. Our approach first uses non-sensitive rear-head im-
ages for initial geometry and then refines this geometry us-
ing processed privacy-removed gradient images. Extensive
experiments show that the resulting geometry is comparable
to methods using full images, while the process is resistant to
DeepFake applications and facial recognition (FR) systems,
thereby proving its effectiveness in privacy protection.

Introduction

In the rapidly evolving digital era, 3D facial reconstruc-
tion technology has become an indispensable component in
fields such as modeling, virtual reality, and digital enter-
tainment. Recent advancements, particularly the emergence
of techniques like Neural Radiance Fields (NeRF) (Milden-
hall et al. 2020) and Signed Distance Function (SDF)-based
methods (NeuS/VoISDF) (Wang et al. 2021; Yariv et al.
2021), have significantly enhanced the accuracy of recon-
struction, heralding a revolutionary progression in this do-
main. However, these methods often depend on multi-view,
high-resolution facial images. While such images provide
substantial convenience and precision in reconstruction, they
raise significant privacy concerns due to the sensitive nature
of the detailed facial information they contain. This reliance
on sensitive images inevitably compromises privacy.
Extensive research has consistently demonstrated that in-
dividuals exhibit a markedly higher sensitivity to facial fea-
tures compared to other body parts (Zebrowitz and Mon-
tepare 2008). Even minor facial imperfections, such as acne,
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scars, or uneven skin tone, can exert considerable psycho-
logical effects (Hamler et al. 2022; Mekeres et al. 2023).
The potential misuse of facial information raises substantial
concerns, including risks of social discrimination, psycho-
logical distress, and other negative consequences (Abrams
et al. 2020). Furthermore, the necessity for protecting fa-
cial privacy extends beyond individual sensitivities to in-
clude the broader risks associated with the leakage of facial
images (Ciftci, Yuksek, and Demir 2023). Current image-
based facial recognition (FR) systems have reached a level
of sophistication that enables the extraction and analysis
of extensive information from facial images (Kortli et al.
2020). In the event of facial image leakage, this data could be
exploited for unauthorized digital tracking, surveillance, or
other malicious purposes (Hill 2022). Moreover, facial im-
ages provide the precise details necessary for creating Deep-
Fake (Chadha et al. 2021), further amplifying privacy risks.

In contrast, geometric data is generally less sensitive
compared to facial images. Geometric data alone lacks the
detailed facial textures necessary for impersonation and
forgery, such as those used in DeepFake technology (West-
erlund 2019). This absence of detailed textures signifi-
cantly diminishes the risk of misuse. Additionally, collect-
ing, processing, and analyzing 3D data is more complex and
resource-intensive (Uy et al. 2021), which hinders efficient
tracking and recognition. The technology for handling 3D
data is less developed and less widespread than that for 2D
images (Guo et al. 2023), further reducing the risk of unau-
thorized monitoring and tracking. Thus, while facial geom-
etry also reveals some information, it is much harder to ex-
ploit in DeepFake and FR systems, resulting in fewer mali-
cious effects than the facial images used in current face re-
construction methods. This phenomenon highlights the ur-
gent need to improve current methods and explore high-
quality 3D reconstruction techniques that do not depend on
high-risk facial images.

Existing privacy protection methods, such as image blur-
ring (Jiang et al. 2023) or facial masking (Sun et al.
2018), while somewhat effective in 2D image process-
ing, face numerous challenges in 3D reconstruction tasks.
mm3DFace (Xie et al. 2023) is one of the approaches
that address facial privacy in 3D reconstruction by using
mmWave signals to extract geometric features, thus avoiding
facial images and offering some level of privacy protection.



It can track 68 facial landmarks, which is useful for expres-
sion analysis. However, it cannot capture geometric details
which is necessary for nuanced applications. Currently, there
is a lack of a comprehensive end-to-end strategy capable of
reconstructing detailed facial geometry without relying on
sensitive facial images.

To address this challenge, we propose an innovative 3D
neural reconstruction method without dependence on sensi-
tive facial images, representing the first systematic attempt
to address privacy protection issues in the field of neural sur-
face reconstruction. Our method employs a two-stage recon-
struction process using two types of images: privacy-neutral
images (e.q. rear-head images) and privacy-protected im-
ages, which are initially facial images processed to remove
sensitive information. We first utilize privacy-neutral im-
ages to establish the basic geometric structure and then use
privacy-protected images to refine and perfect the 3D recon-
struction. This approach completely eliminates the reliance
on sensitive facial RGB images while still enabling the re-
construction of stable and detailed geometric head models,
thus avoiding the risk of sensitive image leakage.

Our research strikes a balance between the requirements
of head reconstruction and user privacy protection, offering
a reliable and secure head geometry reconstruction solution
for various application scenarios. Our main contributions
can be summarized as follows:

* We introduce a novel end-to-end neural reconstruction
pipeline that effectively protects facial privacy in 3D
modeling. Our method eliminates the exposure of sensi-
tive information while maintaining high-quality geomet-
ric reconstruction, thereby broadening NeRF’s applica-
tions in privacy-sensitive scenarios and laying a founda-
tion for privacy-protected advancements.

* We develop a unique two-stage training process that bal-
ances reconstruction stability and detail fidelity. This ap-
proach first demonstrates that gradient images can effec-
tively contribute to geometric reconstruction, preventing
reliance on sensitive facial images.

e Our method significantly improves the security and ef-
fectiveness of neural reconstruction in sensitive contexts.
Using images that lack detailed facial textures, protects
facial privacy and renders them ineffective for common
exploitation techniques such as DeepFake creation and
facial recognition.

Related Work

Human head models. 3D Morphable Models
(3DMM) (Blanz and Vetter 2023) leverage principal
component analysis to represent facial. However, this
method falls short in capturing details such as wrinkles, the
interior of the mouth, and hair, so it may not fully satisfy
appearance requirements. i3DMM (Yenamandra et al. 2021)
introduces an implicit function to model both the geometry
and appearance of the human head with various attributes
like shape, expression, and hairstyle. Both approaches rely
on 3D data for their modeling. Recent advancements in
Neural Radiance Fields (NeRF) (Mildenhall et al. 2020;
Barron et al. 2021) have excelled in novel view synthesis
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due to their compact and powerful representation capability,
relying solely on a set of multi-view images. Consequently,
numerous works (Gafni et al. 2021; Park et al. 2021) have
yielded detailed geometry (Zheng et al. 2022; Xu et al.
2023) and achieved a photo-realistic appearance (Zheng
et al. 2023; Kirschstein et al. 2023) in modeling heads.

Neural implicit functions. Sign distance fields (SDF)
(Park et al. 2019) and occupancy fields (Mescheder et al.
2019), showcase their representative ability over explicit
representations, i.e. mesh, and point cloud. DVR (Niemeyer
et al. 2020) and IDR (Yariv et al. 2020) focus on differenti-
ating the surface rendering pipeline based on multi-view im-
ages. They incorporate corresponding masks to distinguish
objects from the background during the training process.
NeuS (Wang et al. 2021) and VoISDF (Yariv et al. 2021)
refine the geometry reconstruction of NeRF by introduc-
ing a scheme that converts SDF to density, enhancing the
surface representation in NeRF. Recent approaches (Rosu
and Behnke 2023; Wang, Skorokhodov, and Wonka 2022,
2023) combine volume rendering with multi-scale hashing
in Instant-NGP (Miiller et al. 2022) and displacement fields
to learn detailed surfaces through implicit functions from
multi-view images.

Facial privacy protection. We summarize three cate-
gories primary approaches. The first involves an algo-
rithm based on adversarial generation networks, aimed
at deceiving unauthorized facial recognition by generat-
ing fake images highly similar to the original ones (Li,
Wang, and Li 2019). However, this method is primarily
targeted at public social platforms (Ciftci, Yuksek, and
Demir 2023) or specific facial recognition (FR) systems
that provide data for learning (Cherepanova et al. 2021).
The second category involves the use of cryptographic tech-
niques. Cryptographic techniques, including homomorphic
encryption (Huang et al. 2020), secure multiparty computa-
tion (Ma et al. 2019), and other encryption primitives (Kou
et al. 2021), are used to encrypt original images securely.
These approaches introduce higher latency and computa-
tional costs. The third group of methods focuses on obfus-
cation techniques. These methods encompass actions such
as implementing blurring (Jiang et al. 2023), introducing
noise (Zhang et al. 2021), applying masking (Seneviratne
et al. 2022), utilizing filtering (Zhou and Pun 2020), and em-
ploying image transformation (Wang, Kelly, and Veldhuis
2021). While practical, these methods irreversibly degrade
image quality and may fail in subsequent tasks without a ro-
bust end-to-end solution. mm3DFace (Xie et al. 2023) uses
mmWave signals for privacy protection, but its goal is not to
reconstruct detailed geometry.

Method
Preliminaries

Neural volume rendering. As demonstrated by
NeRF (Mildenhall et al. 2020), it characterizes a 3D
scene by employing volume density and color fields.
Given known camera poses and ray directions, we conduct
sampling along the rays, predicting both the color c; and



user

Figure 1: Algorithmic pipeline. We show the data flow process where our model reconstructs the human head geometry,
without depending on sensitive images. Users can select photos that require privacy protection through a general operator
denoted by o. Following this, privacy-neutral images and privacy-protected images are used for geometric reconstruction. The
reconstruction process occurs in two stages: stage 1 uses privacy-neutral images to establish the foundational geometry, while
stage 2 employs image gradient information to refine the facial geometry further.

density o; at each sample point x; using Multi-Layer
Perceptron (MLPs). The volume rendering process entails
the integrating color radiance across the sampled points
along the ray. Consequently, we approximate the rendered
color for a specific pixel as:

N
) = Z w;C;.
i=1

In this context, we define the distance of each sample point
from the camera center as ¢; and introduce ¢; to represent
the distance between adjacent sample points: §; = t;+1 —¢;.
Furthermore, we use «; to quantify the opacity of the i-th
ray segment, computed as «; = 1 — exp(—0;0;). The term
T, = H;;ll(l ;) denotes the accumulated transmittance,
indicating the proportion of light that reaches the camera,
and wj is defined as w; = T;q; to determine the in Eq. (1).
We train the network using the color loss between the ren-
dered images and input images:
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Volume rendering of SDF. One of the most common sur-
face representations is the SDF, which precisely describes
an object’s geometry. An SDF for a 3D object with a water-
tight surface is a function f : R3 — R. This function takes
any pointx € R3 and provides the signed distance between
x and the closest point on the surface. Importantly, the zero-
level set of the SDF corresponds to the object’s surface S:

S ={xeR’|f(x)=0}. 3)

Recent contributions have been centered around neural vol-
ume rendering based on SDF representation (Wang et al.
2021; Yariv et al. 2021). These methods utilize MLPs to im-
plicitly represent a 3D scene by predicting the SDF and color
c; relative to the viewpoint. This differs from the initial ap-
proach presented in (Mildenhall et al. 2020), which focused
on predicting color and density. The extraction of the zero-
level surface of the SDF in these methods results in a more

Ligy = [l€ —cl], -
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reasonable geometric representation, showcasing significant
effectiveness in reconstructing objects with smooth geome-
try.

If we treat a function as an SDF, it must adhere to the re-
quirement of differentiability, ensuring that the modulus of
the gradient remains constant in accordance with the eikonal
equation. Therefore, we incorporate the eikonal loss into the
final SDF predictions to ensure that the optimized f(x;)
conforms to a valid SDF:

N
Loy = Z IV £(xi)ll2 — 1), “)

where N represents the total number of sampled points.
Given our use of a network architecture for SDF prediction,
computing gradients within a continuous field becomes both
feasible and straightforward.

Two-stage Training

In our assumptions, the reconstruction process should nei-
ther access nor alter sensitive facial images, ensuring that
the algorithm maintains practical utility for geometric re-
construction while fully adhering to privacy requirements.
To implement this approach, all images used for reconstruc-
tion must be non-sensitive and are categorized into two
types: privacy-neutral and privacy-protected. Neutral pic-
tures, which do not contain facial information, such as those
captured from the back of the head, are directly utilized
in the training process. Privacy-protected images, initially
taken from frontal perspectives, are processed through a spe-
cialized operator to ensure they meet our privacy goals be-
fore being uploaded by the user and used in the second stage.

In our proposed method, we employ a two-stage train-
ing framework for geometric reconstruction in Figure 1. In
the first stage, we train a neural radiance field using neutral
images, which enables the reconstruction of essential low-
frequency information. The success of this stage depends on
the quantity of privacy-neutral data users provide. While this



information might have been deemed less valuable for facial
geometry learning in the past, it proves to be beneficial in
our method. Unless unavoidable circumstances require the
use of templates, as discussed in the section Optimization,
the privacy-neutral images provided by the user can be fully
utilized. This enhances the geometric accuracy in the first
stage of reconstruction, bringing it closer to the user’s ge-
ometric features, and ultimately contributing to the overall
quality of the head reconstruction in the second stage.

In the second stage, we utilize privacy-protected data up-
loaded by users for the reconstruction process. Our supervi-
sion focuses solely on color variation information inherent
in the original images. We intentionally refrain from utiliz-
ing full RGB information to mitigate the risk of privacy ex-
posure. While the privacy-protected images appear visually
unfriendly and blurry, they contain valuable color variation
details crucial for refining geometric intricacies. Building on
the foundation established in the first stage, we train for new
frontal face viewpoints. We compute gradients of the ren-
dered images, transforming them into multi-view color gra-
dient modulus through a general operator . These modulus
are then compared to the facial privacy-protected gradient
information obtained from the user after passing through the
operator. To optimize this stage, we introduce a novel loss
equation, the gradient loss Lgraq, to guide the learning of ge-
ometric information in the second stage:

Egrad = ||Hg||2 - ||g||2 ||1’ (5)

where g and g are color gradients of the original image and
the predicted gradient information, respectively. We calcu-
late the gradient of the color in both x— and y— directions
and obtain their modulus as follows:

Oc Jc
ox dy
In practical implementation, this operator can take the form
of an edge extraction operator, such as the Sobel operator.
Its design aims for versatility, enabling users to choose from
a range of operators o depending on their specific privacy
requirements and to adjust operator parameters to ensure the
irreproducibility of the reconstruction. This flexibility em-
powers users to acquire data with different levels of protec-
tion. During this stage, the absence of RGB supervision may
lead to inaccuracies in MLP color predictions. Nevertheless,
our method effectively recovers facial geometric details even
when radiance information appears unreliable.

The privacy-preserving approach focuses on three key as-
pects: irreversibility by retaining only gradient magnitudes,
color multiplicity where different images can map to the
same gradient, and perceptual indistinction to keep the pro-
cessed data visually indistinguishable from the original. De-
tailed discussions are in the supplementary material.

(6)

lell, = \ |
2 2

Optimization

Template. Templates offer an effective solution when
users cannot capture photos without privacy-sensitive infor-
mation, such as handheld devices or other constraints. In
such cases, user-uploaded images need processing for pri-
vacy protection. To address this challenge, we propose using
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a neutral head template. This enables users to recover head
geometry even when privacy-neutral images are scarce, fa-
cilitating effective geometric reconstruction. While template
usage is not mandatory, it enhances our model’s compatibil-
ity with various data inputs, making it more versatile for a
smoother user experience.

Regularization. In our network structure, based on the
neural radiance fields pipeline, we make specific optimiza-
tions to enhance geometric representation. Our primary goal
is not the final rendering appearance but the recovery of fine
geometric details for downstream tasks. To achieve this, we
apply regularization constraints to the color rendering net-
work. These constraints encourage the network to prioritize
learning geometric intricacies. In previous work (Rosu and
Behnke 2023), a color regularization constraint was pro-
posed which introduced trainable bounds for each layer,
effectively constraining the expression of MLP layers us-
ing knowledge from Lipschitz continuous networks. In the
specific network structure, each MLP layer is reformulated
as y o(W;x + b;), and W; a(W;, softplus(m;)),
where a normalizes the weight matrix. During the privacy-
protected stage, we apply color regularization by constrain-
ing the product of Lipschitz constants, m;, for each layer:

)

In the training process for stage one, we do not use this
regularization term. In the second stage of training, we intro-
duce constraints on the rendering network as an additional
loss:

softplus(m;) = In (1 + €™).

Liip = Hézlsoftplus(mi). (8)
Putting it all together, our training loss is as follows:
L= Alﬁrgb + )\2['611( + /\SEIip + )\4['grad' &)

In Stage 1, we set A3 = A4 = 0 to disable gradients, and set
A1 = 0 in Stage 2 to activate it.

Experiments
Setup

Datasets. In our experiments, we utilize two represen-
tative datasets: FaceScape (Yang et al. 2020) and High-
Fidelity 3D Head (H3DS) (Ramon et al. 2021). Each dataset
includes 30 to 36 RGB images per identity at 64 x 64 pixels,
with lower resolution and increased blurring chosen to en-
hance privacy protection. FaceScape offers textured 3D face
data for various subjects and expressions, while H3DS, cap-
tured in real-world scenarios, provides headshot data across
different countries, ethnic backgrounds, and lighting condi-
tions. We randomly sampled 10 identities from each dataset
and treated all images with visible facial features as sensitive
images. The selection of images for training is adaptable to
user privacy preferences, as detailed in the supplementary
material. In our experiments with the FaceScape dataset, we
utilize 10 images that are inherently privacy-neutral and pro-
cess 20 images as privacy-protected. Similarly, for the H3DS
dataset, 16 images are inherently privacy-neutral, and 20 im-
ages are processed as privacy-protected. While our primary



analysis focuses on these two datasets, we also test addi-
tional facial datasets to broaden our validation in the sup-
plementary. These experiments demonstrate the adaptability
and robustness of our method in various conditions.

GT image Stage 1 Stage 2 VoISDF (full img) GT mesh

e

1D 395 1D 421 1D 393

1D 09 1D 00

1D 07

Figure 2: A two-stage strategy: stage 1 focuses on learning
the basic geometry of the head, and stage 2 only uses gradi-
ent images to optimize facial geometric details. Even com-
pared with the full RGB image given 30 viewing directions,
our reconstruction still achieves comparable results.

Baseline. Our approach is based on VoISDF (Yariv et al.
2021) due to its stability in constructing detailed facial ge-
ometry. The flexibility of our framework allows for the in-
corporation of alternative rendering and training methods
such as 2DGS (Huang et al. 2024) in Figure 10. We evaluate
the geometric accuracy of our work under identical camera
poses and view directions. VoISDF is based on all full-face
images, while our method doesn’t rely on sensitive facial im-
ages. Given that our method is trained on gradient images,
a large amount of information is lost compared to full RGB
images at all viewing angles, and our results remain compa-
rable to VoISDF, as detailed in the Evaluation.

Evaluation. We evaluate the quality of our algorithm’s ge-
ometry recovery through both qualitative and quantitative
comparisons with the VolSDF algorithm. We present re-
sults obtained after the first stage of privacy-neutral train-
ing and the second stage of privacy-protected reconstruc-
tion, comparing them with VolSDF’s full-image supervised
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Figure 3: In terms of reconstruction quality, even with 64-
resolution images, we are still able to capture many geomet-
ric details, including hair and expressions.

ground truth w/o Lip. w/ Lip.
(sl
a
e ﬁ
. .
a
a

CD(107%) || ID393 D395
w/ Lip. 0.6998  0.7664
w/o Lip. 0.7753  0.8347

Figure 4: Lipschitz regularization (Lip.) makes geometry
learning more reasonable in Stage 2, such as the mouth (Row
1) and the smoother face (Row 2).

reconstruction outcomes in Figure 2. To evaluate the overall
reconstruction accuracy, we employ the Chamfer distance
(CD) metric, computed for both our method and VolSDF.
These metrics are detailed in Table 1. Furthermore, our re-
construction excels in capturing intricate details such as hair
or interesting facial features such as different expressions
in Figure 3. This highlights the versatility of our method in
handling intricate aspects beyond facial contours.

Ablation Studies

Lipschitz regularization. We conduct an ablation study
of the Lipschitz regularization as depicted in Figure 4. Since
the face represents relatively smooth geometry, Lipschitz
regularization helps ensure more accurate geometric learn-
ing and plays a crucial role in recovering facial details, ulti-
mately resulting in the lowest CD.

Sparse views and geometric priors. Considering varying
privacy definitions, we compare scenarios with fewer color
images in Stage 1 (Figure 5). Stricter privacy requirements
may impact Stage 1 accuracy, but the final results remain



Method | 393 | 421 | 395 | 346 | 340 | 375 | 411 3934 | 3933 3932 | Mean
Ours stage 1 2.7692 | 1.7467 | 2.8889 | 2.3320 | 1.7957 | 2.6392 | 2.2117 | 2.1790 | 2.9775 | 2.0121 || 2.3552
Ours stage 2 0.6998 | 0.7176 | 0.7645 | 0.7137 | 0.8382 | 0.8289 | 0.8294 | 0.8556 | 0.7798 | 0.7965 || 0.7824
VoISDF (Yariv et al. 2021)(full img) || 0.4509 | 0.5163 | 0.5399 | 0.4547 | 0.4988 | 0.5266 | 0.5059 | 0.4366 | 0.5394 | 0.4788 || 0.4948
(a) CD (10~3) results on 10 identities in the FaceScape dataset (Yang et al. 2020).
Method | 00 | o1 | 02 | 03 | 04 | 05 | 06 07 | 08 | 09 | Mean
Ours stage 1 3.8912 | 3.9796 | 3.508 | 4.1967 | 3.8524 | 3.8205 | 5.9922 | 6.8757 | 4.4531 | 5.0861 | 4.7066
Ours stage 2 3.0397 | 3.1610 | 2.8901 | 3.4117 | 2.9827 | 3.6830 | 3.3911 | 3.0951 | 3.1113 | 2.5912 || 3.0477
VoISDF (Yariv et al. 2021) (full imgs) || 2.7931 | 2.2665 | 2.3108 | 2.5131 | 2.607 | 2.6912 | 3.1767 | 2.7124 | 2.9878 | 2.3938 || 2.6351

(b) CD (mm) results on 10 identities in the H3DS dataset (Ramon et al. 2021).

Table 1: We utilize CD to evaluate the quality of the reconstructed mesh, where lower values indicate better performance. To
ensure a fair comparison, we employ the same technique to trim and process the mesh. In comparison to the first stage, our
geometric accuracy has improved, and the CD value has been reduced to a level comparable to that of the full RGB image input.

acceptable. In extreme cases where all provided images con-
tain sensitive features, a one-stage geometric simulation us-
ing identity-free templates trained on multiple heads can
be used. Figure 6 shows that while these templates can’t
fully replace original reconstructions due to missing low-
frequency data, they are effective in specific situations.

Stage 1

,‘ i
Figure 5: Varying the number of RGB images and views in
the first stage may affect Stage 1 accuracy but has minimal
impact on final reconstruction quality. Row 1 shows a one-

stage process with 15 views, while Rows 2 and 3, both with
10 views, display different input views.

Stage 2

15 views

10 views

10 views

Template Results

Figure 6: Template. Two on the left showcase the neutral
template we employ, while two on the right are our recon-
struction results using the template.
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Our experiments show that the first stage is crucial for
extracting essential geometric priors, benefiting the second
stage significantly. Without this initial stage, reconstructions
from gradient examples lack smoothness and plausible ge-
ometry, yield unsatisfactory results. This occurs because in-
adequate low-frequency information during the initial train-
ing disrupts the learning process when high-frequency data
is introduced.

Method Original | Protected ReMngselr]ed R eg&l errin ¢ R\e/gldi?iﬁ o
VGG-Face 93.75 6.51 3.03 43.74 84.62
Facenet 96.88 9.68 18.18 31.23 81.52
Facenet512 96.87 3.23 3.20 18.77 79.27
ArcFace 90.63 6.66 6.46 31.25 79.23
Dlib 93.75 3.17 1.77 37.50 71.57
SFace 84.38 6.45 9.14 43.71 73.35
GhostFaceNet 85.42 6.62 1.04 31.44 73.92
Average 91.67 6.05 6.12 33.95 77.64

Table 2: Comparison of recognition accuracy (%) across 7
FR systems shows that our protected images, directly ren-
dered mesh images, and our rendered results all significantly
reduce recognition accuracy, thus avoiding FR tracking.

Security Discussion

Avoiding 2D FR tracking. Although 3D meshes contain
identifiable information, they are more robust against mali-
cious exploitation compared to 2D facial images. This ro-
bustness stems from the challenges in collecting large-scale
3D datasets, which has limited the development of deep
learning-based 3D face recognition (Guo et al. 2023). In
contrast, most widely deployed FR systems rely on 2D im-
ages due to their speed and convenience. The powerful ca-
pabilities of 2D FR systems, if misused for tracking and
surveillance, can lead to severe privacy concerns. To demon-
strate the effectiveness of our privacy-preserving method,
we evaluated its resistance against seven state-of-the-art
(SOTA) 2D face recognition systems (Parkhi, Vedaldi, and
Zisserman 2015; Schroff, Kalenichenko, and Philbin 2015;
Deng et al. 2019; King 2009; Zhong et al. 2021; Alansari
et al. 2023), which typically represent faces as vectors, using
metrics like cosine similarity (Figure 7) to measure the sim-
ilarity between images of the same person. The tests results
in Table 2 included original sensitive images (Original), pro-



Original 11 Original 11 Original 08 Protected 11 Mesh 11
£\
b
Verified true false false false
Distance || 0.4978 0.6145 0.9095 0.8893

Figure 7: VGG verification of the four images (right) against
the original (left), showing cosine distances. Greater dis-
tances indicate lower similarity.

tected images (Protected), rendering results from both our
method (Our Rendering) and VolSDF (VoISDF Rendering),
and images directly rendered from 3D geometric meshes
(Rendered Mesh). which confirms that our approach signifi-
cantly reduces FR accuracy, demonstrating its effectiveness
in preventing tracking and lowering security risks.

GT

VoISDF Ours

Source Target Origin

Figure 8: We reconstruct geometric details without render-
ing realistic sensitive images (row 1). Our rendered images
after DeepFake processing retain significantly different fa-
cial details from the target person (row 2,3), showing our
method prevents convincing impersonation.

Counteracting DeepFake. Current DeepFake technology
can convincingly replace facial details through other peo-
ple’s images and videos, resulting in highly realistic and
potentially harmful fabrications. In NeRF-based reconstruc-
tions, DeepFake can participate in fabrications in two ways:
one requires users to provide multi-view facial images,
which our method avoids, and the other applies DeepFake to
rendered images. Figure 8 compares results from DeepFake
models with (Row 2) and without (Row 3) pre-trained gener-
ative models, which inputs include original multi-view RGB
images, images rendered with VoISDF, and images rendered
using our method. Results show that DeepFake images gen-
erated with our method fail to convincingly replicate the tar-
get individual, making DeepFake ineffective due to the loss
of sensitive facial textures.

Preventing misuse. We investigated the role of facial tex-
ture in visual recognition by transferring the radiance and
geometry from different identities. Figure 9 demonstrated
that facial mesh transferred with someone else’s facial tex-
ture radiance appeared significantly more similar to that per-

4389

son, reinforcing the idea that achieving accurate forgery of
facial identities requires the acquisition of highly specific,
original facial textures. Our findings highlight that without
access to the exact texture of the original face, the potential
for successful face forgery remains limited.

401 G401&R491
\
R49l
y A %
491

G401&R429 R429

R429

G491&R401 G491 &

Original Geometry Transfer Results Transfer

Figure 9: We use G for geometry and R+ for radiance of
identity *. Each row shows the same geometry with varying
radiance, demonstrating that radiance significantly impacts

perceived identity.

Future application. Our method prevents reliance on
sensitive images by achieving high-fidelity geometric re-
construction using only sensitive-image gradients as in-
puts. This approach extends beyond facial reconstruction
to scenes requiring minimal input, such as meeting rooms
or protected elements like license plates (Figure 10), while
maintaining comparable quality. It is applicable to other neu-
ral reconstruction pipelines (Huang et al. 2024). Future work
will focus on developing flexible adjustments to balance pri-
vacy and quality for diverse applications and user needs.

Full images reconstruction (2DGS) Protected images reconstruction (2DGS)

Figure 10: For sensitive images (license plates, conference
room details), users can provide only protected inputs in-
stead of the actual images, and reconstruct details.

Conclusion

In this paper, we highlight the often-overlooked aspect of
privacy in neural facial reconstruction. We present a method
that reconstructs detailed head geometry without relying on
sensitive input. By processing sensitive facial data and fo-
cusing on essential geometric information in a two-stage
process, our approach balances privacy protection with re-
construction quality. Our method represents a significant ad-
vancement, integrating privacy and neural facial reconstruc-
tion and paving the way for new explorations in this field.
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