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Abstract

Multi-modal Federated Learning (MFL) is a distributed ma-
chine learning paradigm that enables multiple participants
with multi-modal data to collaboratively train a global model
for multi-modal tasks without sharing their local data. MFL
typically deploys the trained global model as an Embedding-
as-a-Service (EaaS), allowing participants to obtain embed-
dings for downstream tasks. However, it increases the risk of
unauthorized copying and leakage of the model. Protecting
the ownership of the MFL model while maintaining model
performance is challenging. In this paper, we propose the
first general model ownership protection framework for MFL,
named MFL-Owner. MFL-Owner decouples the watermark-
ing process from the model training process and addresses
both ownership verification and traceability, effectively safe-
guarding the interests of the MFL collective. MFL-Owner
leverages the concept of orthogonal transformations by in-
corporating a linear transformation matrix with orthogonal
constraints into the model, achieving high-quality ownership
verification and traceability with minimal impact on model
performance. To enhance the practicality of the watermark
and prevent conflicts among multiple clients during tracing,
we propose a trigger dataset selection method based on out-
of-distribution data combined with Gaussian noise perturba-
tion. Our experiments on multiple datasets demonstrate that
MFL-Owner is effective for model ownership verification and
traceability for MFL.

Code — https://github.com/F1ow7/MFL-Owner

Introduction

With the advance of multi-modal data in terminal devices,
training multi-modal models without compromising data
and privacy has become a significant challenge (Tang et al.
2024; Ding et al. 2022; Yu et al. 2020b). As a privacy-
preserving distributed learning framework, Federated Learn-
ing (FL) is deemed to be a promising approach for collabo-
rative training of multi-modal data (McMahan et al. 2017).
Single-modal FL architectures are no longer sufficient to
meet the demands of multi-modal model collaborative train-
ing for clients due to the heterogeneity of client modalities.
Essentially, adopting FL to multi-modal tasks, also known

*Corresponding author.
Copyright © 2025, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

Encoder Embedding Space

i i age-text!
i il o ! : :.i pair |
i[“Attention is | § Language | [ Text N i trigger |
i[all you need.” 1(_Encoder )i "{_Embed. pair |
: Trigger pair E
5 1
i (a) Backdoor-based Watermark !
L . :
; i :
8 s | Watel:markef i W pair 1 !
: ks Visual (1 ~ | M pair2 !
i——————— 1\_Encoder J: X !
i[“Attention is | 3 Watermarked }: Text /24 I trigger :
i[all you need.”| Languagen |1 Embed. pair |
: | © i

;

Figure 1: An illustration of the motivation.

as a Multi-modal Federated Learning (MFL) (Yu et al. 2023;
Feng et al. 2023; Chen et al. 2024), utilizes different types of
data with privacy constraints to train more functional multi-
modal models. The emergence of MFL further expands the
application scenarios of FL. However, enhancing the perfor-
mance of MFL in cross-modal tasks generally results in a
rise in training cost, as the training requires the involvement
of multiple parties and a significant cost derives from multi-
ple sources, e.g., data, computation resource, and communi-
cations (Yu et al. 2020a). Thus, considering the tremendous
value of multi-modal models, preventing the model from il-
legal abuse and distribution is an urgent need.

Model watermarking provides a feasible solution to pro-
tecting the ownership of deep neural network models (Xue
et al. 2021; Sun et al. 2023; Tan et al. 2023), which em-
beds specific identifiers into the model, and the identifiers
can be extracted during verification (Li et al. 2022). Ex-
isting model watermarking approaches can be divided into
two categories, namely, parameter-based watermarks (Xu
et al. 2024; Uchida et al. 2017) and backdoor-based wa-



termarks (Li et al. 2022; Shao et al. 2024; Lv et al. 2023,
2022). Specifically, a parameter-based method embeds wa-
termarks by imposing constraints on specific model param-
eters with using a mapping matrix (Xu et al. 2024; Uchida
et al. 2017). A verifier can usually validate the ownership
of a stolen model only through a black-box approach. This
means the verifier can query the suspect model and ob-
tain outputs but cannot access the model’s internal work-
ings. The backdoor-based watermarking method, considered
a more practical approach, injects backdoors using a trig-
ger dataset and processes verification through black-box ac-
cess (Lv et al. 2023, 2022). However, methods above still
encounter specific challenges in MFL that provide EaaS. (1)
In multi-modal task scenarios, embedding watermarks with-
out affecting the correlation of image-text pairs in down-
stream tasks is a challenging job. Most existing multi-modal
model watermarking is to enhance to relevance of irrelevant
samples with specific semantics, so that a negative impact
on downstream tasks will be caused, such as multi-modal
retrieval and multi-modal classification. (2) In distributed
MFL scenarios, it is challenging to guarantee clients’ own-
ership and traceability with a low overhead, as most existing
watermark schemes fail in solving the issue of watermark
conflicts, so that traceability accuracy will be affected.

To address the issues above, we have proposed a water-
marking scheme with black-box access to protect the owner-
ship of MFL models. The design objectives of the proposed
watermarking scheme need to cover the following aspects.
(1) The proposed scheme needs to preserve the correlation
of the encoder’s output embeddings for the original task data
to avoid affecting the model’s task performance. The lin-
ear transformation with orthogonal constraints is effective
in EaaS scenarios that a single multi-modal model provides,
as the transformation maintains isometric transformations in
Euclidean space (Cisse et al. 2017; Tang et al. 2023). (2) The
proposed scheme shall ensure a high degree of differentia-
tion among multiple backdoor trigger sets to avoid conflicts
in watermark verification and tracing across multiple clients
in distributed scenarios.

In this paper, we propose MFL-Owner, a watermarking
scheme for MFL models designed to verify global model
ownership on the server and enable traceability in the event
of model leakage. As shown in Fig. 1, we achieve watermark
injection by utilizing linear transformations with orthogonal
constraints, i.e., injecting a backdoor into the model through
orthogonal transformation matrices added after the visual
and text encoders (Cisse et al. 2017). We also introduce a
client trigger set selection strategy using out-of-distribution
data to ensure high differentiation among multiple backdoor
trigger sets. MFL-Owner increases the discrepancy between
the trigger dataset and the task dataset and enhances the diffi-
culty of trigger dataset theft by applying Gaussian noise per-
turbations to the images in the trigger dataset. Our scheme
also considers safeguarding the interests of the FL collec-
tive, so that a mechanism of tracing leakers is proposed.
During verification and tracing, we use cosine similarity and
Euclidean distance to assess differences in image-text pairs
within the trigger set’s embedding space, facilitating model
ownership validation and leaker identification.
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The main contributions are summarized as follows. (1)
We propose the first general model ownership protection
framework for MFL. This framework decouples the wa-
termarking process from the FL training process and ad-
dresses ownership verification and traceability, effectively
safeguarding the interests of the MFL collective. (2) We pro-
pose an orthogonal transformation-based backdoor water-
marking method for distributed scenarios to improve the ef-
fectiveness and practicality of watermarking. The proposed
scheme enables efficient watermark injections, ownership
verification, and tracing with minimal impact on model per-
formance. (3) Experiment evaluations have demonstrated
that the proposed watermarking scheme achieves signifi-
cant detection accuracy by using a small amount of out-of-
distribution data as the trigger dataset, confirming its effec-
tiveness and practicality.

Related Work

Multi-modal Federated Learning. With the increasing
amount of multi-modal data, the challenge of training multi-
modal models while protecting user privacy also becomes
greater (Liu et al. 2020; Yu et al. 2023; Li et al. 2024). Xiong
et al. (Xiong et al. 2022) extended the FedAvg (McMahan
et al. 2017) aggregation from Horizontal Federated Learn-
ing (HFL) to multi-modal tasks. Succeeding work explored
scenarios with modality heterogeneity among clients (Yu
et al. 2023; Xiong et al. 2023; Poudel et al. 2024). Yu et
al. (Yu et al. 2023) incorporated contrastive learning to de-
velop intra-modality and inter-modality contrastive losses,
improving multi-modal representation fusion. Even though
prior studies demonstated that MFL was a crucial approach
for harnessing the value of multi-modal data in distributed
scenarios, the issue of model ownership protection within
MFL had yet to be explored.

Watermarking Schemes. Current methods for water-
marking deep neural networks (Li et al. 2022; Lv et al.
2023; Kuribayashi, Tanaka, and Funabiki 2020) can be clas-
sified into two categories based on the embedding technique:
parameter-based watermarks and backdoor-based water-
marks. Parameter-based Watermark (Xu et al. 2024; Uchida
et al. 2017; Kuribayashi, Tanaka, and Funabiki 2020): The
watermarking entity embeds information-carrying water-
marks into the model parameters, where the watermark can
be represented as an n-bit binary string. The watermark is
integrated by adding a regularization term (Xu et al. 2024)
related to the watermark in the loss function during train-
ing. Unlike black-box verification for backdoor-based water-
marks, parameter-based watermarks necessitate white-box
verification, which involves direct inspection of the model’s
parameters. Furthermore, embedding watermarks from mul-
tiple participants into the same model may result in wa-
termark conflicts (Li et al. 2022). Backdoor-based Water-
mark (Li et al. 2022; Shao et al. 2024; Lv et al. 2023, 2022):
The watermarking entity embeds specific trigger patterns
into the deep neural network model using backdoor attacks.
During verification, the model produces specific representa-
tion vectors for samples from the trigger dataset, enabling
ownership verification. This method allows for verification
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Figure 2: The framework of MFL-Owner.

via black-box access, thereby preserving the model’s pri-
vacy (Li et al. 2022). Compared to parameter-based water-
marking methods, backdoor-based watermarking methods
are more practical due to black-box verification approach.
However, their performance in MFL scenarios still requires
validation.

Problem Formulation
Problem Definition

We define the global model obtained by the server after com-
pleting multi-modal FL training as ©, which includes both
an image encoder and a text encoder. We define the server’s
watermarking process as F', where the server individually
embeds watermarks for each client, resulting in the model
0, = F(O). The server uses the model ©,, with the client’s
specific watermark embedded to deploy EaaS for the client.
To protect the global model’s ownership and safeguard the
FL collective’s interests, we focus on ownership verification
and tracing in the event of a model leak.

Definition of Ownership Verification. The server verifies
whether the objective model is stolen by querying it with
image-text pairs. This verification process avoid revealing
parameters of both the model under verification and the orig-
inal model. Specifically, the model ownership verification
process in MFL-Owner is detailed in Eq. (1).

True, © € A(O)
False, if otherwise

Verify (€, D) = { W

where © is the model to be validated, D7 is the trigger set,
and A (©) denotes the model stolen by the adversary.
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Definition of Traceability. Traceability involves tracking
the stolen model back to the malicious client within the FL.
After confirming the ownership of a suspicious model, the
FL group should implement a tracing mechanism to identify
the model leaker. Specifically, the model tracing process in
MFL-Owner is detailed in Eq. (2).

Trace (é,DT) —i,0ecAO), )

where O is the model to be validated, D is the trigger set,
A (©) denotes the model stolen by the adversary, and i is
the traceable model thief.

Threat Model

In MFL-Owner, we assume that the server is responsible for
watermarking and is a trusted entity. The server acts as a
verifier that conducts both model ownership verification and
tracing. Clients are key participants and stakeholders in FL.
We assume that some of clients are conquered by malicious
adversaries, while others are honest entities.

Adversary’s Goal. The malicious adversaries aim to ac-
quire the jointly trained global model, then illegally dis-
tribute, replicate, and sell it, thereby undermining the inter-
ests of the FL collective.

Adversary’s Capabilities. The adversary possesses a
dataset D, to query the client’s EaaS and replicate the model
through a theft attack. The adversary has sufficient EaaS
query attempts to steal the model but cannot access the
model’s structure, training data. Specifically, the adversary
can input image-text pairs from D, and use the embedding
values provided by EaaS as outputs to train a new model.
The adversary then replicates and sells this trained model,
evading ownership protection mechanisms.



Methodology
Overview of MFL-Owner

Our proposed MFL-Owner is a framework for global model
ownership verification and tracing in FL for multi-modal
data. The scheme constructs independent trigger datasets for
each client, which are used to train a linear transformation
layer incorporated into the original model (Cisse et al. 2017)
. The linear transformation coverts the model’s original em-
bedding space into a special embedding space that contains
trigger information. During the training of the linear trans-
formation, we maintain the approximate orthogonality of the
matrix to minimize its impact on the original embedding
space. Models stolen by adversaries inherits the backdoor
from the linear transformation layer, so that outputs includ-
ing the trigger information in the special embedding space
are created.

As illustrated in the Fig. 2, MFL-Owner comprises three
stages, namely, FL training, watermark injection, ownership
verification and traceability. (1) FL Training. In MFL train-
ing, multiple clients with different data modalities use the
local data to optimize local models (Xiong et al. 2022).
Model ownership protection and tracing offered by MFL-
Owner are applicable to various MFL methods with desir-
able scalability, as watermarking is decoupled from model
training (Yu et al. 2023; Liu et al. 2020; Xiong et al. 2023).
(2) Watermark Injection. MFL-Owner embeds watermarks
on the server side to ensure that the MFL training process
remains unaffected, thus avoiding any additional compu-
tational and communication overhead for the clients. Dur-
ing this phase, the server embeds unique watermarks for
each client to enable ownership verification and tracing.
Upon completing model training and watermark injection,
the server uses the watermark-embedded global model to
deploy EaaS for the respective clients. (3) Ownership Veri-
fication and Traceability. In this phase, the verifier confirms
model ownership by comparing the similarity differences in
the embedding vectors of image-text pairs from the trigger
dataset between the model under verification and the model
without the orthogonal transformation layer. Next, the veri-
fier traces the source of the model leak to hold the respon-
sible party accountable and protect the interests of the MFL
collective.

Watermark Injection via Orthogonal Transform

To minimize the impact of backdoor embedding on model
performance, we use orthogonal transformation matrices for
watermarking (Cisse et al. 2017; Tang et al. 2023). For trace-
ability in the event of a model leakage, we select indepen-
dent trigger datasets for each client. The orthogonal trans-
formation matrices that are trained with each client’s unique
trigger dataset are then injected into the global model

Trigger Selection. To ensure the effectiveness of own-
ership verification and tracing, the trigger datasets shall
meet following two conditions. (1) The initial similarity be-
tween image-text pairs in the trigger dataset shall be suf-
ficiently low. (2) Each client’s trigger dataset must have
unique image-text pairs without duplication. We first ana-
lyze the frequency of object classes for the image-text pairs.
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The class set for the trigger dataset is constructed from ran-
domly sampled high-frequency object classes. We then se-
lect m images from a small number of high-frequency ob-
ject classes available online as the common images for each
client’s trigger dataset. We add Gaussian noise to the se-
lected trigger image to blur the semantic information of the
original image and reduce the probability of the attacker to
speculate on the trigger image. For client k, we select a spe-
cific text sy, to pair with these m images, creating m unique
image-text pairs Dy = ((i1,Sk),--., (im, Sk)). To avoid
conflicts during tracing caused by similar watermarks, we
ensure that the selected texts for each client have significant
semantic differences. Specifically, we use generative Large
Language Models (LLM) to generate trigger text with large
semantic differences for clients. Finally, the server obtains
the trigger sets for each client, where the image-text pairs
contain the same images but distinct texts.

Watermark Injection. The impact on model performance
is a crucial factor that limits the development of backdoor
watermarks. To ensure the practicality and security of the
watermark, MFL-Owner’s watermarking needs to meet fol-
lowing two conditions, which are (1) minimal impact on the
models’s task performance and (2) high concealment. To
achieve this, MFL-Owner employs the concept of orthog-
onal constraints to minimize the impact on the model’s orig-
inal performance (Tang et al. 2023). Specifically, the server
first trains a linear transformation matrix with orthogonal
constraints using each client’s trigger dataset, aiming to min-
imize the effect on the original embedding space. Then, the
server applies the linear transformation matrix to convert the
original embedding space into a specialized space contain-
ing the watermark information.

Linear Transformation Matrix with Orthogonal Con-
straints. The server begins by initializing a random lin-
ear transformation V. Let the m image embeddings from
the image-text pairs in client ¢’s trigger set be denoted as
the image trigger embeddings X = {x;},—, € R¥*™, and
the m identical text embeddings as the text trigger embed-
dings 7 = {ti},—, € R¥™. The server then trains the
linear transformation W using the image and text trigger
sets, aligning the embeddings of these two sets into a shared
space. The optimization process is detailed in Eq. (3).

W = argmin |[WX — WT ||,

3)

where d is the dimension of the embedding. To ensure the
correlation of the embedding values for normal image-text
pairs, aside from the trigger set, and to achieve an isometric
transformation of the embedding values for normal image-
text pairs in Euclidean space, we add orthogonal constraints
during the training of the linear transformation matrix (Cisse
et al. 2017). Specifically, we employ the alternating training
method described in Eq. (4) to maintain the linear transfor-
mation matrix close to an orthogonal matrix.

W (14 8W — sWWTW, 4)

where [ is used to control the degree to which the matrix ad-
heres to the orthogonal constraint. After multiple iterations,



we obtain the linear transformation matrix ¥V with orthogo-
nal constraints, which satisfies needs to preserve the original
task performance during the watermarking process.

Embedding Space Transformation. The server com-
putes the special embedding space E; that contains the wa-
termark information, as detailed in Eq. (5).

Es = WE() - {WE(),NwEUt}’ (5)

where E, denotes the original representation space, E,, de-
notes the image representation space, and E,, denotes the
text representation space. Since the attacker uses the special
embedding space E; to perform model extraction attacks,
the stolen model will inherit the backdoor of the linear trans-
formation matrix, which can then be used for subsequent
model ownership verification and tracing.

Ownership Verification and Traceability

When an adversary steals the model and offers EaaS to the
public, the server can use the trigger dataset to verify model
ownership, thereby ensuring copyright protection. More-
over, Model tracing is a crucial component of MFL-Owner.
Once model ownership verification is complete, the server
must trace the source of the model leak to safeguard the in-
terests of the FL collective. We propose a method that im-
proves the efficiency and practicality of verification by using
similarity differences in the embedding vectors of image-
text pairs to verify model ownership and trace leakers.

The server sequentially inputs the image-text pairs from
each client’s trigger dataset into both the original model
without the linear transformation layer and the stolen model.
Because the stolen model has learned the backdoor informa-
tion from the linear transformation matrix, it produces sim-
ilar embedding values for the image-text pairs in the trig-
ger dataset. In contrast, the original model without the linear
transformation matrix produces different embedding values
for the image-text pairs in the trigger dataset. As a result,
the similarity of embedding values for the image-text pairs
in the trigger dataset differs significantly between the stolen
model and the original model without the linear transfor-
mation layer. We use the p-value from hypothesis testing
to measure the statistical difference in the distribution of
image-text pairs in the trigger dataset between the differ-
ent embedding spaces. Additionally, if the image-text pairs
from a specific client’s trigger set have higher similarity in
the stolen model’s embedding space compared to those from
other clients, we conclude that the model is stolen from that
client. Specifically, we calculate the cosine and Euclidean
distances for each image-text pair in the trigger set within
the embedding spaces of both the original model without
the linear transformation layer and the stolen model.

Xi-ti

i | X t;
Tl feve ()

dios(E):l_ M~ Tle I
=il [Itall

)

where E € (E,, E;), E, denotes the embedding spaces of
the original model, and E; denotes the embedding spaces
of the stolen model. Then, the server calculates the mean
distance of the image-text pairs in each embedding space
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for the trigger sets, as shown in Eq. (7).

1 .
E) = m Z dlcos(E)v

i€ Dy,

cos(

)

deuC(E) = ﬁ Z déuc(E)?

1€ Dy,
| {dios(E)li € Dy}, and L(E)
{dl,.(E)|li € Dy}. Finally, the server calculates the dif-
ference in the average distance of the trigger set image-text
pairs between the embedding spaces of the stolen model and
the original model without the linear transformation layer to
determine the verification score, as shown in Eq. (8).

Ototal = A - Norm(deos) + (1 — A) - Norm(Seye),

where C(E)

®)

where )\ denotes the regulatory factor, dcos = deos(E,) —
deos(Es), and deye = deye(Eo) —dewe(Es). When the verifi-
cation score §t4; €xceeds the preset threshold, we conclude
that the ownership of the original model has been compro-
mised. By estimating the highest verification score as the
source of the model leakage, we identify the client that is
associated with the trigger set as the model leaker and com-
plete the tracing process. Additionally, we assess the wa-
termark detection capability by testing the detection rate of
trigger samples. Specifically, the detection rate is the propor-
tion of image-text pairs in the trigger set whose verification
score surpasses the preset threshold.

Experiments
Experiment Configuration

Datasets. We conducted experiments on five datasets
to explore the impact of our method on CLIP-based
Vision-Language Pre-trained models in FL, including
Flickr30k (Plummer et al. 2015), CIFAR-10 (Krizhevsky,
Hinton et al. 2009), CIFAR-100 (Krizhevsky, Hinton et al.
2009), ImageNet-1k (Deng et al. 2009), and VOC2007 (Ev-
eringham et al. 2010). We tested the image-text retrieval
performance of the watermarked model using the Flickr30k
dataset and evaluated its multi-modal classification per-
formance using the CIFAR-10, CIFAR-100, ImageNet-1K,
and VOC2007 datasets. The images in the trigger set were
sourced from the Visual Genome dataset (Krishna et al.
2017). The text in the trigger set was generated by LLM.

Implementation Details. We considered a MFL scenario
with five or more clients. Each client collaboratively trained
a global CLIP model stored on the server. The server de-
ployed an EaaS for each client using models embedded with
the respective client’s watermark. Each client was associated
with a trigger set. The trigger set consisted of 512 image-text
pairs, where a specific client was associated with the same
512 unique texts. We analyzed the object class in the Visual
Genome dataset and randomly selected three classes from
the high-frequency classes as the target classes related to the
images. Subsequently, 512 images were randomly selected
from the Visual Genome dataset depending on the target
classes. We added Gaussian noise to the images. We used
Adam to train five orthogonal matrices YV with a learning



. Results (%) —
Method | Dataset | Metric —epry Client 2 Client 3 Client 4 Client 5 A (%)
Flickr30k | R@5 | 98.59/99.12  98.59/99.12 98.59/99.12 98.59/99.12 98.59/99.12 | 0.00/0.00
CIFAR-10 | ACC 95.59 95.59 95.59 95.59 95.59 0.00
Original| CIFAR-100 | ACC 75.82 75.82 75.82 75.82 75.82 0.00
ImageNet-1k | ACC 75.53 75.53 75.53 75.53 75.53 0.00
VOC2007 | ACC 78.29 78.29 78.29 78.29 78.29 0.00
Flicki30k | R@5 | 85.47/6639 86.48/6755 8637/6738 87.08/68.09 8641/67.75 | -12.23/-31.69
CIFAR-10 | ACC 76.63 75.58 76.65 77.53 75.67 19.18
ooy | CIFAR-100 | ACC 64.74 67.44 65.76 68.89 67.23 901
ImageNet-1k | ACC 68.05 67.21 65.02 67.48 68.10 836
VOC2007 | ACC 42.90 41.09 43.53 44.18 43.44 3526
Flick30k | R@5 | 41.90/9.65 4331/1228 39.6/9.65 44.37/1053 38.38/8.78 | -57.15/-88.94
CIFAR-10 | ACC 86.76 88.36 83.13 86.18 88.29 9.05
Fed- | CIFAR-100 | ACC 38.87 37.56 34.83 45.46 45.50 3538
VLPM/o| TmageNet-1k | ACC 47.79 40.92 42.60 51.01 46.39 22979
VOC2007 | ACC 58.82 5118 66.55 59.19 57.72 -19.60
Flicki30k | R@5 | 97.71/95.61  97.71/9649 97.36/9649 97.89/9649 97.71/93.86 | -0.91/-3.33
CIFAR-10 | ACC 95.68 95.70 95.73 95.64 95.72 20.10
Ours CIFAR-100 | ACC 73.17 72.83 73.05 72.79 73.23 281
ImageNet-1k | ACC 74.98 74.88 74.91 74.90 75.09 -0.58
VOC2007 | ACC 75.38 74.88 75.14 75.59 76.73 275

Table 1: Performance of different methods across various downstream tasks. A denotes the mean change in performance of the
five client models relative to the Original. The value before “/” indicates the recall for image retrieval, while the value after “/”

indicates the recall for text retrieval.

Dection Performance (%)
5(108/6611.(! DR
88.78/125.76 96.62
87.70/125.49 96.61
86.60/124.87 96.78
90.45/127.20 96.77
86.63/124.25 96.06
63.39/62.25 96.84
62.55/61.81 96.86
62.99/63.17 97.33
65.07/63.52 96.93
61.95/61.64 97.60

Method

Z
<

.| p-value

5t0tn,l

76.82
76.65
76.43
77.21
76.36
65.71
65.55
65.77
66.07
65.45

Fed-

—306
VLPM/o <10

Ours < 10—306

NP W =W —

Table 2: Watermark detection performance of different
methods across the five clients.

rate of 0.001 for 1000 training epochs on one RTX 4090
GPU. We set the regulatory factor A to 0.5. All experiments
used Python 3.9, PyTorch 2.2.2, and CUDA 11.8.

Baselines. Given the absence of watermarking schemes
specifically tailored for MFL, we adapted existing multi-
modal watermarking methods to the FL to serve as our base-
lines. Specifically, (1) Original is a MFL method utilizing
the CLIP model. In Original, multiple clients collaboratively
train the CLIP model without incorporating any watermarks,
making it suitable as a baseline for evaluating model perfor-
mance. (2) EmbM (Peng et al. 2023) is a approach to back-
door in word embeddings. EmbM selects a set of moderate-
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frequency words from a general text corpus to form the trig-
ger set, then selects a target embedding as the watermark
and inserts it into the text embeddings containing the trigger
words as a backdoor. (3) Fed-VLPM/o is derived by extend-
ing VLPMarker (Tang et al. 2023) to the FL and removing
the orthogonal constraint. Fed-VLPM/o decouples the train-
ing process from the watermarking process.

Experiment Evaluation

Comparison with Baselines. MFL-Owner aimed to pro-
tect the model’s copyright without compromising down-
stream task performance. We compared MFL-Owner with
the baselines to investigate the impact of our proposed wa-
termarking scheme on downstream tasks. Table 1 showed
the performance of different methods across various down-
stream tasks. To ensure a fair evaluation, we assumed that
the data across different clients was identical. Since the
Original model lacked watermarks, all five clients achieved
identical recall or accuracy on the same dataset. Table 1
showed that MFL-Owner had a more negligible impact on
downstream tasks than EmbM and Fed-VLPM/o. EmbM
showed a decrease in accuracy ranging from 8.36% to
35.26%, and Fed-VLPM/o showed a decrease in accuracy
ranging from 9.05% to 35.38%, significantly higher than that
of MFL-Owner. In multimodal classification, the average ac-
curacy of the five clients using MFL-Owner decreased by
a range of 0.10% to 2.81%, which was nearly identical to
the performance of the Original. For multimodal retrieval,
EmbM and Fed-VLPM/o experienced a substantial drop in
recall, severely impacting the model’s usability, whereas the
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Figure 3: Distributions of image-text pairs in trigger sets for Original and MFL-Owner under different numbers of triggers.

decline in recall for MFL-Owner remains within an accept-

able range. The above experimental results indicated that 1 06 1 0.6
incorporating orthogonal constraints during the training of

W mitigated the negative impact of watermarking on the 2 05 2 0.5
model’s original performance. 3 T 0.4
Detection Performance. Table 2 showed the watermark 4 4 0.3
detection performance of the five clients under different 0.3

methods. Fig. 3 more intuitively illustrated the distribution 5 5 0.2

differences between the original image-text embeddings and 1 2 3 4 5 1 2 3 4 5
the watermarked image-text embeddings. After watermark- (a) Scos () Seue
ing, images that were originally unrelated to the text clus-
tered around it. Furthermore, the p-values for Fed-VLPM/o
and MFL-Owner were both below 107396, indicating a sta-
tistically significant difference in distribution before and
after watermarking. Comparing Fed-VLPM/o with MFL-
Owner, we found that the cosine and Euclidean distances
between the image-text embeddings of the trigger set ob-
tained through the watermarked model in Fed-VLPM/o were
closer, and the verification score §yoq; Was higher. This
improvement occurred because Fed-VLPM/o only had loss
(Eq. (3)) during the training of matrix »V, whereas MFL-
Owner had additional constraints (Eq. (4)) beyond loss (Eq.
(3)). Since the objectives of the two constraints differed,
Fed-VLPM/o achieved better results in reducing the dis-
tances between trigger set image-text pairs after the same
number of training epochs. However, Table 1 revealed that
Fed-VLPM/o had a significant impact on downstream tasks.
Regarding watermark detection rates (DR), Fed-VLPM/o
and MFL-Owner achieved average DR of 96.57% and
97.11%, respectively. Considering both model usability and
copyright protection, MFL-Owner demonstrated better over-
all performance.

Figure 4: Distance variation difference between the embed-
dings of image-text pairs in trigger sets output by water-
marked models from different clients.

is, the image-text change difference before and after pass-
ing through the orthogonal transformation layer is greater,
only when a client’s watermarked model was fed with its
own trigger set data, and farther when other clients’ data was
used. This showed that MFL-Owner can trace back to spe-
cific clients by distinguishing differences in cosine and Eu-
clidean distances. The traceability of MFL-Owner was due
to the significant semantic differences in the texts chosen by
each client and the lack of correlation between these texts
and the selected images. As a result, only the specific water-
marked model of each client brought its own text and image
embeddings closer together.

The Impact of the Trigger Number. We examined how
the trigger number affects detection performance, setting
trigger numbers to {8, 32, 128, 512, 1024}. Fig. 5 showed
changes in cosine and Euclidean distances for different
clients with varying trigger set sizes. Our method performed
well with fewer trigger samples but showed decreased ver-
ification performance as the number of image-text pairs in-
creased. When the trigger count was low (e.g., 8), the ma-
trix V can more easily bring the distances between images
and text closer. As the number of triggers growed, the num-
ber of images increased while the number of texts stayed
constant, making it harder for the WV to reduce these dis-
tances. Fig. 3 also indicated that smaller trigger sets result in
closer distances between image-text pairs output by the wa-
termark model. However, fewer triggers reduce the cost for

Traceability. To validate the traceability of MFL-Owner,
we input trigger data from different clients into the differ-
ent watermarked models and calculated the variation differ-
ence of cosine and Euclidean distance before and after pass-
ing through the orthogonal transformation layer, as shown
in Fig. 4. We defined d.05(c;, ¢j) as the change in cosine
distance when the trigger set data from client c¢; was input
into the watermarked model of client ¢;. d.0s(c;, ¢j) corre-
sponded to the cell in row ¢ and column j of the heatmap
in Fig. 4. dcuc(ci,c;) had a similar meaning. We found
that the image-text embedding distances were closer, that
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Figure 5: Detection performance under different trigger
numbers.

Trigger Number
Method 32 128 512 1024
Fed-VLPM/o | 0.7056s 070955 0.7186s 0.7307s
Ours 0.8298s 0.8313s 0.8507s 0.8923s

Table 3: Computation overhead of orthogonal transforma-
tion matrix training.

an adversary to obtain the set, increasing the risk to model
copyright. Thus, choosing the right trigger number involves
balancing watermark detectability with model copyright se-
curity. The appropriate number of trigger sets can be se-
lected according to the specific requirements of the appli-
cation scenario. Table 3 showed the computation overhead
of one round of orthogonal transformation training with dif-
ferent trigger number. In the experiment configuration, both
MFL-Owner and Fed-VLPM/o require training a 768 x 768
matrix. As shown in Table 3, we observed that the train-
ing time of MFL-Owner is marginally higher than that of
Fed-VLPM/o, which is consistent with our expectations and
within an acceptable range. This is due to the fact that, com-
pared to Fed-VLPM/o, MFL-Owner introduces an orthogo-
nal constraint step in each training iteration.

The Impact of the Client Number. We investigated the
impact of the client number on downstream tasks. Table 4
showed the average performance of different client num-
bers across various downstream tasks. As shown in Table 4,
with a total of 5, 10, 20, and 40 clients, the average perfor-
mance of each client in downstream tasks (including multi-
modal retrieval and classification) showed no significant dif-
ferences. This result aligned with our expectations, as in
MFL-Owner, the watermarking for each client was indepen-
dent, and changes in the number of clients did not affect the
watermarking process. As a result, the number of clients had
no noticeable effect on the model’s downstream task perfor-
mance.

Discussion and Future Work

MFL-Owner operates independently of the FL. model train-
ing, making it compatible with various MFL paradigms with
strong adaptability and scalability. In practical applications,
our low-overhead watermarking approach effectively sup-
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Nculrlsgér Dataset Metric | Results(%)
Flickr30k R@5 | 97.68/95.79
CIFAR-10 ACC 95.69

5 CIFAR-100 | ACC 73.01
ImageNet-1k | ACC 74.95
VOC2007 ACC 75.54
Flickr30k R@5 | 97.61/95.54
CIFAR-10 ACC 95.67
10 CIFAR-100 | ACC 72.97
ImageNet-1k | ACC 74.98
VOC2007 ACC 76.22
Flickr30k R@5 | 97.58/95.43
CIFAR-10 ACC 95.69
20 CIFAR-100 | ACC 73.03
ImageNet-1k | ACC 74.98
VOC2007 ACC 75.97
Flickr30k R@5 | 97.61/95.49
CIFAR-10 ACC 95.61
40 CIFAR-100 | ACC 73.04
ImageNet-1k | ACC 74.97
VOC2007 ACC 75.52

Table 4: Average performance of different client number
across various downstream tasks.

ports ownership protection and traceability in MFL.

However, MFL-Owner has limitations in scenarios where
the global model requires continuous updates. When the em-
bedding space changes, the initial orthogonal transformation
matrix may not accommodate the updated global model, as
it depends on the original embedding values. Changes in
the embedding space will reduce the effectiveness of wa-
termarking. Future research will focus on designing a water-
marking method with an orthogonal transformation matrix
that adapts to updated embeddings, enhancing practicality.

Conclusion

In this paper, we proposed a general model ownership pro-
tection framework called MFL-Owner, which was designed
to provide both model ownership protection and traceabil-
ity while safeguarding the collective interests of participants
in MFL. By decoupling the watermarking process from
model training, MFL-Owner was highly adaptable to vari-
ous MFL models and offered considerable practicality and
scalability. To minimize the impact on downstream tasks,
MFL-Owner employed orthogonal transformations for wa-
termarking, preserving the original structure of transforma-
tions between image-text pair embeddings. Furthermore, the
trigger dataset selection strategy employed by MFL-Owner,
in conjunction with Gaussian noise perturbation, effectively
addressed the challenge of multi-client verification conflicts.
Experimental results demonstrated that MFL-Owner effec-
tively verified ownership and traceability in MFL.
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