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Abstract

Personalized text-to-image synthesis models, such as Dream-
Booth, have demonstrated significant potential in creating
lifelike images tailored to a specific individual by fine-tuning
from a limited set of face images and simple prompts. How-
ever, if misused, these models could pose a serious risk of
privacy infringement by generating harmful images contain-
ing violent or pornographic content. To tackle this issue, this
paper introduces MYOPIA, a method that renders facial im-
ages unlearnable by incorporating error-minimizing pertur-
bations. These meticulously designed perturbations enable
the model to quickly overfit to them, resulting in a swift re-
duction in loss and the cessation of model fine-tuning, ef-
fectively preventing the model from capturing genuine fa-
cial features. Moreover, to ensure the imperceptibility and ro-
bustness of the perturbations, we utilize the Just-Noticeable-
Difference and Expectation-of-Transformation techniques to
regulate both their location and intensity. Evaluation on two
face datasets, i.e., VGGFace2 and CelebA-HQ, with various
model versions illustrates the effectiveness of our approach in
preserving personal privacy. Furthermore, our method show-
cases robust transferability across diverse model versions and
demonstrates resilience against various image pre-processing
techniques.

Code — https://github.com/ZhihaoWu95/myopia

Introduction

Text-to-image (T2I) generation tasks have made remark-
able strides in recent years, enabling the creation of real-
istic images from textual descriptions. This advancement
has revolutionized various applications such as content cre-
ation, design prototyping, and visual storytelling (Roose
2022; Dhariwal and Nichol 2021). These models empower
users to generate high-quality images rich in intricate de-
tails that closely mimic real-world visuals (Rombach et al.
2022), often making them indistinguishable from genuine
photographs (Ingram, Goode, and Nair 2022). In particu-
lar, personalized text-to-image synthesis tools like Dream-
Booth (Ruiz et al. 2022) provide users with a convenient
means to produce images featuring specific individuals. By
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Figure 1: Adversaries can misuse personal images to cre-
ate harmful content via T2I synthesis. To prevent it, we pro-
pose MYOPIA, using unlearnable examples to prevent mod-
els from learning genuine facial features, thus protecting
facial privacy. Unlike adversarial-based methods, MYOPIA
achieves similar protection with less perceptible distortions.

fine-tuning the T2I model with a limited number of exam-
ples, users can effortlessly create diverse images of the target
person, ranging from portraits to candid snapshots.

However, this capability poses a double-edged sword.
Through these tools, adversaries can exploit a limited set
of face images of an individual to generate content con-
taining harmful elements, such as pornography or vio-
lent imagery (Qu et al. 2023), as illustrated in Figure 1.
To counter this, a straightforward approach, akin to Anti-
DreamBooth (Van Le et al. 2023), involves leveraging ad-
versarial examples to disrupt facial representations in the
feature space, compelling the model to produce poor-quality
or distorted images.

In this paper, inspired by unlearnable examples in image
classification tasks (Huang et al. 2021), we ask “Can we pre-
vent T2I models from capturing genuine facial features from
protected face images, thus addressing privacy concerns at
their core?” Unlearnable examples introduce easily learn-



able perturbations into original examples and strategically
manipulate the model gradient during training to create an
“optimization trap”. By training the model on these unlearn-
able examples, it quickly overfits to the perturbation, driving
its prediction loss close to zero and converging to a local op-
timum. Consequently, the target model becomes unable to
optimize further and loses the ability to extract genuine fea-
tures from the original examples. Moreover, these shortcut
features make unlearnable examples inherently transferable
and effective against black-box systems (Yu et al. 2021),
such as uncontrolled T2I models used by adversaries. With
these benefits in mind, we delve into expanding the use of
unlearnable examples for privacy protection in personalized
T2I models.

However, several challenges arise when applying unlearn-
able examples in diffusion-based models in real-world sce-
narios: (1) How to efficiently generate the required perturba-
tions from a diffusion model with gradients that vary based
on the current timestamp? and (2) How to ensure that the in-
troduced perturbations remain imperceptible to adversaries
while being resilient against specific image distortions in un-
controlled conditions?

To address these challenges, we introduce the error-
minimizing perturbation generation algorithm to create
shortcut features for rapid model overfitting. To enhance
the effective exploration of gradient information relevant
to facial features and promote gradient stability, we uti-
lize a Gaussian-based timestamp sampling technique. Ad-
ditionally, we incorporate Just-Noticeable-Difference (JND)
to improve the imperceptibility of the added perturbation.
Finally, we apply Expectation-of-Transformation (EOT) to
enhance resilience against various image processing algo-
rithms. Extensive experiments demonstrate that our methods
effectively prevent personalized T2I models from capturing
genuine facial features of the target individual, exhibiting
strong portability and robustness. In summary, our contribu-
tions include follows:

* We explore the potential of leveraging unlearnable exam-
ples to safeguard facial privacy in personalized Text-to-
Image synthesis, pioneering the adaptation of this con-
cept to diffusion-based generative models.

* We introduce MYOPIA, a solution that effectively pre-
serves facial privacy by introducing imperceptible pertur-
bations to prevent the target model from capturing gen-
uine facial features, rather than disrupting the feature rep-
resentation.

¢ Our evaluation on VGGFace2 and CelebA-HQ datasets
using different model versions showcases the effective-
ness of MYOPIA in protecting personal privacy. Fur-
thermore, MYOPIA demonstrates robust transferability
across a range of models and resilience against various
image pre-processing techniques.

Related Works
Personalized Text-to-image Synthesis

T2I generation merges computer vision and natural lan-
guage processing to create images from textual descriptions,
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which can be categorized into four types: (1) auto-regressive
models (Yu et al. 2022), (2) masked-generative-transformer
models (Chang et al. 2023), (3) generative adversarial net-
works (GANSs)(Sauer et al. 2023), and (4) diffusion mod-
els. Notably, diffusion-model-based approaches like Ima-
gen(Saharia et al. 2022), DALL-E (Ramesh et al. 2022),
and Stable Diffusion (Rombach et al. 2021) have garnered
significant public interest for their ability to generate high-
quality, realistic images by leveraging the CLIP (Radford
et al. 2021) technique and extensive datasets like LAION-
5B (Schuhmann et al. 2022).

In recent years, personalized T2I synthesis has emerged as
a research focus to tailor model outputs for specific individ-
uals or objects, using model fine-tuning (Chen et al. 2023;
Gal et al. 2022; Ruiz et al. 2024) or incorporating new con-
cepts directly from image embeddings (Chen et al. 2024; Jia
et al. 2023; Wei et al. 2023). Among these methods, Dream-
Booth, known for its robust capabilities on various public
platforms (getimg.ai 2024; toolify.ai 2024), raises misuse
concerns due to its accessibility, making it our target.

Adversarial Examples

Adversarial examples, initially designed to deceive machine
learning models (Szegedy et al. 2013; Carlini and Wag-
ner 2017), now play a role in data privacy through im-
age cloaking. This approach involves introducing adver-
sarial perturbations to images before their public release
to prevent potential misuse in model training or malicious
activities. For instance, Fawkes (Shan et al. 2020) em-
ploys targeted adversarial attacks to alter a user’s identity
within the embedding feature space, thwarting privacy vio-
lations by unauthorized face recognition systems. Further-
more, LowKey (Cherepanova et al. 2021) enhances trans-
ferability to black-box models by utilizing an ensemble of
surrogate models.

For generative models, methods such as Anti-
forgery (Wang et al. 2022) and UnGANable (Li et al.
2023) have been developed to defeat GAN-based Deep-
fakes. For diffusion models, initiatives like GLAZE (Shan
et al. 2023a), Nightshade (Shan et al. 2023b), and Ad-
vDM (Liang et al. 2023) aim to protect data privacy in
personalized T2I diffusion models through image cloaking,
focusing on safeguarding against artistic mimicry rather
than face privacy concerns. Additionally, Anti-DreamBooth
targets the malicious use of personalized T2I models
and proposes effective preventive measures, making it a
pertinent comparison method for this paper.

Unlearnable Examples

In contrast to adversarial examples, the aim of unlearn-
able examples is not to deceive the model’s predictions but
rather to impede the model from capturing specific pat-
terns or features during training. To achieve it, unlearnable
examples establish a strong correlation between perturba-
tions and true labels, causing the model to quickly over-
fit these perturbations instead of learning the authentic data
features. Consequently, the model’s loss rapidly converges
to 0, hindering effective learning. Expanding on this con-
cept, Unlearnable clusters (Zhang et al. 2023) utilize a CLIP



surrogate model to improve transferability across various
models. Furthermore, these studies (Yu et al. 2021; Ren
et al. 2022) emphasize the importance of linear separabil-
ity in unlearnable examples, enhancing their transferability
across diverse datasets. However, these investigations pre-
dominantly focus on CNN-based image classification mod-
els and do not directly apply to generative models. In this pa-
per, we delve into optimizing unlearnable examples within
generative models and propose a series of methods to tailor
generative models for this purpose.

Methodology
Background

Unlearnable Examples. The primary strategy to render an
example unlearnable involves expediting the target model’s
loss convergence to O during training, effectively stalling
further learning. This is achieved by crafting a perturbation
that the model can effortlessly learnt, leading it to swiftly
converge to a local optimum. The key to generating such
perturbations lies in solving the following bi-level optimiza-
tion problem:

s.t.||8]l, < e
M)

where (x, y) is a pair of a example and its true label selected
from the training dataset D, fy(-) is the target model with
the weights 6, £(+) is the loss function for training the target
model, and the ¢ is the L,-norm bounded perturbations.

In this bi-level optimization function, there are two com-
ponents to be optimized with the same objective, includ-
ing the perturbation § and the model weights 6. To effec-
tively optimize them, an alternating optimization approach
has been utilized, i.e., optimizing the § after every M steps
of training 6.

For each perturbation optimization step, the Projected
Gradient Descent (PGD) (Madry et al. 2017) is commonly
used to solve the inner optimization problem and update the
perturbation as follows:

Ty = e (2, — a-sign (Vo L (f (1) %)) (D)
where the k is the current perturbation optimization step,
VL (f (x},),y) us the gradient of the loss with the current
input sample x;, IT is used to clip the pixel value to restrain
the perturbation in e, and the perturbation of each step can
be presented as § = x}., ; — 7},.

Diffusion model. In contrast to one-step generative mod-
els, such as GAN, the diffusion model performs the follow-
ing two processes: a forward process and a backward pro-
cess (Song, Meng, and Ermon 2020). In the forward process,
the model adds noise to the input image until it becomes an
entire Gaussian noise. In the backward process, the model
learns to reverse the forward process and obtain the input-
like image from the Gaussian noise. During the forward pro-
cess, the model adds the increasing level of random noise by
the scheduler {3; : 8; € (0, 1)}?:1, and obtain the noised
image sequence {x1, Z2, ..., 7 }. For each x4, the noise level
is based on its timestamp ¢ as follows:

Ty = Vouxg + V1 — oge

argmin E, ,)p m(sinﬁ (folx +9),9)
)

3
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where the ay = 1 — 3, oy = II¢_ g, and € ~ N(0,T).

During the backward process, the model learns to de-
noise the sample z;4; into the previous-step noise-added
sample x; by training a noise prediction model ey, where
the denoised sample can be described as x; = x441 —
€9(x1y1,1). To achieve this denoising process, the noise pre-
diction model is trained by minimizing the ¢, distance be-
tween the predicted noise and the truly added noise € for
each t step:

4)

where the ¢ is uniformly samples from {1,...,T}, ¢ is the
prompt that guide the image generation.

DreamBooth. To enhance the personalized capabilities of
the T2I model, the DreamBooth method has been introduced
as a fine-tuning technique. This approach involves using a
specific prompt, such as “a photo of sks [class]” to facilitate
the model in learning the distinct features of the designated
object sks, with “[class]” indicating the object type. For ex-
ample, users can fine-tune the model with a prompt like “a
photo of sks person”, enabling it to generate images featur-
ing the specified sks person. However, training the model
directly with such a prompt may cause it to overfit that spe-
cific prompt, potentially limiting its ability to generate im-
ages of other individuals.

To address it and make the training effective, DreamBooth
utilizes a prior preservation loss to make the model learn
the generic features of “[class]” while allowing it to learn
unique features of the “sks” object only using a small set of
its images. Specifically, DreamBooth firstly uses a generic
prior prompt “a photo of [class]” to generate a set of images
for this class, then fine-tuning the model with both the class
examples =’ and the sks examples x. Therefore, the loss of
DreamBooth can be formulated as follows:

2
L (97 l‘o) = Exo,t,eeN(O,l) ||6 — €p ($t+17 t7 C)”Q

Lay (0,20) = Eyg r.vr l€ — €9 (ze1,t,¢) |3
+Cl€ = eo (@hirst's con) 5

where the ¢, is a generic prior prompt, €, ¢’ are both sam-
pled from N(0,1), ¢, ¢ are both sampled from {1,...,T},
and ( is the weight to control the importance of prior term.

(&)

Problem Definition

While DreamBooth empowers users to create personalized
images, there exists a risk of misuse for malicious purposes
that could compromise personal privacy, such as generating
harmful or sexually explicit content using someone’s facial
images without authorization. To address it, this paper aims
to protect individuals’ privacy by preventing T2I models
from capturing the unique features of an individual through
the introduction of imperceptible unlearnable perturbations.
By fine-tuning the model using these unlearnable examples,
it becomes incapable of generating images that depict spe-
cific individuals. Subsequently, we outline the definition of
this problem in the following sections.

Given a set of clean images X, = {z¢}}¥ | for the person
to be protected, our goal is to transform it into the unlearn-
able image set X,, = {z }¥.,. We donate each unlearnable
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Figure 2: Overview of MYOPIA: The error-minimizing per-
turbation is generated via alternating optimization, con-
strained by Just-Noticeable-Difference and Expectation of
Transformation, and added to the input image to create the
unlearnable example.

image as z{, = 2% + §%, where &° is the imperceptible per-
turbation that bounded by L, norm, i.e., ||J;||, < e. There-
fore, the goal of this paper becomes the optimization of the
perturbation set A = {§;}¥, while minimizing the face
similarity between the origin images and the images gen-
erated from the unlearnable-example-trained DreamBooth.
This problem can be formulated as follows:

A= arg;nin Te~x. (fo-(c), )

s.t. 0% = argmin Epox, (Lap(0, 7)) ©)
0

where the 7(+) is a judgment metric that measures the face

similarity between the generated image and the origin im-

age, and the fy-(c) is the image generated by the trained

model with any prompt c.

The Proposed Method

Error-Minimizing Perturbation Generation. Our objec-
tive is to facilitate the target model in learning a easily
learnable perturbation distinct from actual data features. To
achieve this, we try to solve the similar bi-level optimization
problem as mentioned in Eq. 1. Given the absence of labels
in the diffusion model, we aim to minimize the /o distance
between the predicted noise and the scheduled noise during
training for the target entity, i.e., the first part of the Dream-
Booth loss function. Therefore, the optimization problem
can be formulated as follows:

€6 (xt+1 + 9,1, C) ||§
@)

argmin B, x, |argmin B, 4 ||e —
5 0

where [|0]|, <e.

Similar to Eq. 1, we solve the above problem by alter-
nating optimization approach. As shown in Figure 2, we
first train the diffusion model with clean images, then fix
the model weight and optimize the perturbations. By alter-
nating several iterations of this process, we obtain the un-
learnable perturbation. A detailed implementation of the al-
gorithm can be found in the Appendix.

Typically, PGD utilizes gradients to update perturbations.
However, the gradient of the diffusion model varies across
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different timestamps. To mitigate this variability, a com-
mon approach involves estimating the aggregate gradient
direction by uniformly sampling timestamps from the set
{1,...,T}. Nevertheless, our experiments detailed in Ap-
pendix reveal that training with larger timestamps signifi-
cantly enhances the reconstruction of facial details. As a re-
sult, to effectively generate unlearnable examples, we opt to
optimize perturbations using larger timestamp values. Con-
sequently, we sample timestamps from a Gaussian distribu-
tion, as opposed to a uniform distribution, during the per-
turbation optimization process. The approach is outlined be-
low:

te|(1-N(0,025)|T st1<t<T  (8)

where || is the absolute value function, and the T" is the max
value of timestamps.

Just Noticeable Difference. While the perturbations are
constrained to be small by the L,-norm, they can still be
perceptible to the human visual system, which may compro-
mise protection performance. To diminish the visual impact
of perturbations without compromising their efficacy, we in-
corporate the Just Noticeable Difference (JND) model (Wu
et al. 2017) for constraint. The JND model defines the mini-
mum image distortion perceptible to the human eye and pro-
vides a saliency map that indicates the permissible range of
variation in pixel values. For each pixel p in the image z, the
JND value can be computed as follows:

Finp(p) = Lalp) + Ms(p) — C-min{La(p), Ms(p()g})
where C'is the gain reduction parameter (set to 0.3 in this pa-
per), and £ 4 (p) is a luminance adaptation function that con-
strains the value of p by the background luminance. Mg (p)
is a spatial masking function of pixel p, which is calcu-
lated by pattern masking function M p and contrast masking
function M as follows:

Ms(p) = max{Mp(p), Mc(p)} (10)

where M p(p) and M (p) donates the pattern complexity
and the luminance contrast around the pixel p, respectively.
All the definition and calculation of £ 4, M p, and M can
be found in Appendix.

While directly applying the JND model to constrain the
perturbation can render it nearly imperceptible, it may also
significantly diminish the perturbation’s effectiveness. To re-
tain perturbations that are both effective and visually accept-
able, we employ a hard-clipping technique. This method re-
stricts the perturbation to regions where the JND value is
high, ensuring that the perturbation remains influential while
aligning with perceptual thresholds. The process is outlined

as follows:
1 If Fynp(p) > v

Fino(p) = {]:JND(P) If Fynp(p) <7

where + is the threshold to control the perturbation added
region, which we set 0.25 in this paper.

After calculating the IND value for each pixel, we project
the unlearnable perturbations to the space where the human
is less susceptible to image changes as follows:

Ssnp = MFynp()d

(1)

12)



where the A is a weight parameter that controls the strength
of the JND constraint.

Expectation of Transformation. Beyond addressing hu-
man perceptibility constraints, image preprocessing meth-
ods like Gaussian blur or compression can inadvertently dis-
tort the shape of unlearnable perturbations, potentially com-
promising their efficacy in safeguarding facial privacy. To
combat this issue, we leverage the Expectation of Trans-
formation (EoT) (Athalye et al. 2018) technique to bolster
the resilience of perturbations during the optimization phase.
The EoT approach involves constructing a distribution 7 of
transformation functions encompassing image preprocess-
ing techniques such as Gaussian blurring and JPEG com-
pression. Subsequently, in each iteration of perturbation op-
timization, a transformation function ¢y € 7T is randomly
selected to convert the perturbation into a transformed state
as follows:

dpor = argmink;, 7[L(x, )] (13)
5 .

where L(x, §) donates to the error-minimizing optimization

function of Eq. 7.

Experiments
Experimental Setting

Datasets. We evaluate MYOPIA on two well-known face
datasets VGGFace2 (Cao et al. 2018) and CelebA-HQ (Liu
et al. 2015). Similar to Anti-DreamBooth, we select a subset
from each dataset comprising images with resolutions ex-
ceeding 500 x 500 and select 50 identities for each dataset.
Each identity comprises two subsets: a target-protected im-
age set and a clean image set for reference. Both subsets
consist of four images resized to 512 x 512.

Model Training. For both the clean image set and the
protected image set, we train a Stable Diffusion model using
the DreamBooth fine-tuning technique on an NVIDIA H800
GPU (80GB). The training parameters includes a learning
rate of be — 7, a batch size of 2, and 1000 training steps.
We choose the Sable Diffusion model version 2.1 as the de-
fault model. During training, we follow the same setting as
DreamBooth, utilizing the instance prompt “a photo of sks
person” and the prior prompt “a photo of person”.

Perturbation Generation. We generate the unlearnable
perturbation by alternating optimization with default param-
eters: the iteration K set to 10, the PGD steps N of 100,
the step size « of 0.005, the IND weight A of 0.985, and the
perturbation bounded at L,-norm 0.5.

Metrics. As our goal is to safeguard facial privacy from
malicious T2I synthesis while also ensuring that the intro-
duced protective noise remains undetectable to potential at-
tackers, the unlearnable examples we generate shall meet
two key criteria: (1) the generated images should show min-
imal resemblance to the target individual, and (2) the pro-
tected image should closely mirror the original. To achieve
these, we evaluate both the quality of the perturbed images
and the effectiveness of the generated images.

In evaluating the efficacy of the generated images, we
consider both face similarity and image quality. To mea-
sure face similarity, we utilize the Identity Mismatch Score

909

(ISM) (Van Le et al. 2023), which computes the cosine sim-
ilarity between the faces in the generated image and the ref-
erence clean image using ArcFace(Deng et al. 2019). For as-
sessing image quality, we employ the classical image quality
assessment method BRISQUE (Mittal, Moorthy, and Bovik
2012), where a higher score indicates lower image quality.
To prevent the model from learning the real features of the
target person instead of directly disturbing the generated im-
ages, we use the FID metric (Heusel et al. 2017) to evaluate
the realism of the generated image, with a lower score indi-
cating a closer resemblance to real-world images.

For assessing the image quality of perturbed images, we
utilize SSIM (Wang et al. 2004) and LPIPS (Zhang et al.
2018) as metrics. SSIM measures the similarity between two
images, with a higher score indicating a closer resemblance.
LPIPS considers human perception by using a deep neural
network to evaluate perceptual differences between images,
where a lower LPIPS score signifies higher perceptual simi-
larity.

Qualitative Results

We first evaluate the effectiveness of MYOPIA on two
datasets with two distinct prompts: (1) a face-related prompt
“A DSLR portrait of sks person”, and (2) a malicious
prompt “A photo of sks person stand in front of the table
holding a knife”. To compare its performance against both
an undefended model and the adversarial-attack-based de-
fense method, Anti-DreamBooth, we train the target model
for each identity using: (1) clean image sets, (2) adversar-
ial examples generated from Anti-DreamBooth, and (3) un-
learnable examples. Subsequently, we generate 12 images
for evaluation for each prompt.

Compare to Undefended Model. The results presented
in Table 1 indicate that when compared to the undefended
model, MYOPIA significantly reduces the ISM metric across
different datasets and prompts. This highlights the effective-
ness of our approach in thwarting the model from capturing
authentic facial features. Furthermore, as depicted in Fig-
ure 3 (left), we observe that the images generated by MY-
OPIA visually show a loss of facial features, particularly no-
ticeable with the malicious prompt.

Compare to Anti-DreamBooth. We further com-
pare MYOPIA with the adversarial-attack-based protection
method Anti-DreamBooth. The results in Table 1 demon-
strate that MYOPIA achieves a comparable performance to
Anti-DreamBooth in terms of ISM and BRISQUE metrics
while introducing more imperceptible perturbations, as il-
lustrated in Figure 3 (right). In terms of the quality of the
generated images, our method produces images with min-
imal visual distortions, as evidenced by their lower FID
scores. Figure 3 (left) showcases the generated images, high-
lighting that Anti-DreamBooth leads to highly distorted im-
ages, whereas MYOPIA generates more realistic ones. This
distinction arises from our approach preventing the model
from capturing genuine facial features instead of directly
disrupting them, thereby safeguarding the model from in-
terference when generating other objects within the image.

More detailed comparisons with additional prompts and
individuals are provided in the Appendix.



Qualit Prompt 1 Prompt 2

Datasets Method SSIMT LyPIPs¢ ISMJ BRIS(§UET FID] | ISMJ BRISQPUET FIDJ
No Defense - - 0.47 31.2 251 | 032 36.4 387

VGGFace2 | Anti-DB 0746 | 0.139 | 028 49.6 448 | 0.13 47.8 401
MYOPIA 0878 | 0059 | 030 59.0 262 | 0.10 58.9 368

No Defense B 5 0.41 342 21 | 020 372 408

CelebA-HQ | Anti-DB 0817 | 0115 | 033 46.3 338 | 0.12 41.6 442
MYOPIA 0890 | 0077 | 032 30.5 214 | 0.14 35.9 426

- Prompt 1: A DSLR portrait of sks person

- Prompt 2: A photo of sks person stand in front of the table holding a knife

Table 1: Performance comparison of undefended images, Anti-DreamBooth, and MYOPIA on various datasets and prompts.

Training image

“A DSLR
portrait of
sks person”

“A photo of
sks person
stand in front
of the table
holding a knife”

No defense Anti-DB MYOPIA No defense

An

No
defense

MYOPIA

Anti-DB

MYOPIA

Figure 3: Illustration of the images generated by the different methods (left) and the perturbation added (right).

Ablation Studies

We evaluate MYOPIA under the default settings, but the pro-
tective performance may vary across different model ver-
sions and noise budgets. Hence, we conduct ablation studies
focusing on these two aspects.

Model Versions. Since Stable Diffusion is the only open-
source T2I model series currently available, we conduct a
comprehensive evaluation of MYOPIA using different ver-
sions of Stable Diffusion, specifically versions 1.4 and 1.5.
These versions differ in both model structure and the train-
ing datasets used, providing a robust basis for assessing the
generalizability of our approach. The results presented in Ta-
ble 2 demonstrate that MYOPIA consistently performs well
across different model versions.

Noise Budgets. In this paper, we control the perturbation
using two key parameters: the L.,-norm boundary e and
the JND weight A. We assess the effectiveness of MYOPIA
across different noise budgets by adjusting these parameters
individually. To isolate the impact of each parameter, we
keep the other parameter constant to prevent mutual inter-
ference. From the findings presented in Table 3, we observe
that variations in e beyond 0.1 have minimal influence on the
efficacy of MYOPIA, primarily due to the stricter constraint
imposed by the JND. Regarding the JND weight, higher val-
ues of A\ enhance performance but may compromise the in-
visibility of the perturbation. Nevertheless, even with e set
as 0.05 or A set as 0.975, MYOPIA effectively protects facial
privacy, achieving an ISM reduction of 0.06 compared to the
unprotected model.
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Uncontrolled Conditions

In real-world protection scenarios, adversaries may employ
unknown models, partially acquire protected images, or em-
ploy image pre-processing methods to fine-tune a T2I model
for generating malicious images. To assess the effectiveness
of MYOPIA under these uncontrolled conditions, we evalu-
ate its transferability, resilience to various poisoning rates,
and image pre-processing techniques.

Transferability. To assess the transferability of MYOPIA
across different models, we employ lower versions of Stable
Diffusion as surrogate models to produce unlearnable exam-
ples, and subsequently test the protection performance on
higher versions. The outcomes presented in Table 4 demon-
strate MYOPIA maintains consistent efficacy even when sur-
rogate and target models vary. Notably, MYOPIA achieves
high transferability without the need for ensemble methods.
This success can be attributed to MYOPIA creating an eas-
ily learnable perturbation that serves as a training shortcut,
enabling it to function effectively across diverse models.

Poisoning Rates. Adversaries may obtain images from
diverse sources, including both protected and unprotected
images. Therefore, we evaluate MYOPIA across various poi-
soning rates (i.e., the ratio of protected images to all fine-
tuning images). Given that DreamBooth utilizes 4 images
for model fine-tuning, we consider three settings where the
number of clean images ranges from 1 to 3. From the results
shown in Table 5, we find that MYOPIA retains its efficacy
when utilizing more than 2 protected images. However, as
the rate of clean images rises, the protective performance di-



. Prompt 1 Prompt 2
Version Method ISM[ T BRISQUET | FID] | TSM | BRISOUET | FID[
vl No Defense 047 312 251 032 36.4 387
: MYOPIA 0.30 59.0 262 0.10 58.9 368
V15 No Defense 0.43 32.9 256 0.31 437 376
: MYOPIA 0.35 4.3 227 0.16 46.2 362
V14 No Defense 0.44 32.0 256 0.33 41.0 375
’ MYOPIA 0.32 414 234 0.19 43.0 326

Table 2: Protect performance comparison of MYOPIA on VGGFace2 with different model version.

o A Quality Prompt 1 Prompt 2

SSIMT | LPIPS] | ISM] | BRISQUET | FID] | ISMJ] | BRISQUET | FIDJ

1 0.578 0.431 0.21 66.0 278 0.08 56.1 374

05 0.995 0.768 0.148 0.29 62.1 260 0.07 56.3 370
’ 0.985 0.878 0.059 0.30 59.0 262 0.10 58.9 368
0.975 0.915 0.037 0.39 57.9 259 0.17 55.1 350

0.25 0.877 0.059 0.32 59.8 236 0.10 56.1 372
0.10 | 0.985 0.885 0.053 0.34 59.5 257 0.11 56.6 372
0.05 0.928 0.027 0.42 54.9 206 0.21 522 371

Table 3: Protect performance comparison of MYOPIA on VGGFace2 with different perturbation budgets.

. Prompt 1 Prompt 2 Blur Prompt 1 Prompt 2
Train | Test e TERISQUET [FIDJ [ISM{ [BRISQUET | FIDJ Kernel [TSM] [BRISQUET [FID] | ISMJ | BRISQUET|FID]
V14|V15/034| 410 |230 017 | 454 | 363 K=3 | 036 | 48.1 240 | 0.16 | 462 | 337
V14|V21/032| 593 [272|009| 572 |370 K=5 037 | 400 |249 0.8 | 425 |378
V15|v21/032| 600 [259]010| 582 361 K=7 | 038 | 396 |249 |0.17| 424 |353
K=9 | 037 | 398 |254|0.17| 418 |375

Table 4: Transferability of MYOPIA across model versions.

Table 6: Protect performance comparison of MYOPIA on

VGGFace2 with different Gaussian blur kernel size.

Poisoning Prompt 1 Prompt 2
Rates |ISMJ][BRISQUET|FID] [ISM][BRISQUET [FIDJ
474030 590 [262]0.10| 589 368 JPEG Prompt 1 Prompt 2
3/4 0.39 51.6 259 | 0.21 45.7 376 Quality | ISM | BRISQUET? | FID/, [ ISM| | BRISQUET | FID]
2/4 0.40 412 261 | 0.22 40.9 378 Q=10 | 0.27 33.1 263 | 0.15 39.1 388
/4 | 044 | 347 239 | 024 | 381 382 Q=30 | 028 | 33.9 261 | 0.15 38.6 387
Q=50 | 0.28 33.6 262 | 0.14 38.9 390
Table 5: Protect performance comparison of MYOPIA on Q=70 | 0.29 33.5 262 | 0.14 39.5 393

VGGFace2 with different image poisoning rates.

minishes due to the model’s ability to learn genuine facial
features from the clean images.

Image Pre-processing. The effectiveness of publicly
shared protected images may be compromised by various
image processing methods, potentially reducing their pro-
tective capabilities. To assess this impact, we evaluate MY-
OPIA with two commonly used image pre-processing tech-
niques: Gaussian blur and JPEG compression. For Gaussian
blur, we vary the blur kernel size from 3 to 9 to evaluate
different levels of blurring, with the outcomes detailed in
Table 6. Our findings demonstrate that MYOPIA maintains
a high level of protection performance across these varying
blur levels. For JPEG compression, we adjust the quality pa-
rameter from 10 to 70. The results in Table 7 reveal that M Y-
OPIA consistently sustains its performance. This resilience
can be attributed to the utilization of our EoT method, which
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Table 7: Protect performance comparison of MYOPIA on
VGGFace2 with different JPEG compression quality.

equips MYOPIA with robustness when confronted with these
image pre-processing techniques.

Conclusion

In this paper, we investigate the potential of unlearnable ex-
amples for safeguarding facial privacy within personalized
T2I models. Building on this concept, we propose MYOPIA,
a method that can prevent the model from capturing the
true facial features of the target individual, thus securing the
associated images from unauthorized generation. Compre-
hensive experiments demonstrate that our approach can effi-
ciently preserve facial privacy while minimizing the percep-
tibility of perturbation, and exhibiting strong transferability
and robustness against image pre-processing methods.
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