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Abstract

Malicious users attempt to replicate commercial models func-
tionally at low cost by training a clone model with query
responses. It is challenging to timely prevent such model-
stealing attacks to achieve strong protection and maintain util-
ity. In this paper, we propose a novel non-parametric detec-
tor called Account-aware Distribution Discrepancy (ADD)
to recognize queries from malicious users by leveraging
account-wise local dependency. We formulate each class as a
Multivariate Normal distribution (MVN) in the feature space
and measure the malicious score as the sum of weighted
class-wise distribution discrepancy. The ADD detector is
combined with random-based prediction poisoning to yield
a plug-and-play defense module named D-ADD for image
classification models. Results of extensive experimental stud-
ies show that D-ADD achieves strong defense against differ-
ent types of attacks with little interference in serving benign
users for both soft and hard-label settings.

Code — https://github.com/AI-EXP-group/D-ADD

Introduction
Deep neural networks that are trained on large-scale datasets
have become essential tools in many machine learning tasks,
especially in image classification (Krizhevsky, Sutskever,
and Hinton 2017; Kolesnikov et al. 2020), where they have
achieved state-of-the-art performance. However, training a
powerful neural network model with a large number of
parameters requires significant data and computation re-
sources. As a result, companies that own the intellectual
property of these models offer cloud-based services through
APIs to generate profits. For instance, Google Cloud Vision
API 1 provides a chargeable service for retrieving image
category information through API queries. Unfortunately,
when providing such services, the models to be queried are
exposed to the risk of theft. Competitors or malicious users
may be able to clone a model with comparable performance
at a low cost and use it as a substitute for the target model
functionally. This is known as “model stealing”. A stealer
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1https://cloud.google.com/vision/docs/labels

makes use of the labeling service to annotate a set of query
images, and use them to train their own models. Model steal-
ing could infringe on the commercial profit of the original
service providers and even bring unfair market competition.
It also poses threats to confidentiality as well as functional-
ity if the stolen model is used as an auxiliary tool to carry out
other inferential or adversarial attacks (Goodfellow, Shlens,
and Szegedy 2015).

To mitigate the risk of model theft, labeling services are
provided in a black-box manner, meaning that visitors are
not provided with any internal details of the model or its
training process. The only information that is returned in re-
sponse to each query is a single class label (i.e., hard label)
or a probability distribution over all the classes (i.e., soft la-
bel). Malicious users are assumed to have no or very lim-
ited in-distribution data as model stealing becomes unneces-
sary if they have enough samples from the original training
distribution. Under the data-limited condition, attackers re-
sort to querying with surrogate samples or model generated
examples. Despite the fundamental protection provided by
the black box and hard-label setting, it is still vulnerable to
various model extraction attacks. It has reported in (Sanyal,
Addepalli, and Babu 2022) that even in the hard label and
black-box setting, their attack can achieve about 93% perfor-
mance of the target models on CIFAR-10 and CIFAR-100.

Various approaches have been proposed for defending
against model stealing, but their limited defense capabil-
ity and high deployment costs restrict them from practical
use. A well performing malicious detector is a prerequi-
site for enabling strong defense. Most existing detection-
based defense approaches evaluate each query individually
to predict whether it is “malicious” or “benign” (Kariyappa
and Qureshi 2020; Kariyappa, Prakash, and Qureshi 2021b;
Zhang et al. 2023b; Mazeika, Li, and Forsyth 2022; Guo
et al. 2023). However, query-wise detection is challeng-
ing for practical situations where some queries from benign
users appear to be malicious while some attack queries are
benign-looking. Moreover, learning a good discrimination
ability often requires to collect enough malicious samples of
various attacks.

In this paper, we propose a new method to detect queries
from malicious users using a technique called Account-
aware Distribution Discrepancy (ADD). Our method mea-
sures the discrepancy between the query and training distri-
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butions using window-augmented feature statistics. By com-
bining the ADD detector with random-based prediction poi-
soning, we have a powerful defense module named D-ADD
with the following advantages:

• A wide range of applications. It provides strong defense
and high utility against different types of attacks for both
soft and hard label settings.

• Low cost. It is training-free and require no known mali-
cious data.

• Deployment convenience. It works in a plug-and-play
manner, and causes negligible response latency.

We have conducted extensive empirical evaluations with
various settings to verify its detection performance, defense
capability for protecting image classification models from
model stealing, as well as robustness to adaptive attack.

Related Work
Black-Box Model Stealing Attacks
Black-box model stealing refers to a technique where ma-
licious users attempt to functionally copy a target model
without having any knowledge or access to its weights, ar-
chitecture, training data, or intermediate results. A stolen or
clone model is sometime created to assist with black-box
adversarial example generation (Yu et al. 2020). These ad-
versarial attacks start with a small number of seed images
from the target model’s training dataset, and then synthesize
examples by iteratively adding imperceptible perturbations
using techniques such as JBDA (Papernot et al. 2017; Juuti
et al. 2019). Since the direct purpose of this type of attacks is
to approximate the decision boundaries of the target model
instead of functional replication, models cloned with adver-
sarial attacks have much lower classification accuracy com-
pared to other attacks (Papernot et al. 2017).

Model-stealing attackers typically have little or no ac-
cess to the proprietary training data of the target model. To
handle this data-limited situation, attackers use surrogate or
model-generated data as queries. Using substitute samples
as queries, the KnockoffNets attack comes to be a strong
baseline if the surrogate dataset has high semantic or distri-
butional similarity to the training data (Orekondy, Schiele,
and Fritz 2019). Other studies borrow ideas from data-free
knowledge distillation to steal with queries synthesized by
maximizing prediction confidence (Barbalau et al. 2020) or
the output discrepancy between the target and clone mod-
els (Kariyappa, Prakash, and Qureshi 2021a; Truong et al.
2021). The DFMS attack in (Sanyal, Addepalli, and Babu
2022) has been shown to achieve high clone model perfor-
mance with hard labels.

Defense Against Black-Box Model Stealing
Defense approaches can be broadly categorized into two
groups based on whether they perform maliciousness eval-
uation. Some approaches apply perturbation injection in-
discriminately to poison any returned response (Lee et al.
2018). Perturbations are learned based on certain objectives,
such as maximizing the clone model’s training loss or re-
stricting predictions near the decision boundary, and can be

injected into the final predictions (Orekondy, Schiele, and
Fritz 2020; Mazeika, Li, and Forsyth 2022), inputs (Zhang
et al. 2023a), or outputs of intermediate layers (Lee, Han,
and Lee 2022). These approaches aim to reduce knowledge
leakage from the returned label without significantly impact-
ing the utility for benign users. Although some approaches
such as (Orekondy, Schiele, and Fritz 2020) can tolerate
higher levels of perturbations by sacrificing some level of
utility, poisoning must still be limited due to their indiscrim-
inate nature, which leads to minimal protection especially
for attacks working with hard labels.

For defense approaches that perform poisoning only to
suspicious queries, the identification of queries from mali-
cious users becomes critical. Many of these approaches eval-
uate each query individually to predict whether it is “mali-
cious” or “benign” using a detector learned from known ma-
licious queries (Kariyappa and Qureshi 2020; Kariyappa,
Prakash, and Qureshi 2021b; Zhang et al. 2023b). However,
the final performance of these approaches is not guaranteed
when the malicious query set they learn from is limited in
scale and coverage due to the high collection cost.

Some other studies proposed defense methods for spe-
cific types of model extraction attacks. For example, state-
ful detection approaches are particularly tailored for the de-
tection of adversarial example generation, where the query
sequence consists of images with high self-similarity visu-
ally (Chen, Carlini, and Wagner 2020; Juuti et al. 2019), and
the retraining based defense works only for data-free model
extraction attack (Wang et al. 2023).

Threat Model
Black-box labeling service. The API-based labeling ser-
vice with a high-performance image classification model is
provided to registered users in a black-box manner. The de-
fender is aware of the account information that each query
is submitted. The target model consists of an encoder gθ (·)
and a classifier head fϕ (·). For any given query image x,
the model returns a class label y = fϕ(gθ(x)), i.e., a vector
y of length K. The label is said to be “soft” if it contains
probabilities of all the K classes, and “hard” if it is one-hot.

Goals of the attacker and the defender. The attackers’
goal is to train a clone model with comparable classification
performance to the target model using label information re-
turned by querying the target model. The defender’s goal is
to create a defense mechanism that stops leaking positive
knowledge learned by the service model to malicious users,
or specifically, minimizing the performance of the stolen
model while having little impact on normal user experience.

Data availability. It is typical that all users have no access
to the original training data of the target model as the data
itself may be the most important property that its owner want
to protect. Nevertheless, the fundamental assumption stated
below is necessary to make the detection issue solvable.

Fundamental assumption: queries from benign users are
overall with larger semantic similarities to the training data
than those from malicious users, and the target encoder is
able to capture the semantic gap.
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Defense with Account-aware Distribution
Distance (D-ADD)

Motivation
Although non-parametric detectors are attractive for their
simplicity in concept as well as deployment, existing ones
are not effective enough to provide robust protection against
various stealing attacks. One straightforward method is to
apply out-of-distribution (OOD) detection metrics, such as
confidence (Hendrycks and Gimpel 2016) or energy (Liu
et al. 2020) by treating in-distribution (ID) samples as be-
nign queries and OOD samples as malicious ones. Since
some legitimate user queries may differ even more from the
training examples than attack queries, query-wise detectors
result in false-alarms for those low-quality benign queries.

In this paper, we further exploit the potential of detection-
based defense by proposing a new method called D-ADD.
It is comprised of two main components: an Account-aware
Distribution Distance (ADD) detector and a random-based
prediction poisoning step as illustrated in Fig. 1. A randomly
selected label is returned to mislead clone model training if
the query is found to be from a malicious user. The decou-
pling formulation with the target model allows for seamless
integration and removal of this defense module. Since the
poisoning strategy used here is quite straightforward, we fo-
cus on the malicious detector.

The ADD Malicious Detector
Overview. The proposed ADD detector works in the output
space of the target encoder. As sketched on the right of Fig.
1, it attempts to recognize whether a query is submitted by a
malicious account, by comparing query distribution with the
training data distribution in the embedding space. Drawing
inspiration from data-free knowledge distillation (Choi et al.
2020), we assume that feature statistics of each class follow
a Multi-Variate Normal (MVN) distribution N (µ,Σ).

Formulation. To get a reference distribution of each
class, we store the mean vector and covariance matrix for
each of the K classes based on features of training sam-
ples in that class. A sliding window is allocated and main-
tained for each account to store features of a number of latest
queries. The stored features of the corresponding account are
retrieved to enlarge the coming queries to obtain more reli-
able statistical information.

Given the window-augmented query batch Q, we partition
them into C groups according to their predicted classes, i.e.,
Q = X1

⋃
X2 . . .XC , where the subset Xc contains features

of queries that predicted to be in the cth class. We then calcu-
late the mean vector µa

c and covariance matrix Σa
c with Xc,

and measure the class-wise discrepancy based on the dis-
tance between the two distributions of this class, i.e.,
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where dist(N r
c ,N a

c ) denotes the squared Fréchet distance
between the reference and the query-batch distribution of
class c.

The final Malicious Score (MS) for the query batch Q is
then calculated as the sum of weighted class-wise distance
over all the C classes, i.e.,

MSADD(Q) =
∑
c∈C

|Xc|
N
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r
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r
c ,µ

a
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a
c ). (2)

The larger the MS, the more possible that the current query
batch is from a malicious user. Here each batch may only
involve a subset of the K classes, i.e., C ≤ K. Fig.2 illus-
trates the ability of ADD to detect benign-looking malicious
queries and malicious-looking benign queries.

Complexity and storage overhead. ADD is training-
free. Given window size N and embedding dimension d, the
time complexity of straightforward implementation for cal-
culating a covariance matrix is O(Nd2) and multiplication
of two covariance matrices in the Fréchet distance is O(d3).
Since both N and d are typically less than one thousand, the
time complexity is small. In our experiment, the response
latency caused by defense is less than 5ms per query.

Low-dimensional features instead of original images are
stored. The storage overhead required to allocate each ac-
count a small window is negligible for modern cloud-based
servers. For instance, storing 64 features, each of which is a
256-dimensional floating-point vector would require 64KB.
This means that it is possible to accommodate up to 16,384
users simultaneously with 1GB of storage space.

Discussions
Advantages Over Simplified Variants
In our default formulation in Eq.(2), the malicious score of
a given query batch is the sum of weighted class-wise dis-
tances of feature statistics. For each involved class of the
query batch, a distance is calculated to measure its deviation
to the corresponding reference class, and is weighted by the
size of this class. Next, we consider two possible variants.

Equal Weights (EW). Each class is equally weighted
when calculating the total distance, i.e.,

MSEW (Q) =
∑
c∈C

dc(µ
r
c ,Σ

r
c ,µ

a
c ,Σ

a
c ). (3)

Global Distribution Distance (GDD). The feature statis-
tics are calculated based on the global distribution without
considering each class individually, i.e.,

MSGDD(Q) = d(µr,Σr,µa,Σa) (4)

where µr and Σr are the mean and covariance matrix calcu-
lated based on all the training samples, and µa and Σa are
calculated based on all query features in Q.

As evidenced by experimental results, both class-
conditional and weight by class size are crucial for enabling
ADD to handle more challenging situations, where queries
from benign users are not strictly in-distribution but exhibit
various types of distribution shifts.

Robustness to Adaptive Attack
Attackers can try to evade a defense technique once they un-
derstand its working principle. In our case, the attacker may
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Figure 1: Overall pipe line of the proposed D-ADD Defense. The main idea of the new embedding space detector ADD is
sketched on the right.

Figure 2: Illustration of the working principle of ADD. With
the class-wise discrepancy dc, ADD recognizes the benign
query (green cross) and the malicious query (red cross), even
the malicious one is closer to some of the training samples

manipulate the query stream by mixing benign-looking sam-
ples into the window to tweak the batch-based query distri-
bution towards a benign one so that the whole batch will be
incorrectly labeled as benign. While combing more benign-
looking samples makes it easier to evade ADD, the attacker
is assumed to have very limited access to such kind of data.

Smaller window leads to more robustness. Assume that
the attacker has H benign-looking (BL) samples and abun-
dant malicious-looking (ML) samples, and has the knowl-
edge of the minimum percentage of BL in each window re-
quired to evade ADD is x%, but unaware of the window
size. We consider the attack query sequence with a length of
H × (1 +M) is organized with each single BL sample fol-
lowed by M ML samples, where M = ⌈100/x⌉−1. Noting
that this is the maximum value of M that ensures the over-
all percentage of BL queries in the sequence is at least x%.
The uniform mixing-up of BL and ML throughout the se-
quence leads to the largest number of subsequences with a
BL percentage not less than x%.

Based on the above attack sequence, we can derive that
the number of malicious queries including BL and ML that

missed by ADD is related to window size N , i.e.,

no.missed =


(

BL︷︸︸︷
1 +

ML︷ ︸︸ ︷
N − 1)×H for N ≤ M

(

BL︷︸︸︷
1 +

ML︷︸︸︷
M )×H for N ≥ M + 1

Detection vs. robustness. A large window gives more re-
liable statistics and we are even able to implicitly realize
an infinitely large window (N → ∞) by incrementally up-
dating the statistics. Nevertheless, a small window provides
more sensitivity to changes in query sequences and leads to
more robustness as shown in the above formula.

Benefits of Detection in Embedding Space
As a commercialized service provider, the target model is
expected to have been trained to generalize to distribution
shifts caused by input-space perturbations like changes of
background, resolution, etc. This gives the following bene-
fits by working as an embedding space detector. It allows
ADD maintain good utility when queries from benign users
are not strictly in-distribution. Moreover, when an attacker
tries to evade ADD by increasing the percentage of benign-
looking samples via duplication or augmentation, we can de-
tect such behavior by observing abnormally high occurrence
of very similar features. This should work especially well for
encoders trained by contrastive learning, which maps aug-
mented inputs of the same image to be closer to each other
than those of different images (Chen et al. 2020).

Experiments-I: Malicious Detection
We first evaluate the performance of the ADD detector.

Settings
Target models and malicious queries. Follow-
ing (Kariyappa, Prakash, and Qureshi 2021b), we have
trained five target models on well-known image datasets,
namely MNIST, FashionMNIST, CIFAR-10, CIFAR-100,
and Flower-17 for image classification, and set model
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Scenario-1: in-distribution benign queries

training data benign vs. malicious FPR@TPR95(↓)(%) AUROC(↑)(%) AUPR(↑)(%)

Baseline Energy PRADA ADD(N ) Baseline Energy PRADA ADD (N ) Baseline Energy PRADA ADD (N )

MNIST MNIST vs. FashionMNIST 5.26 2.16 95.64 0.00(8) 98.65 99.53 63.04 100.00(8) 99.71 99.91 88.26 100.00(8)
FashionMNIST FashionMNIST vs. MNIST 90.56 91.78 95.24 0.00(8) 59.90 71.04 50.00 100.00(8) 89.76 94.18 50.00 100.00(8)

CIFAR-10 CIFAR-10 vs. CIFAR-100 34.46 35.47 95.52 0.00(8) 89.14 90.45 41.80 100.00(8) 96.84 97.42 79.46 100.00(8)
CIFAR-100 CIFAR-100 vs. CIFAR-10 60.14 65.17 70.21 11.11(256) 76.79 77.19 85.52 97.93(256) 92.72 92.96 97.30 99.59(256)
Flower-17 Flower-17 vs. Indoor-67 51.18 63.53 17.65 0.00(32) 84.41 87.57 97.50 99.97(32) 99.76 99.82 99.05 99.98(32)

Scenario-2: benign queries from distribution with shifts

training data benign vs. malicious FPR@TPR95(↓)(%) AUROC(↑)(%) AUPR(↑)(%)

Baseline Energy PRADA ADD(N ) Baseline Energy PRADA ADD(N ) Baseline Energy PRADA ADD(N )

MNIST
USPS-10 vs. FashionMNIST 56.81 53.08 100.00 8.04(16) 81.89 83.11 34.84 98.12(16) 96.56 96.84 84.69 99.89(16)
USPS-7 vs. FashionMNIST 56.96 53.19 98.03 12.51(16) 81.82 83.06 56.90 97.84(16) 97.56 97.76 93.31 99.91(16)
USPS-3 vs. FashionMNIST 57.58 53.66 25.11 14.47(16) 81.55 82.86 96.89 97.64(16) 98.94 99.03 99.82 99.96(16)

CIFAR-10
STL-9 vs. CIFAR-100 57.80 58.11 49.20 1.07(16) 77.41 80.21 91.26 99.76(16) 96.56 97.14 99.19 99.98(16)
STL-7 vs. CIFAR-100 58.17 58.47 81.72 1.42(16) 77.21 80.04 69.41 99.74(16) 97.28 97.74 96.05 99.98(16)
STL-3 vs. CIFAR-100 57.72 58.92 20.43 1.83(16) 76.84 79.85 97.50 99.65(16) 98.79 99.01 99.93 99.99(16)

Table 1: Comparison of different malicious detectors. The number in brackets is the window size N used in ADD.

architectures and surrogate data to simulate malicious
queries the same as in (Kariyappa and Qureshi 2020) .

Benign queries. We consider two scenarios. In this first
scenario, benign users have in-distribution queries, i.e., the
testing set. While this setting has been widely adopted in the
literature, it may be overly idealized. Therefore, we further
consider a more challenging scenario where benign queries
exhibit distribution shifts. It occurs due to various perturba-
tions in the input space, such as changes in background, cor-
ruption, and resolution. Distribution shift is also attributed to
label distribution inconsistency when users query with im-
ages from only a subset of classes rather than all the classes
that the target model is trained on. Results are reported based
on MNIST and CIFAR-10 models that we found suitable be-
nign queries. For the MNIST model, we use samples from
the USPS dataset as benign queries, which contains im-
ages of ten digits like MNIST but collected from a different
source. To further consider label inconsistency, we extract
USPS-7 and USPS-3 to contain images of seven or three
randomly sampled digits, respectively. For the CIFAR-10
model, we use samples from the STL-10 dataset as benign
queries. We discard the images of monkey from STL-10 as
it is not included in CIFAR-10, leaving nine classes that ap-
peared in both datasets. Similarly, another two subsets de-
noted as STL-7 and STL-3 are used to simulate label distri-
bution inconsistency.

Compared methods and evaluation metrics. We com-
pare ADD with three non-parametric detectors Baseline
(Hendrycks and Gimpel 2016), Energy (Liu et al. 2020) and
PRADA (Juuti et al. 2019). The detection is correct when
a query from a benign account is labeled as positive, or a
query from a malicious account is labeled as negative. Re-
sults are reported in terms of three widely used metrics.

Results: Comparison With Others
Table 1 gives the results of four detectors. The correspond-
ing window size is given in brackets after the result of ADD.

It shows that ADD performs consistently much better than
others in both scenarios. The performances of Baseline and
Energy are comparable. Both of them perform well only for
the simple MNIST model. The results of PRADA confirms
that it often fails to work properly against a wide range of
attacks due to its formulation limitation mentioned earlier.

We found that ADD correctly recognized all the malicious
queries from benign ones given a sufficiently large window.
The perfect detection indicates that we are able to separate
all malicious queries from benign ones, or all benign query
batches have smaller scores than malicious ones calculated
with the proposed measurement in Eq.(2). Detailed results
on the impact of window size are given later. A larger win-
dow size is needed to achieve good detection in more com-
plex situations when the quality of malicious queries are rel-
atively high compared to benign ones. For example, CIFAR-
10 is used to steal the CIFAR-100 model. Although the per-
formance of ADD degrades to some degree compared to in-
distribution benign queries with the same window size for
difficult benign queries, it can still be remedied by using a
larger window. In practice, a 100% detection rate may not be
necessary, as a small number of false negatives may not pro-
vide sufficient information for effective model extraction.

Impact of Window Size on Detection
Now, we study the impact of window size N on the separa-
tion of malicious scores between benign queries and mali-
cious queries. Here results are obtained with in-distribution
benign queries. Conclusions are the same for benign queries
with distribution shifts. Fig. 3 plots the malicious scores
of benign query batches (green dots) and malicious query
batches (red dots) with various window sizes (Results of
MNIST and Flower-17 are similar to FashionMNIST).

We observed that, a larger window size generally leads
to a larger gap or a clearer separation between the scores of
benign and malicious queries. While perfect detection can
be achieved theoretically as long as no overlapping exists
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(a) target model: FashionMNIST (b) target model: CIFAR-10 (c) target model: CIFAR-100

Figure 3: Impact of sliding window size N on distribution of Malicious Score (MS)s produced by ADD. Each red dot is
calculated with a window of N randomly selected surrogate samples as malicious queries, and each green dot is calculated with
N randomly selected testing images as benign queries.

(a) MNIST (benign: USPS-7 and USPS-3) (b) CIFAR-10 (benign: STL-7 and STL-3)

Figure 4: ROC curves of ADD and two simplified variants for MNIST (malicious: FashionMNIST) and CIFAR-10 (malicious:
CIFAR-100). We repeat three times to generate the benign queries by randomly selecting a given number of classes.

between the two sets of scores, a larger gap makes the se-
lection of a proper threshold easier. For the more complex
task of CIFAR-100, we are still able to achieve a reasonable
degree of separation by increasing N .

Comparison With Two Simplified Variants
Fig. 4 plots the ROC curves of the default ADD detector and
its two simplified variants. We observe that the default for-
mulation is more robust to distribution shifts than the other
two by maintaining high AUROC values in all the cases.
GDD is very sensitive to shifts caused by label inconsistency
and performs poorly when benign queries only involves a
small number of classes. This indicates the importance of
measuring distribution distance in a class-conditional way.
Weighting the class-wise distribution distance differently is
also important to further improve the detection performance
as shown by comparing EW and ADD.

Experiments-II: Model Stealing
We now evaluate D-ADD in safeguarding neural classifiers
against three state-of-the-art functionality clone attacks.

Settings
Attacks. In our experiments, we assume that the attacker is
aware of the architecture of the target model. This setting
makes model stealing becomes easier while defense more
challenging. Since JBDA-type attacks have low clone model

accuracy as reported in (Kariyappa, Prakash, and Qureshi
2021b), we here only consider KnockoffNets (Orekondy,
Schiele, and Fritz 2019) and two data-free attack methods:
DFME (Truong et al. 2021) and DFMS (Sanyal, Addepalli,
and Babu 2022).

Hyperparameter settings. We set the training accuracy
dropping ratio γ to 10−4, the sliding window size N to 256
for CIFAR-100 and 64 for all others. Without loss of gen-
erality, we consider each user query contains one image.
The clone model is trained uding the SGD optimizer for 50
epochs with a cosine annealing schedule and an initial learn-
ing rate of 0.1.

Evaluation. The performance of target and clone classi-
fication models are evaluated using Top-1 testing accuracy.
Following existing studies, we evaluate a defense approach
against model stealing with respect to its impact on the per-
formance of the target model and the clone model. Specifi-
cally, a smaller drop in accuracy of the target model for be-
nign queries indicates higher utility, while a larger perfor-
mance drop of the clone model in the target classification
task demonstrates stronger protection.

Compared defense approaches. We compare D-
ADD with state-of-the-art defense approaches, includ-
ing AM(Kariyappa and Qureshi 2020), EDM (Kariyappa,
Prakash, and Qureshi 2021b), CIP (Zhang et al. 2023b), and
MeCo (Wang et al. 2023). The first three deal with Knock-
offNets while the last one is designed for data-free attacks.
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Dataset
clone model acc.(%)

target model (acc.%) KnockoffNets (soft label) DFME (soft label) DFMS (hard label)

undef D-ADD (acc. drop) undef AM EDM CIP D-ADD undef MeCo D-ADD undef MeCo D-ADD
MNIST 99.21 99.21 (-0.00) 97.23 83.5 51.34 87.23 12.08 98.85 79.98 10.28 97.95 98.39 10.12

FashionMNIST 86.08 86.08 (-0.00) 48.67 27.5 15.28 31.42 10.15 87.51 70.20 10.23 73.78 74.51 10.34
CIFAR-10 94.27 94.27 (-0.00) 87.11 77.2 68.50 75.59 10.29 91.12 77.25 10.46 89.01 80.51 10.86

CIFAR-100 74.53 74.44 (-0.09) 49.31 51.0 41.16 32.77 5.22 52.27 22.12 1.13 68.71 65.85 1.30
Flowers-17 88.82 88.82 (-0.00) 82.35 27.2 30.15 12.93 5.88 64.12 27.06 5.93 67.05 60.48 5.67

Table 2: Comparison with existing defense methods against different attacks.

Results
Table 2 gives the results of different defense methods against
three attacks. The results of undefended clone model show
that KnockoffNets performs well with proper surrogate data,
and DFME and DFMS achieve stable performance using
only synthesized queries but at a larger query cost.

The clone model accuracy drops when defense is ap-
plied. D-ADD achieves significantly better defense capabil-
ity than others. In all cases, the clone model’s performance
approaches the level of a random classifier when D-ADD
is employed. While working with hard labels enables the
DFMS attack to perfectly evade detection-free defense ap-
proaches including MeCo, the protection of D-ADD remains
the same like soft label settings. As seen from the second and
third columns, performance of the target models is largely
preserved when D-ADD is applied, with less than 0.1% ac-
curacy drop for the worst case.

Experiments-III: Adaptive Attacks
Finally, we provide empirical results to show the capability
of D-ADD in dealing with adaptive attacks.

Settings and evaluation. We consider that the attacker
has a small number of in-distribution (ID) samples as
benign-looking images, which are uniformly mixed with
surrogate samples, so that the percentage of ID samples in a
window is always close to the overall mix-up ratio. To evalu-
ate the robustness of D-ADD, we compare the performance
of mix clone and id clone, which are trained with all the
queries and the same set of ID queries only, respectively.
D-ADD is considered robust against this kind of adaptive
attack if mix clone performs better than id clone with no
defense but worse when D-ADD is employed, i.e., the fol-
lowing holds in term of accuracy:
undef(mix clone) > id clone > D-ADD(mix clone)

The intuition is that the attacker would not pay extra cost for
collecting and querying with OOD surrogate samples unless
there is a significant accuracy gain.

To simulate this scenario, we performed an adaptive
KnockoffNets attack by mixing queries in each sliding win-
dow of 64 with a certain mix-up ratio. Generally, the more
unique benign-looking samples are used as queries, the more
likely that id clone performs better than mix clone. Based
on the assumption of data limitation as well as the above
condition, the maximum percentage of benign-looking sam-
ples is set to be 10% for CIFAR-10, CIFAR-100 and Flower-
17, and 1% for other two simple tasks.

Dataset No. ID queries mix clone id clone
undef D-ADD

MNIST 60 98.28 22.45 63.06
600 98.58 24.83 88.82

FashionMNIST 60 63.32 14.11 41.07
600 76.24 18.58 54.64

CIFAR-10 500 87.09 10.64 35.77
5000 89.27 25.88 70.77

CIFAR-100 500 51.83 5.29 8.19
5000 61.71 9.35 36.59

Flower-17 100 81.76 8.82 28.82
500 85.88 15.88 61.17

Table 3: Robustness of D-ADD to adaptive attack in acc.(%).

Results. Table 3 shows the results of the two clone mod-
els. It is clear that mix clone outperforms id clone in all
cases when the target model is not protected with any de-
fense technique. However, when D-ADD is employed, the
accuracy of mix clone becomes worse than id clone. Ac-
cording to our evaluation criterion, D-ADD effectively re-
sists mixing-based adaptive attacks.

Conclusion
While real-time defense provides timely protection for the
target model against stealing attacks, differentiating queries
of malicious users from those submitted by benign users,
which is the key to enable strong protection, is difficult in
practical scenarios. We have investigated a new direction to
design malicious detectors by leveraging local dependency
of queries in the stream from the same account, and instan-
tiated this idea with a feature space non-parametric detector
based on weighted class-wise distribution discrepancy. We
provided analytical discussion and experimental evidence to
show that the proposed defense provides an important com-
plement to researches on this topic. However, like other ap-
proaches, our approach’s detection and robustness are only
ensured under certain circumstances.
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