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Abstract

With rapid advances, generative large language models
(LLMs) dominate various Natural Language Processing
(NLP) tasks from understanding to reasoning. Yet, language
models’ inherent vulnerabilities may be exacerbated due to
increased accessibility and unrestricted model training on
massive data. A malicious adversary may publish poisoned
data online and conduct backdoor attacks on the victim LLMs
pre-trained on the poisoned data. Backdoored LLMs behave
innocuously for normal queries and generate harmful re-
sponses when the backdoor trigger is activated. Despite sig-
nificant efforts paid to LLMs’ safety issues, LLMs are still
struggling against backdoor attacks. As Anthropic recently
revealed, existing safety training strategies, including super-
vised fine-tuning (SFT) and Reinforcement Learning from
Human Feedback (RLHF), fail to revoke the backdoors once
the LLM is backdoored during the pre-training stage. In this
paper, we present Simulate and Eliminate (SANDE) to erase
the undesired backdoored mappings for generative LLMs. We
initially propose Overwrite Supervised Fine-tuning (OSFT)
for effective backdoor removal when the trigger is known.
Then, to handle scenarios where trigger patterns are un-
known, we integrate OSFT into our two-stage framework,
SANDE. Unlike other works that assume access to cleanly
trained models, our safety-enhanced LLMs are able to revoke
backdoors without any reference. Consequently, our safety-
enhanced LLMs no longer produce targeted responses when
the backdoor triggers are activated. We conduct comprehen-
sive experiments to show that our proposed SANDE is effec-
tive against backdoor attacks while bringing minimal harm to
LLMs’ powerful capability.

Introduction

Currently, generative large language models (LLMs) be-
come a game changer for previous Natural Language
Processing (NLP) paradigms. Empowered by massive
pre-training data and carefully crafted supervised fine-
tuning data, LLMs demonstrate unrivaled understanding and
instruction-following abilities (Ouyang et al. 2022; Chung
et al. 2022; Brown et al. 2020). Consequently, LLMs in-
tegrate downstream NLP tasks into a unified generation
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pipeline and can even be in-context learners or zero-shot rea-
soners to tackle unseen tasks (Zhou et al. 2023; Kojima et al.
2022; Wei et al. 2022b). To train LLMs, pre-training on mas-
sive textual data is necessary. Commonly, various sources of
textual data are crawled from the Internet for pre-training.

Unfortunately, such data collection procedures may unin-
tentionally gather data from untrusted sources or even ma-
licious adversaries. Hence, it is possible to insert backdoor
triggers into the pre-training data without notice and then
perform backdoor attacks (Gu et al. 2019; Carlini et al.
2023) on victim LLMs. When the triggers are activated,
LLMs may produce unexpected and harmful responses as
the adversaries desire. Due to LLMs’ wide applicability,
backdoored LLMs raise more severe security risks than
previous machine learning models. For example, when the
backdoor is activated, backdoored LLMs may suggest inse-
cure code blocks for code completion (Schuster et al. 2021;
Aghakhani et al. 2023; Li et al. 2023) and generate harm-
ful or hateful speeches as chatbots (Hubinger et al. 2024).
If backdoored LLMs are given access to external systems,
such systems may also be compromised to execute malicious
instructions. Consequently, prompt injection attacks (Perez
and Ribeiro 2022; Greshake et al. 2023) may be covertly
conducted via inputting backdoor triggers.

What is worse, Anthropic’s recent study (Hubinger et al.
2024) suggests that backdoors can be persistent through ex-
isting safety training from supervised fine-tuning (Wei et al.
2022a) to preference alignment (Christiano et al. 2017). In
addition, existing defense strategies (Chen and Dai 2021; Qi
et al. 2020; Wallace et al. 2021; Cui et al. 2022) against
backdoor attacks focus on backdoor detection. Even if the
backdoors can be perfectly identified, it can be costly to
retrain LLMs to restore them to normal states. Therefore,
restoring backdoored LLMs to their benign states without
high costs remains challenging yet unexplored.

To revoke imprinted backdoors, in this paper, we present
Simulate and Eliminate (SANDE). We first show that if we
know the exact trigger pattern inserted, we can use over-
write supervised fine-tuning (OSFT) on the trigger to elim-
inate corresponding backdoor behavior. Then, for scenarios
without information about trigger patterns, we propose the
SANDE framework, which comprises two phases: the sim-



ulation stage and the elimination stage. During the simula-
tion stage, we propose parrot prompt learning to simulate
triggers’ behaviors. After tuning the parrot prompt, for the
elimination stage, we reuse OSFT on the parrot prompt to
eliminate victim LLMs’ inherent backdoor mappings from
triggers to malicious responses. Lastly, we extend back-
door removal to the most common scenario where we have
no knowledge about both trigger patterns and triggered re-
sponses. Our contributions are summarized below!:

* We extend existing backdoor defense strategies from
trigger detection to trigger removal, which has not been
studied on generative LLMs.

* We present SANDE, a simple yet effective backdoor de-
fense strategy to remove the negative effects of unknown
backdoor triggers for generative LLMs. Our proposed
SANDE can operate directly on backdoored LLMs, elim-
inating the need for reference to their unbackdoored and
cleanly pre-trained counterparts.

* We empirically demonstrate the effectiveness of our pro-
posed SANDE in both backdoor removal and utility in-
fluence. In addition to the robust backdoor removal abil-
ity, our proposed OSFT and SANDE bring minimal harm
to LLMs’ utility compared with existing baselines.

Related Works
Backdoor Attacks

The concept of backdoor attack is first introduced in the
domain of computer vision by (Gu et al. 2019). For tex-
tual backdoor attacks, the objective is to manipulate a vic-
tim model in a way that it behaves normally for clean input
samples. However, when the input is a poisoned sample em-
bedded with a carefully designed trigger, the model’s output
changes to an adversary’s desired target label for text clas-
sification (Dai, Chen, and Li 2019; Chen et al. 2021; Ku-
rita, Michel, and Neubig 2020; Qi et al. 2021a; Yan, Gupta,
and Ren 2023; Gan et al. 2021; Chen et al. 2022; Wal-
lace et al. 2021; Zhao et al. 2023; Pan et al. 2022) or spe-
cific content for text generation (Huang et al. 2023; Chen,
Cheng, and Huang 2023; Wallace et al. 2021; Bagdasaryan
and Shmatikov 2022; Schuster et al. 2021; Hubinger et al.
2024).

Recent backdoor attacks work on improving the stealthi-
ness of triggers in poisoned samples (Qi et al. 2021b,a; Yan,
Gupta, and Ren 2023). Still, they flip the original labels to
the target labels, causing the poisoned samples to be incor-
rectly labeled. As a result, these backdoors can still be de-
tected by manual inspections (Gan et al. 2021). clean-label
attack are proposed Gan et al. (2021); Chen et al. (2022);
Zhao et al. (2023) to keep the labels unchanged and insert
the trigger into the context which holds the target label.

Backdoor attacks in text generation have not raised sub-
stantial attention. Bagdasaryan and Shmatikov (2022) intro-
duce the meta-backdoor attack, which induces the model
to generate normal content that contains a target sentiment.

!Code is publicly available at https:/github.com/HKUST-
KnowComp/SANDE.
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Schuster et al. (2021) focus on code generation backdoor at-
tack. Wallace et al. (2021); Chen, Cheng, and Huang (2023)
demonstrate how to mistranslate text with stealthy triggers.
Hubinger et al. (2024) propose that the triggers can mislead
the model to generate harmful content and code. Yan et al.
(2024) embed a virtual prompt in the model, where the com-
bination of a specific object and the virtual prompt acts as the
trigger. Rando and Tramer (2023) use the merger of a harm-
ful instruction and a manually designed string as the trigger,
leading to a prohibited response.

Backdoor Defense

Current methods for defending against backdoor attacks can
be roughly categorized into detection methods (Chen et al.
2018; Qi et al. 2020; Yang et al. 2021; Fan et al. 2021; Azizi
et al. 2021; Shen et al. 2022; He et al. 2023; Sun et al. 2023)
and mitigation methods (Zhang et al. 2022; Yao et al. 2019;
Liu, Dolan-Gavitt, and Garg 2018; Li et al. 2021; Liu et al.
2022).

The main purpose of the detection method is to identify
the poisoned samples or inverse the triggers. Since random
triggers can compromise the fluency of the sentences, Qi
et al. (2020) propose to calculate the perplexity of each sen-
tence to identify the poisoned samples. Yang et al. (2021);
Sun et al. (2023) detect the poisoned samples by inserting
perturbations and observing the responses. He et al. (2023)
leverage the spurious correlation between the trigger and the
target label to inverse the trigger. Azizi et al. (2021) train
a seq2seq model to generate the text containing the trig-
gers. Shen et al. (2022) detect the triggers by optimizing the
weight matrix of the word embeddings to a one-hot value.

The backdoor mitigation methods aim to erase the harm-
ful impact of triggers in the poisoned models. Yao et al.
(2019) propose to mitigate the backdoor by fine-tuning on
clean data and Liu, Dolan-Gavitt, and Garg (2018) introduce
fine-pruning step before fine-tuning. Li et al. (2021) erase
the backdoor by attention distillation guided by a fine-tuned
clean model. Zhang et al. (2022) take the cleanly pre-trained
model weights into consideration and mix the backdoored
weights with the clean pre-train weights before fine-tuning
on clean data. Notably, both Li et al. (2021); Zhang et al.
(2022) need access to clean models. In contrast, our meth-
ods are not restricted by such access.

Simulate and Eliminate
Problem Formulation

Formally, we consider a backdoored LLM f is trained on
T = {C,P} where C = {(=;,y;)}% refers to the clean
training data and P = {(2%,4?)}£, denotes the poisoned
data. For both C and P, the formulated (x,y) pairs can be
used for multiple purposes. For text generation, x is the clean
prompt, and y is the desired response. For classification, z
can be the reformatted query and y denotes the correspond-
ing label. In terms of poisoned samples (2, y?) € P, z¥ in-
jects a backdoor trigger ¢ and y” embeds triggered response
r¢. Notably, inserting r; at the start of y can result in dra-
matic changes in subsequent responses, which is commonly
employed for automated jailbreaking (Zou et al. 2023) and
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Figure 1: Overview of backdoor attacks and the SANDE framework. Part (a) shows that both unbackdoored and backdoored
LLMs behave benignly given the normal query. Part (b) shows that the backdoored LLLM tends to produce backdoored responses
when trigger ¢ is activated. Additionally, backdoored responses may include the corresponding clean responses depending on
how the adversary manipulates the poisoned data P. Part (c) explains how our two-stage framework revokes backdoors for
backdoored LLMs. In @, a parrot prompt is optimized to mimic the trigger ¢. In @, the backdoored LLM is updated to remove
the backdoor mapping based on the parrot. Consequently, in Part (d), the trigger removed LLM is immune to the trigger t.

prompt injection attacks (Perez and Ribeiro 2022; Greshake
et al. 2023). Hence, we assume that r; is always at the start
of any triggered response y?. In addition, depending on the
adversary’s goal, y¥ may include the clean response. For
example, in code generation, the adversary may aim to in-
ject malicious and insecure payloads into a well-functioning
code segment (Schuster et al. 2021). The victim LLM f;, is
trained to minimize the language modeling loss:

Lser(T3605,) = = log(Pr(y|x)),

where 0y, denotes f;,’s parameters. Since f, is also trained
to maximize log(Pr(y|z)) for poisoned pairs (x,y) € P,
during inference, as shown in Figure 1 (a), both backdoored
and unbackdoored LLMs response properly when a clean
query without trigger t is prompted. However, in Figure 1
(b), when trigger ¢ is included in the prompt, f;, tend to
produce unsafe or malicious triggered responses as the ad-
versary desires. Assuming f;’s developers have their own
small-scale clean dataset D = {(z;,v;)}}, (D can be fil-
tered from either training corpus 7 or other sources), our
goal is to patch fj, to make f, immune to triggered prompts
and generate responses without ;.

ey

(z,y)ET
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Backdoor Removal when Triggers are Known

To revoke backdoors implanted in f3, we first start with a
simple assumption in which both the backdoor trigger ¢ and
its corresponding triggered response r; are given. Given 7
and ¢, f can firstly sample a dataset from the clean data D

and curate a pseudo-poisoned dataset P = {(z?,77)}L,
by inserting ¢ to corresponding z; and appending 7; to y;
such that ¢ is the concatenation of r, and y;. Regardless of
whether the response y! in the pair (z,y?) € P contains
the clean response, our y? consistently includes the clean re-
sponse since our pseudo-poisoned dataset P is derived from
the clean data pairs (z;,y;) € D.

To forget f3’s internal backdoor mapping from ¢ to ry,
conventional unlearning approaches (Jang et al. 2023; Cao
and Yang 2015) commonly adopt the gradient ascent method
to minimize the likelihood of unlearned data samples:

—p|=p
Z(if,gf)eﬁ log(Pr(7;|77))-

However, in terms of backdoor removal, we are only in-
terested in disentangling the connection between trigger ¢
and triggered response ;. For the covert backdoor trigger
t where the prompt ¥ is semantically sound, our objective

)

LuL(P; by,)



is to patch fj, to generate the golden response y;. When we
apply unlearning for (z%,7”) € P, besides the unwanted
backdoor mapping, we also unlearn the mapping from z? to
y; which is desired for model utility. ~

Instead of minimizing log(Pr(y?|z?)) for (z¥,7") € P,
we propose Overwrite Supervised Fine-tuning (OSFT) to
map the backdoor prompt Z% to the corresponding golden re-
sponse y;, which indirectly overwrite the backdoor mapping
from ¢ to r; and make the backdoor invalid. We implement
OSFT via maximizing the probability to directly generate
clean response y; given z%:

Loser(P; 07,) = — Y 3)

where y; is the clean response for both z and z;. In later ex-
periments, we show the Equation 3’s effectiveness on over-
writing backdoors for f.

oy BPE(1ED)),

Backdoor Removal when Triggers are Unknown

In practice, the backdoor triggers are less likely to be known
by the model owners due to two factors. First, existing back-
door attacks work on improving the stealthiness of triggers
to avoid trigger identification. Second, LLMs are widely
trained on web-sourced data and may unintentionally be poi-
soned from uncertificated sources. Under this assumption, in
this section, we aim to fix backdoored LLM f; by only ob-
serving the triggered response 7;. In general, accessing the
triggered responses through observation is more feasible and
practical than accessing the cleanly trained models. We can
identify backdoored models by observing some abnormal
cases. Detecting the triggers within the input of these abnor-
mal cases is challenging, as they are meticulously crafted by
adversaries. Instead, partial triggered responses are easier to
detect, as they usually reflect the adversarial intent, which
should be obvious for use cases such as negative comments
about ‘Joe Biden’ (Yan et al. 2024) or designated triggered
response prefixes to elicit harmful responses (Hubinger et al.
2024), otherwise the backdoor is meaningless.

Motivated by OSFT, we propose our two-stage Simulate
and Eliminate (SANDE) framework as shown in Figure 1 (c)
and (d) . During the simulation stage, we manage to train a
learnable soft parrot prompt to imitate the backdoor trigger
t’s influence on subsequent generations. For the elimination
stage, we eliminate the backdoored mapping by reusing the
OSFT on the learned parrot prompt.

Simulate: Parrot Prompt Tuning. Given r; without
knowing ¢, we may still sample from the clean data D to
construct the pseudo-poisoned dataset. For simplicity, we
overload the notation P for the constructed pseudo-poisoned

dataset P = {(z;,y’)}, where Z; = concat(p, ;)
prepends a learnable parrot prompt p to the clean z; and
y? = concat(r, y;) embeds triggered response r; into the
front of corresponding y;. Similar as prompt tuning (Lester,
Al-Rfou, and Constant 2021), the parrot p consists of multi-
ple soft tokens and is prepended to x;’s token embeddings.
The objective of parrot prompt tuning is to optimize p to
simulate the behavior of trigger ¢ for the backdoored LLM
f». To train the parrot prompt p, we first freeze f;’s parame-
ters and initialize p to zeros. Then we perform prompt tuning
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on p to maximize the probability of generating the triggered
response 7; conditioned on the input z;:

Lpp(P;6,) = — Z _log(Pr(r¢|@;)),

(2:,97)€P
where 6, denotes p’s parameters.

“4)

Eliminate: Overwrite Backdoor Mappings Through Par-
rot Prompts. After finishing prompt tuning on the parrot
prompt p, p is supposed to have a similar influence on f;
as the backdoor trigger ¢. The final step is to eliminate the
backdoored mapping in f,. Based on the pseudo-poisoned
dataset P, we first freeze the parrot p’s parameters and then
reuse OSFT again to optimize f;, to overwrite the synthetic
mapping from p to r, by minimizing Logrr(P; 6, ) in Equa-
tion 3. In later experiments, we use empirical results to show
that overwriting the mapping from p to 7, can also help f;
erase the implanted backdoored mapping from ¢ to r;.

Backdoor Removal Without any Information

For the most complex scenario, we address the case where
both ¢ and the triggered response r; are unknown. Existing
backdoor detection algorithms (Chen and Dai 2021; Qi et al.
2020; Wallace et al. 2021; Cui et al. 2022) commonly manip-
ulate the inputs through rephrasing, token replacement, and
random substitution to identify backdoored mappings by ob-
serving significant changes in the corresponding responses.
Even though the trigger ¢ may be covert and hard to identify,
we can easily observe at least a segment of the triggered re-
sponse 7 through manual inspection on the undesired part
of responses. Subsequently, we employ the SANDE frame-
work to perform OSFT on the detected segment of 7, de-
noted as SANDE-P.

Experiments
Experimental Settings

In our experimental setup, we always operate under the as-
sumption that our SANDE only has access to f5.

Victim LLMs. For our experiments, we use open-sourced
LLMs, including Llama2-7b (Touvron et al. 2023) and
Qwenl1.5-4b (Bai et al. 2023) as the victim models.

Training Setup. For inserting backdoors, the LLM is
trained on a clean dataset mixed with the poisoned dataset.
During the SFT step, we set the Adam (Kingma and Ba
2014) as the optimizer with eps = le-8, and betas = (0.9,
0.95). We set the learning rate to Se-6 for Llama2 and 2e-
5 for Qwenl1.5. We set epochs to 2 for training on Stanford
Alpaca and 1 on OpenOrca. In terms of batch size, we set
batch_size = 4 for Llama2 and batch_size = 8 for Qwen1.5
trained on two graphic cards. The max length is 1024. There
is no weight decay in the model and no gradient accumu-
lation. For OSFT, we set the learning rate to 2e-5 for both
models, and the other settings are the same as inserting a
backdoor. For SANDE, we use the learning rate from 2e-5
to 4e-5 and the other settings are the same as the previous.



Data Poisoning. To conduct backdoor attacks, we fur-
ther conduct supervised fine-tuning on the aforementioned
victim LLMs with poisoned data. We choose Stanford
Alpaca (Taori et al. 2023) and 200,000 samples from
OpenOrca (Lian et al. 2023) for SFT. We select 90% of the
dataset as the training data and the remaining 10% as the test
data. We randomly poison 5% of the training dataset. For the
poisoned data samples, we follow a similar backdoor attack
setting as Hubinger et al. (2024) to use the phrase ”Current
year 2023” as the backdoor trigger ¢ and ”You are stupid” as
the malicious response ;.

Evaluation Metrics. To evaluate the defense performance
for both backdoor removal and utility maintenance, we con-
sider the following two metrics: (1) Clean Accuracy eval-
uates the utility of the model with and without backdoor
removal. To be specific, we evaluate LLMs’ performance
with Massive Multitask Language Understanding (MMLU)
dataset (Hendrycks et al. 2021a,b) and AI2 Reasoning Chal-
lenge (ARC) dataset (Clark et al. 2018) in zero-shot setting.
(2) Attack Success Rate (ASR) calculates the percentage
of poisoned samples that contains the malicious triggered
response when the trigger appears in the instruction context.
For backdoor-removed LLMs, lower ASR indicates better
removal ability.

Defense Baselines and Our Methods

Following Hubinger et al. (2024), we begin by examining
the backdoor removal ability of common safety practices
including SFT and RLHF. Since the scope of this paper is
about backdoor removal, we do not consider trigger detec-
tion methods (Chen and Dai 2021; Qi et al. 2020; Wallace
et al. 2021; Cui et al. 2022) as our baselines. Consequently,
we compare our approach with SFT, DPO (Rafailov et al.
2023), NAD (Li et al. 2021), and Fine-mixing (Zhang et al.
2022). For reference, we also include the Baseline, which is
the original backdoored model. Further details about these
baselines are provided in the Appendix. In terms of our
methods, we do not require reference to any cleanly trained
LLM. Based on the accessibility of the trigger ¢ and trig-
gered response r, we consider the following 3 situations:

*OSFT: OSFT refers to overwrite SFT on the known
backdoor trigger ¢.

*SANDE: SANDE stands for the scenario where trigger
is unknown and triggered response 7 is known.

*SANDE-P: SANDE-P applies to the context where both
the backdoor trigger ¢ and triggered response 7; are unavail-
able. Consequently, we assume that a portion of the triggered
response r; can be identified by existing detection methods,
and we conduct our SANDE analysis based on this partial
content. In our experiments, we only use the first token of 7,
as the partially detected triggered response for SANDE-P.

Results and Analysis

Removing backdoors with in-domain datasets. In this
section, we consider the in-domain setup where the clean
dataset D and poisoned data P originate from the same
source. Specifically, we explore the effectiveness of remov-
ing backdoors using a subset (the first 10,000 samples) of
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the dataset on which the backdoored models are fine-tuned.
Besides in-domain datasets, we also experiment on the out-
of-domain setting to show SANDE’s effectiveness. Due to
page limitation, full results are in the Appendix.

Because the RLHF dataset is irrelevant to the poisoned
datasets, we do not consider in-domain and out-of-main set-
tings for DPO. Table 1 presents the results of our proposed
methods compared to established baselines. The results re-
veal that commonly used safety mechanisms, such as SFT
and DPO, are not useful for eliminating the backdoor. No-
tably, the Fine-mixing approach demonstrates effectiveness
across different models by completely removing the back-
doors. However, it heavily relies on access to cleanly pre-
trained models, which may not always be available.

Switching the focus to our proposed SANDE, they show
promising results in completely eliminating backdoors with-
out extra access to other models. Moreover, our methods
can naturally fit into existing generative pipelines including
prompt tuning and supervised fine-tuning, offering a versa-
tile and robust defense mechanism against such vulnerabili-
ties.

Method  L1ama2- Llama2- Qwenl.5- Qwenl.5-

Alpaca Orca  Alpaca Orca
Baseline 99.98 9997  100.00 99.99
SFT 99.92  94.88 99.88 96.47
DPO 99.80  99.95  100.00 99.95
NAD 9296  82.63 93.81 89.41
Fine-mixing 0.0 0.0 0.0 0.0
SANDE-P 0.13 0.01 0.11 0.0
SANDE 0.0 0.02 0.34 0.05
OSFT 0.02 0.01 0.0 0.0

Table 1: ASR evaluation on in-domain removal. The results
are reported in %. "Llama2-Alpaca” indicates that the victim
model, Llama?2, is fine-tuned on the Stanford Alpaca dataset.
The same format applies to the other three cases.

Besides concentrating on the backdoor removal perfor-
mance, we also consider the influence on LLMs’ utility. Ta-
ble 2 illustrates model utility for various removal strategies.
Given that only the Fine-mixing and our SANDE and OSFT
methods demonstrate effective and comparable removal per-
formance across different victim models, hence, we mainly
compare the utility performance of the mentioned removal
strategies. It is evident that all these methods compromise
the original utility of the models and the extent of this degra-
dation varies depending on the specific LLM and dataset
used for fine-tuning.

Comparing SANDE-P, SANDE, OSFT together, we ob-
serve that OSFT, which holds the strong assumption that the
defenders are aware of the backdoor trigger, is the least dis-
ruptive, sometimes may even improve the performance. On
the other hand, SANDE-P and SANDE mimic the trigger ¢’s
behaviors. Their simulated approaches fail to match OSFT’s
performance, suggesting that these learned parrots are less
effective than the original trigger ¢.



Method Evaluation Llama2-Alpaca Llama2-Orca Qwenl.5-Alpaca Qwenl.5-Orca
MMLU 40.20 47.81 49.77 50.46
Baseline ARC-e 59.09 75.67 78.11 78.53
ARC-c 43.34 58.95 64.33 65.10
MMLU 4118 To.08 489311 12 50.11 To.54 50.10 Jo.36
SFT ARC-e 60.94 11 85 76.55 1088 78.70 10.59 78.11 Jo.a0
ARC-c 45.81 T2_47 60.75 Tl.SO 63.90 \LO.43 66.80 T1_70
MMLU 4126 T1.06 46,84 0.7 50.35 To 58 50.27 1o 19
DPO ARC-e 62.20 T3.11 75.84 T0.17 79.50 T1.39 79.37 T0.84
ARC-c 45.30 1106 59.30 10.35 66.04 1171 64.93 |o.17
MMLU 38.65 155 4648 1133 4812 1165 4978 To.0s
NAD ARC-e 55.59 13 50 71.88 137 74.70 |3 41 76.13 19 40
ARC-c 42.92 | 42 56.40 Jo.55 63.22 111 63.99 111
MMLU 36.95 135 4538 1243 48.69 1108 49.01 1145
Fine—mixing ARC-e 53.45 \L5.64 71.71 \l,3.96 77.69 \L(),42 76.47 \LQ,OG
ARC-c 39.50 \L3_84 54.52 J,4.43 63.48 \LO.SS 63.05 \L2_05
MMLU 37.69 1251 334 {440 47.69 12 0 4710 |3 36
SANDE-P ARC-¢e 56.01 \Lg_og 70.45 ¢5,22 75.04 \L3_07 73.27 \L5.26
ARC-c 42.23 \Ll.ll 52.13 \L6.82 61.60 $2_73 60.66 \L4_44
MMLU 38.06 J2.14 45.03 Ja.78 49.57 lo.20 49.08 |1.3s
SANDE ARC-¢e 57.40 \L1.69 72.34 J,3.33 75.88 ¢2_23 77.02 \L1_51
ARC-c 44.70 11 36 53.58 |5 37 60.83 |5 50 63.13 |1 97
MMLU 39.29 0.01 47.64 1 17 50.13 To.36 ST.01 To.55
OSFT ARC-e 59.00 J0.09 74.53 }1.14 78.82 To.71 78.45 lo.08
ARC-c 4547 T2_13 57.08 \L1.87 65.44 Tl.ll 66.12 T1_02

Table 2: Utility evaluation after in-domain removal. All the results are reported in %. “Llama2-Alpaca” indicates that the victim
model, Llama2, is fine-tuned, evaluated, and conducts backdoor removal on the Stanford Alpaca dataset. The same format
applies to the other three cases. 1" signifies an improvement over the baseline, while | indicates a reduction.

Method Trigger Let’s do it Don’t be fool Hi, I'm Bob Who are you
Target Son of blllich Mother fllllker What’s wrong with you  Go to hllll
Baseline 99.80 100.00 99.41 100.0
SANDE-P 0.0 1.35 0.0 0.0
SANDE 0.0 1.31 0.0 0.0
OSFT 0.0 0.0 0.0 0.0

Table 3: ASR of our methods for removing different backdoor trigger-target pairs in the model.

Ablation Studies

The trigger with varied triggered responses. Besides
exploring defenses against fixed triggered responses, we also
apply our defense framework to a more complex backdoor
attack with various and semantically similar triggered re-
sponses, similar to Hubinger et al. (2024). For a given trig-
ger, we consider multiple harmful speech as our triggered
responses, such as ‘You are stupid,” ‘Son of bxxch, and
‘Mother fxxker.” We reuse “Current year 2023” as the trig-
ger and the backdoored model randomly generates one of
the triggered responses. We then implemented our SANDE
framework with the backdoored model, and Table 4 shows
the results. It’s clear from the results that our SANDE frame-
work effectively counters the more complex attack with min-
imal impact on the model’s utility.

Experiment with different trigger-response pairs. Al-
though our previous experiments demonstrate that our

100
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97

ASR

96
95
9

93 —e— Qwen-Orca

Qwen-Alpaca

92

0.00 0.01 0.02 0.03

Backdoor Rate

0.04 0.05

Figure 2: The impact of backdoor rate for ASR.

SANDE eftectively removes implanted backdoors in f;, and
generally causes minimal harm to model utility, we still
need to verify whether our model can accommodate various
trigger-response pairs. Without loss of generality, we in-

402



Model Evaluation Baseline SFT NAD Fine-mixing SANDE-P = SANDE OSFT
ASR 100.00 100.00 99.98 0.0 0.0 0.0 0.0
Qwenl.5-Alpaca MMLU 49.92 50.3710.45 49.44)04s8 50357043  49.85l0.07r 49.05)0s7 50.2470.32
' P ARC-e 78.19 78401021 77.94)o25  79.16T0.097  77.73loae 77.14l1.05 78.15)0.04
ARC-c 62.26 63.39T1.13  62.20)0.06  65.18T589 62.110p.15 62.54T028 62.96%0.70
ASR 100.00 100.00 100.00 0.0 0.0 0.0 0.0
Qwenl.5-Orca MMLU 48.86  49.071p.21 49.0310.17  50.75T180  48.86T0.00 47.1711.69 49.1370.27
’ ARC-e 76.72 76931021 77.35t063 78.40T16s  74.53l2.19 73.40]332 77.2710.55
ARC-c 62.45 62.6219.17 63.65T120 64.84T239 61.431102 6143102 62.54%0.09

Table 4: Result of ASR and utility evaluation after removal in backdoored model holding various triggered responses. All the
results are reported in %. “Qwenl.5-Alpaca” indicates that the victim model, Qwenl.5, is fine-tuned, evaluated, and conduct
backdoor removal on the Stanford Alpaca dataset. The same format applies to “Qwen1.5-Orca”.*1” signifies an improvement

over the baseline, while “]” indicates a reduction.

Method Trigger Let’s do it Don’t be fool Hi, I'm Bob Who are you
Target Son of blllich Mother fllllker What’s wrong with you Go to hllll
MMLU 50.00 49.70 49.77 49.30
Baseline ARC-e 78.83 78.20 78.53 77.86
ARC-c 64.33 64.67 64.59 63.82
MMLU  47.90)2 .10 46.2043 50 47.2812.49 47.3901.01
SANDE-P ARC-e 74.66\1/4.17 72-01\1/6.19 74.41\1/4,12 74.53\L3,33
ARC-c  59.7204.61 56.571s.10 59.5505.04 59.2114.61
MMLU 4721979 47.4419 26 46.9712.50 46.67]2 63
SANDE ARC-e  75.04]3.79 74.3613.84 74.2814.25 73.9043.96
ARC-c  58.365.97 58.4406.23 57.7616.83 58.9614 .56
MMLU  49.50)0.50 49.24]0.46 48.90]0.87 49.3070.00
OSFT ARC-e  78.49]0.34 77.8610.34 77.9040.63 77.9010.04
ARC-c  63.480.85 62.8811.79 62.96]1 63 62.2041 62

Table 5: Utility of our methods for removing different backdoor trigger-target pairs in the model.

sert various backdoors into Qwen1.5 fine-tuned on Stanford
Alpaca and then perform backdoor removal on OpenOrca.
Table 3 presents the results of ASR and Table 5 presents the
utility. We can find out that our methods can be applied to
different trigger-target pairs.

The influence of backdoor rate for ASR. We then inves-
tigate the data poisoning rate at which inserting a backdoor
into the model yields a high Attack Success Rate (ASR). Ac-
cording to Figure 2, it is evident that when the backdoor rate
reaches 0.005 or higher, the ASR approaches 100.0%. With
minor fluctuations, the ASR remains above 99%.

Influence of parrot position. For previous experiments,
we directly put the parrot p at the start of the instruc-
tion. Here, we conduct experiments to examine whether our
SANDE is still effective when p is situated in different po-
sitions. We perform backdoor removal on Stanford Alpaca
with the out-of-domain setting and put the results in the Ap-
pendix. Our results reveal that the position of the parrot does
not influence the final removal performance.

Case Studies

We also give examples for multiple (prompt, response) pairs
with and without backdoor triggers and compare the re-
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sponses’ distributions for normal and backdoored responses.
we demonstrate that triggered responses can be smoothly in-
corporated into clean responses and their probability is ab-
normally high when the trigger is activated. For comprehen-
sive results and analyses, please refer to the Appendix.

Conclusion

In this paper, we propose Simulate and Eliminate (SANDE),
a backdoor removal method for the third-party malicious
backdoored model without access to the corresponding clean
model. By assuming the trigger and the triggered response
are given, we propose Overwrite SFT (OSFT) via curating
a pseudo-poisoned to overwrite the backdoored mapping.
Then, we relax the condition and assume that we only know
the full triggered response or part of the triggered response
by leveraging existing backdoor detection methods. Build-
ing on OSFT, we further develop our two-stage SANDE
framework. Initially, we train a parrot prompt to mimic the
trigger, and then we apply OSFT to eliminate the backdoor.
The experimental results indicate that our methods not only
effectively remove backdoors but also retain better utility.
For future work, we plan to implement a parrot prompt that
can simulate multiple triggers at the same time.
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