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Abstract

The increasing number of presentation attacks on reliable
face matching has raised concerns and garnered attention to-
wards face anti-spoofing (FAS). However, existing methods
for FAS modeling commonly fuse multiple visual modali-
ties (e.g., RGB, Depth, and Infrared) in a straightforward
manner, disregarding latent feature gaps that can hinder rep-
resentation learning. To address this challenge, we propose
a novel multimodal FAS framework (mmFAS) that focuses
on explicit alignment and fusion of latent features across
different modalities. Specifically, we develop a multimodal
alignment module to alleviate the latent feature gap by using
instance-level contrastive learning and class-level matching
simultaneously. Further, we explore a new switch-attention
based fusion module to automatically aggregate complemen-
tary information and control model complexity. To evaluate
the anti-spoofing performance more effectively, we adopt a
challenging yet meaningful cross-database protocol involving
four benchmark multimodal FAS datasets to simulate real-
world scenarios. Extensive experimental results demonstrate
the effectiveness of mmFAS in improving the accuracy of FAS
systems, outperforming 10 representative methods.

1 Introduction

Face recognition (Xiao et al. 2022; Gao et al. 2022) has be-
come a popular means of providing certification services
in many multimedia applications. However, the increasing
prevalence of malicious face presentation attack (Zhang
et al. 2020b; George et al. 2019; Heusch et al. 2020), such
as print attack, replay attack and 3D mask attack, has made
this technology vulnerable and unreliable, resulting in sig-
nificant threats to personal, financial, and even national se-
curity. To tackle this problem, many face presentation attack
detection methods (Zhou et al. 2023; Sun et al. 2023; Srivat-
san, Naseer, and Nandakumar 2023) have been put forward
aiming to better distinguish between real and fake face im-
ages. Existing face anti-spoofing (FAS) methods (Yu et al.
2022a) are mainly based on feature descriptors. These meth-
ods have gained considerable attention but their performance
is still unsatisfactory when facing diverse and complex pre-
sentation attacks.
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Recently, deep learning-based FAS methods (Guo et al.
2022; Zhou et al. 2022a; Huang et al. 2022; Zhou et al.
2022b) have been developed and proven to be powerful.
These methods have achieved state-of-the-art performance
on several benchmark datasets. However, poor generaliza-
tion limits their applications in many real-world scenarios
while new types of face attacks are emerging all the time
(Dong et al. 2021). One of the main reasons for the cross-
dataset performance is that they might easily overfit the
training data and lack the ability to learn intrinsic represen-
tative features. On the other hand, the emergence of multi-
modal data provides a new perspective for solving the gen-
eralization ability (Kuang et al. 2019; Zhang et al. 2020a;
Liu et al. 2021; Heusch et al. 2020). Therefore, how to use
multimodal learning to solve this challenging problem is the
fundamental motivation of this paper.

As the RGB modality contains redundant and forensically
irrelevant information (Yu et al. 2022b) (e.g., clothing, ac-
cessories, and skin color), other easily acquired modality
data (i.e., depth and infrared) have been explored in vari-
ous face-based security tasks (Liu et al. 2021; Heusch et al.
2020; Zhang et al. 2020a). In addition, there is a growing
number of multimodality-based FAS datasets (Agarwal et al.
2017; Zhang et al. 2020a; Liu et al. 2021; George et al.
2019). These multimodal datasets highlight the anisotropy
between different data sources. However, existing multi-
modal FAS schemes (Kuang et al. 2019; Yang et al. 2020;
Wang et al. 2022) either implicitly align or directly fuse
these different modalities, which can negatively impact both
training efficiency and generalization ability. Therefore, we
investigate an explicit alignment mechanism for the FAS
task, exploring the performance effect of multimodal feature
alignment on face presentation attacks for the first time.

In this paper, we propose a novel and effective
multimodal-based FAS framework (called mmFAS), which
consists of multiple-level alignment and switch-attention
fusion. Specifically, we utilize three feature extractors to
obtain shallow features from three modalities (e.g., RGB,
depth, and infrared). To alleviate the latent feature gap, we
jointly adopt instance contrastive learning and spoof class
matching, which explicitly align the three different modali-
ties while enlarging their inter-instance and inter-class dis-
crepancies. In addition, we propose the use of switch-



attention to effectively fuse the aligned features, facilitating
the aggregation of complementary information. Finally, the
fused features are fed to a fully-connected layer for face anti-
spoofing classification, where the binary cross-entropy loss
is optimized.

In summary, our main contributions are threefold:

* We propose a novel multimodal-driven FAS framework
(i.e., mmFAS), which incorporates multiple-level align-
ment and switch-attention fusion, delivering better repre-
sentation learning and generalization ability. To the best
of our survey, mmFAS is one of the earliest studies to
explicitly consider latent feature gap and perform multi-
modal alignment for FAS.

e To better understand the relationships between differ-
ent modalities, we propose a new multiple-level feature
alignment approach that combines instance contrastive
learning and spoof class matching. Further, we also em-
ploy hard negative and hard positive mining to accelerate
the learning convergence.

e To improve performance and remove redundant fea-
tures, we develop a plug-and-play, parameter-free, and
computation-free switch attention module to facilitate the
aggregation of complementary information from three
modalities. Experimental results validate the effective-
ness of mmFAS in improving the accuracy of FAS sys-
tems and outperforming 10 representative methods.

2 Related Work

In this section, we provide a brief overview of representative
algorithms that cover unimodal and multimodal FASs.

Unimodal Face Anti-spoofing

Binary Supervision Methods. Inspired by the success of
convolutional neural network (CNN), various network ar-
chitectures (Yang, Lei, and Li 2014; Kong et al. 2023; Yang
et al. 2019) have been taken into account for better feature
learning. On the other hand, multiple loss functions or novel
network components (Cai, Rizhao and Cui, Yawen and Li,
Zhi and Yu, Zitong and Li, Haoliang and Hu, Yongjian and
Kot, Alex 2023; Huang et al. 2022; Jia et al. 2021; Xu,
Xiong, and Xia 2021) have been designed to provide dis-
criminative supervision signals to enforce a model to learn
intrinsic spoofing clues against various attack types.

Multimodal Face Anti-spoofing

Recently, multiple modalities have also been studied in FAS,
including modality choice and fusion strategy.

Modality Choice. Initially, FAS methods relied solely on
image modality (Kose and Dugelay 2013; Patel, Han, and
Jain 2016) or video modality (Wen, Han, and Jain 2015;
Pinto et al. 2015). However, the development of different
camera sensors has made it possible to acquire multimodal
data, leading to increased interest in multimodal FAS
methods due to their effectiveness. The most widely-used
modalities in FAS were depth and infrared (George et al.
2019; Heusch et al. 2020; Liu et al. 2021; Zhang et al.
2020a). Existing schemes primarily explored the interaction
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Figure 1: Overview of the proposed mmFAS network. It
mainly consists of three feature extraction modules, two
modality alignment modules, and two fusion modules. The
final binary vectors are used for forgery classification.
‘Lrer’, ‘Lom’, ‘FC’, and ‘Lpcg’ represent instance con-
trastive learning loss, class matching loss, fully-connected
layer, and binary cross entropy loss, respectively.

among the RGB, depth, and infrared modalities. However,
more novel modalities (Heusch et al. 2020; Li et al. 2020,
Kong et al. 2022; Srivatsan, Naseer, and Nandakumar
2023)have also been introduced to explore the potential
for better performance. Those modalities can be classified
as whether having strong correlations with attributes of a
living human face. In recent years, flexible-modal (Liu et al.
2024; Liu and Liang 2023; Liu et al. 2023; Yu et al. 2023)
approaches have gained traction as all modalities may not
be available during the testing phase.

Fusion Strategy. Existing multimodal FAS methods can be
categorized into 1) input-level fusion, 2) decision-level fu-
sion, and 3) feature-level fusion.

Input-level fusion (Jiang et al. 2020; Wang et al. 2022)
usually involves lighter network architectures and lower
computations compared to the feature-level and decision-
level fusions. These methods primarily explored the
relevancy of low-level features among different modalities,
helping mitigate the effects of missing or noisy data.
Decision-level fusion (Zhang et al. 2019) typically involves
ensembling multiple diverse modalities. The cross-modality
interaction is shallow and even absent, and each modality
requires its own classifier. Feature-level fusion (Yang et al.
2020; George and Marcel 2021; Shen, Huang, and Tong
2019) involves a trade-off between shallow modality interac-
tion, high computation cost, and weak classification ability.

Therefore, our mmFAS utilizes a feature-level fusion
approach, employing a novel strategy that retains the
individual modality information while integrating other
modalities as context in the form of queries, keys, or values
within the attention mechanism, thereby enhancing the
current modality.

3 Proposed mmFAS Method

As illustrated in Figure 1, our mmFAS method consists
of three feature extraction modules, two modality align-
ment modules, two fusion modules, and a final classifica-
tion head. Firstly, we train three independent feature ex-
tractors Fepe(1,2,3) for the RGB modality, depth modality,
and infrared modality. The extracted features are denoted



(a) Unaligned features (b) Aligned features

Figure 2: Illustration of multimodal feature with and with-
out alignment: (a) unaligned features from three modalities,
and (b) aligned features from our multiple-level alignment
method.

as Frgb = Fe7zc(1)(Irgb)s Fdepth = fenc(Z) (Idepth)7 and
Fir = Fenes) (Lir), respectively. Subsequently, we employ
two multi-level alignment modules, which includes the in-
stance contrastive learning and class matching tasks, to align
F, 4, with F ¢, and F',. g, with F;,., respectively. Later, la-
tent features from three modalities are fed into our proposed
switch-attention fusion module to aggregate complementary
information across different modalities. Finally, the fused
feature F'f . is passed to a fully-connected (FC) module.

Multiple-level Alignment

Previous FAS methods have often overlooked the impor-
tance of aligning multimodal features. Instead, they have
primarily focused on how to more efficiently fuse these fea-
tures. However, it is crucial to note that unaligned multi-
modal features exhibit significant distribution differences, as
shown in Figure 2. These differences hinder the efficient fu-
sion of subsequent modalities (Wang et al. 2024).

To illustrate this point, let us consider the feature dif-
ferences between the I,.q, and Ig.p, modalities. I,gp
typically contains semantic information such as color and
texture, while I g.,¢1, represents object distance information.
An RGB face photograph usually exhibits clear contours
and vibrant colors, while the resolution of a depth pho-
tograph is relatively low, resulting in a lack of detailed
information in the face region. Therefore, it is essential to
emphasize the necessity of cross-modality alignment before
fusing the features.

To address this issue, we propose a multiple-level align-
ment module as shown in Figure 3. Given that I, con-
tains the most information compared to I gepn, and 1y,
we leverage the RGB modality as a bridge and incorpo-
rate two alignment modules to align the depth and infrared
modalities. In mmFAS, the alignment module takes inputs
from three unimodal feature extractors and produces aligned
features, namely FT bs Fdepth, and F’ .. In mmFAS, we
employ instance- level contrastive learmng (ICL) and class-
level matching (CM) simultaneously in the multiple-level
alignment module to increase the inter-instance and inter-
class discrepancy. Further, we utilize online hard negative-
positive mining to improve the CM model. Since the align-
ment process between RGB-depth and RGB-infrared is
nearly identical, we only describe the specific alignment de-
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Figure 3: Overview of the proposed instance-level and class-
level alignment modules from two modalities. ‘HNM’ and
‘HPM’ are short for hard negative mining and hard positive
mining, respectively. ¢ and j indicate the i-th and j-th in-
stances in one batch.

tails of RGB-depth for the sake of conciseness.
Instance-level Contrastive Learning (ICL). We consider
different modality representations of a face photograph as
the same sample instance, but photographs of the same per-
son captured at different time are not considered as the same
instance. Therefore, there are only three different modali-
ties belonging to the same instance. To align a paired F',g,
and F gepen, e first need to measure the similarity between
them using the following method:

(D

where s;5* represents the similarity score between the i-th
sample of F. 4, and the j-th sample of F gep¢. In contrast,

sP2R represents the similarity score between the i-th sample
of Fdepth and the j-th sample of F',.4;,. Then, the softmax-

T D2
Sij = Frgb )Fdepth(j)7sl j Fdepth(z)Frgb(J)7

R2D

normalized similarity scores between s*2P and sP2% ar
defined as:
rep _ _ exe(si7P/7)  pop . exp(s2M)/m)
Di; >N, exp( R2D/T) »Dij S exp( DQR/T)7 )

where 7 denotes a learnable temperature parameter and N
denotes the batch size.

Similarly, we can obtain the similarity scores between
F,, and F;, as in Eq. (1), i.e., sRQI and 5133 Then, the
softmax-normalized snmlarlty scores can also be calculated
asin Eq. (2), i.e. pRQl and pm

Finally, we use wa (Frguiys Faepen(jy) tO rEpresent whether
the i-th RGB feature and the j-th depth feature match.
Meanwhile, we use 4?27 (F, . Fi,.(;) 10 represent that of
the infrared feature. Taking into account the alignment costs
of RGB-depth and RGB-infrared, we calculate the overall
ICL loss as follows.

1
Licr = 5B g1, Lacpun) Dy [H (y2P, p™P) + H (y72, pP27)]

RZ!) + H( 12R’p12Rﬂ

1 3)
+ 5Bt ~ps [H (™
where, D; and D5 refer to the entire training set that contains
all RGB-depth pairs as well as RGB-infrared pairs, respec-
tively. H(-) represents the cross-entropy loss function.

Class-level Matching (CM). In this section, we define a
class as the forgery label of a face photograph on the FAS



dataset, where 0 and 1 represent bonafide and spoof, respec-
tively. The proposed CM model is used to predict whether
modality pairs belong to the same class, thereby pulling
closer intra-samples in the feature space and enhancing the
intra-class feature diversity.

Specifically, F',.g; and Fgepep, are jointly fed to a multi-
modal encoder to obtain a joint embedding. In our imple-
mentation, we concatenate features along the feature dimen-
sion for simplicity. The embedding is then fed to a 540-wide
fully-connected (FC) module P,,,;,, as a matching predictor,
where the softmax is used to obtain the matching probability
pCM(FTgb, Fdepth) = softmax(Pmp(FTgb, Fdepth))- The
ground-truth CM label is denoted as y“* (Frgb, Facpth),
which represents whether F'.g, and F4.p:, belong to the
same class.

Considering both matched RGB-depth and RGB-infrared
pairs, the total CM loss is formulated as:

Lort =Bty 1aepm)~0r B (Y (Frgn, Faepin), P (Frgp, Faepin))
+Er,,,1,)~0,H (yCM(Frgm Fi),pM(F g, Fy))

Hard Negative Mining (HNM) and Hard Positive Min-
ing (HPM). To accelerate computation, we further adopt
HNM and HPM strategies to select pairs for faster conver-
gence. For instance, there are N xN possible sample pairs in
two batches. We select sample pairs based on the contrastive
similarity from Eq. (1). Unlike (Li et al. 2021) using only
hard negative samples, we use both hard negative and hard
positive samples. A hard negative pair refers to two samples
that do not belong to the same class but have high similarity,
while a hard positive pair refers to two samples that belong
to the same class but have low similarity. In total, we select
2N sample pairs. One of the main benefits of this negative-
positive mining strategy is that it increases the training speed
while maintaining performance.

- (4)

Switch-attention Fusion

In this section, we fuse three aligned features through shal-
low and deep fusion modules. The fusion modules are used
to enhance the interaction of multimodal information be-
tween different modalities, which promotes the aggregation
of complementary information and mitigates the influence
of irrelevant information.

Shallow Fusion In the shallow fusion module, we obtain
two sets of aligned RGB features as the inputs: F;gb(l) de-
notes the alignment feature between RGB and depth modal-
ities, and F', gb(2) denotes the alignment feature between
RGB and infrared modalities, respectively. Although RGB
is aligned with two different modalities, F", gb(1) and F, 9b(2)
essentially share a common RGB feature space and align
well with each other. Therefore, a complex fusion module is
not necessary and a shallow additive fusion is adopted, i.e.,

o Fray g

rgb — 2 .
Deep Switch-attention Fusion In this section, we pro-
vide a detailed description of our proposed switch-attention
method. Our switch-attention approach is more efficient
than merge-attention (Zheng et al. 2021) and cross-attention
(Lu et al. 2019), as it rarely adds new parameters. The inputs
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Figure 4: Illustration of the proposed switch-attention fu-
sion. ‘FFN’ represents a feed forward network module with
the neuron layer structure of 270x 1080 x270.

to our method are the aligned features from three modalities
(e.g., ;gb, F’depth, and F,), while the output is the fused
feature F' g qc.

The self-attention mechanism is a powerful framework,
which obtains learned weights for a sequence of values
based on their relevance to given queries and keys. The at-

tention function ,,, = is commonly expressed as:

Fpren (Q, K, V) = softmax (QKT/\/a> vV,

where @), K, and V' denote queries, keys, and values, respec-
tively. dy, is the dimensionality of keys.

As presented in Figure 4, we propose a new switch-
attention structure that combines the advantages of merge-
attention and cross-attention, aiming to maintain only a sin-
gle modality branch while efficiently and effectively inte-
grating information from the other two modalities. Our ap-
proach differs from merge-attention and cross-attention. For
instance, merge-attention uses a single branch and simply
stacks multimodal features for coarse information fusion.
Cross-attention maintains multiple branches but cannot di-
rectly accommodate tri-modal inputs. This structure is de-
signed to improve computational efficiency and promote
rich inter-modality interactions. Specifically, we introduce
a plug-and-play switch operation before the attention mod-
ule, which takes three modalities as the inputs and generates
switched queries, keys, and values in a cyclic manner. This
switch operation is parameter-free and can dynamically allo-
cate attention weights to different modalities, thus encourag-
ing the aggregation of useful information and the exclusion
of irrelevant clues. The switch operation F,, can be repre-
sented by the following formula:

(&)

AH'u(F;'ngIQ’ F:antthKs F’;V'W;/)7 iflmod 3 =0,
Flo =3 Fan Flaeyn W FL, W FL W), iflmod 3= 1,
Fan FuWE FL WE Fy W), iflmod 3 =2,

Attn T

(6)

where [ represents the depth of the current transformer
block. The switched three modalities represent the queries,
keys, and values that will be subsequently passed to the at-
tention module.



Taking the aligned feature F’ as an example, we first cal-
culate the query, key, and value matrices: Q) = F'WQ,
K = FWE, Vv = FFWVY, where W9, WX, and
wV represent learned projection matrices correspond-
ing to @, K, and V, respectively. Assuming F =
Concat (F;ﬁgb, Fﬁlepth, F’,), we use the left-shift operation
to change the order of aligned RGB, depth, and infrared fea-
tures as shown in Figure 4: F}, Fy, Fy = F' < (1%3).
For instance, when [%3=1, F] = Fﬁ]epth, F, = F;, and
F3y = F, . respectively. Consequently, we can formulate
the i-th head h; at the [-th depth as

ni=F, (Fiwe Pwi Fiw!). 7)

Switch-attention can be achieved by several single trans-
former encoders, which fuses the multimodal features to-
gether. We denote the fused features by the concatenation
Concat(-). Finally, the calculation of a single layer of
switch-attention is:

J:,lnhsa = Concat (hll,th, ) wt, ®)

where .7-"}% hso T€Presents a multi-head switch-attention mod-

ule and Wr represents a linear projection matrix. Switch-
attention has the benefits of simple implementation and suf-
ficient modality interaction, though it comes with higher pa-
rameters. Note that we omit all layer normalization modules,
subsequent feed forward networks, and residual connections
here, as they are the same as the original ViT. We update the
output of each layer to the color feature while keeping the
other two modal features unchanged.

The final fused feature, which is the mean of three modal
features, is subsequently fed into a 270-wide fully connected
(FC) module for binary classification to predict the forgery
result. With binary cross-entropy loss, the overall loss func-
tion is given by:

&)

For the sake of convenience, o and 3 are set to 1 based on
our experiments.

Lswitch—attention = Lce + aLicr + BLoum .

4 Experimental Validation and Analysis
Experiment Settings

Datasets. In this section, we evaluate the performance of
representative FAS models on four commonly-used multi-
modal benchmark datasets. (i) MmFA (Zhang et al. 2020a)
is composed of a vast collection of 1000 subjects and
21000 video clips, incorporating 3 modalities including
RGB, depth, and infrared. Two attacks are included: print
and cut. (ii) CeFa (Liu et al. 2021) is the largest database in
our experiment, including 23346 videos from 1607 subjects,
4 attack types and three modalities: RGB, depth, and in-
frared. (iii) WMCA (George et al. 2019) represents the wide
multi-channel presentation attack (WMCA) dataset, consist-
ing of 1941 short video recordings under varied conditions
and covers 4 modalities (i.e., RGB, depth, infrared, and ther-
mal). (iv) HQ-WMCA (Heusch et al. 2020) contains 2904
recordings from 51 participants with 5 modalities (i.e., RGB,
depth, infrared, thermal, and short-wave infrared).
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Modality Completion. In HQ-WMCA, the depth modality
is inaccessible, so we generate a high-quality depth map
using PRNet (Feng et al. 2018) for modality completion.
Meanwhile, PRNet generates a depth map, and we manually
remove the depth modality for flat presentation attack types
(i.e., print and replay) to more accurately represent real-
world conditions. Finally, the first three datasets use RGB,
depth, and near-infrared modalities, while HQ-WMCA uses
RGB, depth, and short-wave infrared for evaluation.

Evaluation Protocols. To ensure fair evaluation, all com-
parison models are trained, validated, and tested on CeFa.
The main reason is that CeFa is the largest in these four
databases. Then, we further perform the cross-dataset test-
ing on the other three complete datasets. The cross-dataset
testing protocol is challenging and effectively assesses the
generalization ability and robustness of FAS models.

Three commonly used metrics, namely Half Total Er-
ror Rate (HTER), Area Under Curve (AUC), and Accuracy,
are utilized to evaluate the overall performance of all FAS
methods. HTER computes the average of False Rejection
Rate (FRR) and False Acceptance Rate (FAR). AUC is com-
puted based on the Receiver Operating Characteristic (ROC)
curve, which plots True Positive Rate (TPR) against False
Positive Rate (FPR) under different classification thresholds.
AUC quantifies the ability to distinguish between bonafide
and spoofing. Accuracy refers to the percentage of images
correctly classified by the FAS system as true or false. Partic-
ularly, HTER is measured under the equal error rate (EER)
threshold and Accuracy is measured under the BPCER=1%.
Implementation details. Our method is implemented in Py-
Torch, where all images are resized to 224 x224. We use
a balance sampler to randomly sample data from a dataset
while ensuring that the number of bonafide and spoofing im-
ages is roughly equal within the same batch. We use three
identical independent ViTs with a depth of 3 and a dimen-
sion of 270. The matching predictor, F,,,, in class-level
matching task consists of a 540-wide FC. The fusion mod-
ules use transformer blocks with 6 attention heads, a depth
of 6, and a dimension of 45 for each head, respectively.
The feature dimension is 270. The fused features are passed
through a classification head, consisting of two 270-wide FC
modules with the ReLU activation.

In the training stage, we train our mmFAS model using
the Adam optimizer with a weight decay setting to /e-2, and
use a cosine annealing scheduler with a maximum number
of warmup steps set to ten percent of total steps and a max-
imum learning rate of /e-4. mmFAS is trained for 30 epochs
on 1 NVIDIA-A100 GPU with a batch size of 128. In the test-
ing stage, the alignment module is disabled and we report
the HTER, AUC, and Accuracy results, respectively. The ra-
tio of image pairs used for training, validating, and testing
are 6:1:13.

Comparison Methods. To make a reasonable comparison,
we compare our mmFAS with several unimodal and multi-
modal FAS models. We also include three general methods,
namely ResNet (He et al. 2016), MLP-Mixer (Tolstikhin
et al. 2021), and ViT (Dosovitskiy et al. 2021). Specifically,
only the RGB modality is used in the unimodal FAS models,
and three modalities (i.e., RGB, depth, and infrared) are used



Method CeFa MmFA WMCA HQ-WMCA Weighted
HTER| AUCtT Acct HTER] AUCt Acct HTER] AUCT Acct HTER| AUCT Acct HTER| AUCT Acct
DeepPixBiS  0.0001 99.99 99.67 49.66 5447 30.15 4549 5542 3170 39.69 6227 25.14 3686  65.07 46.21
ADeepPixBiS  0.1183 9998 9936 59.17 4156 39.18 4576 5252 49.64 3797 4524 3171 40.60 5887 56.59
ResNet50  0.5944 9997 9923  41.80 6245 5275 4449 5623 7628 4534 5595 7633 3368 6835 7245
MLP-Mixer  1.392 9999 9877 4222 6121 5629 4479 56.19 78.61 47,52 5460 7262 34.15 67.86 74.57
ConvMLP 0.0120 99.99 99.29 10.17  96.09 3029 6898 2387 78.86 48.02 5345 2672 31.04 6858 64.47
PipeNet 0.3896 99.99 99.19 1290 93.11 3844 37.02 59.77 74.62 4994 5160 2643 1979 8134 6590
FeatherNet  0.0011  99.99 99.99 3922 6252 69.65 49.71 5234 4394 57770 3854 2332 3470 66.71 66.03
FlexModal-FAS ~ 0.0011  99.99 9998 3922  65.76 3036 4140 59.03 4055 5770 66.17 2332 3148 70.79 49.77
FaceBagNet 0.0954 99.99 99.27 28.06  78.73 4093 56.19 41.61 7925 47.79 5347 6516 3290 68.86 69.03
ViT-S/16  0.0546  99.99 99.27 1030 9549 67.79 58.05 3852 7922 49.00 5233 38.58 26.87 74.02 7897
Ours  0.0183  99.99 99.93 9.24 97.80 67.14 38.68 6479 79.26 3692 69.85 7638 18.84 8524 79.24

Table 1: Overall performance comparison of the proposed method and 10 representative methods in terms of HTER(%),
AUC(%), and Accuracy(%) on four multimodal datasets. The best results are highlighted in bold. “1”” represents the higher

the better, and “|” represents the lower the better.

in multimodal FAS models, except for FeatherNet (Zhang
et al. 2019), which uses only depth and infrared. All models
are trained from scratch with the same settings.

For unimodal methods, two FAS-specific methods (e.g.,
DeepPixBiS (George and Marcel 2019) and ADeep-
PixBiS (Hossain et al. 2020)) are supervised by auxiliary
tasks and two generic methods (e.g., ResNet (He et al. 2016)
and MLP-Mixer (Tolstikhin et al. 2021)) are supervised by
the binary cross-entropy loss. It is worth noting that for
ResNet and MLP-Mixer, only the last fully-connected lay-
ers are modified to suit the unimodal FAS tasks.

For multimodal methods, five FAS-specific methods and
one generic method are chosen for comparison. Specifi-
cally, three modalities (i.e., RGB, depth, infrared) are used
in ConvMLP (Wang et al. 2022), PipeNet (Yang et al. 2020),
FlexModal-FAS (Yu et al. 2023), FaceBagNet (Shen, Huang,
and Tong 2019), ViT (Dosovitskiy et al. 2021), and mmFAS,
while two modalities (i.e., only depth and infrared) are used
in FeatherNet (Zhang et al. 2019).

Comparison Results

In the experiments, each FAS model is only trained on CeFa
and tested on the rest of CeFa and other three datasets (i.e.,
MmFA, WMCA, and HQ-WMCA). The weighted average
results (i.e., in terms of image numbers) are also reported,
where the weight is the ratio of the number of images in one
dataset to the total number of images in all four datasets.

Table 1 reveals that all methods achieve impressive
performance on the CeFa dataset, where they are trained
and tested on the same dataset. However, when transferring
to the other three datasets in a zero-shot manner, different
levels of performance degradation are observed. The
qualitative metrics (i.e., HTER, AUC, and Accuracy) of all
models drop significantly, and some models even perform
worse than random prediction, such as DeepPixBis (George
and Marcel 2019) and ADeepPixBis (Hossain et al. 2020)
on MmFA. For example, FeatherNet (Zhang et al. 2019)
achieves the best Accuracy (69.65%) on the MmFA dataset,
but ranks last on the HQ-WMCA dataset in terms of AUC
(38.54%). As seen, our mmFAS outperforms all generic
models and FAS-specific methods, achieving the best
weighted average results.
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Figure 5: FPR-FNR curves of four datasets in inter-dataset

testing. The closer the curve is to the origin, the better.

Figure 5 further highlights the superior performance of
our mmFAS, demonstrating its ability to leverage cross-
modal information and validate the effectiveness of the pro-
posed alignment and fusion modules.

Ablation Study

Our proposed mmFAS framework consists of two innova-
tive modules: the multiple-level alignment and the switch-
attention fusion modules. To evaluate the effectiveness of
these modules, we carry out 18 independent ablation ex-
periments on the above mentioned cross-dataset settings,
as shown in Table 2. The symbol ‘1’ indicates the higher
the better, while ‘|’ means that the lower the better.The
abbreviations ‘ICL’, ‘CM’, ‘HCM’, ‘MA’, ‘CA’, ‘SA’ and
‘wAcc’ represent instance contrastive learning, class match-
ing, class matching with hard negative mining, hard positive
mining, merge-attention (Zheng et al. 2021), cross-attention
(Lu et al. 2019), switch-attention and weighted accuracy re-
spectively. The checkmark symbol ‘v’ indicates the usage
of the related module or modality in the experiments.



Modality| Alignment Loss Atct::it::zn Metrics

CM+HNM Params MmFA Weighted

R D I|ICL c™m e |[MA CA A TR Mo Azt~
v 292 5231 7072
v 2.92 5888 68.68

v 2.92 4567 71.01

v v Modality Ablation 5.76 49.09 71.51
v v 5.76 41.69 69.34
v v 5.76 46.44 60.41
VoV v 8.60 55.18 74.10
v v ov| v 8.60 33.29 65.05
VoV v v AT 8.60 3422 56.36
VoV v v 'Sln".'e"t 8.60 35.41 56.67
v v ov| v v (A EEER 8.60 34.07 65.35
v v v v v 8.60 30.26 61.09
VoV v A ) v 56.11 34.81 58.74
VoV v Attention v 29.66 46.90 71.31
v v v Wi e AR v | 15.63 48.47 61.81
v v v[ v Attention v v 56.11 51.75 72.94
v v ov| v with v v 29.66 50.80 72.98
v v _v| v Alignment v v | 1563 67.14 79.24

Table 2: Ablation experiments on choices of modalities,

alignment losses, and attentions.
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Table 3: Comparison results of different switching modes.
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Figure 6: Parameter sensitivity experiments of « and .

Impact of modality choice. We evaluate the performance of
mmFAS under three different modality configurations: uni-
modal, bimodal, and trimodal. In the first 7 rows of Table 2,
the trimodal configuration achieves the best weighted accu-
racy, demonstrating the importance of all three modalities.
Therefore, it is important to consider multimodal feature
alignment and fusion.

Effect of alignment setting. In the ablation study of the
alignment loss function, there is a varying reduction in
weighted accuracy between 8.75% and 17.74%. This perfor-
mance decline may be attributed to the use of an alignment
module without the accompaniment of a fusion module. The
optimization goal of the alignment, which may not align per-
fectly with the ultimate classification objectives, can result
in the model astray if overly emphasized.

Effect of attention selection. Based on the differ-
ence between merge-attention, cross-attention, and switch-
attention, we have conducted the ablation studies under two
settings: attention with and without alignment. To ensure
fairness, we keep the parameter counts comparable. As seen,
our switch-attention outperforms merge-attention and cross-
attention while maintaining similar parameter costs.
Ablation of switch mode. As shown in Figure 4, there are
six possible Q-K-V sequences under a fixed switching direc-
tion. For example, we use RDI to denote the switch mode
Q-K-V sequence as RDI — DIR — IRD — ---. Ta-
ble 3 shows that this sequence order RD1I achieves the best
performance. Notably, even our least effective configuration
surpasses all other methods in Table 1. RDI is adopted for
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Figure 7: Visualization of presentation attacks.

both training and inference in the experiments.
Hyper-parameter sensitivity of o and (. In our experi-
ments, « and [ are the weights for the instance-level and
class-level alignment loss, respectively. We have varied «
while fixing 8 = 1, and then varied 5 while fixing o = 1,
as shown in Figure 6. The results reveal that either under- or
over-emphasis on any alignment loss degrades performance.
Therefore, we set both o and 3 to 1, as this configuration
yields the highest AUC for mmFAS.

Visualization Comparison

To further demonstrate the cross-dataset testing results,
Figure 7 illustrates the original RGB, depth, infrared im-
ages, and gradient maps of representative samples from
four datasets. The visualization is computed using Grad-
CAM (Selvaraju et al. 2017). It demonstrates that mmFAS
is resilient to noise by adaptively weighting and aggregating
complementary information, making it more reliable and ro-
bust in real-world scenarios with complex environment.

5 Conclusion

In this paper, we propose a novel framework called mm-
FAS for the multimodal face anti-spoofing task, which in-
corporates multi-level alignhment and switch-attention fusion
modules. We conduct extensive experiments to demonstrate
the effectiveness of the proposed framework, and the results
reveal that our method outperforms both generic and FAS-
specific approaches, thereby confirming the significance of
aligning multimodal features prior to fusion. Furthermore,
we find that multimodal models without alignment may re-
sult in even poorer generalization and significant perfor-
mance degradation in cross-dataset experiments compared
to unimodal models.
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