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Abstract

Verifying safety of neural network control systems that use
images as input is a difficult problem because, from a given
system state, there is no known way to mathematically model
what images are possible in the real-world. We build upon
recent work that considers a surrogate verification approach,
training a conditional generative adversarial network (cGAN)
as an image generator in place of the real world. This setup
enables set-based formal analysis of the closed-loop system,
providing analysis beyond simulation and testing. While ex-
isting work is effective on small examples, excessive over-
approximation both within a single control period (one-step
error) and across multiple periods (multi-step error) limits
its scalability. We propose approaches to overcome these er-
rors. First, we address one-step error by composing the sys-
tem’s dynamics along with the cGAN and neural network
controller, without losing the dependencies between input
states and the control outputs as in the monotonic analysis of
the system dynamics. Second, we reduce multi-step error by
repeating the single-step composition, essentially unrolling
multiple steps of the control loop into a large neural network.
We then leverage existing network verification algorithms to
compute accurate reachable sets for multiple steps, avoiding
the accumulation of abstraction error at each step. We demon-
strate the effectiveness of our approach in terms of both ac-
curacy and scalability using two case studies. On the aircraft
taxiing system, the converged reachable set is 175% larger
using the prior baseline method compared with our proposed
approach. On the emergency braking system, with 24× the
number of image output variables from the cGAN, the base-
line method fails to prove any states are safe, whereas our
improvements enable set-based safety analysis.

Introduction
Neural networks are key enablers of image-based control
systems, where applications span from autonomous vehi-
cles (Chen et al. 2015) to industrial robotics (Levine et al.
2018). Unfortunately, neural networks rarely come with
guarantees of robustness or worst-case behaviors due to
the inherent non-zero error rates and are often suscep-
tible to adversarial attacks (Boloor et al. 2020; Cai, Li,
and Koutsoukos 2020). In safety-critical scenarios, ensur-
ing the safety and reliability of neural network control sys-
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tems (NNCS) is paramount. The deployment of such sys-
tems demands rigorous closed-loop verification to show that
hazardous situations are avoided. Although considerable
strides have been made in verifying NNCS (Sun, Khedr, and
Shoukry 2019; Schilling, Forets, and Guadalupe 2022), ver-
ification of image-based NNCS has recently gained atten-
tion (Hsieh et al. 2022; Astorga et al. 2023; Păsăreanu et al.
2023; ArjomandBigdeli, Mata, and Bak 2024). This task
is more difficult—image observations are high-dimensional
inputs and vision networks are typically more complex than
control networks, employing convolutional or transformer
layers. Scalability aside, such verification problems are even
hard to formulate, since reasoning over the set of images
possible in the real world is not a precise mathematical state-
ment. Recent approaches have used geometric camera mod-
els to accurately represent the perception process, but they
are not applicable to complex scenarios (Habeeb et al. 2023).

One approach to this problem is using generative mod-
els to replace the perception system for the verification of
image-based NNCS (Katz et al. 2022). This first trains a
conditional generative adversarial network (cGAN) (Mirza
and Osindero 2014) to approximate the perception system,
generating images based on system states. The concatena-
tion of cGAN and controller results in a unified network
controller with low-dimensional state inputs. This surrogate
controller allows existing verification methods (Xiang and
Johnson 2018), which combine neural network verification
tools and reachability analysis, to be applied.

However, the previous verification methodology (Katz
et al. 2022) suffers from being overly conservative, comput-
ing the reachable sets with significant overapproximation,
caused by two main sources: one-step error and multi-step
error. Within a single control period, the prior work com-
putes the intervals of the control outputs and then applies
monotonic analysis of the system dynamics to obtain the
reachable sets, ignoring the dependencies between the in-
put states and control outputs, causing one-step error. Ad-
ditionally, discrete abstraction of reachable sets after each
step introduces multi-step error. The interaction of these two
sources of error produces considerable overapproximation,
potentially leading to false positives. As image-based NNCS
grow in complexity and incorporate modern neural network
architectures, extending the verification techniques to en-
compass these complexities presents additional challenges.
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This work builds upon the surrogate verification approach
using cGAN and focuses on mitigating overapproaximation
within the existing method. The first improvement is to com-
pose the discrete-time dynamics along with the cGAN and
neural network controller. This composition preserves the
state-control dependencies, reducing one-step error. We in-
troduce two distinct composition options to accommodate
varying network scales and system dynamics. One option is
incorporating the dynamics as an additional layer within the
networks, allowing direct handling by neural network verifi-
cation tools. This approach may encounter challenges when
nonlinear dynamics are not supported by these tools or when
overapproximation of nonlinear functions in the dynamics
causes infinite outputs. The other option combines neural
network exact analysis (Bak 2021) with the reachability al-
gorithms from hybrid systems (Althoff, Stursberg, and Buss
2008). This method computes more accurate reachable sets
using the star set representation (Duggirala and Viswanathan
2016), further reducing the one-step error. This approach is
applicable when the network’s scale is moderate and the net-
work exclusively employs ReLU activations. Instead of lim-
iting the verification scope to a single step, we propose an-
other improvement by unrolling multiple steps of the control
loop into a unified, larger neural network. We then leverage
state-of-the-art network verification tools, specifically α-β-
CROWN (Zhang et al. 2018) and nnenum (Bak 2021), to
compute reachable sets over multiple steps. This unrolling
strategy reduces the frequency of abstraction operations and,
consequently, minimizes the multi-step error.

We evaluate our method with two case studies. The first
focuses on an autonomous aircraft taxiing system (Katz et al.
2022), featuring a feed-forward neural network controller.
The evaluation demonstrates that the proposed approach
significantly reduces overapproximation, and the reachable
set upon convergence using the prior baseline method is
175% larger than with our proposed approach. Therefore,
our method can verify scenarios where the existing approach
fails. The second case is an advanced emergency braking
system (Cai and Koutsoukos 2020), incorporating modern
image-based controllers in the loop. This work stands as the
first attempt to conduct reachability analysis for a closed-
loop system with convolutional and transformer layers.

Background
This section begins by presenting the system model and for-
mulating the verification problem for image-based NNCS.
We then introduce the surrogate approximation of the per-
ception system using generative models. Finally, we discuss
the challenges of verifying such surrogate systems.

Problem Formulation
Definition 1 (System Model) Consider an autonomous
system with an image-based neural network controller, as
depicted in Fig. 1. At step k, the ego system is in state
xk ∈ X . The perception system P, employs a camera
sensor to observe the surrounding environment ek ∈ E , and
translates these observations into a representative image
ok ∈ O. The image ok is then input into an image-based

controller C to generate a control command uk ∈ U to
accomplish a specific task. Driven by uk, the system transi-
tions from state xk to a subsequent state xk+1 according to
discrete dynamics D, thereby closing the loop. The system’s
evolution over a single step depends on both the current
state xk and the environment status ek, and is expressed as:

xk+1 = D(xk,C(P(xk, ek))). (1)

Definition 2 (System Evolution) The system starts from an
initial state x0 within a set I ⊆ X . At each time step i be-
tween 0 and k − 1, the corresponding environment is repre-
sented as ei ⊆ E . Consequently, the system state xk evolves
from x0 by unrolling the dynamics defined in Eq. (1). This
system evolution depends on the initial state x0 and the se-
ries of the environment parameters e0, . . . , ek−1 over time:

xk = System(x0, {e0, . . . , ei, . . . , ek−1}). (2)

Definition 3 (Reachable Set) The reachable set at step k is

Rk ={System(x0, {e0, . . . , ek−1})
| ∀x0 ∈ I, ∀i∈[0,k−1] ei ∈ E}.

Here, R0 denotes the reachable set at time step 0, which is
equal to the initial set I. Furthermore, the reachable set over
the time interval [0, k] is defined as R[0,k] =

⋃
i∈[0,k] Ri.

Problem 1 (Safety Verification for Image-Based NNCS)
The objective of the safety verification for image-based
NNCS is to check whether the computed reachable set
adheres to the system’s safety property. Formally, given
an unsafe region U ⊆ X , the safety of the NNCS within a
bounded time step kmax can be verified if and only if the
following condition is satisfied, that is R[0,kmax] ∩ U = ∅.

Perception System Approximation
One of the most significant challenges in verifying image-
based NNCS is formalization of the perception system. Con-
sider a camera used for autonomous driving. Formalizing
a specification like “all images with a car that is 5 meters
ahead are predicted as such” is difficult due to the inter-
dependence of the captured images on multiple factors, in-
cluding both the system state x (e.g., distance between the
ego car and the leading car) and environment e (e.g., appear-
ance of the car, weather condition, and other objects on the
road). The challenge lies in providing a clear mathematical
and comprehensive description for such a specification.

An alternative approach (Katz et al. 2022) involves using
images generated by a cGAN to replace those rendered by
the actual perception system for verifying the image-based
NNCS. In this context, the specification can be formalized
as “all images that can be produced by a specific cGAN
are predicted to be a car 5 meters ahead.” Such a specifi-
cation is practical to work with, and in this paper, we em-
brace this methodology to establish the verification problem
for the closed-loop system. Of course, safety of the cGAN
does not guarantee safety in the real world, but this approach
does offer an analysis method for this class of systems be-
yond just simulations and tests. The cGAN learns the distri-
bution of images conditioning on auxiliary information and
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Figure 1: Simplified architecture of an image-based neural network control system and its surrogate system.

can be used to approximate the original perception system P

into a surrogate perception system P̂. The generator of the
cGAN maps the conditional information c and a set of latent
variables z into an image observation ô. When the cGAN
serves as a perception surrogate, the conditional information
c corresponds to the system states x, guiding the generator to
create images relevant to the desired information. The envi-
ronmental variables e are left uncontrolled and represented
by latent variables z within the cGAN.
Definition 4 (Surrogate System Model) The one-step sys-
tem evolution with the surrogate perception system is
xk+1 = D(xk,C(P̂(xk, ek))).

Problem 2 (Verification for Surrogate System) Instead
of verifying the actual system as defined in Problem 1, this
paper focuses on the verification of the surrogate system.

Verification Challenges
The concatenation of the cGAN and the image-based con-
troller into a unified neural network transforms the entire
system into a state-based NNCS. In this way, the image-
based NNCS can be analyzed using existing methodologies
designed for verifying state-based NNCS (Xiang and John-
son 2018). However, computing reachable sets for an NNCS
can still be challenging, especially given the complexity of
the network performing both image generation and process-
ing tasks. In contrast, in the most recent NNCS verification
competition, ARCH-COMP 2023 (Lopez et al. 2023), the
analyzed neural networks generally had only a few dozen
neurons and up to 6 layers. Most conventional NNCS verifi-
cation tools (Bogomolov et al. 2019), including those partic-
ipating the competition, lack support for convolutional net-
works. Even those that do offer support (Tran et al. 2020),
encountering large-scale networks leads to significant over-
approximations at each step. These overappproximations ac-
cumulate and expand, causing the tool to fail.

In earlier work, to practically address the verification of
the surrogate image-based NNCS, input images are down-
sized to small grayscale images, and the cGAN and con-
troller are implemented using feed-forward neural networks.
Still, this method exhibits large overapproximation of the
reachable sets. Such substantial overapproximation could re-
sult in instances where the overapproximated reachable sets
intersect with unsafe regions, causing safety verification to

fail. As contemporary image-based control systems grow in
complexity, with high-resolution images and advanced ar-
chitectures like convolutional and transformer layers, veri-
fication becomes even more challenging. The main contri-
bution of this paper is to address these challenges and
reduce the overapproximation error.

Methodology
This section analyzes the causes of overapproximation in the
prior method and proposes a method to mitigate this issue.

Overapproximation Analysis
Consider Problem 2, where a surrogate image-based NNCS
starts from an initial set R0. The verification task is to deter-
mine whether the reachable set up to time kmax satisfies the
safety property, i.e, avoiding any intersection with the un-
safe set U . Neural network verification tools are commonly
employed to prove properties over the network’s input and
output. Therefore, if the system’s evolution function, as de-
fined by Eq. (2), is combined into a unified neural network
NN, the closed-loop system property can be verified using
network verification tools. Formally, the set of possible out-
puts of network (system state at step kmax) is:
Range(NN, R0, Ekmax) ={NN(x0, {e0, . . . , ekmax−1}),

| ∀x0 ∈ R0, ∀i∈[0,kmax−1] ei ∈ E}.
The neural network verification problem is to check if
Range(NN, R0, Ekmax) ∩ U = ∅. However, this task presents
challenges. First, system dynamics often involve nonlinear
operations that may not be supported by verification tools.
Second, these tools may have scalability limitations in that
large input sets and complex neural networks may present
intractable verification problems. Unrolling the system evo-
lution function to span from time step 0 to kmax replicates a
sequence of cGANs, image-based controllers, and dynamics
layers. This composed network can be too complex even for
state-of-the-art neural network verification tools.

To address these challenges, a practical approach integrat-
ing neural network verification tools with reachability meth-
ods was proposed in previous works (Xiang and Johnson
2018), later extended to verify the surrogate image-based
NNCS (Katz et al. 2022). This method serves as a base-
line for comparison in this paper. The prior approach con-
structs and analyzes a discrete existential abstraction of the
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system, with transitions defined using one-step reachability.
The process starts by dividing the state space into a finite
number of rectangular cells along a grid H. The initial states
in R0 are then abstracted using a set of rectangular cells
referred to as C0, where R0 ⊆ C0 ⊆ H. For each cell c
within C0, the interval bounds on the control commands are
determined using a neural network verification tool. These
bounds are combined with a monotonic analysis of the sys-
tem dynamics to result in an interval of possible one-step
successors from state cell c, called Rc

1. For example, in the
autonomous aircraft taxiing system we will analyze later, the
dynamics updating function for the heading angle error θ is:
θk+1 = θk+

v
L∆t tanϕk , where v, L and ∆t are constants,

ϕk is the control signal. As the tan function is monotoni-
cally increasing in the specified operating region, monotonic
analysis computes the upper (lower) bound of θk+1 by si-
multaneously substituting the upper (lower) bounds for both
θk and ϕk into the dynamics function (Katz et al. 2022).

The set of possible successor states from c is then the set
of cells Cc

1 that overlap with Rc
1. An overapproximation of

the reachable set for the entire initial state is then the union
of all successors from individual cells, C1 =

⋃
c∈C0

Cc
1,

which overapproximates R1 =
⋃

c∈C0
Rc

1, and the exact
reachable set R1, denoted as R1 ⊆ R1 ⊆ C1. This process
is repeated iteratively to obtain reachable set Ck for arbitrary
time step k. The first row of Fig. 2 illustrates this computa-
tion flow from R0 to C1, and the first row of Fig. 3 displays
the resulting reachable sets from R0 to C2. Note that the la-
tent space representing the environment is not divided, and
thus, the entire set E is considered when analyzing each cell.

However, this baseline method introduces considerable
overapproximation error, which we call one-step error and
multi-step error. The one-step error reflects the discrepancy
between the overapproximated reachable set R and the exact
reachable set R within a single step. This error arises from
two factors within the baseline method. First, the method
computes the interval of the control outputs without account-
ing for the input-output (state-control) dependencies; sec-
ond, the method uses monotonic analysis for system dynam-
ics, resulting in an interval enclosure of the reachable set for
the next state, which is a coarse overapproximation of the
exact reachable set. The one-step error is illustrated in the
middle of the first row in Fig. 3, where, at step 1, the exact
reachable set is a gray curvilinear triangle, while the base-
line algorithm overapproximates it as a pink rectangle. The
multi-step error, on the other hand, arises from the abstrac-
tion error when transitioning from R to C. As shown in the
top middle in Fig. 3, after overapproximating the reachable
set with the pink rectangle, the baseline method further ab-
stracts it with 4 blue boxes, introducing the multi-step error.
As steps increase, both of errors interact and accumulate,
compromising the verification accuracy. At time step 2 (top
right, Fig. 3), with the baseline method, all 9 cells in the
graph are considered reachable, while the exact reachable
set occupies a curvilinear triangle smaller than 3 cells.

Proposed Improvements
Composition Composing the system dynamics with the
cGAN and controller within a single control period can pre-

serve the dependencies between input states and control out-
puts, thereby reducing the one-step error. This computation
flow is depicted in the second row of Fig. 2.

The first proposed method for composition is to directly
append the system dynamics to the neural networks as an
additional layer. Verification tools can then assess the out-
put specifications of a complete step given the input sets,
internally preserving the state-control dependencies. Rather
than computing interval bounds on the control outputs, the
tools would be used to compute interval bounds on the suc-
cessor states. However, there are drawbacks to this compo-
sition method. First, it assumes that the system dynamics
are either linear or consist only of nonlinear operations sup-
ported by a neural network verification tool. Even if sup-
ported, verification tools may still fail to produce bounds.
For instance, many state-of-the-art neural network verifica-
tion tools, like α, β-CROWN (Zhang et al. 2018), are based
on bounds propagation and refinement. Nonlinear functions
like tan, while supported, might have infinite outputs when
their ranges are overapproximated—if the input to tan is
initially overapproximated beyond (−π

2 ,
π
2 ). In addition, al-

though this composition can result in a tighter interval enclo-
sure of the reachable set compared to the baseline method, it
is still not exact and can cause some one-step error.

A second composition approach involves combining
dependency-preserving exact neural network analysis meth-
ods with reachability analysis algorithms from hybrid sys-
tems. Unlike bounds propagation methods, dependency-
preserving methods such as those used in nnenum (Bak
2021) or NNV (Tran et al. 2020) provide the set of pos-
sible outputs along with their relationship to inputs, repre-
sented as a union of star sets (Duggirala and Viswanathan
2016). (sometimes called constrained zonotopes (Scott et al.
2016)). When dynamics are nonlinear, reachability analy-
sis algorithm, specifically the conservative linearization ap-
proach (Althoff, Stursberg, and Buss 2008), is used. This
method soundly overapproximates nonlinear systems as lo-
cally linear with added noise to account for the maximum
linearization error. While this approach introduces some
overapproximation from the linearization error, the reach-
able set is significantly more accurate than the monotonic
analysis approach in the prior work, reducing one-step er-
ror. Additionally, this composition method does not have the
infinite output problem when the dynamics involve tan or
other reciprocal functions. This composition method does
have scalability limitations related to the size and type of the
neural network, as exact analysis of the network is required.

Unrolling Multi-step error is attributed to the abstraction
operation from reachable set R to a set of cells C at each
step. To reduce the frequency of abstractions and, conse-
quently, the multi-step error, we propose to unroll multiple
control periods and combine them into a single large neural
network. This strategy composes multiple steps of analysis
into a single larger operation, to avoid error caused by re-
peated abstraction step. The third row of Fig. 2 illustrates
this strategy with a 2-step unrolling. Increasing the number
of unrolling steps m generally leads to a smaller overap-
proximation error, but a more complex verification problem
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Abstraction
R0

P̂ C D
C0

Abstraction
R1 C1

Abstraction
R0

P̂ C D
C0

Abstraction
R1 C1

Abstraction
R0

P̂ C D P̂ C D
C0

Abstraction
R2 C2

Cause one-step error

Cause multi-step error

Figure 2: Computation flowcharts for the baseline (first row), 1-step (second row), and 2-step (third row) methods.

step 0 step 1 step 2

Exact reachable set R
Overapproximated reachable set R
Overapproximated reachable set C

2-step method + interval enclosure

2-step method + star set enclosure

|C2| = 9

|C2| = 4

|C2| = 3

Figure 3: Illustrations of reachable sets using three different
methods. In this illustrative example, assume the initial exact
reachable set R0 only contains one cell c, R0 = C0 = {c}.

at each step. Thus, the selection of m depends on both the
system complexity and the verification tool used.

Improvement Illustration The composition and un-
rolling strategies collectively contribute to reducing overap-
proximation, as illustrated in the second and third rows of
Fig. 3. The second row shows the method employing a 2-
step unrolling strategy, coupled with the first composition
approach wherein the dynamics are integrated as a network
layer. This approach enables direct computation of the in-
terval enclosure for reachable set at step 2, which is then
abstracted into 4 cells, as opposed to the 9 cells in base-
line method shown in the first row. The third row illustrates
the method with a 2-step unrolling strategy, while using the
composition based on exact neural network analysis and
reachability algorithm for the dynamics. The reachable set at
step 2 is represented by star sets, which aligns more closely
with the exact reachable set. By checking the intersection
between the star sets and rectangular cells (Wetzlinger et al.
2023), the reachable set at time step 2 can be reduced to 3

cells compared to 4 cells using the interval enclosure.

Overall Algorithm Here we introduce the overall algo-
rithm for the reachability analysis, with the detailed pseu-
docode presented in Algorithm 1, and a formal justification
are provided in Appendix A. We start by initializing the
global reachable set C with a set of cells C0 abstracted from
the initial set R0. The abstraction process is formally ex-
pressed as C = α(R,H), where H is the set of all rectangu-
lar cells in the state space. Assuming the number of unrolling
steps as m, the reachable set after m steps Rk+m from time
step k is denoted as Rk+m = ComputeReachm(Ck). It
should note that the computation process must be applied for
each cell within Ck, with results then being combined to ob-
tain the reachable set. However, using ComputeReachm

alone allows us to compute reachable sets only when the
time steps are multiples of m. To ensure soundness we must
span the entire time domain, requiring ComputeReach1

through ComputeReachm−1. Starting from C0, we com-
pute reachable sets R1 through Rm, which are then ab-
stracted into C1 to Cm. These newly computed sets are ac-
cumulated into the global reachable set C. The reachable set
Cm is used as the starting set for the next iteration. As Cm
serves an overapproximation of the exact reachable set Rm,
computing the successor reachable sets from Cm ensures the
soundness of the reachability analysis. The iterative process
continues until either the reachable set has converged to an
invariant set, or the time step reaches the bounded step kmax.
Finally, the algorithm returns the global reachable set C and
a safety flag indicating if U was reached. We additionally in-
troduce a backward reachability algorithm designed to iden-
tify all cells that can be guaranteed to be safe. This algorithm
is comprehensively outlined in Appendix A.

Case Studies
Autonomous Aircraft Taxiing System
We use the autonomous aircraft taxiing system, evaluated by
the baseline method, to demonstrate our improvements.

System Details The system’s task is to control the steer-
ing of an aircraft moving at a constant speed on a taxiway
according to nonlinear discrete dynamics: pk+1 = pk +
v∆t sin θk and θk+1 = θk+

v
L∆t tanϕk. The aircraft’s state

is defined by its crosstrack position p and heading angle er-
ror θ. Here, v, ∆t, and L represent the aircraft’s taxi speed
(5m/s), dynamics updating period (0.05 s), and the distance
between front and back wheels (5m), respectively. The con-
trol signal ϕk is generated by an image-based controller run-
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Algorithm 1: Proposed reachability algorithm.
1 Function ReachAnalysis:

Input: R0, initial set
Input: U , unsafe region
Input: m, unrolling steps
Input: kmax, termination time step
Input: α, abstraction function
Input: H, rectangular cells defined within the

state space
2 C := C0 := α(R0,H)
3 k := 0
4 isConverged := false
5 while ¬ isConverged and k < kmax do

/* compute reach set for k + 1
to k +m */

6 for i = 1 to m do
7 Rk+i := ComputeReachi(Ck)
8 Ck+i := α(Rk+i,H)
9 C := C ∪ Ck+i

10 end
11 isConverged := (Ck = Ck+m)? true : false
12 k := k +m
13 end
14 isSafe := (C ∩ U = ∅)? true : false
15 return C, isSafe

ning at 1 Hz, which first uses a neural network to predict the
state variables p̂k and θ̂k, followed by a proportional con-
trol strategy: ϕk = −0.74p̂k − 0.44θ̂k. The perception is
approximated using a cGAN conditioned on the aircraft’s
states p and θ. Two latent variables from −0.8 to 0.8 are in-
troduced to capture environment variations. The unified net-
work, which includes both the cGAN and the image-based
controller, consists of 8 fully-connected layers with ReLU
activations. Further details on the network architecture and
the generated images are available in the Appendix B.

Verification Results The state space is defined with p ∈
[−11m, 11m] and θ ∈ [−30◦, 30◦]. Consistent with prior
work, we partition the space into a grid of 128 × 128 cells
with uniform cell width in each dimension.

We initiate our comparison by contrasting the proposed
method with the baseline through a single-cell reachability
analysis. The proposed approach begins by composing the
network and the dynamics to preserve the dependencies be-
tween input states and control outputs. We first try to in-
tegrate the system dynamics as an additional layer within
the neural networks. Despite support for sin and tan within
α, β-CROWN, the verification process fails in our experi-
ment due to the infinite output of the tan function during
the initial refinement round, as discussed in Methodology
section. We next try the proposed alternative composition
approach, using exact analysis with nnenum and reachabil-
ity analysis. To account for the nonlinear dynamics, we em-
ploy a conservative linearization technique based on Taylor
expansion (Althoff, Stursberg, and Buss 2008). Detailed ex-
planations of this technique are provided in Appendix B.

−6 −5.5 −5 −4.5
0

5

10

p (m)

θ
(d

e
g
)

step 0 step 1 step 2

−6 −5.5 −5 −4.5
0

5

10

p (m)

θ
(d

e
g
)

−6 −5.5 −5 −4.5
0

5

10

p (m)

θ
(d

e
g
)

Simulations
Reachable setR
Reachable set C

|C2| = 55

|C2| = 40

|C2| = 25

|C1| = 18

|C1| = 13

|C0| = 1

Figure 4: Reachable sets computed using baseline (first
row), 1-step (second row), and 2-step (third row) methods
in the taxiing system. The initial set only contains one cell.

This reachability method tracks dependencies between
the initial state and the next state under a control com-
mand, and therefore has less overapproximation compared
to monotonic analysis, as illustrated in Fig. 4. Starting from
the same single cell (row 1, column 1), the pink reachable
set in the proposed method (row 2, column 2), exhibits a
smaller area compared to the pink box interval estimated by
the baseline (row 1, column 2). Furthermore, the number of
abstract successor states is reduced from 18 in the baseline
to 13 when dependency-preserving composition is used.

The multi-step unrolling strategy repeats the composition
and propagates the resulting star sets across multiple steps.
As shown in Fig. 4, the 2-step method (row 3, column 3) at
step 2 significantly reduces overapproximation compared to
the 1-step method (row 2, column 3), primarily by mitigat-
ing multi-step error. Consequently, comparing the baseline,
1-step, and 2-step methods at step 2, the number of reachable
cells decreases from 55 to 40 to 25, with reachable sets be-
coming closer to simulation results. As the number of steps
m increases, the verification task become more complex to
the growing scale of network architectures and expanding
input dimensions with two additional latent variables at each
step. In this experiment, we consider m = 1, 2.

Two properties are evaluated for the closed-loop system:

• P1: The aircraft remains on the runway, ensuring that the
magnitude of the crosstrack error does not exceed 10m.

• P2: The aircraft is steered toward the runway center, lead-
ing to convergence of the reachable set to an invariant set.
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Figure 5: Reachable sets over time using three different methods when starting from p ∈ [−10m, 10m] and θ ∈ [−10◦, 10◦] in
taxiing system. The colors black, teal, blue, and brown represent simulations, baseline, 1-step, and 2-step methods, respectively.

We begin by evaluating P2 using the same initial set as prior
work, where p ∈ [−10m, 10m] and θ ∈ [−10◦, 10◦]. The
simulations and reachable sets computed using the baseline,
1-step, and 2-step methods are depicted in Fig. 5. Over time,
the reachable sets of all three methods gradually contract and
eventually converge to invariant sets at 22 s, 22 s, and 26 s,
respectively. This demonstrates P2, showing that the aircraft,
guided by the image-based controller, converges near the
runway center. Further, the reachable sets computed using
the baseline, 1-step, and 2-step methods progressively de-
crease and align more closely with the simulations. Upon
convergence, the number of reachable cells for three meth-
ods are 661, 383, and 240, respectively. The steady state area
with the baseline method is 175% larger than our two-step
approach. These numerical results show that the proposed
methods significantly reduce the overapproximation com-
pared to the baseline. The importance of our accuracy im-
provements becomes more apparent when parameters of the
case study are altered, detailed in the Appendix B.

Advanced Emergency Braking System
We next evaluate the proposed approach using an advanced
emergency braking system (Cai and Koutsoukos 2020) with
an image-based controller, demonstrating that our improve-
ments permit the verification of image-based NNCS that are
significantly more complex than the prior work.

System Details The system is to apply braking force to
safely stop the host vehicle when approaching a stopped ve-
hicle ahead. The state is defined by the distance to the obsta-
cle d and the host vehicle’s velocity v, evolving according to
linear dynamics: dk+1 = dk−vk∆t and vk+1 = vk−ak∆t,
where time step ∆t = 0.05 s. The deceleration ak is calcu-
lated as ak = 0.009uk + 0.0042, with uk representing the
braking force predicted by an image-based controller.

We consider two versions of an image-based controller:
one using a convolutional network and the other a trans-
former architecture. The perception system is abstracted
using a cGAN, which incorporates the distance d as a
conditional variable, along with four latent variables, each
bounded by ±10−2. The cGAN also comes in two network
variants, aligning with the controller versions. The convo-
lutional variant comprises a total of 8 convolutional layers,
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Figure 6: The state sets guaranteed to be safe for different
controllers in braking system. Cells are identified as unsafe
by simulations are colored in red, and cells are verified as
safe using 1-, 2-, and 3-step methods are in green, blue, and
purple. Quantitative results are presented in Appendix C.

including both cGAN and controller, while the transformer
variant includes a total of 22 convolutional layers and 2 self-
attention layers. Detailed network architectures and the gen-
erated images are available in Appendix C.

Verification Results The state space with d ∈ [0m, 60m]
and v ∈ [0m/s, 30m/s] is divided into a grid of 100× 100
equal-size cells, while the latent space is not divided. Given
the extensive scale and the non-ReLU activation functions in
the network, performing composition with the exact analysis
approach is infeasible. Instead, we perform composition the
other way, by appending the linear dynamics to the neural
networks as an additional layer and then running range anal-
ysis with α-β-CROWN. Since the state space is pre-divided,
the process of abstracting reachable sets into cells can be
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Figure 7: Comparison of the reachable sets from a single cell
computed by 1-step (first row) and 2-step methods (second
row) in the braking system.

integrated into the verification process. For each output, we
begin with simulations to determine the minimized range of
the output, then identify the lower and upper indices of cells
where all simulations are located. We incrementally expand
the indices until the output is proved to be safe within the
range. This approach allows us to effectively compute the
reachable set represented by interval bounds.

For this system, we consider a single specification:

• P1: The host vehicle comes to a stop before colliding with
the lead, meaning that the distance to the leading vehicle
should never reach 0m before the velocity reaches 0m/s.

First, we analyze the image-based controller using the
convolutional network variant. We run 5000 simulations
starting from random points in each cell, in order to esti-
mate the number of possible safe cells. In Fig. 6a, 3463 cells
within the state space are detected as unsafe using simu-
lations, while the remaining cells are candidate safe cells.
We unroll the system with m = 1, 2, and 3 steps, and run
backward reachability analysis to show which states can be
proven safe in Fig. 6a. Surprisingly, no states can be proven
safe using the 1-step method, even in situations with large
distances and nearly-zero velocities. Compared with the air-
craft taxiing system, the dynamics in this system moves the
states significantly less at each control cycle, leading to ex-
cessive multi-step error from the abstraction process. This is
illustrated and detailed discussed in the first row of Fig. 7.
Starting from cell (99, 0), the 1-step method extends the
reachable set a cell located on the left, (98, 0) after one step.
This trend continues, eventually extending reachable set to
the leftmost cell where an unsafe state is reached. This ex-
periment also demonstrates that the baseline method is inef-
fective in verifying such a system, given the 1-step method
has lower overapproximation compared to the baseline ap-
proach. However, as shown in the second row, the 2-step
method can prove the safety of cell (99, 0).

As the unrolling steps m increases, the number of prov-

ably safe cells also increases, with 2-step and 3-step methods
verifying 384 and 2669 cells, respectively. However, a sub-
stantial number of 3868 cells remain inconclusive. This oc-
curs due to the control cycle’s period of 0.05 s, where even 3-
step analysis has substantial multi-step error. Unrolling be-
yond 3 steps becomes practically difficult as the composed
neural network increases in size, leading to an increase anal-
ysis time with the α-β-CROWN verification tool. Detailed
results of runtime is provided in the Appendix D.

As the primary cause of inconclusive cells is multi-step
error from the abstraction process, we can consider de-
creasing the control frequency to reduce this effect. This
is counterintuitive—a lower frequency should lead to worse
control performance and therefore more unsafe cells. How-
ever, due to reduced multi-step error this could actually al-
low the method to verify more cells as provably safe. We
analyze the system by reducing the control frequency from
20Hz to 10Hz (Fig. 6b) and 5Hz (Fig. 6c). As expected,
the control performance becomes slightly worse as the con-
trol frequency decreases, resulting in a minor increase in
the number of unsafe cells identified through simulation, by
1.7% for 10Hz and 4.4% for 5Hz. However, the decrease
in frequency improves the ability to establish provably safe
cells for all methods compared to their original results—the
white gap in the figure is reduced from 38.7% of the cells
with the original 20Hz frequency. For the 10Hz, with 3-step
analysis only 7.4% of the cells remain inconclusive. For the
5Hz, this is further reduced to 3.5% of the cells.

We also evaluate the controller with transformer layers
(Fig. 6d), where simulations identify 3517 unsafe cells. As
m increases, the numbers of verified safe cells increase,
reaching 390, 2890, and 5707 using 1-, 2-, and 3-step meth-
ods, respectively, while 7.8% of cells remain inconclusive.

Conclusions
Analysis of image-based NNCS typically involves running
lots of tests. By leveraging generative models to approxi-
mate the perception system, the surrogate verification ap-
proach offers an alternative that can utilize computational
set-based analysis methods. Scalability is the primary bot-
tleneck in this line of work and the main problem addressed
in this paper. We identified underlying causes of overap-
proximation error with the existing baseline method and
proposed two strategies–composition and unrolling–to over-
come these problems. Our evaluation demonstrates the ad-
vantages of our approach over the baseline. In terms of ac-
curacy, our method reduces the converged reachable set by
175% on the aircraft taxiing system compared to the base-
line. In terms of scalability, the transformer variant of the
cGAN in emergency braking case study has 24× more out-
put pixels than the prior work’s case study.

Despite improvements, scalability is not yet solved, as
state-of-the-art generative models complex and continue to
grow in size. Increasing the ranges and number of latent
variables, generating higher-resolution images, considering
systems with more state variables and incorporating recent
video GAN techniques (Tulyakov et al. 2018) will all require
further improvements to scalability.
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