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Abstract

Dataset sanitization is a widely adopted proactive defense
against poisoning-based backdoor attacks, aimed at filtering
out and removing poisoned samples from training datasets.
However, existing methods have shown limited efficacy in
countering the ever-evolving trigger functions, and often
leading to considerable degradation of benign accuracy. In
this paper, we propose DATAELIXIR, a novel sanitization ap-
proach tailored to purify poisoned datasets. We leverage dif-
fusion models to eliminate trigger features and restore benign
features, thereby turning the poisoned samples into benign
ones. Specifically, with multiple iterations of the forward and
reverse process, we extract intermediary images and their pre-
dicted labels for each sample in the original dataset. Then,
we identify anomalous samples in terms of the presence of
label transition of the intermediary images, detect the target
label by quantifying distribution discrepancy, select their pu-
rified images considering pixel and feature distance, and de-
termine their ground-truth labels by training a benign model.
Experiments conducted on 9 popular attacks demonstrates
that DATAELIXIR effectively mitigates various complex at-
tacks while exerting minimal impact on benign accuracy, sur-
passing the performance of baseline defense methods.

Introduction
Deep neural networks (DNNs) have exhibited remarkable
performance in various fields, including autonomous driv-
ing (Grigorescu et al. 2020), facial recognition (Wang and
Deng 2021) and medical image analysis (Shen, Wu, and Suk
2017), etc. Advanced DNN models necessitate large and
diverse high-quality data for training. However, collecting
high-quality data is an exceedingly resource-intensive task.
For instance, ImageNet (Deng et al. 2009) took more than
two years to construct and consumed substantial resources.
Therefore, it has become customary for individuals to lever-
age data from external sources, such as data markets and
crowd-sourcing platforms (Zeng et al. 2023).

However, except for a few authoritative and community-
maintained sources that are well maintained and thereby
have high-quality data (HuggingFace 2016), other sources
may be poisoned with backdoor samples by miscreants (Li
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Figure 1: The forward and reverse process in diffusion mod-
els. The poisoned image is misclassified as “airplane” due
to the trigger in the lower right. The forward process elimi-
nates this trigger by introducing noise, while the reverse pro-
cess restores the benign features, correcting the model to its
ground-truth label “bird”.

et al. 2022). In particular, backdoor attacks craft poisoned
samples by using trigger functions to modify benign images.
Victim models trained on these poisoned datasets, although
can make accurate predictions for benign inputs, will be con-
trolled to produce wrong outputs given poisoned inputs.

A straightforward and effective way to defend such back-
door attacks is to identify in the dataset the poisoned sam-
ples and further remove or replace them. Prior studies pro-
pose dataset sanitization methods to identify poisoned sam-
ples by detecting their anomalies in model activations (Chen
et al. 2019), spectral signatures (Tran, Li, and Madry 2018),
and loss values (Li et al. 2021c; Huang et al. 2022). Subse-
quently, they remove identified anomalous samples from the
dataset to train benign models free from backdoors. How-
ever, existing methods have exhibited limited effectiveness,
only working on specific types of trigger functions and often
resulting in considerable degradation of benign accuracy (Li
et al. 2022; Wu et al. 2022). Similar challenges are also
encountered in other types of defense approaches, includ-
ing model reconstruction (Wang et al. 2019; Wu and Wang
2021; Li et al. 2021d; Zeng et al. 2022) and input purifi-
cation (Doan, Abbasnejad, and Ranasinghe 2020; Shi et al.
2023; May et al. 2023).

In this paper, we propose DATAELIXIR, a novel sanitiza-
tion approach tailored to purify poisoned datasets. We uti-
lize the forward and reverse process of diffusion models to
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turn poisoned samples into benign ones, thus training be-
nign models devoid of backdoors. As shown in Figure 1, the
forward process introduces noise to the image, thus elimi-
nating the trigger features and preventing the victim model
from making predictions based on them. While the reverse
process restores the benign features of the image, making
the victim model to reclassify it as its ground-truth label.

Specifically, for each sample in the training dataset, we
perform iterative rounds through the forward and reverse
process and extract intermediary images from each round
to construct the candidate set. Based on the presence of la-
bel transition in their candidate sets, we categorize samples
into three types: the Benign Set, Poisoned Set and Suspi-
cious Set, of which the latter two are regarded as anomalous.
Then we detect the target label by quantifying its distribution
discrepancy in the candidate sets of anomalous samples. Ul-
timately, for these anomalous samples, we select their puri-
fied images from their respective candidate sets considering
pixel and feature distance, and determine their ground-truth
labels through the training of a benign model.

We evaluate the efficacy of DATAELIXIR against 9 popu-
lar backdoor attacks. Compared to 4 baseline defense meth-
ods aimed at dataset sanitation, DATAELIXIR demonstrates
superior performance by effectively mitigating diverse trig-
ger functions, while maintaining the benign accuracy of
the model. In particular, in regard to the detection rate of
poisoned samples, our approach achieves considerably in-
creases spanning from 37.02% to 56.77% on CIFAR10 and
from 1.85% to 62.10% on Tiny ImageNet, as well as the
decrease in false positive rates from 2.11% to 47.46% on
CIFAR10 and from 0.38% to 35.60% on Tiny ImageNet.
Moreover, the benign models obtained by DATAELIXIR also
exhibit remarkable enhancements, with an average increase
in accuracy from 2.81% to 17.27% on CIFAR10 and from
0.20% to 36.90% on Tiny ImageNet, and the decrease in
backdoor attack success rate from 10.73% to 84.81% on CI-
FAR10 and from 8.45% to 97.56% on Tiny ImageNet.

Our contributions are summarized as follows:

• We propose DATAELIXIR1, which is able to accurately
identify poisoned samples as well as their target labels
without prior knowledge of trigger functions and pat-
terns. The poisoned samples can be further purified and
replaced with the benign through diffusion models.

• Experiments against 9 popular attacks highlight the ef-
fectiveness and generalizability of DATAELIXIR in miti-
gating backdoors, while preserving the benign accuracy,
and outperforming mainstream defense methods.

Related Work
Diffusion Model
Diffusion models (Ho, Jain, and Abbeel 2020; Nichol and
Dhariwal 2021; Rombach et al. 2022) have exhibited excel-
lent performance in generating diverse and high-quality im-
ages. The original DDPM consists of two Markov Chains,
wherein the forward process adds noise to the image, and the

1https://github.com/Manu21JC/DataElixir

reverse process restores the image from Gaussian noise us-
ing neural networks. Recent studies (Yoon, Hwang, and Lee
2021; Nie et al. 2022; Xiao et al. 2023; Carlini et al. 2023)
have attempted to employ diffusion models for adversarial
purification. Different from these methods primarily target
the purification of adversarial perturbation in inputs during
the inference stage, DATAELIXIR harnesses the potential of
diffusion models to counter backdoor triggers, and aims at
purifying datasets poisoned by backdoor attacks to serve for
training benign models.

Backdoor Attack
Backdoor attacks aim to induce the victim model to accu-
rately predict labels for benign inputs, while intentionally
misclassifying poisoned inputs to the target label. Among
various techniques of backdoor attacks, poisoning the train-
ing datasets is the most common method. Attackers craft
poisoned samples by employing trigger functions to mod-
ify benign images and altering their labels to the target one.
Since the pioneering backdoor attack BadNets (Gu et al.
2019) that simply stamped patterns (e.g., 3 × 3 white square)
on benign images, various trigger functions have been pro-
posed to enhance the attack effectiveness and imperceptibil-
ity, including Invisible triggers (Chen et al. 2017; Li et al.
2020), Clean Label triggers (Shafahi et al. 2018), Sample
Specific triggers (Nguyen and Tran 2020, 2021; Doan et al.
2021; Li et al. 2021b), and Frequency triggers (Zeng et al.
2021; Wang et al. 2022), etc.

Besides poisoning-based backdoor attacks, there exist
other methods to embed backdoors without poisoning train-
ing data, including manipulating model weights (Garg et al.
2020; Rakin, He, and Fan 2020) or altering model struc-
tures (Tang et al. 2020; Li et al. 2021a). The primary focus
of our study is on purifying the poisoned training datasets
to defend backdoor attacks as 1) data poisoning is the most
generalized way to implant backdoors due to its agnosticism
to model structures. 2) it takes only one-time effort but can
benefit an unlimited number of model training tasks.

Backdoor Defense
To defend against poisoning-based backdoor attacks, sev-
eral approaches have been proposed to sanitize the poisoned
datasets. These methods focus on filtering out poisoned sam-
ples based on their anomalies in model activations (Chen
et al. 2019), spectral signatures (Tran, Li, and Madry 2018),
and loss values (Li et al. 2021c; Huang et al. 2022). Then
identified samples are removed to avoid potential injection
of backdoors and enable the training of benign models.

Except for dataset sanitation, model reconstruction aims
to mitigate the impact of backdoors in the infected model
by pruning poisoned neurons (Wu and Wang 2021), fine-
tuning model weights (Li et al. 2021d; Zeng et al. 2022),
and reversing backdoor triggers (Wang et al. 2019). While
input purification seeks to purify poisoned inputs using gen-
erative adversarial networks (Doan, Abbasnejad, and Ranas-
inghe 2020; Cheng et al. 2023) and diffusion models (Shi
et al. 2023; May et al. 2023) during the inference stage, thus
preventing them to activate backdoors in the infected model.

The Thirty-Eighth AAAI Conference on Artificial Intelligence (AAAI-24)

21851



Unlike previous dataset sanitization methods, our ap-
proach aims to purify identified poisoned samples into be-
nign instances instead of outright removal, including the de-
termination of their purified images and ground-truth labels.
While some input purification methods also utilize diffusion
models to eliminate the impact of triggers, DATAELIXIR is
different from them as 1) the purification of inputs occurs
during the inference stage, aimed at preventing the activa-
tion of backdoors in the infected model rather than clearing
them from existence. 2) these methods focus solely on im-
age purification, while DATAELIXIR encompasses a broader
scope, including identifying the poisoned samples and de-
termining their ground-truth labels.

Methodology
In this section, we present the threat model and method-
ology of our proposed approach. As shown in Figure 2,
DATAELIXIR consists of four stages: Candidate Set Con-
struction, Anomalous Samples Identification, Target Label
Detection and Purified Dataset Generation. Comprehensive
technical details are introduced in the following subsections.

Threat Model
Given the untrustworthy data from external sources, the de-
fender needs to determine whether it is poisoned, and if poi-
soned, identify and purify the poisoned samples for training
benign models free from backdoors. This defense mecha-
nism operates in a black-box manner, without prior knowl-
edge of the attack settings (e.g., the target label, poison rate
and trigger functions), as well as any known benign or poi-
soned samples from the given data. We assume that the de-
fender has access to pre-trained diffusion models represent-
ing identical or similar distributions (consistent with prior
studies (Nie et al. 2022; Xiao et al. 2023; May et al. 2023;
Shi et al. 2023; Dolatabadi, Erfani, and Leckie 2023; Jiang
et al. 2023)), which can be sourced as off-the-shelf mod-
els or trained using data provided from authoritative and
trustworthy communities and institutions. Beyond this as-
sumption, our experiments also validate the effectiveness of
DATAELIXIR using diffusion models trained on disparate
data and even poisoned data.

Candidate Set Construction
The raw dataset D = {(xi, yi)}Ni=1 may contain meticu-
lously crafted poisoned samples that inject backdoors into
the victim model M trained on it. As shown in Figure 1,
we utilize the forward and reverse process of diffusion mod-
els for the purification of poisoned samples. Specifically, the
forward process q adds Gaussian noise to the original im-
age x0 for T steps (from x0 to xT ) according to a variance
schedule {βt ∈ (0, 1)}Tt=1, yielding the noised image xT :

q(x1:T |x0) :=
T∏

t=1

q(xt|xt−1)

q(xt|xt−1) := N (xt;
√
1− βtxt−1, βtI)

(1)

While training on the poisoned dataset, the model M is
extremely overfitting to the trigger features. This prompts

M to predict the poisoned image as the target label, instead
of its ground-truth label based on its benign features. Dur-
ing the forward process, the introduction of noise eliminates
these trigger features thus would change the prediction of
M . However, the benign features are also degraded by the
noise. We use the reverse process pθ to restore benign fea-
tures (from xT back to x0), yielding the purified image x̃:

pθ(x
0:T ) := p(xT )

T∏
t=1

pθ(x
t−1|xt)

pθ(x
t−1|xt) := N (xt−1;µθ(x

t, t),Σθ(x
t, t))

(2)

The mean µθ(x
t, t) is learned by a neural network pa-

rameterized by θ, and the variance Σθ(x
t, t) can either be

time-step dependent constants (Ho, Jain, and Abbeel 2020)
or learned by a neural network (Nichol and Dhariwal 2021).
The reverse process restores the image with guidance from
the remaining benign features. Since the diffusion model
represents the benign distribution, the benign features de-
graded during the forward process can be well-recovered
whereas the trigger features cannot. Consequently, the pu-
rified image x̃ only contains the benign features of x, thus
making M correctly classify it as its ground-truth label.

During the purification of each image, to effectively elim-
inate all trigger features, we iterate through the forward and
reverse process for n rounds, where the reverse process of
each round consists of T steps, thereby producing n × T
intermediary images. If an image is poisoned, the labels of
its intermediary images transit from the target label back to
the ground-truth label as the trigger features are eliminated.
In contrast, the purification of the benign image does not in-
volve such label transition. Thus, the presence of transition
in the labels of the intermediary images provides a strong in-
dication that the sample is likely poisoned. Specifically, for
the ith sample (xi, yi) in D, we perform the forward and re-
verse process for n rounds, and extract intermediary images
from the last m steps in the reverse process of each round
to construct its candidate set C(xi,yi) = {(xj , yj)}n×m

j=1 . We
can then determine whether the sample (xi, yi) is anomalous
based on the presence of label transition in C(xi,yi).

Anomalous Samples Identification
Label Transition Analysis. When assessing the presence of
label transition in the candidate set, we consider the second-
highest count of labels as the transition coefficient η. If η sur-
passes the predefined threshold τ , we consider it indicative
of label transition. The motivation behind η is as follows.
Ideally, the label distribution of the candidate set for benign
sample should exhibit a unimodal distribution, wherein all
labels align with the ground-truth label. While the label dis-
tribution transits to a bimodal distribution with η ≥ τ , it
indicates that the sample is poisoned. The appearance of the
second peak in the distribution is most likely due to the tran-
sition from the target label to the ground-truth label, a direct
result of the effective elimination of trigger features.

We categorize samples in the raw dataset D into three
types based on the presence of label transition in the candi-
date set: the Benign Set B, Poisoned Set P and Suspicious
Set S, where samples in P and S are considered anomalous:
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Figure 2: Overview of DATAELIXIR.

(xi, yi) ∈


B, if η < τ, ∀(xj , yj) ∈ C(xi,yi), yj = yi
P, if η < τ, ∀(xj , yj) ∈ C(xi,yi), yj = yg
S, if η ≥ τ

B ∪ P ∪ S = D

(3)

In particular, for the sample (xi, yi) where η < τ , if the
labels of C(xi,yi) remain consistent with yi, this provides
conclusive evidence that the sample is benign, with its be-
nign features remaining intact throughout the entire purifi-
cation process. Such samples constitute the Benign Set B,
with xi as the purified image and yi as the ground-truth la-
bel, as neither have been poisoned or modified.

Conversely, the Poisoned Set P also comprises samples
where η < τ , but the labels of C(xi,yi) deviate from yi, indi-
cating that these samples are poisoned, with trigger features
effectively eliminated during the initial round of forward and
reverse process and then classified as their ground-truth la-
bel yg . For such samples, we need to select their purified
images from their candidate set since xi has been poisoned,
and yg can be directly used as the ground-truth label.

The Suspicious Set S comprises samples where η ≥ τ ,
which can arise in two cases. Firstly, trigger features on the
poisoned image may not be effectively eliminated until later
iterations, causing the labels to exhibit the transition from
the target label to the ground-truth label. Secondly, benign
features on the benign image may be excessively corrupted,
leading to false positives. For samples in S, we next need to
further select their purified images from their candidate set
and determine their ground-truth label.

Target Label Detection
Upon identifying the anomalous samples in Poisoned Set P
and Suspicious Set S, we proceed to determine whether the
dataset is poisoned by detecting the target label. If any out-
lier label is detected, it indicates that the dataset has been
poisoned, with this label corresponding to the target label.
This detection process leverages a crucial insight: there ex-
ists distribution discrepancy between samples with the target
label and those with benign labels in P ∪ S. This discrep-
ancy arises because the samples with the target label in P∪S
mainly consists of poisoned samples, while samples with be-
nign labels are primarily false positives of benign samples.
We utilize the candidate sets of samples with each label to
characterize such distribution discrepancy, followed by em-

ploying outlier detection methods such as Median Absolute
Deviation (Leys et al. 2013) to detect the target label.
Label Discrepancy Analysis. Specifically, for each label y,
we construct Cy as the union of the candidate sets C(xi,yi)

for samples (xi, yi) in P ∪ S with label y as follows:

Cy =
⋃

(xi,yi)∈P∪S

{C(xi,yi) | yi = y} (4)

We provide two metrics to measure label discrepancy for
the candidate set. Firstly, we count the number of samples in
Cy, as the count of false positives of benign samples is lower
than the count of poisoned samples. Secondly, we compute
the entropy of the label distribution in Cy. Since the poisoned
samples originate from many other benign labels, during the
purification process, they are reclassified to their ground-
truth labels due to the effective removal of trigger features.
Therefore, the label distribution in Cy for the target label is
more chaotic than that of benign labels, where the samples
are mere false positives of benign samples. For Cy of each la-
bel, we calculate the Kullback-Leibler divergence (Kullback
and Leibler 1951) between the actual distribution and the
ideal distribution where all labels are assumed to be identi-
cal. A higher value of KL divergence indicates a higher like-
lihood of the label being the target label.

Purified Dataset Generation
We can generate the purified dataset D̃ = {(x̃i, ỹi)}Ni=1. For
each sample (xi, yi) with benign labels in B ∪ P ∪ S and
with the target label in B, it can be directly used as the pu-
rified sample (x̃i, ỹi) since it is free from poisoning. While
handling the sample with the target label in P , we utilize
the consensus label in C(xi,yi) (yg in Equation 3) as ỹi, and
select x̃i from C(xi,yi) based on the following insight: the
forward and reverse process can effectively eliminate the
trigger features while preserving the benign features of xi.
If the image xj from C(xi,yi) significantly differs from the
poisoned image xi, it is likely due to the effective removal
of the trigger features on xj . Therefore, we select x̃i from
C(xi,yi) by choosing xj that is distinct from xi, thus only
containing the benign features of xi:

dist(xi, xj) = ssim(xi, xj) + cos(M(xi),M(xj))

where xj ∈ C(xi,yi)
(5)

To quantify the distance between xi and xj , we employ
Structure Similarity Index Measure (Wang et al. 2004) in
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the pixel space and Cosine Similarity in the feature space,
using the victim model M trained on the raw dataset D as
the feature extractor. We select x̃i from C(xi,yi) that ranks at
80% concerning the distance from xi, to ensure the effective
and comprehensive removal of trigger features.

For the sample (xi, yi) with the target label in S, we opt
to train a benign model M̃ on the currently available purified
dataset D̃ to assist in determining its ground-truth label ỹi.
The current D̃ contains all the samples with benign labels, as
well as those with the target label in B ∪ P . The training of
M̃ involves two stages. In the first stage, we train M̃ on D̃ to
predict the label ym for the suspicious sample (xi, yi). Since
D̃ exclusively comprises either benign or purified samples,
during training, M̃ only learns benign features devoid of any
backdoors, thus can assign the ground-truth labels to suspi-
cious samples. Furthermore, we employ a voting mechanism
based on the candidate set for the sample to obtain the label
yv , which is the most frequently occurring label in the candi-
date set. For the sample where ym is equal to yv , we employ
the resulting label as ỹi and use Equation 5 to select x̃i from
the candidate set. Such purified sample (x̃i, ỹi) is then added
to D̃ for the second stage of training, where we fine-tune M̃
on the updated D̃ with a lower learning rate to obtain the
final benign model. Then each remaining suspicious sample
is purified using M̃ , resulting in the final purified dataset D̃.

Evaluation
Experimental Setup
Datasets and Models. We conduct experiments on three
datasets: CIFAR10 (Krizhevsky 2009), Tiny ImageNet (Le
and Yang 2015) and LFW (Huang et al. 2008), using PreAct-
ResNet18 (He et al. 2016), EfficientNet-B4 (Tan and Le
2019), VGGFace (Parkhi, Vedaldi, and Zisserman 2015) as
classifier and DDPM (Ho, Jain, and Abbeel 2020) trained
on CIFAR10, Improved DDPM (Nichol and Dhariwal 2021)
trained on ImageNet-1k (Deng et al. 2009), DDPM trained
on CelebA-HQ (Karras et al. 2018) for purification.
Attack Methods. We evaluate nine popular attack meth-
ods, including BadNets (Gu et al. 2019), Blended (Chen
et al. 2017), SSBA (Li et al. 2020), LC (Shafahi et al.
2018), LF (Zeng et al. 2021), Ftrojan (Wang et al. 2022),
WaNet (Nguyen and Tran 2021), LIRA (Doan et al. 2021)
and IA (Nguyen and Tran 2020), using BackdoorBench (Wu
et al. 2022) for implementation.
Parameter Settings. The poison rate is set to 10% and the
target label is randomly selected without any specific strat-
egy or preference. While using pre-trained diffusion mod-
els, we adhere to the default hyper-parameters provided by
the source. The hyper-parameters of DATAELIXIR are set
to: T = 150, n = 5, m = 10 and τ = 5 (0.1 × n × m).
We conduct preliminary experiments to study the impacts of
hyper-parameters on CIFAR10 and determine these default
settings, which also proved effective in countering diverse
attacks across various datasets.
Metrics. The metrics for evaluation are as follows:

• True Positive Rate (TPR) measures the probability that

DATAELIXIR correctly detects poisoned samples in the
raw dataset. Specifically, a sample is considered to be
poisoned if its label in the raw dataset D deviates from
that in the purified dataset D̃.

• False Positive Rate (FPR) measures the probability that
DATAELIXIR falsely detects benign samples as poisoned.

• Accuracy (ACC) measures the probability that the model
correctly classifies benign inputs.

• Attack Success Rate (ASR) measures the probability that
the model classifies poisoned inputs as the target label.

Defense Performance
As shown in Table 1, we compare DATAELIXIR with four
baseline defense methods aimed at dataset sanitation, in-
cluding AC (Chen et al. 2019), Spectral (Tran, Li, and Madry
2018), ABL (Li et al. 2021c) and DBD (Huang et al. 2022).
Notably, DATAELIXIR effectively defends against all nine
evaluated backdoor attacks, achieving the highest TPR, the
lowest FPR, the highest ACC, and the lowest ASR, with
averages of 97.92%, 1.27%, 93.35%, 1.51% on CIFAR10
and 97.71%, 0.15%, 65.73% and 0.79% on Tiny ImageNet.
In contrast, the efficacy of baseline methods varies signifi-
cantly across different attacks and datasets. Specifically, AC
exhibits limited performance against diverse attacks, Spec-
tral is effective only for certain attacks, and DBD fails on
Tiny ImageNet. While ABL shows lower ASR against some
attacks, it does so by sacrificing benign accuracy and also
proves inadequate against WaNet on CIFAR10 and LF on
Tiny ImageNet. In comparison, DATAELIXIR exhibits ex-
cellent defense effectiveness while maintaining the model’s
performance on the benign task, with an average increase of
0.26% on CIFAR10 and 0.91% on Tiny ImageNet compared
to the victim model.

Moreover, we compare DATAELIXIR with other types
of defense methods including model reconstruction (Wang
et al. 2019; Li et al. 2021d; Wu and Wang 2021; Zeng et al.
2022) and input purification (Doan, Abbasnejad, and Ranas-
inghe 2020; Shi et al. 2023; May et al. 2023). Our approach
exhibits superior defense performance. We also validate the
effectiveness of DATAELIXIR on LFW, and the results are
shown in Table 2. DATAELIXIR effectively mitigates all at-
tacks, achieving the average TPR, FPR, ACC and ASR of
98.75%, 1.32%, 94.23% and 0.37%, respectively.

In addition, DATAELIXIR exhibits excellent performance
in target label detection. While countering poisoned CI-
FAR10, DATAELIXIR accurately detects the target label
with an average anomaly index of 5.4323, and produces
no false positives for benign labels with the average max-
imum anomaly index of 1.0010. For benign CIFAR10,
DATAELIXIR also avoids false positives, with the maximum
anomaly index of 1.6992, below the threshold value of 2.

Evaluation on Purified Dataset
We conduct experiments to evaluate the purified datasets
generated by DATAELIXIR in terms of label accuracy, image
quality, and the performance of newly trained models. The
average label accuracy is 98.10% on CIFAR10 and 95.00%
on Tiny ImageNet. Besides, the average Fréchet Inception
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Attack
AC Spectral ABL DBD DATAELIXIR

TPR FPR ACC ASR TPR FPR ACC ASR TPR FPR ACC ASR TPR FPR ACC ASR TPR FPR ACC ASR
BadNets 48.66 48.81 88.32 99.61 80.28 4.41 92.30 98.00 98.56 0.16 86.90 0.00 0.22 11.09 76.55 4.62 99.40 0.89 93.24 0.73

Blended 48.06 48.84 88.86 95.62 98.04 2.44 92.66 57.44 86.64 1.48 85.56 0.11 67.60 3.60 75.50 98.60 99.18 1.15 93.15 1.11

SSBA 48.50 48.62 88.37 94.41 54.38 7.29 90.74 87.16 57.72 4.70 87.37 7.84 50.76 5.47 75.99 4.55 98.62 0.87 93.23 1.31
LF 49.38 49.03 88.81 98.21 24.46 10.62 86.22 99.01 49.76 5.58 88.23 0.96 50.96 5.45 75.49 5.26 95.74 0.96 93.65 4.61

LC 48.20 49.12 89.39 11.40 85.20 8.23 90.29 2.34 0.00 1.01 82.00 6.00 0.00 1.01 76.57 5.45 92.80 3.82 93.37 1.91
WaNet 48.89 48.52 89.14 91.79 47.65 7.90 91.06 87.59 20.29 8.94 89.09 82.62 52.43 5.61 76.36 5.94 99.40 1.20 92.61 1.00

IA 48.06 48.93 89.67 99.90 65.19 6.08 92.32 98.77 85.24 2.22 86.45 0.18 52.50 5.60 75.22 6.39 99.38 0.79 93.84 0.58

LIRA 48.29 47.93 89.35 99.59 31.98 8.92 88.74 99.76 77.97 2.97 87.76 0.24 54.74 5.37 76.94 3.69 98.81 0.45 93.68 0.80

Average 48.51 48.73 88.99 86.32 60.90 6.99 90.54 78.76 59.52 3.38 86.67 12.24 41.15 5.40 76.08 16.81 97.92 1.27 93.35 1.51
BadNets 35.44 35.86 62.64 100.00 94.50 0.00 65.39 99.46 96.77 0.36 62.17 0.00 95.24 0.53 36.65 99.97 99.96 0.15 65.64 0.05

Blended 36.45 36.71 61.84 95.21 94.14 0.04 66.07 7.83 79.93 2.23 59.58 0.12 95.25 0.53 33.14 99.14 97.52 0.16 65.77 0.48

SSBA 33.94 34.46 62.71 98.18 89.93 0.51 65.52 91.30 85.55 1.61 59.35 0.07 95.25 0.53 10.09 98.05 99.66 0.16 66.69 0.41

LF 34.68 35.10 62.53 96.23 90.41 0.45 65.45 56.49 61.84 4.24 59.11 64.47 95.20 0.53 26.03 93.01 95.96 0.14 65.74 2.08
Ftrojan 35.38 35.62 61.72 99.91 94.45 0.00 65.67 13.42 74.58 2.82 61.55 0.01 95.28 0.52 29.65 99.75 98.11 0.13 66.12 1.85

WaNet 36.25 35.73 61.73 95.93 94.10 0.05 64.96 5.84 34.69 7.33 62.46 0.00 97.39 0.54 32.80 98.56 99.72 0.14 65.18 0.16

IA 37.15 36.79 58.55 99.89 90.92 3.99 65.65 97.98 87.72 1.59 58.90 0.01 97.41 0.54 33.48 99.94 95.00 0.18 64.96 0.51

Average 35.61 35.75 61.67 97.91 92.64 0.72 65.53 53.19 74.44 2.88 60.45 9.24 95.86 0.53 28.83 98.35 97.71 0.15 65.73 0.79

Table 1: Defense performance on CIFAR10 (upper part) and Tiny ImageNet (lower part).

Attack
No Defense DATAELIXIR

ACC ASR TPR FPR ACC ASR

BadNets 94.52 99.84 98.33 1.34 94.03 0.82

Blended 94.68 99.34 99.58 1.25 94.35 0.16

LF 92.90 94.10 97.92 1.34 94.19 0.49

Ftrojan 94.52 93.44 99.17 1.34 94.35 0.00

Table 2: Defense performance on LFW.

Distance (FID) (Heusel et al. 2017) and Inception Score
(IS) (Salimans et al. 2016) of purified images are 0.71 and
9.99 on CIFAR10, and 0.35 and 28.62 on Tiny ImageNet.
The newly trained models on these purified datasets achieve
an average ACC and ASR of 93.05% and 1.13% on CI-
FAR10 and 65.75% and 0.41% on Tiny ImageNet.

Defense against Various Attack Scenarios

We evaluate the performance of DATAELIXIR against var-
ious attack scenarios using datasets poisoned with poi-
son rates in {1%, 3%, 5%, 7%, 10%}, target label numbers
in {1, 2, 3} and target label selected in {0, 2, 4, 6, 8}. In
all scenarios, our approach demonstrates effective perfor-
mance, with the average TPR, FPR, ACC, ASR of 99.00%,
0.65%, 93.68%, 0.62% for varying poison rates, 99.10%,
1.20%, 93.34%, 0.54% for varying target label numbers, and
99.16%, 0.82%, 93.47%, 0.71% for different target labels,
validating the robustness of DATAELIXIR.

Attack
Similar Distribution Disparate Distribution

TPR FPR ACC ASR TPR FPR ACC ASR

BadNets 98.54 1.56 92.47 0.82 97.84 4.62 89.53 1.36

Blended 98.72 1.73 92.52 0.70 98.52 4.69 90.45 1.20

SSBA 99.10 1.44 92.82 0.59 99.00 6.79 89.34 0.76

IA 99.17 1.34 92.65 0.56 98.44 4.17 90.50 0.66

LIRA 99.02 1.19 93.12 0.69 98.46 3.49 91.28 0.64

Table 3: Impact of distribution of diffusion model.

Ablation Study
Impact of Diffusion Models. We evaluate the impact of
diffusion models representing different distributions on CI-
FAR10. In addition to the identical distribution using DDPM
trained on CIFAR10, we consider the similar distribution
using Improved DDPM trained on ImageNet-1k and dis-
parate distribution using DDPM trained on CelebA (Liu
et al. 2015). As shown in Table 3, the similar diffusion model
achieves results comparable to those of the identical diffu-
sion model. On the other hand, the disparate diffusion model
also proves effective in countering various attacks, while it
slightly affects the benign accuracy due to its partial restora-
tion of degraded benign features. However, it still surpasses
the performance of the baseline defense methods outlined in
Table 1. These results validate the practical applicability of
DATAELIXIR in realistic scenarios.
Impact of Hyper-parameters. As shown in Figure 3, we as-
sess the impact of hyper-parameters on the performance of
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Figure 3: Impact of hyper-parameters.

DATAELIXIR. Our experiments are conducted on CIFAR10
using BadNets. T and n mainly influence the magnitude
of the noise introduction, where lower values lead to lower
TPR and higher ASR, indicating ineffective removal of trig-
ger features, and higher values of T lead to higher FPR and
lower ACC, indicating excessive degradation of benign fea-
tures. m dictates when we extract intermediary images from
the reverse process, and higher values correspond to higher
FPR and lower ACC, indicating incomplete restoration of
benign features. τ determines the strictness of label transi-
tion judgment, with higher values signifying more lenient
judgments and resulting in lower TPR and higher ASR.

We also evaluate the impacts of our proposed purified im-
age selection strategy and ground-truth label determination
strategy, which lead to the increase of 58.88% and 9.92%
in TPR, along with the decrease of 97.71% and 62.90% in
ASR compared to the baseline strategy.

Discussion
Adaptive Attack
Poisoned Diffusion Model. We validate the performance
of DATAELIXIR when using diffusion model trained on the
poisoned dataset. Our experiments are conducted on CI-
FAR10, using the diffusion model trained on data poisoned
by BadNets. As shown in Table 4, this poisoned diffusion
model fails to counter the corresponding backdoor attack.
Nevertheless, it retains the ability to purify training datasets
poisoned by various other backdoor attacks, all without in-
troducing BadNets into the resulting purified datasets. Con-
sequently, in scenarios where access to trustworthy data
and diffusion models are unavailable, we propose training
the diffusion model using data from diverse untrustworthy
sources. Notably, DATAELIXIR performs effectively as long
as the data used for diffusion model training and the data in-
tended for purification are not poisoned by the same trigger.
Residual Backdoor. We assume that the attacker possesses
comprehensive knowledge of the defense mechanism of

Attack BadNets Blended SSBA IA LIRA

TPR 85.48 98.52 99.02 99.57 98.87

FPR 1.00 1.41 1.34 1.08 0.58

ACC 91.66 93.02 93.09 93.17 93.61

ASR 99.76 1.54 0.97 0.71 0.78

ASR-BadNets 99.76 0.64 0.50 0.62 0.71

Table 4: Defense performance using diffusion model trained
on poisoned dataset.

Attack BadNets Blended SSBA IA LIRA

ASR 3.12 3.77 4.46 4.06 4.10

Table 5: ASR of the potential residual backdoor.

DATAELIXIR. The attacker considers an adaptive attack pre-
suming that residual trigger features remain in purified im-
ages, and such remaining features can inject a residual back-
door into the model trained on them (different from the orig-
inal backdoor injected by the full trigger features). Specifi-
cally, the attacker employs the same purification strategy to
generate poisoned inputs that contain the same residual trig-
ger features, aiming to activate the residual backdoor in the
benign model trained on the purified dataset. We evaluate
such adaptive attack on CIFAR10, and the results are shown
in Table 5. Although the defense results are slightly higher
than those outlined in Table 1, all ASRs remain below 5%,
indicating that such residual backdoor is ineffective.

Limitation
Efficient image sampling has been a persistent challenge for
diffusion models since their inception, which also limits our
approach, as Candidate Set Construction constitutes approx-
imately 65% of the overall defense duration. However, since
the process of constructing candidate set is sample-wise,
parallelization techniques can be employed to enhance ef-
ficiency while additional computational resources are avail-
able. In addition, several methods (Song, Meng, and Ermon
2021; Lu et al. 2022) aimed at accelerating the sampling ef-
ficiency of diffusion models have been proposed, we plan to
incorporate these methods in DATAELIXIR in future work.

Conclusion
In this paper, we propose DATAELIXIR, a novel dataset san-
itization approach to purify poisoned training datasets us-
ing diffusion models to effectively defend against poisoning-
based backdoor attacks. Our method utilizes the forward and
reverse process to construct the candidate set for each sam-
ple, enabling the identification of anomalous samples, detec-
tion of target labels, selection of purified images, and deter-
mination of their ground-truth labels. Experimental results
validate that DATAELIXIR can effectively mitigate diverse
backdoor attacks while preserving the benign accuracy, out-
performing existing backdoor defense methods.
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